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Fiscal Review Committee  

 

Revised April 2014 

 
 

*Contact Name: William Kemmer 
william.kemmer@tn.gov 

*Contact 
Phone: 

615-313-4714 

*Presenter’s 
name(s): 

William Kemmer 
william.kemmer@tn.gov 

Edison Contract 
Number: (if applicable) 

56931 RFS Number: 
(if applicable) 

33701-70617 

*Original or 
Proposed Contract 

Begin Date: 

11/11/17 *Current or 
Proposed End 

Date: 

11/11/20 

Current Request Amendment Number:  
(if applicable) 

1 

Proposed Amendment Effective Date:   
(if applicable) 

11/11/19 

*Department Submitting: Labor & Workforce Development 
*Division: Information Technology 

*Date Submitted: 8/28/2019 
*Submitted Within Sixty (60) days: Yes 

If not, explain: N/A 
*Contract Vendor Name: Atos IT Solutions & Services, Inc.  

*Current  or Proposed Maximum Liability: $3,960,606.51 
*Estimated Total Spend for Commodities: N/A 

*Current or Proposed Contract Allocation by Fiscal Year:  
(as Shown on Most Current Fully Executed Contract Summary Sheet) 
FY: 20 FY: 21 FY:  FY:  FY  FY  
$1,137,927.55 $701,140.16     
*Current Total Expenditures by Fiscal Year of Contract:  
(attach backup documentation from Edison) 
FY: 20 FY: FY: FY: FY FY 
$436,787.40 $ $ $ $ $ 
IF Contract Allocation has been 
greater than Contract 
Expenditures, please give the 
reasons and explain where surplus 
funds were spent: 

N/A 

IF surplus funds have been carried 
forward, please give the reasons 
and provide the authority for the 
carry forward provision: 

N/A 

IF Contract Expenditures exceeded 
Contract Allocation, please give the 
reasons and explain how funding 
was acquired to pay the overage: 

N/A 
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*Contract Funding Source/Amount: 
 

State: 
 

 
 Federal: 100% 

 
Interdepartmental: 

 

 
Other:  

If “other” please define:  
If “interdepartmental” please define:  
Dates of All Previous Amendments 

or Revisions: (if applicable) 
Brief Description of Actions in Previous 
Amendments or Revisions: (if applicable) 

  
  
  

Method of Original Award:  (if applicable) Sole-Source Procurement 
*What were the projected costs of the 

service for the entire term of the contract 
prior to contract award? 

How was this cost determined? 

The award was originally a non-
competitive contract, pricing was 
determined based on vendor quote.  

*List number of other potential vendors 
who could provide this good or service; 

efforts to identify other competitive 
procurement alternatives; and the 

reason(s) a sole-source contract is in the 
best interest of the State.  

No other U.S. vendor is authorized to 
provide remote hosting and disaster 
recovery services for the  
operating environment currently in use 
by the Department.    
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STS Pre-Approval Endorsement Request 
E-Mail Transmittal 

  
TO : STS Contracts 

Department of Finance & Administration 
E-mail : it.abc@tn.gov     

FROM : William Kemmer 
E-mail : william.kemmer@tn.gov 

DATE : 04/25/2019  Received Wednesday July 3, 2019 

RE : Request for STS Pre-Approval Endorsement  
 

Applicable RFS # 33701-40919 
State Security Confidential Information Applicability  
Under Tenn. Code Ann. §10-7-504(i) vendor identity or a description of the goods or services provided 
by the vendor shall be confidential.  
   

 Applicable  
 Not Applicable  

 

Additional language is attached and endorsement is contingent upon inclusion of this additional 
language: 

 
 Applicable  
 Not Applicable  

 

STS Endorsement Signature & Date:  
 
 
 

 
 Chief Information Officer 

NOTE:  Proposed contract/grant support is applicable to the subject IT service technical merit. 

Strategic Technology Solutions (STS) pre-approval endorsement is required pursuant to procurement 
regulations pertaining to contracts with information technology as a component of the scope of service.  
This request seeks to ensure that STS is aware of and has an opportunity to review the procurement 
detailed below and in the attached document(s).  This requirement applies to any procurement method 
regardless of dollar amount.   

Please indicate STS endorsement of the described procurement (with the appropriate signature above), 
and return this document via e-mail at your earliest convenience. 

Contracting Agency Department of Labor & Workforce Development 

mailto:it.abc@tn.gov


09-20-18 REQUEST-STS 

2 of 7 

Applicable RFS # 33701-40919 

Agency Contact (name, phone, e-mail) William Kemmer 
615-313-4714 
william.kemmer@tn.gov 

Attachments Supporting Request (mark all applicable) 
Note: The complete draft procurement document and the applicable documents listed below must accompany this 
request when submitted to STS.  Special Contract Requests and Amendment Requests without Agency Head 
signature are acceptable.  STS is aware that these documents will not have CPO signature when submitted with this 
request. 

  Solicitation Document 
  Special Contract Request  
  Amendment Request  
  Proposed Contract/Grant or Amendment  
 Original Contract/Grant and Previous Amendments (if any) 

 

Information Systems Plan (ISP) Project Applicability 
To avoid delay of STS pre-approval, the applicability of an ISP project to the procurement must be 
confirmed with agency IT staff prior to submitting this request to STS.  If necessary, agency IT staff 
should contact STS Planning with questions concerning the need for an ISP project. 

IT Director/Staff Name Confirming (required): Anthony Starnes 
 Applicable – Approved ISP Project#        
 Not Applicable 

Subject Information Technology Service Description  
Provide a brief summary of the information technology services involved.  Clearly identify included 
technologies such as system development/maintenance, security, networking, etc.  As applicable, 
identify the contract or solicitation sections related to the IT services. 

 
TDLWD seeks continued use of managed mainframe hosting, disaster recovery, and 
technical support services through Atos IT Solutions & Services. Atos is the sole provider 
of remote hosting services for the  operating system currently used in the 
processing of the State’s unemployment insurance claims.  

 
 



Attachment: STS Endorsement Conditions 
This STS endorsement is contingent upon modification of the 

procurement documents as described below. 
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Requirement: STS endorses with the understanding that a. b. and d. from the standard template 
language below be added to the contract amendment.  Please note that Section d (1) contains 
Recovery options which should be defined based on the agency’s business requirements and not 
be in conflict with Appendix A (1) b) Disaster Recovery. 
 
Recommendation: The current FA template instructs the agency to include Section c. as listed 
below if the contractor is hosting any state data, even if not confidential. 
 
#. The following is inserted in the contract as Section e.13. 

 
E.13. Contractor Hosted Services Confidential Data, Audit, and Other Requirements 

a. “Confidential State Data” is defined as data deemed confidential by State or Federal 
statute or regulation.  The Contractor shall protect Confidential State Data as 
follows: 

 
(1) The Contractor shall ensure that all Confidential State Data is housed in the 

continental United States, inclusive of backup data. 
 
(2) The Contractor shall encrypt Confidential State Data at rest and in transit using 

the current version of Federal Information Processing Standard (“FIPS”) 140-2 
validated encryption technologies. 

 
(3) The Contractor shall maintain a Security Management Certification from the 

Federal Risk and Authorization Management Program (“FedRAMP”). A “Security 
Management Certification” shall mean written confirmation from FedRAMP that 
FedRAMP has assessed the Contractor’s information technology Infrastructure, 
using a standardized approach to security assessment, authorization, and 
continuous monitoring for cloud products and services, and has certified that 
the Contractor meets FedRAMP standards. Information technology 
“Infrastructure” shall mean the Contractor’s entire collection of hardware, 
software, networks, data centers, facilities and related equipment used to 
develop, test, operate, monitor, manage and/or support information technology 
services. The Contractor shall provide proof of current certification annually and 
upon State request. 
 
Contractor shall meet all applicable requirements of the most current version of 
Internal Revenue Service Publication 1075. 
 
No additional funding shall be allocated for these certifications, authorizations, 
or audits as these are included in the Maximum Liability of this Contract. 
 

(4) The Contractor must annually perform Penetration Tests and Vulnerability 
Assessments against its Processing Environment. “Processing Environment” 
shall mean the combination of software and hardware on which the Application 
runs. “Application” shall mean the computer code that supports and 
accomplishes the State’s requirements as set forth in this Contract. “Penetration 
Tests” shall be in the form of attacks on the Contractor’s computer system, with 
the purpose of discovering security weaknesses which have the potential to 
gain access to the Processing Environment’s features and data.  The 
“Vulnerability Assessment” shall be designed and executed to define, identify, 
and classify the security holes (vulnerabilities) in the Processing 
Environment.  The Contractor shall allow the State, at its option, to perform 
Penetration Tests and Vulnerability Assessments on the Processing 
Environment. 
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(5) Upon State request, the Contractor shall provide a copy of all Confidential State 

Data it holds. The Contractor shall provide such data on media and in a format 
determined by the State. 

 
(6) Upon termination of this Contract and in consultation with the State, the 

Contractor shall destroy all Confidential State Data it holds (including any 
copies such as backups) in accordance with the current version of National 
Institute of Standards and Technology (“NIST”) Special Publication 800-88. The 
Contractor shall provide a written confirmation of destruction to the State within 
ten (10) business days after destruction.  
 

b. Minimum Requirements 
 

(1) The Contractor and all data centers used by the Contractor to host State data, 
including those of all Subcontractors, must comply with the State’s Enterprise 
Information Security Policies as amended periodically.  The State’s Enterprise 
Information Security Policies document is found at the following URL: 
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-
solutions/sts-security-policies.html. 

 
(2) The Contractor agrees to maintain the Application so that it will run on a 

current, manufacturer-supported Operating System.  “Operating System” shall 
mean the software that supports a computer's basic functions, such as 
scheduling tasks, executing applications, and controlling peripherals.  

 
(3) If the Application requires middleware or database software, Contractor shall 

maintain middleware and database software versions that are at all times fully 
compatible with current versions of the Operating System and Application to 
ensure that security vulnerabilities are not introduced. 

 
c. Comptroller Audit Requirements 

 
Upon reasonable notice and at any reasonable time, the Contractor and 
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or 
their duly appointed representatives to perform information technology control 
audits of the Contractor and all Subcontractors used by the 
Contractor.  Contractor will maintain and cause its Subcontractors to maintain a 
complete audit trail of all transactions and activities in connection with this 
Contract.  Contractor will provide to the State, the Comptroller of the Treasury, 
or their duly appointed representatives access to Contractor and 
Subcontractor(s) personnel for the purpose of performing the information 
technology control audit. 
 
The information technology control audit may include a review of general 
controls and application controls.  General controls are the policies and 
procedures that apply to all or a large segment of the Contractor’s or 
Subcontractor’s information systems and applications and include controls over 
security management, access controls, configuration management, segregation 
of duties, and contingency planning.  Application controls are directly related to 
the application and help ensure that transactions are complete, accurate, valid, 
confidential, and available.  The audit shall include the Contractor’s and 
Subcontractor’s compliance with the State’s Enterprise Information Security 
Policies and all applicable requirements, laws, regulations or policies. 

https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
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The audit may include interviews with technical and management personnel, 
physical inspection of controls, and review of paper or electronic 
documentation. 
 
For any audit issues identified, the Contractor and Subcontractor(s) shall 
provide a corrective action plan to the State within 30 days from the Contractor 
or Subcontractor receiving the audit report.  
 
Each party shall bear its own expenses incurred while conducting the 
information technology controls audit. 

 
d. Business Continuity Requirements.  The Contractor shall maintain set(s) of 

documents, instructions, and procedures which enable the Contractor to respond to 
accidents, disasters, emergencies, or threats without any stoppage or hindrance in 
its key operations (“Business Continuity Requirements”). Business Continuity 
Requirements shall include: 
 
(1) “Disaster Recovery Capabilities” refer to the actions the Contractor takes to 

meet the Recovery Point and Recovery Time Objectives defined below. Disaster 
Recovery Capabilities shall meet the following objectives: 
 

i. Recovery Point Objective (“RPO”). The RPO is defined as the maximum 
targeted period in which data might be lost from an IT service due to a 
major incident: [NUMBER OF HOURS/MINUTES] 

ii. Recovery Time Objective (“RTO”). The RTO is defined as the targeted 
duration of time and a service level within which a business process must 
be restored after a disaster (or disruption) in order to avoid unacceptable 
consequences associated with a break in business continuity: [NUMBER OF 
HOURS/MINUTES] 
 

(2) The Contractor and the Subcontractor(s) shall perform at least one Disaster 
Recovery Test every three hundred sixty-five (365) days. A “Disaster Recovery 
Test” shall mean the process of verifying the success of the restoration 
procedures that are executed after a critical IT failure or disruption occurs. The 
Disaster Recovery Test shall use actual State Data Sets that mirror production 
data, and success shall be defined as the Contractor verifying that the 
Contractor can meet the State’s RPO and RTO requirements. A “Data Set” is 
defined as a collection of related sets of information that is composed of 
separate elements but can be manipulated as a unit by a computer. The 
Contractor shall provide written confirmation to the State after each Disaster 
Recover Test that its Disaster Recovery Capabilities meet the RPO and RTO 
requirements. 
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Recommendation: The agency should replace the original contract PII language (E.7.) with 
the current FA model language below.  
 
#. Section E.7. Personally Identifiable Information is deleted in its entirety and 
replaced with the following. 
 
E.7. Personally Identifiable Information.  While performing its obligations under this Contract, 

Contractor may have access to Personally Identifiable Information held by the State (“PII”).  For 
the purposes of this Contract, “PII” includes “Nonpublic Personal Information” as that term is 
defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and 
the rules and regulations thereunder, all as may be amended or supplemented from time to time 
(“GLBA”) and personally identifiable information and other data protected under any other 
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal 
information (“Privacy Laws”).  Contractor agrees it shall not do or omit to do anything which would 
cause the State to be in breach of any Privacy Laws.  Contractor shall, and shall cause its 
employees, agents and representatives to: (i) keep PII confidential and may use and disclose PII 
only as necessary to carry out those specific aspects of the purpose for which the PII was 
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; and (ii) 
implement and maintain appropriate technical and organizational measures regarding information 
security to: (A) ensure the security and confidentiality of PII; (B) protect against any threats or 
hazards to the security or integrity of PII; and (C) prevent unauthorized access to or use of 
PII.  Contractor shall immediately notify State: (1) of any disclosure or use of any PII by 
Contractor or any of its employees, agents and representatives in breach of this Contract; and (2) 
of any disclosure of any PII to Contractor or its employees, agents and representatives where the 
purpose of such disclosure is not known to Contractor or its employees, agents and 
representatives.  The State reserves the right to review Contractor's policies and procedures 
used to maintain the security and confidentiality of PII and Contractor shall, and cause its 
employees, agents and representatives to, comply with all reasonable requests or directions from 
the State to enable the State to verify or ensure that Contractor is in full compliance with its 
obligations under this Contract in relation to PII.  Upon termination or expiration of the Contract or 
at the State’s direction at any time in its sole discretion, whichever is earlier, Contractor shall 
immediately return to the State any and all PII which it has received under this Contract and shall 
destroy all records of such PII.  
 
The Contractor shall report to the State any instances of unauthorized access to or potential 
disclosure of PII in the custody or control of Contractor (“Unauthorized Disclosure”) that come to 
the Contractor’s attention.  Any such report shall be made by the Contractor within twenty-four 
(24) hours after the Unauthorized Disclosure has come to the attention of the 
Contractor.  Contractor shall take all necessary measures to halt any further Unauthorized 
Disclosures.  The Contractor, at the sole discretion of the State, shall provide no cost credit 
monitoring services for individuals whose PII was affected by the Unauthorized Disclosure.  The 
Contractor shall bear the cost of notification to all individuals affected by the Unauthorized 
Disclosure, including individual letters and public notice.  The remedies set forth in this Section 
are not exclusive and are in addition to any claims or remedies available to this State under this 
Contract or otherwise available at law. 

 
Recommendation: The agency should consult with the CPO regarding the language 
proposed for Attachment 5.  
 

1. The current FA model contains language specifying requirements for handling FTI data. This 
language appears to be very similar to the language the agency proposed. STS recommends that 
the agency use the model language unless CPO allows use of the proposed language instead. 
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2. Both versions of the FTI language include a statement “Include any additional safeguards that 
may be appropriate.” If the agency does not intend to define additional safeguards, it should 
seek CPO permission to delete this statement. 
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Amendment Request 
This request form is not required for amendments to grant contracts. Route a completed request, as one file in PDF format, 
via e-mail attachment sent to:  Agsprs.Agsprs@tn.gov 

 APPROVED 

 CHIEF PROCUREMENT OFFICER                                      DATE 
 

Agency request tracking # 33701-40919 

1. Procuring Agency Department of Labor & Workforce Development 

2. Contractor Atos IT Solutions and Services, Inc. 

3. Edison contract ID # 56931 

4. Proposed amendment # 1 

5. Contract’s Original Effective Date 11/11/17 

6. Current end date  
 11/10/19 

7. Proposed end date  
 11/10/20 

8. Current Maximum Liability or Estimated Liability 
 $ 2,558,326.20 

9. Proposed Maximum Liability or Estimated Liability  
 $ 3,960,606.51 

10. Strategic Technology Solutions Pre-Approval Endorsement 
Request 
– information technology service (N/A to THDA) 

 Not Applicable     Attached     

11. eHealth Pre-Approval Endorsement Request  
– health-related professional, pharmaceutical, laboratory, or imaging  Not Applicable     Attached     

12. Human Resources Pre-Approval Endorsement Request  
– state employee training service  Not Applicable     Attached     

13. Explain why the proposed amendment is needed 

The proposed amendment provides funds for a one-year extension to the current contract.  

The amendment will also provide an opportunity to update the contract’s information security 

language to the current standard (Attachment 5). 

14. If the amendment involves a change in Scope, describe efforts to identify reasonable, competitive, 
procurement alternatives to amending the contract. 

N/A 

mailto:Agsprs.Agsprs@tn.gov
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Agency request tracking # 33701-40919 

Signature of Agency head or authorized designee, title of signatory, and date (the authorized designee may 
sign his or her own name if indicated on the Signature Certification and Authorization document)     

 



09-20-18 AMEND-K 

 

 

C O N T R AC T  A M E N D M E N T  C O V E R  S H E E T  

Agency Tracking # Edison ID Contract # Amendment # 

33701-40919 56931 56931 1 

Contractor Legal Entity Name Edison Vendor ID 

Atos IT Solutions and Services, Inc.  189689 

Amendment Purpose & Effect(s) 
One-year extension with updated security language 

Amendment Changes Contract End Date:           YES     NO End Date:          11/10/2020 

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 1,402,280.31 

Funding — 
FY State Federal Interdepartmental Other TOTAL Contract Amount 

18       $831,976.00             $831,976.00 

19       $1,289,562.80             $1,289,562.80 

20       $1,137,927.55             $1,137,927.55 

21       $701,140.16             $701,140.16 

                                   

TOTAL:       $3,960,606.51             $3,960,606.51 

 

Budget Officer Confirmation:  There is a balance in the 
appropriation from which obligations hereunder are required 
to be paid that is not already encumbered to pay other 
obligations. 

CPO USE 

Speed Chart (optional) Account Code (optional) 

            
 



  

 

 

AMENDMENT 1 
OF CONTRACT 56931 

 
This Amendment is made and entered by and between the State of Tennessee, Department of Labor & 
Workforce Development, hereinafter referred to as the “State” and Atos IT Solutions & Services, Inc., 
hereinafter referred to as the “Contractor.”  For good and valuable consideration, the sufficiency of which is 
hereby acknowledged, it is mutually understood and agreed by and between said, undersigned contracting 
parties that the subject contract is hereby amended as follows:  
 
1. Contract section C.1. is deleted in its entirety and replaced with the following: 
 

C.1. Maximum Liability.  In no event shall the maximum liability of the State under this Contract 
exceed Three Million, Nine Hundred Sixty Thousand, Six Hundred Six Dollars and Fifty One 
Cents ($3,960,606.51) (“Maximum Liability”).  This Contract does not grant the Contractor 
any exclusive rights.  The State does not guarantee that it will buy any minimum quantity of 
goods or services under this Contract.  Subject to the terms and conditions of this Contract, 
the Contractor will only be paid for goods or services provided under this Contract after a 
purchase order is issued to Contractor by the State or as otherwise specified by this 
Contract. 

 
 The Contractor is not entitled to be paid the maximum liability for any period under the 

Contract or any extensions of the Contract for work not requested by the State. The 
maximum liability represents available funds for payment to the Contractor and does not 
guarantee payment of any such funds to the Contractor under this Contract unless the State 
requests work and the Contractor performs said work. In which case, the Contractor shall be 
paid in accordance with the payment rates detailed in Section C.3. The State is under no 
obligation to request work from the Contractor in any specific dollar amounts or to request 
any work at all from the Contractor during any period of this Contract. 

 
2. Contract section E.7. is deleted in its entirety and replaced with the following: 
 

E.7. Personally Identifiable Information.  While performing its obligations under this Contract, 
Contractor may have access to Personally Identifiable Information held by the State (“PII”).  
For the purposes of this Contract, “PII” includes “Nonpublic Personal Information” as that 
term is defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal 
statute, and the rules and regulations thereunder, all as may be amended or supplemented 
from time to time (“GLBA”) and personally identifiable information and other data protected 
under any other applicable laws, rule or regulation of any jurisdiction relating to disclosure or 
use of personal information (“Privacy Laws”).  Contractor agrees it shall not do or omit to do 
anything which would cause the State to be in breach of any Privacy Laws.  Contractor shall, 
and shall cause its employees, agents and representatives to: (i) keep PII confidential and 
may use and disclose PII only as necessary to carry out those specific aspects of the 
purpose for which the PII was disclosed to Contractor and in accordance with this Contract, 
GLBA and Privacy Laws; and (ii) implement and maintain appropriate technical and 
organizational measures regarding information security to: (A) ensure the security and 
confidentiality of PII; (B) protect against any threats or hazards to the security or integrity of 
PII; and (C) prevent unauthorized access to or use of PII.  Contractor shall immediately notify 
State: (1) of any disclosure or use of any PII by Contractor or any of its employees, agents 
and representatives in breach of this Contract; and (2) of any disclosure of any PII to 
Contractor or its employees, agents and representatives where the purpose of such 
disclosure is not known to Contractor or its employees, agents and representatives.  The 
State reserves the right to review Contractor's policies and procedures used to maintain the 
security and confidentiality of PII and Contractor shall, and cause its employees, agents and 
representatives to, comply with all reasonable requests or directions from the State to enable 
the State to verify or ensure that Contractor is in full compliance with its obligations under this 
Contract in relation to PII.  Upon termination or expiration of the Contract or at the State’s 
direction at any time in its sole discretion, whichever is earlier, Contractor shall immediately 
return to the State any and all PII which it has received under this Contract and shall destroy 
all records of such PII.   

 



  

 

 

 The Contractor shall report to the State any instances of unauthorized access to or potential 
disclosure of PII in the custody or control of Contractor (“Unauthorized Disclosure”) that 
come to the Contractor’s attention.  Any such report shall be made by the Contractor within 
twenty-four (24) hours after the Unauthorized Disclosure has come to the attention of the 
Contractor.  Contractor shall take all necessary measures to halt any further Unauthorized 
Disclosures.  The Contractor, at the sole discretion of the State, shall provide no cost credit 
monitoring services for individuals whose PII was affected by the Unauthorized Disclosure.  
The Contractor shall bear the cost of notification to all individuals affected by the 
Unauthorized Disclosure, including individual letters and public notice.  The remedies set 
forth in this Section are not exclusive and are in addition to any claims or remedies available 
to this State under this Contract or otherwise available at law.  The obligations set forth in 
this Section shall survive the termination of this Contract. 

 
3. The following is added as Contract section E.13.: 
 

E.13. Contractor Hosted Services Confidential Data, Audit, and Other Requirements  
 

a. “Confidential State Data” is defined as data deemed confidential by State or Federal 
statute or regulation.  The Contractor shall protect Confidential State Data as follows: 

 
(1) The Contractor shall ensure that all Confidential State Data is housed in the 

continental United States, inclusive of backup data. 
 
(2) The Contractor shall encrypt Confidential State Data at rest and in transit using the 

current version of Federal Information Processing Standard (“FIPS”) 140-2 
validated encryption technologies. 

 
(3) The Contractor and the Contractor’s processing environment containing 

Confidential State Data shall either (1) be in accordance with at least one of the 
following security standards: (i) International Standards Organization (“ISO”) 
27001; (ii) Federal Risk and Authorization Management Program (“FedRAMP”); or 
(2) be subject to an annual engagement by a CPA firm in accordance with the 
standards of the American Institute of Certified Public Accountants (“AICPA”) for a 
System and Organization Controls for service organizations (“SOC”) Type II audit.  
The State shall approve the SOC audit control objectives.  The Contractor shall 
provide proof of current ISO certification or FedRAMP authorization for the 
Contractor and Subcontractor(s), or provide the State with the Contractor’s and 
Subcontractor’s annual SOC Type II audit report within 30 days from when the CPA 
firm provides the audit report to the Contractor or Subcontractor.  The Contractor 
shall submit corrective action plans to the State for any issues included in the audit 
report within 30 days after the CPA firm provides the audit report to the Contractor 
or Subcontractor.  

 
If the scope of the most recent SOC audit report does not include all of the current 
State fiscal year, upon request from the State, the Contractor must provide to the 
State a letter from the Contractor or Subcontractor stating whether the Contractor 
or Subcontractor made any material changes to their control environment since the 
prior audit and, if so, whether the changes, in the opinion of the Contractor or 
Subcontractor, would negatively affect the auditor’s opinion in the most recent audit 
report. 
 
No additional funding shall be allocated for these certifications, authorizations, or 
audits as these are included in the Maximum Liability of this Contract. 
 

(4) The Contractor must annually perform Penetration Tests and Vulnerability 
Assessments against its Processing Environment. “Processing Environment” shall 
mean the combination of software and hardware on which the Application runs. 
“Application” shall mean the computer code that supports and accomplishes the 
State’s requirements as set forth in this Contract. “Penetration Tests” shall be in 
the form of attacks on the Contractor’s computer system, with the purpose of 



  

 

 

discovering security weaknesses which have the potential to gain access to the 
Processing Environment’s features and data.  The “Vulnerability Assessment” shall 
be designed and executed to define, identify, and classify the security holes 
(vulnerabilities) in the Processing Environment.  The Contractor shall allow the 
State, at its option, to perform Penetration Tests and Vulnerability Assessments on 
the Processing Environment. 

 
(5) Upon State request, the Contractor shall provide a copy of all Confidential State 

Data it holds. The Contractor shall provide such data on media and in a format 
determined by the State 

 
(6) Upon termination of this Contract and in consultation with the State, the Contractor 

shall destroy all Confidential State Data it holds (including any copies such as 
backups) in accordance with the current version of National Institute of Standards 
and Technology (“NIST”) Special Publication 800-88. The Contractor shall provide 
a written confirmation of destruction to the State within ten (10) business days after 
destruction. 
 

b. Minimum Requirements 
 

(1) The Contractor and all data centers used by the Contractor to host State data, 
including those of all Subcontractors, must comply with the State’s Enterprise 
Information Security Policies as amended periodically.  The State’s Enterprise 
Information Security Policies document is found at the following URL: 
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-
solutions/sts-security-policies.html. 

 
(2) The Contractor agrees to maintain the Application so that it will run on a current, 

manufacturer-supported Operating System.  “Operating System” shall mean the 
software that supports a computer's basic functions, such as scheduling tasks, 
executing applications, and controlling peripherals.  

 
(3) If the Application requires middleware or database software, Contractor shall 

maintain middleware and database software versions that are at all times fully 
compatible with current versions of the Operating System and Application to ensure 
that security vulnerabilities are not introduced. 

 
c. Comptroller Audit Requirements 

 
Upon reasonable notice and at any reasonable time, the Contractor and 
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or their 
duly appointed representatives to perform information technology control audits of 
the Contractor and all Subcontractors used by the Contractor.  Contractor will 
maintain and cause its Subcontractors to maintain a complete audit trail of all 
transactions and activities in connection with this Contract.  Contractor will provide 
to the State, the Comptroller of the Treasury, or their duly appointed 
representatives access to Contractor and Subcontractor(s) personnel for the 
purpose of performing the information technology control audit. 
 
The information technology control audit may include a review of general controls 
and application controls.  General controls are the policies and procedures that 
apply to all or a large segment of the Contractor’s or Subcontractor’s information 
systems and applications and include controls over security management, access 
controls, configuration management, segregation of duties, and contingency 
planning.  Application controls are directly related to the application and help 
ensure that transactions are complete, accurate, valid, confidential, and available.  
The audit shall include the Contractor’s and Subcontractor’s compliance with the 
State’s Enterprise Information Security Policies and all applicable requirements, 
laws, regulations or policies. 
 

https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html


  

 

 

The audit may include interviews with technical and management personnel, 
physical inspection of controls, and review of paper or electronic documentation. 
 
For any audit issues identified, the Contractor and Subcontractor(s) shall provide a 
corrective action plan to the State within 30 days from the Contractor or 
Subcontractor receiving the audit report.  
 
Each party shall bear its own expenses incurred while conducting the information 
technology controls audit. 

 
d. Business Continuity Requirements.  The Contractor shall maintain set(s) of documents, 

instructions, and procedures which enable the Contractor to respond to accidents, 
disasters, emergencies, or threats without any stoppage or hindrance in its key 
operations (“Business Continuity Requirements”). Business Continuity Requirements 
shall include: 
 
(1) “Disaster Recovery Capabilities” refer to the actions the Contractor takes to meet 

the Recovery Point and Recovery Time Objectives defined below. Disaster 
Recovery Capabilities shall meet the following objectives: 
 

i. Recovery Point Objective (“RPO”). The RPO is defined as the maximum 
targeted period in which data might be lost from an IT service due to a major 
incident: TWENTY-FOUR (24) HOURS.  
 

ii. Recovery Time Objective (“RTO”). The RTO is defined as the targeted duration 
of time and a service level within which a business process must be restored 
after a disaster (or disruption) in order to avoid unacceptable consequences 
associated with a break in business continuity: TWENTY-FOUR (24) HOURS. 
 

(2) The Contractor and any Subcontractor(s) shall perform at least one Disaster 
Recovery Test every three hundred sixty-five (365) days. A “Disaster Recovery 
Test” shall mean the process of verifying the success of the restoration procedures 
that are executed after a critical IT failure or disruption occurs. The Disaster 
Recovery Test shall use actual State Data Sets that mirror production data, and 
success shall be defined as the Contractor verifying that the Contractor can meet 
the State’s RPO and RTO requirements. A “Data Set” is defined as a collection of 
related sets of information that is composed of separate elements but can be 
manipulated as a unit by a computer. The Contractor shall provide written 
confirmation to the State after each Disaster Recovery Test that its Disaster 
Recovery Capabilities meet the RPO and RTO requirements. 

 
4. Contract Attachment 5 attached hereto is added as a new attachment. 
 
Required Approvals.  The State is not bound by this Amendment until it is signed by the contract parties and 
approved by appropriate officials in accordance with applicable Tennessee laws and regulations (depending 
upon the specifics of this contract, said officials may include, but are not limited to, the Commissioner of 
Finance and Administration, the Commissioner of Human Resources, and the Comptroller of the Treasury). 
 
Amendment Effective Date.  The revisions set forth herein shall be effective once all required approvals are 
obtained.  All other terms and conditions of this Contract not expressly amended herein shall remain in full 
force and effect. 
 
 
IN WITNESS WHEREOF, 

ATOS IT SOLUTIONS AND SERVICES, INC.: 



  

 

 

 

SIGNATURE DATE 

 

PRINTED NAME AND TITLE OF SIGNATORY (above)  

TENNESSEE DEPARTMENT OF LABOR & WORKFORCE DEVELOPMENT: 

 

JEFF MCCORD, COMMISSIONER DATE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  

 

 

ATTACHMENT 5 
 

SAFEGUARDING CONTRACT LANGUAGE 
 
I. PERFORMANCE 

 
In performance of this contract, the contractor agrees to comply with and assume 
responsibility for compliance by his or her employees with the following requirements: 
 

(1) All work will be done under the supervision of the contractor or the contractor's 
employees. 

 
(2) The contractor and the contractor’s employees with access to or who use FTI must 

meet the background check requirements defined in IRS Publication 1075. 
 

(3) Any return or return information made available in any format shall be used only 
for the purpose of carrying out the provisions of this contract. Information 
contained in such material will be treated as confidential and will not be divulged 
or made known in any manner to any person except as may be necessary in the 
performance of this contract. Disclosure to anyone other than an officer or 
employee of the contractor will be prohibited. 

 
(4) All returns and return information will be accounted for upon receipt and properly 

stored before, during, and after processing. In addition, all related output will be 
given the same level of protection as required for the source material. 

 
(5) The contractor certifies that the data processed during the performance of this 

contract will be completely purged from all data storage components of his or her 
computer facility, and no output will be retained by the contractor at the time the 
work is completed. If immediate purging of all data storage components is not 
possible, the contractor certifies that any IRS data remaining in any storage 
component will be safeguarded to prevent unauthorized disclosures. 

 
(6) Any spoilage or any intermediate hard copy printout that may result during the 

processing of IRS data will be given to the agency or his or her designee. When 
this is not possible, the contractor will be responsible for the destruction of the 
spoilage or any intermediate hard copy printouts, and will provide the agency or 
his or her designee with a statement containing the date of destruction, 
description of material destroyed, and the method used. 

 
(7) All computer systems receiving, processing, storing or transmitting FTI must meet 

the requirements defined in IRS Publication 1075. To meet functional and 
assurance requirements, the security features of the environment must provide for 
the managerial, operational, and technical controls. All security features must be 
available and activated to protect against unauthorized use of and access to 
Federal Tax Information. 

 
(8) No work involving Federal Tax Information furnished under this contract will be 

subcontracted without prior written approval of the IRS. 



  

 

 

 

(9) The contractor will maintain a list of employees authorized access. Such list will be 
provided to the agency and, upon request, to the IRS reviewing office.(10) The 
agency will have the right to void the contract if the contractor fails to provide the 
safeguards described above. 

 
(10) (Include any additional safeguards that may be appropriate.) 

 
II. CRIMINAL/CIVIL SANCTIONS 

 
(1) Each officer or employee of any person to whom returns or return information is 

or may be disclosed will be notified in writing by such person that returns or 
return information disclosed to such officer or employee can be used only for a 
purpose and to the extent authorized herein, and that further disclosure of any 
such returns or return information for a purpose or to an extent unauthorized 
herein constitutes a felony punishable upon conviction by a fine of as much as 
$5,000 or imprisonment for as long as 5 years, or both, together with the costs of 
prosecution. Such person shall also notify each such officer and employee that 
any such unauthorized further disclosure of returns or return information may 
also result in an award of civil damages against the officer or employee in an 
amount not less than $1,000 with respect to each instance of unauthorized 
disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth 
at 26 CFR 301.6103(n)-1. 

 
(2) Each officer or employee of any person to whom returns or return information is or 

may be disclosed shall be notified in writing by such person that any return or 
return information made available in any format shall be used only for the purpose 
of carrying out the provisions of this contract. Information contained in such 
material shall be treated as confidential and shall not be divulged or made known 
in any manner to any person except as may be necessary in the performance of 
the contract. Inspection by or disclosure to anyone without an official need-to- 
know constitutes a criminal misdemeanor punishable upon conviction by a fine of 
as much as $1,000 or imprisonment for as long as 1 year, or both, together with 
the costs of prosecution. Such person shall also notify each such officer and 
employee that any such unauthorized inspection or disclosure of returns or return 
information may also result in an award of civil damages against the officer or 
employee [United States for Federal employees] in an amount equal to the sum of 
the greater of $1,000 for each act of unauthorized inspection or disclosure with 
respect to which such defendant is found liable or the sum of the actual damages 
sustained by the plaintiff as a result of such unauthorized inspection or disclosure 
plus in the case of a willful inspection or disclosure which is the result of gross 
negligence, punitive damages, plus the costs of the action. These penalties are 
prescribed by IRC 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1. 

 
(3) Additionally, it is incumbent upon the contractor to inform its officers and 

employees of the penalties for improper disclosure imposed by the Privacy Act of 
1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to 
contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a 
contractor, who by virtue of his/her employment or official position, has possession 
of or access to agency records which contain individually identifiable information, 



 

1 

 

the disclosure of which is prohibited by the Privacy Act or regulations 
established thereunder, and who knowing that disclosure of the specific 
material is prohibited, willfully discloses the material in any manner to any 
person or agency not entitled to receive it, shall be guilty of a misdemeanor 
and fined not more than $5,000. 

 
(4) Granting a contractor access to FTI must be preceded by certifying that each 

individual understands the agency’s security policy and procedures for 
safeguarding IRS information. Contractors must maintain their authorization to 
access FTI through annual recertification. The initial certification and 
recertification must be documented and placed in the agency's files for review. 
As part of the certification and at least annually afterwards, contractors must 
be advised of the provisions of IRCs 7431, 7213, and 7213A (see Exhibit 
4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for 
 Unauthorized Disclosure). The training provided before the initial certification 
and annually thereafter must also cover the incident response policy and 
procedure for reporting unauthorized disclosures and data breaches. 
(See Section 10) For both the initial certification and the annual certification, 
the contractor must sign, either with ink or electronic signature, a 
confidentiality statement certifying their understanding of the security 
requirements. 

 

III. INSPECTION 
 
The IRS and the Agency, with 24 hour notice, shall have the right to send its 
inspectors into the offices and plants of the contractor to inspect facilities and 
operations performing any work with FTI under this contract for compliance with 
requirements defined in IRS Publication 1075. The IRS’ right of inspection shall 
include the use of manual and/or automated scanning tools to perform 
compliance and vulnerability assessments of information technology (IT) assets 
that access, store, process or transmit FTI. On the basis of such inspection, 
corrective actions may be required in cases where the contractor is found to be 
noncompliant with contract safeguards. 
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