STATE OF TENNESSEE
DEPARTMENT OF HEALTH
ANDREW JOHNSON TOWER, 5TH FLOOR

BILL LEE 710 JAMES ROBERTSON PARKWAY LISA PIERCEY, MD, MBA, FAAP
GOVERNOR NASHVILLE, TENNESSEE 37243 COMMISSIONER

November 15, 2019

Krista Lee Carsner, Director
Fiscal Review Committee

Suite G-102, Cordell Hull Building
425 5™ Avenue North

Nashville, TN 37243

Mike Perry, Chief Procurement Officer

Central Procurement Office, Department of General Services
22" Floor, Tennessee Tower

312 Rosa L. Parks Avenue

Nashville, TN 37243

Dear Director Carsner and CPO Perry:

The Tennessee Department of Health's Division of Health Licensure and Regulation is requesting
approval to amend its contract with Appriss, Inc. The amendment is to provide additional Controlled
Substance Monitoring Database (CSMD) functionality and funding. The amendment will add
$1,441,440 in state funding to the contract.

This CSMD enhancement will provide controlied substance prescribers, dispensers, and pharmacists
the ability to integrate CSMD information into their Electronic Health Record (EHR) and Pharmacy
Management Systems. The integrated solution will allow authorized users to access the same
information that is available in the CSMD within their clinical workflows, including patient
prescription history, summary information (such as total number of prescriptions, how many
prescriptions are private pay, etc.), and clinical risk indicators. Appriss is the only vendor with the
capability to provide maintenance, support, and enhancement services to the existing system.

We respectfully submit the contract amendment for consideration and approval by the Fiscal Review
Committee.

Sincerely,

[/T'k ‘P}"N‘( 1 WO moa, FMVW

Lisa Piercey, MD, MBA, FAAP
Commissioner






Supplemental Documentation Required for

Fiscal Review Committee

David B
*Contact Name: gvid Dess

*Contact Phone:

615-253-1305

*Presenter’s

Alexa Witcher, Lindsay Oliveras, David Bess

Name(s):
Edison Contract (61028 RFS Number)34310-21119
Number: (if applicable)
(if applicable)

*Qriginal or |1/1/2019
Proposed Contract

Begin Date:

*Current or

Proposed End
Date:

12/31/2021

Current Request Amendment Number:
(tf applicable)

—

Proposed Amendment Effective Date:
(if applicable)

1/15/2020

*Department Submitting:

Health

*Division:

Division of Health Licensure and Regulation

*PDate Submitted:

11/15/2019

*Submitted Within Sixty (60) days:

Yes

If not, explain:

*Contract Vendor Name:

Appriss, Inc.

*Current or Proposed Maximum Liability:

$2,524,929.21

*Estimated Total Spend for Commodities:

N/A

*Current or Proposed Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY19: FY20: FY21: FY22: FY FY
$405,177.50 $1,045,662.10 | $716,685.33 $357,404.28 $ $
*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documentation from Edison)

FY19: FY20: FY: FY: FY FY
$256,177.50 $149,088.75 $ $ $ $

funds were spent:

IF Contract Allocation has been
greater than Contract

Expenditures, please give the
reasons and explain where surplus

'When the contract allocations were done, the
Controlled Substance Monitoring Database (CSMD)
Steering Committee was not formed. The
enhancements planned in FY19 turned out to not be
the enhancements prioritized by the CSMD Steering
Committee due to constraints imposed by grant
funding for law enforcement enhancements that had
to be done in FY19. Requirements for these
enhancements were high level and detailed
specifications were needed for development which
required the business unit working with TDH
General Counsel and the vendor to ensure
regulatory compliance. This work involved more
time and bumped the completion of budgeted

enhancements planned for FY19.

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

IF surplus funds have been carried
forward, please give the reasons
and provide the authority for the
carry forward provision:

The funding was based on the number of
enhancements and cost per enhancement that could
be completed in FY19. After the contract was
finalized the priority of enhancement completion
was revised by the CSMD Steering Committee and
the priority enhancements were more complicated
and took longer to complete; therefore, only $21,000
for enhancements were paid in FY20. Once the
enhancements are complete, the funds will be due
the vendor and each enhancement going forward has
a shorter timeline for completion barring any other
competing work by the State to the vendor.

IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding
was acquired to pay the overage:

N.A

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

*Contract Funding Source/Amount:

State: | $2,503,929.21

Federal: | $21,000

Interdepartmental:

Other:

If “other” please define:

If “interdepartmental” please define:

Dates of All Previous Amendments
or Revisions: (if applicable)

Brief Description of Actions in Previous
Amendments or Revisions: (if applicable)

N/A

N/A

Method of Original Award: (if applicable)

Sole Source

*What were the projected costs of the service
for the entire term of the contract prior to
contract award? How was this cost
determined?

$2,524,929.21

Prices quoted by Appriss for collection,
cleansing, and archiving of data; for
reporting; for developing additional
functionality in the following areas in
data collection and also for those
elements transferred to the CSMD
databases; and for maintenance and
support consistent with pricing under
current contract. Price quoted by
Appriss for software licensing was
consistent with marketplace pricing of
licensing of proprietary software of
similar complexity and functionality.

*List number of other potential vendors who
could provide this good or service; efforts to
identify other competitive procurement
alternatives; and the reason(s) a sole-source
contract is in the best interest of the State.

At this time TDH wants to maintain the
same user experience. Appriss can
provide the same user experience which
passes through Tennessee’s clinical risk
lindicators and keeps the health care
rovider in control of the patients to be
lincluded in their report.

There is at least one other option but it
passes discrete data and TN would lose
control of the user experience. Also, a
new system would require significant
customization and recoding to connect
the CSMD to other state’s systems.

Revised April 2014
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09-20-18 REQUEST-STS

STS Pre-Approval Endorsement Request
E-Mail Transmittal

TO: STS Contracts
Department of Finance & Administration

E-mail : it.abc@tn.gov

FROM : Scott Creel, TDH - ITSD

E-mail : Scott.Creel@tn.qov
DATE : September 30, 2019 Received by STS on Tuesday, October 1, 2019
RE : Request for STS Pre-Approval Endorsement

Applicable RFS #  34310-21119

State Security Confidential Information Applicability

Under Tenn. Code Ann. §10-7-504(i) vendor identity or a description of the goods or services provided
by the vendor shall be confidential.

D Applicable
El Not Applicable

Additional language is attached and endorsement is contingent upon inclusion of this additional
language:

Applicable
D Not Applicable

STS Endorsement Signature & Date:

Stephanie Dedmon. Digitally signed by Stephanie
" Dedmon, CIO (WMH)

ClO (WMH) Date: 2019.10.15 13:52:28 -05'00"

Chief Information Officer
NOTE: Proposed contract/grant support is applicable to the subject IT service technical merit.

Strategic Technology Solutions (STS) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with information technology as a component of the scope of service.
This request seeks to ensure that STS is aware of and has an opportunity to review the procurement
detailed below and in the attached document(s). This requirement applies to any procurement method
regardless of dollar amount.

Please indicate STS endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contracting Agency Health

10f2




09-20-18 REQUEST-STS

Applicable RFS #  34310-21119

Agency Contact (name, phone, e-mail) | Scott Creel, (615) 491-0612 Scott.Creel@tn.gov

Attachments Supporting Request (mark all applicable)

Note: The complete draft procurement document and the applicable documents listed below must accompany this
request when submitted to STS. Special Contract Requests and Amendment Requests without Agency Head
signature are acceptable. STS is aware that these documents will not have CPO signature when submitted with this
request.

|:] Solicitation Document

D Special Contract Request

Amendment Request

D Proposed Contract/Grant or Amendment

D Original Contract/Grant and Previous Amendments (if any)

Information Systems Plan (ISP) Project Applicability

To avoid delay of STS pre-approval, the applicability of an ISP project to the procurement must be
confirmed with agency IT staff prior to submitting this request to STS. If necessary, agency IT staff
should contact STS Planning with questions concerning the need for an ISP project.

IT Director/Staff Name Confirming (required): Mike Newman, Health CIO
D Applicable — Approved ISP Project#
X] Not Applicable

Subject Information Technology Service Description

Provide a brief summary of the information technology services involved. Clearly identify included
technologies such as system development/maintenance, security, networking, etc. As applicable,
identify the contract or solicitation sections related to the IT services.

Amendment 1 — Add Gateway Product

20f2



Attachment: STS Endorsement Conditions
This STS endorsement is contingent upon modification of the procurement
documents as described below.

STS issues this endorsement with the understanding that the following language be added to the Amendment:

- The Enterprise Information Security Policies (EISP) link in Section A.6.a.(8) be replaced with the
following updated link: https://www.tn.gov/finance/strategic-technology-solutions/strategic-

technology-solutions/sts-security-policies.html

- The Enterprise Information Security Policies (EISP) link in Section £.7.a.(4) be replaced with the
following updated link: https://www.tn.gov/finance/strategic-technology-solutions/strategic-

technology-solutions/sts-security-policies.html

Pagelof1






12-14-17 REQUEST-EHEALTH

- E-Health Pre-Approval Endorsement Request
E-Mail Transmittal

TO: Office of e-Health Initiatives
Department of Finance & Administration

E-mail: office.eHealth@1n.gov

FROM : Scott Cresl, TDH - I[TSD
E-mail: Scott.Creel@tn.gov
DATE : May 6, 2019
RE: Request for eHealth Pre-Approval Endorsement
Applicable RFS # 34310-21119

Office of e-Health Initlatives Endorsement Signature & Date:

Office of e-Healith Initiatives

Office of e-Health Initiatives (eHealth) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with medical/mental health-related professional, pharmaceutical,
laboratory, or imaging type services as a component of the scope of service. This request seeks to
ensure that eHealth is aware of and has an opportunity to review the procurement detailed below and in
the attached document(s). This requirement applies to any procurement method regardless of dollar
amount.

Please indicate eHealth endorsement of the described procurement (with the appropriate signature
above), and retum this document via e-mail at your earfiest convenience.

[contracting Agency Health

/Agency Contaot (name, phone, e-mail) Scott Creel, (816) 770-1152, Scott.Creel@tn.gov

Attachments Supporting Request (as applicable — copies without signatures acceptable)
Salicitation Document
Special Contract Request
Amendment Request
Proposed contract or amendment
Subject Medical/Mental Health-Related Service Description (Brief summary of eHealth services involved.
As applicable, identlfy the contract and solicitation sections related to eHealth services.)
Amendment 1 to Appriss contract to add Gateway product

1of1







cyl9-13882

Liquidated Damages Request

An approved Liquidated Damages Request is required if a Liquidated Damages provision is included in a contract.
Route a completed request, as one file in PDF format, via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

11-01-16 REQUEST-LIMIT

APPROVED

Perry

Randy L Dean Michael F. Perry
for Michael F.

Digitally signed by Randy L. Dean for

DN: cn=Randy L. Dean for Michael F.
Perry, o=Department of General
Services, ou=Central Procurement
Office, email=randy.dean@tn.gov,
c=US

Date: 2019.07.15 13:52:34 -05'00

CHIEF PROCUREMENT OFFICER

DATE

Request Tracking #

34301-21119

1. Contracting Agency

Health

2. Solicitation or Contract #

61028

3. Requestor Contact Information — name, e-mail

address & telephone #

Debbie Sanford
Debora.sanford@tn.gov

615-532-5252

4. Goods or Services Description brief summary
only— do NOT restate the proposed scope of service

CSMD Gateway Services

5. Complete the table below, deleting or adding additional Liquidated Damages Events as necessary.
In lieu of completing the fields below, the requestor may also include the details requested below on a
separate document attached to this completed request.

Liquidated Damages Event

Enter event giving rise to the
liquidated damages (attach
conlract and include contract
section references to describe
Contractor’s required activity or
deliverable as applicable)

Liquidated Damages Amount

Enter assessed monetary
amount if the Liquidated
Damages Event occurs (e.g., one
thousand dollars ($1,000.00) for
each day beyond the deadline
that any service deliverable is not
completed).

Method used to estimate the
Liquidated Damages Amount

Explain how the liquidated
damages amount was selected.
Reminder: assessment amounts
should be a reasonable estimate
of the damages that would occur
from the Liquidated Damages
Event.

The Contractor fails to deliver
successful implementation of
the Gateway Service in at least
one (1) hospital, one (1)
community pharmacy, and one
(1) non-hospital subscriber
site with three (3) months of an
entity in each of the categories
completing all required
documentation and legal
agreements and receiving all
necessary approvals and
authorizations from the State

Twelve and a half percent
(12.5%) of the Year 1
Deliverable one-time payment,
equaling sixty-eight thousand
two hundred fifty dollars
($68,250.00), for each month
after the 3-month timeframe to
have a successful
implementation in at least one
(1) hospital, one (1) community
pharmacy, and one (1) non-
hospital subscriber site until
the implementations have

The $68,250.00 for each
additional month represents
the estimated monthly costs
incurred by the State by not
having the Gateway Services
operational in the specified
locations.

10f2




11-01-16 REQUEST-LIMIT

to move forward with the been successfully delivered —

integration. not to exceed the total Year 1
Deliverable one-time payment
of five hundred forty-six
thousand dollars ($546,000.00).

Signature of Agency head, authorized designee, or Agency Legal Counsel, title of signatory, and date (the
authorized designee may sign his or her own name if indicated on the Signature Certification and Authorization
document)

. d Digitally signed by Lindsay Oliveras
I_I n Say DN: cn=Lindsay Oliveras, o=TN Dept.

of Health, ou,
O I ive ra S email=lindsay.r.oliveras@tn.gov, c=US
Date: 2019.07.10 07:22:45 -05'00'

2 of 2



09-20-18 AMEND-K

CONTRACT AMENDMENT COVER SHEET

Agency Tracking #

Edison ID Contract # Amendment #
34310-21119 61028 FA1961028 1
Contractor Legal Entity Name Edison Vendor ID
Appriss, Inc. 121147
Amendment Purpose & Effect(s)
Enhance Gateway Service and add funding
Amendment Changes Contract End Date: l:l YES & NO End Date: December 31, 2021

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A):

+$ 1,441,440.00

Funding —

FY State Federal Interdepartmental | Other TOTAL Contract Amount
2019 $ 405,177.50 $ 405,177.50
2020 $1,335,882.10 [ $ 21,000.00 $ 1,356,882.10
2021 $ 1,427,850.33 $ 1,427,850.33
2022 $ 776,459.28 $ 776,459.28

TOTAL: $ 3,945,369.21 $ 21,000.00 $ 3,966,369.21

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other

obligations.

Speed Chart (optional)
HLO0000587

Account Code (optional)
72203000

CPO USE

FA1961028-01




09-20-18 AMEND-K

AMENDMENT ONE
OF CONTRACT 61028

This Amendment is made and entered by and between the State of Tennessee, Department of Health,
hereinafter referred to as the “State” and Appriss, Inc., hereinafter referred to as the “Contractor.” For
good and valuable consideration, the sufficiency of which is hereby acknowledged, it is mutually
understood and agreed by and between said, undersigned contracting parties that the subject contract is
hereby amended as follows:

1. The following is added as Contract section A.2.mmmm — A.2.aaaaa.

mmmm.

nnnn.

0000.

PPPP-

9999.

rrer.

SSSS.
titt.

uuuu.

“Authorized Entity" means Licensee or appropriate Licensee employees who do not
provide patient care but who meet all applicable requirements and who properly
authenticate to the applicable PMP, as required, to facilitate the provision of PMP
data to Authorized Users, or perform administrative or technical functions in
connection with the Gateway Service or PMP data, all in accordance with the terms
of this Contract, the Gateway Business Requirements, and applicable law.

“Authorized User” means pharmacist or health care practitioner within Licensee’s
organization or health care entities that have a member or client relationship with
Licensee, which is described in a valid agreement between such practitioners or
entities and Licensee, and that, in accordance with the terms of this Contract:

a. Comply with applicable Business Requirements;
b. Are validly licensed,;

c. Are validly authorized by the Licensee to access CSMD data in accordance
with applicable law; and

d. Properly authenticate to the CSMD, as required, when seeking to query one
(1) or more state's PMPs.

“Border States” means Kentucky, Virginia, North Carolina, Georgia, Alabama,
Mississippi, Arkansas, and Missouri.

“Business Requirements” means user functions, operation functions, data attributes,
and security functions required in relation to service functionality documented herein
and enhancements thereof to support the needs of Tennessee.

“Electronic Health Record (EHR)" means an Electronic Medical Record or Pharmacy
Management System which contains patient medical or pharmacy records
compatible with the requirements set forth by HIPAA and HITECH.

“‘Gateway Service” means the Gateway API, which is a data communication service
that is owned by the Contractor and, in conjunction with Third Party Material(s),
facilitates the transmission of requests for, and retrieval of, controlled substance
prescription related services and information, including, as applicable, PMP data from
participating PMPs utilizing PMPi for Authorized Users of Licensee. Licensee may
view an updated list of participating PMPs on Contractor's designated website. The
Gateway Service includes Third Party Material(s) that the Contractor utilizes in
connection with providing the Gateway Service. For purposes of clarity, the
Gateway Service shall not include NarxCare.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996.

“HIPAA Security Rule” establishes national standards to protect individuals’ electronic
personal health information that is created, received, used, or maintained by a
covered entity. The Security Rule requires appropriate administrative, physical and
technical safeguards to ensure the confidentiality, integrity, and security of electronic
protected health information. The Security Rule is located at 45 CFR Part 160 and
Subparts A and C of Part 164.

“HITECH" means The Health Information Technology for Economic and Clinical
Health Act, enacted as part of the American Recovery and Reinvestment Act of 2007.

7
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09-20-18 AMEND-K

"Licensee” means the entity that Contractor would have signed End User License
Agreement (EULA) and could represent a single facility or multiple facilities under a
single EULA.

“New Implementation” means the implementation of the Gateway Service for an
EHR/Pharmacy Management System that has not already connected to the Gateway
Service in another jurisdiction, and therefore requires additional testing as
documented within the Business Requirements.

“Offered and/or Available” means that all potential Licensees and vendors with
potential Authorized Users” have been provided with the opportunity to apply for a
connection to the Gateway Service. It does not require that all potential Licensees or
potential “Authorized Users” are actively using the Gateway Service, since the State
and Contractor have no authority to enforce participation in the offered service.

“Pharmacy Management System” means a suite of applications for dispensing and/or
patient care services of the pharmacy.

“Successful Implementation” means a Tennessee hospital, community pharmacy,
and non-hospital prescriber site have the technical connection that enables
“Authorized Users” at the Licensee site to access the CSMD in their EHR using the
Gateway Service. Any delay in implementation attributable to any action or inaction
on behalf of the State shall relieve Contractor of all financial
penalties/reimbursements.

“Third Party Materials” means any works, items, material or information, including
Intellectual Property, produced, developed, owned or licensed by a third party, not
being a Party to this Contract.

The following clarification is made regarding Section A.5. to reference what items are included as
part of the Gateway Service Amendment project related to Section A.5 of the original Contract,
which items are excluded, and what items remain the same for both the Contract and Gateway
Service Amendment.

a. The following items from Section A.5.of the Contract are applicable to this Amendment and will
be submitted to the State of Tennessee Project Management Office as outlined in the Contract
with State:

(@x1)

(@)2)
(a)4)

@©®)
@x7)
(b)

Project organization: Outline the roles and responsibilities of key project personnel
along with the project sponsors.

Solution vision: Discuss the objectives and benefits of the project.

Project Management

(a)4)a. Project Charter

(a)(4)c. Communication Plan

(a)(4)e.  Security Management Plan

(a)(4)m. Software Maodifications and Related Interfaces Development
(a)(4)n. System Documentation

(a)(4)r.  Transition to Help Desk

Review Key Success Factors: Outline key factors to ensure project success.
Question and Answer Period: Answers to questions pertaining to the project.
Master Project Management Plan

(b)(1) A detailed project schedule describing all project deliverables and their
completion dates.



(b)(3)

(b)(4)

(b)(3)

(b)(6)
(b)(7)

(b)9)

09-20-18 AMEND-K

A detailed description of the Contractor's proposed method of bi-weekly
reporting on the status of specific project deliverables. This description
must include sample reporting documents.

A detailed description of the Contractor's proposed method of monthly
reporting on the overall progress toward project goals and objectives. This
description must include sample reporting documents and an agenda for
and schedule of Contract reviews held between the Contractor’'s project
manager and the State’'s project manager at a State site at least as often as
every forty-five (45) calendar days after the project kickoff Meeting.

A detailed description of the Contractor’s proposed issue management plan
for recording, monitoring, resolving, and reporting on resolution of issues
that arise during the project. This description must include issues resolution
timetables and escalation procedures.

A detailed risk management plan and register.

A communication plan that includes a detailed description of the processes
and tools the Contractor will use to manage communication with the State
team and the timetables on which these communications will occur as well
as the communications that will occur with the Licensee and/or Software
vendor during implementations.

A detailed security management plan that adheres to the requirements as
set forth in the Contract.

b. The following items from section A.5 are not applicable to this Amendment and will be
excluded from this Amendment because the Gateway Service project is different from the
Enhancement project (primarily because there is no development or releases involved, and
because some system documentation and training materials are owned by the facilities and/or
EHR vendors for individual Gateway implementations). The following items from section A.5.
are not applicable to this Amendment:

(a)(4) Project Management

(a)(4)b.
(a)(4)d.

(@)(#f.

(a)4)h.

@)4)i.

(@)4k.

(a)(4)!.

(@)4)p.
(a)(4)p.
(a)4)q.
(@)4)s.

Requirements Confirmation and Configuration
Release Management

Data Conversion and Migration

Issue Management

Technical Management

Data Dictionary

Disaster Recovery Plan

Software Installation

Production Deployment and Go-Live Support
Training

User Acceptance Testing

(b) Master Project Management Plan

(b)(6)
(b)(8)
(b)(10)

Demo: Demonstrate the key features of the procured solution.
A detailed release management plan.

A detailed description of the system documentation to be provided to State
by the Contractor and the schedule on which this documentation will be
provided.



09-20-18 AMEND-K

(b)(11) A detailed description of the hardware and communication requirements for
the proposed solution (e.g., browser compatibility, minimum system
requirements, preferred operating system, any application specific add-ons
or middleware, etc.).

c. The following items from section A.5. are redundant and will not be duplicated:

(a)(4) Project Management

(a)(4)g. escalation plan
(a)(4)i. change management

(b) Master Project Management Plan

(b)(2) The Contractor's change management plan, including a detailed description
of the Contractor’s proposed process for initiating Change Orders and the
Contractor’s proposed Change Order form.

3. Contract section A.6.a.(8) is deleted in its entirety and replaced with the following:

A.6.a.(8) Administer the project security management plan and review, analyze, resolve,

and report security issues that arise during the Contract in a manner and on a schedule
consistent with the State of Tennessee’s STS Enterprise Information Security Policies;
https://www tn.gov/finance/strateqic-technology-solutions/strategic-technology-
solutions/sts-security-policies. html|

4. The following is added as Contract section A.13.

A13.

Gateway Service.

The Contractor shall, at no additional cost to the State beyond those contained in this
Contract, maintain the current Gateway Service and create and maintain the
enhancements to the Gateway Service as set forth in Attachment 5, Gateway Service
Business Requirements Document.

Nothing in this Amendment shall apply to or prohibit the use of other interstate data
sharing or Electronic Health Integration hubs, including the PMIX RxCheck Hub and use
of associated state PMIX state routing services (STS) that would support PMIX compliant
service hosting, request/response message validation, role-based site authorization, and
full message routing and message translation by State with another vendor or develop
with internal resources.

5. Contract Attachment 5, Gateway Service Business Requirements Document attached hereto is
added as a new attachment.

6. The following added as Contract section A.14.

A14.

Mandatory EULA Language.
Language found within Attachment 6, Mandatory EULA Language, shall be required to be
included in all licensing agreements to be signed by Licensees.

7. Contract Attachment 6, Mandatory EULA Language attached hereto is added as a new attachment.

8. Contract section C.1. is deleted in its entirety and replaced with the following:

c..

Maximum Liability. In no event shall the maximum liability of the State under this
Contract exceed Three Million Nine Hundred Sixty-Six Thousand Three Hundred Sixty-
Nine Dollars and Twenty-One Cents ($ 3,966,369.21) (“Maximum Liability”). This
Contract does not grant the Contractor any exclusive rights. The State does not

10



09-20-18 AMEND-K

guarantee that it will buy any minimum quantity of goods or services under this Contract.
Subject to the terms and conditions of this Contract, the Contractor will only be paid for
goods or services provided under this Contract after a purchase order is issued to
Contractor by the State or as otherwise specified by this Contract.

9. Contract section C.3.b is deleted in its entirety and replaced with the following:

b. The Contractor shall be compensated based upon the following payment methodology:

Goods or Services Description

Amount
{per compensable increment)

ENHANCEMENTS

State PMP Data Collection Application Validations -
Attachment 3; Section BR4.1.4. A single, one-time fixed
payment shall be made upon completion and the State's written
approval and acceptance of installation and configuration of this
enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$24,000 / (one-time charge upon
written approval of State)

State PMP Data Collection and State PMP User Application
Data Sources - RxNorm Validation- Attachment 3; Section
BR4.2.0.1.a.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$43,200 /(one-time charge upon
written approval of State)

State PMP Data Collection and State PMP User Application
Data Sources - ICD-10 - Attachment 3; Section BR4.2.0.1.b.
A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$24,000 / (one-time charge upon
written approval of State)

State PMP User and Data Collection Applications
Registration - Attachment 3; Section BR5.0.1.

A single, one-time fixed payment shall be made upon completion
and the State’s written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$12,000 | (one-time charge upon
written approval of State)

State PMP User Application Registration:

CMS Taxonomy Customization - Attachment 3; Section
BR5.0.11.1

and
CMS Taxonomy Specialties - Attachment 3; Section BR5.0.11.2

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of both of these enhancements.

Documentation on functionality will be provided and training will

$15,000 / (one-time charge upon
written approval of State)
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Goods or Services Description

Amount
(per compensable increment)

be provided when necessary.

State PMP User Application PMPi Data Sharing -Attachment
3;SectionBR8.0.1.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation and
configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$7,200 / (one-time charge upon
written approval of State)

State PMP User Application Prescriber Records -
Attachment 3; Section BR9.0.0.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$36,000 / (one-time charge upon
written approval of State)

State PMP User Application MME Conversions - Attachment 3;
Section BR10.0.1.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration ofthis enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$24,000 / (one-time charge upon
written approval of State)

State PMP User Application Clinical Risk Indicators: Combo
Benzodiazepine/Opioid - Attachment 3; SectionBR17.5

and

State PMP User Application Clinical Risk Indicators:
Combo Benzodiazepine/Opioid/Carisoprodol - Attachment
3; Section BR17.6

A single, one-time fixed payment shall be made upon completion

and the State's written approval and acceptance of installation and
configuration of both of these enhancements.

Documentation on functionality will be provided and training will
be provided when necessary.

$36,000 / (one-time charge upon
written approval of State)

State PMP User Application Reporting: State
Administrator(s) User Reports - Attachment 3; Section
BR20.3.0

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary

$14,400 / (one-time charge upon
written approval of State)

State PMP Data Collection Application Reporting: Admin
User Reports - Attachment 3; Section BR20.3.2.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$24,000 / (one-time charge upon
written approval of State)

12
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Amount
Goods or Services Description (per compensable increment)

State Reporting Tool (with access to State PMP Data
Collection Application data) Reporting: Zero Reports -
Attachment 3; Section BR20.12.0.

A single, one-time fixed payment shall be made upon completion $6,000 / (one-time charge upon
and the State's written approval and acceptance of installation ’written approval of State)
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

State Reporting Tool (with access to State PMP User
Application data) Reporting: User Compliance -Attachment
3; Section BR20.25.1.

A single, one-time fixed payment shall be made upon completion $30,000/ (one-time charge upon
and the State's written approval and acceptance of installation \’Nritten approval of State)
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of each enhancement from Attachment 3 -
BRD as listed below. The total cost for these enhancements
combined, shall not exceed $76,750

« BR3.0.3 State PMP Data CollectionApplication
General Operations: Daily DEA File

+ BRS3.0.4 State PMP Data Collection Application
General Operations: Prescriber Consolidation ID $76,750 / (maximum amount for all

BRS5.0.0.1.1 State PMP Data Collection Application enhancements combined, upon
Validation Requirements written approval of State)

- BR5.0.10 State PMP User Application Registration

+  BR20.32.0 State Reporting Tool (with access to State
PMP Data Collection Application data) Reporting:
Prescription Processing Report

Documentation on functionality will be provided and training will
be provided when necessary.

Drug Court/Law Enforcement Enhancements

A single, one-time fixed payment shall be made upon completion and
the State's written approval and acceptance of installation and
configuration of each enhancement from Attachment 3 - BRO as
listed below. The total cost for these enhancements combined, shall
notexceed $75,000

* BR5.0.18.1 State PMP User Application Registration:
Drug Courts

e BR5.0.18.2 State PMP User Application Registration: Law
Enforcement

* BR5.0.18.3 State PMP User Application Registration:
District Attorney and TBI Director

e BRS5.0.18.4 State PMP User Application Support

$75,000 / (maximum amount for all
enhancements combined, upon
written approval of State)

13
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Goods or Services Description

Amount
(per compensable increment)

* BRS5.3.0 State PMP User Application Registration:
Law Enforcement and Drug Courts

* BRS5.3.0.1 State PMPUser Application Registration: Law
Enforcement and Drug Courts Supervisors

* BRS5.3.1.1 State PMP User ApplicationRegistration:
Law Enforcement and Drug Courts

* BRS5.3.2 State PMP User Application Registration:
Law Enforcement

* BRS5.3.3 State PMP User Application Registration: Law
Enforcement

* BRS5.3.4 State PMP User Application Registration:
Law Enforcement and Drug Courts

¢ BRS5.3.5 State PMP User ApplicationRegistration:
Drug Courts

« BR14.2.0 State PMP User ApplicationLaw
Enforcement Requests

e BR14.2.1 State PMP User ApplicationLaw
Enforcement PatientRequests

« BR14.2.2 State PMP User ApplicationLaw
Enforcement Dispenser Requests

o BR14.2.3 State PMP User ApplicationLaw
Enforcement Prescriber Requests

o BR14.3.0 State PMP User Application: Drug Court
Patient Requests

o BR14.3.1 State PMP User Application: DrugCourt
Patient Requests

« BR20.1.1 State PMP User Application Reporting: Request
History

« BR20.33.0 State Reporting Tool (with access toState
PMP User Application Data) Reporting: State
Administrator(s) Ad-hoc Law Enforcement and Drug
Courts

« BR20.33.1 State Reporting Tool (with access to State
PMP User Application Data) Reporting: State
Administrator(s) Ad-hoc Law Enforcement and Drug
Courts

Documentation on functionality will be provided and training will be

provided when necessary.

State Identified Issue Support - Attachment 3; Section 3.2.1.3.a. - Test environment for RMS

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of one additional testing environment.

Documentation on functionality will be provided and training will
be provided when necessary.

$6,000 / (one-time charge upon
written approval of State)

State Reporting Tool (with access to State PMP User Application data) Prescriber Report -

Attachment 3; Section BR22.0.0.
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Amount
Goods or Services Description (per compensable increment)

A single, one-time fixed payment to provide the Prescriber
Report product (BR22.0.0) to the State shall be made upon
completion and the State's written approval and acceptance of
product development, installation and configuration. $75,000 / (one-time charge upon

Documentation on functionality will be provided and training wili written approval of State)
be provided when necessary.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of enhancements
to the Prescriber Report product (BR22.0.0). The total cost for all
enhancements to the Prescriber Report product during the term of | $7,500 / (maximum amount for all
this Contract shall not exceed $7,500. enhancements combined, upon

Documentation on functionality will be provided and training will written approval of State)
be provided when necessary.

OTECH Platform Annual Fees

Payments for OTECH software, licenses, system maintenance, support, goods and services shall be
made monthly as listed below during the period in which Contractor provides current functionality as
described in Contract Section A.3. Payment may be prorated if the State migrates off the OTECH
Platform.

PMP software, licenses, goods and services, system
maintenance and support of the Databases, collection of data
from Dispensers, cleansing of data collected, data archiving, data
reporting, loading of that data to the CSMD, system maintenance
and support and PMPi interface support. Payments to begin
thirty (30) days after Contract Effective Date.

$42,696.25 / (monthly)

Payment shall be made for maintenance and support of the
additional test environment as described in Attachment 3, Section
3.2.1.3.a., after the State's written approval and acceptance of
the test environment's installation and configuration. This amount
may be prorated to coincide with the ending term date of this
Contract.

$500 / (monthly)

Payment shall be made for maintenance and support of the
Prescriber Report product as described in Attachment 3, Section
BR22.0.0., after the State's written approval and acceptance of $4,166.66 / (monthly)
product installation and configuration. This amount may be
prorated to coincide with the ending term date of this Contract.

Penetration Test and HITRUST Certification

A single, one-time fixed payment shall be made upon completion )
and the State's written approval and acceptance of third party $41,000 / (one-time charge upon
vendor's penetration test of the Contractor's OTECH application. written approval of State)

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of the HITRUST $96,000 / (one-time charge upon
certification of the Contractor's OTECH application in year 1 of written approval of State)

this Contract.
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Goods or Services Description

Amount
(per compensable increment)

Assingle, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of the HITRUST
certification of the Contractor's OTECH application in year 3 of
this Contract.

$96,000 / (one-time charge upon
written approval of State)

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of the HITRUST
certification of the Contractor's OTECH application in year 5 of
this Contract.

$96,000 / (one-time charge upon
written approval of State)

Gateway Service Annual Fees

Payments for Gateway Service shall be made annually as listed below during the period in which
Contractor provides functionality as described in Contract Section A.13.

Year 1: Initial program start-up, project planning, communication,
end user education, and program operations.

A single, one-time fixed payment shall be due upon a formal
project kickoff meeting. Contractor will deliver the successful
implementation of the Gateway Service in at least one (1)
hospital, one (1) community pharmacy, and one (1) non-hospital
prescriber site within three (3) months of an entity in each of
those categories compileting all required documentation and
legal agreements and receiving all necessary approvals and
authorizations from the State to proceed with the integration.
Failure to deliver these implementations will result in the
Contractor reimbursing the State twelve and a half percent
(12.5%) of the one-time fee each month until the
implementations have been successfully delivered (not to
exceed the total Year 1 one-time fee).

$546,000 / (one-time charge upon
written approval of State)

Year 2: Ongoing program operations

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of twenty-five
percent (25%) of all combined authorized prescribers and
dispensers having access to the Gateway Service, including the
ability for authorized prescribers and dispensers to be able to
implement and successfully use the Gateway Service in all three
Grand Divisions (East, Middle, and West) of Tennessee.

$819,000 / (one-time charge upon
written approval of State)

Year 3: Continuation of Gateway Service

If the State determines to continue the Gateway Service for a
third (3“’) year, the amount charged to the State shall not exceed
a one-time payment set forth herein. Such payment shall be due
only after the State agrees in writing that it will continue to pay
for the Gateway Service in a third (3") year and upon
acceptance and approval of the Gateway Service being Offered
and/or Available to every authorized prescriber and dispenser in
Tennessee.

Appriss will work with the State throughout the full duration of
this Amendment to continually increase coverage of the
Gateway Service throughout the state, with the ultimate goal of
ensuring that all authorized prescribers and dispensers have
access to integrated PDMP data. However, one hundred percent

Shall Not Exceed $1,092,000
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Amount
Goods or Services Description (per compensable increment)

(100%) adoption is not an attainable goal since there will be
scenarios that may preclude implementation of the Gateway
Service for some facilities. These scenarios are unlikely to have
a substantial negative impact on the success of this
Amendment, but would be barriers to the goal of one hundred
percent (100%) adoption. For example:

o A facility may have outdated EHR software that would
require an upgrade before the State would allow access
to integrated PMP data.

e A facility may not be able to meet the requirements of
the State’'s EULA and therefore decline participation.

10. Contract section E.7.a.(4) is deleted in its entirety and replaced with the following:

E.7.a.(4) The Contractor must comply with the State's Enterprise Information Security Policies.
This document is found at the following URL: htips //www tn.gov/finance/strategic-technology-
solutions/strategic-technology-solutions/sts-security-policies.htm!

Required Approvals. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective January 15, 2020. All other
terms and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

APPRISS, INC.:

ROB COHEN, PRESIDENT, APPRISS HEALTH DATE

TENNESSEE DEPARTMENT OF HEALTH:

LISA PIERCEY, MD, MBA, FAAP, CONMMISSIONER DATE
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Tennessee Department of Health
Health Licensure and Regulation
Board of Pharmacy
Controlled Substance Monitoring Database (CSMD)
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Gateway Service
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Introduction

This document (Gateway Service Business Requirement Document) expresses User functions,
operation functions, data attributes, and security functions required in relation to Gateway
Service functionality documented herein and enhancements thereof to support the needs of
Tennessee. Specifically, this document defines the enhancements needed in order to meet the
needs of Tennessee participating in the Contractor’s Gateway Service. This document will be
used to collect, analyze, and define features and requirements of Tennessee.

The focus of the document is tailored to the capabilities needed by multiple Users in the
Tennessee Department of Health (TDH), various stakeholders, and target Users of the Gateway
Service, and why these needs exist.

The goal of this document is to identify resources, processes, existing structure and technology
expressed in terms of current and future business needs of Tennessee. The Contractor shall be
required to ensure all capabilities, functionality, validations, and any other requirements in this
document are part of the Gateway service.

Purpose

Public Chapter 1039 put additional CSMD checking responsibilities on prescribers and
dispensers. The Gateway Service will allow prescribers and dispensers to check the CSMD from
within their workflow which will save time and allow the prescribers and dispensers to focus on
other patient care.

Goal/Vision

The Contractor shall enhance their Gateway Service to meet the requirements set forth below
in order for Tennessee to offer access to the Gateway Service, to Licensees, and to increase the
efficiency and effectiveness of the CSMD. The goal is to provide controlled substance
prescribers, dispensers and pharmacists the ability to integrate CSMD information into their
Electronic Health Record (EHR)/Pharmacy Management System. The integrated solution will
allow authorized users to access the same information that is available in the CSMD within their
clinical workflows, including but not limited to patient prescription history, summary
information (such as total number of prescriptions, how many prescriptions are private pay,
MME, etc.), and clinical risk indicators.

All terms and/or words defined in Section A.2. of the Contract are hereby incorporated in this
document as defined in the Contract.
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Scope Of Work Enhancements Required Prior to any integration occurring are:

1. | GBRD-1. Patient Request and Report

2. GBRD-1.1. Functionality to provide an option for a healthcare provider
to indicate that none of the patients in the “pick list”
(multiple patient IDs) returned in a search (at a minimum
using the elements of First Name, Last Name, and DOB}) is
the applicable patient of the healthcare provider.

3. | GBRD-1.2 Functionality that would create a report which the provider
can save into the EHR/Pharmacy Management System as
evidence that a lookup occurred, and no patients
presented match the healthcare provider’s patient.

4. | GBRD-1.3 Functionality to return a query-based report listing (pick
list) of patients identified as potential matches from the
information transmitted from the EHR/Pharmacy
Management System to the CSMD. The pick list shall
provide the functionality for the provider to select from the
list of patient IDs returned, whom the provider believes to
be the correct patient, and generate a patient report based
on the patient IDs selected. If only one patient is identified,
the pick list is still presented.

5. GBRD-1.4. Once the patients are selected from the pick list, the CSMD
report will be presented with all the elements contained in
a patient report (just as if it was generated from the CSMD)
including all calculations and Clinical Risk Indicators based
only on the healthcare providers selected patient (s).

6. GBRD-1.5. A link will be built into the Gateway report view to provide
a convenient way for health care providers to access the
CSMD application for a manual lookup.

7. GBRD-1.6. Functionality that allows all of the CSMD risk factors (MME,
new factors that will be developed in regards to
combination prescriptions) and Clinical Risk Indicators
(CRIs) to flow into the EHR/Pharmacy Management System
to provide same/similar experience as if the healthcare
provider were accessing the report within the CSMD.

8. GBRD-1.7. Functionality to provide patient report elements currently
presented when a patient report is generated from the
CSMD web portal in a manner at least as user friendly and
readable as the PDF report generated through the CSMD
web portal.

9. | GBRD-1.8. Functionality to validate that each individual
EHR/Pharmacy Management System user making a request
through Gateway Service to the CSMD is registered and
authorized to use the CSMD at the time of each request.

| 10. | GBRD-1.9. Functionality to ensure providers whose validation fails will
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receive an appropriate error message as well as reasonable
instruction and assistance in resolving the failed validation.
Any updates to the logic or messaging of errors will be
provided to the State within ten (10) business day the
change was place into production.

11.

GBRD-1.10.

No patient information from the CSMD shall be shown to a |
provider whose validation fails at the time of a request.

12.

GBRD-2.

Audit and Audit History

13.

GBRD-2.1.

Audit Trail functionality to capture at a minimum the
following information about each request: Licensee; Facility
to include Name, Identifier (DEA number, License Number
or other Identifier agreed upon by State and Contractor)
and State; Provider to include Name, |dentifier; Patient
Demographics; and information generated by the search
and provided to the provider.

14.

GBRD-2.2.

Functionality to provide Audit Trail reports to the State
daily. Audit Trail reports to State should include at the
minimum details as set forth in this scope of work and as
agreed upon by Contractor and State. The report shall be
provided in a manner agreed upon by Contractor and State
that allows for automated manipulation by State. Such
functionality shall include the ability to see a PDF of the
actual search results shown to a provider based on a search
of the database.

15.

GBRD-2.3.

The State shall have the ability to view all patient report
data presented to the Authorized User as the Authorized
User saw the information captured as a snapshot in time.

16.

17.

GBRD-2.4.

Contractor will provide audit history for CSMD in the
template provided by Contractor for the standard Gateway
audit report. Gateway audit must contain a field that can
be used to link to CSMD user audit to the Gateway audit.

| GBRD-3.

Project Success Elements

18.

GBRD-3.1.

The Contractor shall be responsible for performing various
tasks throughout the project. The tasks documented in 3.1
—3.1.13 are necessary for the success of the project. All of
these tasks shall be collaborative between the Contractor
and the State.

19.

GBRD-3.1.1.

Contractor will provide a solution to Licensee to integrate
CSMD information into the EHR/Pharmacy Management
System clinical workflows for health care providers. The
Contractor solution will include technical expertise,
integration software, and ongoing support services to
Licensee sites through designated Information Technology
(IT) support resources of the Licensee.

20.

GBRD-3.1.2.

Contractor will provide Gateway Service that provides

Gateway Requirements
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EHR/Pharmacy Management System of Licensee the ability |
to initiate requests for patient reports, from the CSMD, on
behalf of Authorized Users and receive prescription reports,
from the CSMD, when the Authorized User passes the
State’s validation criteria.

21.

GBRD-3.1.2.1.

The Gateway Service will also facilitate integration of multi-
state PDMP information within the EHR/Pharmacy
Management System clinical workflow for health care
providers. The Gateway Service shall provide access to
PMP information from all states with which the State has a
PMPi connection.

22.

GBRD-3.1.3.

Contractor to recommend to Licensee to enable PMPi
queries to all Border States with existing PMPi connections
to the State, but Licensee may opt to query additional
states with which Tennessee has a PMPi connection.

23.

GBRD-3.1.4.

The Licensee will indicate which PMPi states they select to
query by default within the Integration Request Form.
These selections will be provided to the State prior to
approval of the integration. {Contractor will recommend to
Licensee that all Border States are included).

24,

GBRD-3.1.5.

State and Contractor will develop an Integration Request
Form and EULA to be signed by healthcare practice sites to
facilitate subscription to the Gateway Service at which time
the practice site becomes a Licensee. Any healthcare
practice site interested in integrating CSMD information
into clinical workflows of Authorized Users shall accept the
Terms of Use prior to gaining access to the Gateway Service
(integration services).

25,

GBRD-3.1.6.

26.

GBRD-3.1.7.

Contractor will provide Licensee and/or EHR/Pharmacy
Management System with technical documentation of APIs
that describe how to connect to and use Gateway Service.

If Licensee is utilizing an EHR/Pharmacy Management
System that has already connected to the Gateway Service,
Contractor will make the Licensee aware (email or
telephone) that their EHR/Pharmacy Management System
has been connected to other similar integrations in other
jurisdictions. Contractor will communicate (email or
telephone) to Licensee that their software solution
provider already has the capability. The process should be
accelerated in Tennessee where integrations exist in other
states and/or jurisdictions where no further development
is required.

Contractor shall not charge the Licensee for connection to
the Gateway Service during the Term of this Contract.

27.

GBRD-3.1.8.

Contractor shall provide the standard test plan to the State
in advance of implementation unless the software vendor
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of the EHR owns the test plan.
The test at a minimum shall include:

1. Pick list

2. Clinical Risk Indicators:

a. TennCare Pharmacy Lock-in

MME
Multiple Providers
Multiple Dispensers
e. Neonatal Abstinence Syndrome (NAS)

op o

28.

GBRD-3.1.9.

For New Implementations, Contractor will provide a Test
Environment where the Licensee can perform test cases
prior to moving into the Production Environment of
Gateway Service. Performing test cases in this Test
Environment before moving to the production of Gateway
Service will provide a better outcome when the move to
the production Gateway Service occurs. For
implementations that are not considered new (as defined
in the amendment) the contractor will provide an
expedited validation and confirmation process. For all
implementations, the Contractor will provide Licensee’s IT
support resources, with technical support, as required
during the implementation phase. Contractor will continue
to provide support for Gateway Service in production to
Licensee’s IT support resources.

29.

GBRD-3.1.10.

Contractor will share with State the implementation plan,
and the State must approve this plan. Such approval shall
not be unreasonably withheld.

30.

GBRD-3.1.11.

Contractor will make implementation and testing details
available to the State. This documentation must be
maintained by Contractor for two (2) years.

31.

GBRD-3.1.12.

Licensee agrees to designate a point of contact for the end-
users (defined as any Authorized User of CSMD Gateway
Service who is an employee of, or contractor to a
Licensee); in event end-users have support needs.
Contractor will work with Licensee’s point of contact to
diagnose, resolve, and determine root cause of any issues
related to the Gateway Service.

32.

GBRD-3.1.13.

Contractor will provide to State information regarding the

use of the Gateway Service by Licensees. Information to be

provided includes, at minimum:

e Licensee organization name

e Number of transactions from Licensee to CSMD within
any timeframe

e  Specific roles within Licensee’s organization that have
requested patient reports from the CSMD

e  Specific facilities from which Licensee’s Authorized
Users have requested CSMD reports

Gateway Requirements
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33.

GBRD-4.

Gateway Standard Capabilities

34.

GBRD-4.1.

Managed Service API: Gateway includes a web service
interface that can be utilized by the EHR/Pharmacy
Management System of a Licensee.

35.

GBRD-4.2.

Requestor Provisioning Service: Managed by Contractor,
this module is utilized to provision Licensees’ application to
use Gateway Service. A request form that is mutually-
agreed upon by State and Contractor shall be filled out by
the requesting healthcare practice site prior to
provisioning. Upon provisioning, a message is sent to the
CSMD Administrator to review and authorize the
requesting healthcare practice site to connect to the CSMD
via Gateway Service.

36.

GBRD-4.3.

Authorization Module for PMP (CSMD) Administrator:
Accessible via the Administrator console of PMPi, this
module provides the CSMD Administrator the ability to
authorize a Licensee to access CSMD information through
the Gateway Service.

37.

GBRD-4.4.

Run-Time Services: The run-time services enforce the
authorization rules set forth by the CSMD Administrator
and processes incoming requests from the Licensee.

38.

GBRD-4.5.

Gateway Service will provide CSMD program functionality
to generate reports that include, but are not limited to
following metrics:

39.

GBRD-4.5.1.

Usage metrics by Licensee practice site;

40.

GBRD-4.5.2.

Usage metrics by facility;

41.

GBRD-4.5.3.

Usage metrics by Authorized User within a Licensee
practice site.

42,

GBRD-4.5.4.

Specific patient reports accessed via Gateway Service, with
cross-references to the response identifier when provided
by the underlying PMP system.

43,

GBRD-4.6.

These reports can be exported by the authorized CSMD
Administrator as a CSV file.

44.

GBRD-4.7.

Technical Support: Contractor shall operate a 24x7x365
support center to receive incoming support requests from
designated Licensee’s IT support resources within the
Licensee practice site. Support requests are routed to the
Contractor’s appropriate organization/department for
response.

45,

GBRD-4.8.

Gateway Integration Support: Contractor shall provide
technical assistance to Licensee practice sites in integrating
their EHR/Pharmacy Management System to Gateway and
testing of the Gateway Service. Please refer to: Service
Level Standards of Support — Attachment 3, Section 6.2,
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and Addendum 2 of the Contract.

46.

GBRD-5.

Design Phase

47,

GBRD-5.1.

Contractor will leverage industry best practices, lessons
learned, and collaborate with the CSMD Director to
develop a customer onboarding process for healthcare
practice sites desiring to connect to the CSMD through the
Gateway Service. This process shall be documented by the
Contractor, and approved by the State.

GBRD-5.2.

Contractor, CSMD Director, and State legal resources will
finalize an “Integration Request Form”.

49.

GBRD-5.3.

Contractor will work with CSMD resources to define test
patient data to be used by Licensee and/or EHR/Pharmacy
Management System to conduct end-to-end connection
tests.

50.

GBRD-5.4.

Contractor will present the existing report package to the
CSMD Director to review and provide input.

51.

GBRD-5.4.1.1.

Any additional reports arising from this review will be
considered development.

52.

GBRD-5.5.

Contractor and CSMD Director will define escalation
processes to ensure that Contractor is first point of contact
to troubleshoot and resolve Licensee’s issues.

GBRD-5.6.

Contractor is first point of contact for any issues with
Authorized Users of the Gateway Service. Any issues
Contractor identifies as CSMD issues will be added to
weekly technical agenda and tracked until resolved.

54.

' GBRD-5.7.

Contractor shall communicate to Licensee if at any point
during a resolution, the process is unsatisfactory then
contact can be made to the CSMD Director through
telephone or email.

55.

GBRD-5.8.

Training materials created by Contractor, in collaboration
with the State, shall be approved by the State. Training
materials created can be shared with other jurisdictions
upon approval by State.

56.

GBRD-6.

Acceptance Criteria

57.

GBRD-6.1.

CSMD Director will review the Licensee onboarding
process, tools, and programs performance dashboard and
formally approve Contractor to begin the launching the
Gateway Service in writing.

58.

GBRD-6.2.

The Contractor will provide the State with Gateway
EHR/Pharmacy Management System integration-related
audit data daily, transferred in a manner approved by the
State. The Contractor will work with the State to
implement a process to confirm successful receipt,
accuracy, and processing of the complete daily file and will
work with the State to resolve any discrepancies within one
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59.

GBRD-7.

(1) business day of discovery. (A possible solution could be
the cyclic redundancy check (CRC) process that ensures the
CRCs match in the original file and the transmitted file. If
they don’t match, the process deletes the transmitted file
and restarts).

If the process does not resolve the discrepancy issue within
one (1) business day, there should be an alert in place that
notifies State and Contractor resources of the unresolved
issue. The Contractor and State should immediately
develop a remediation plan.

If the file has not been successfully received by the State
within one (1) business day, the Contractor and State will
immediately execute the remediation plan.

Launch Phase

60.

GBRD-7.1.

Contractor and CSMD Director will identify and invite key
stakeholders to the kickoff meeting.

61.

GBRD-7.2.

Contractor must deliver a Gateway Service integration
document to communicate to the CSMD the phases and
stages of onboarding Licensees.

62.

GBRD-7.3.

For the statewide rollout, Contractor will present a detailed
walkthrough of the onboarding process including template
project plan, test plan for New Implementations, an
expedited test plan option for implementations not
considered new (as defined in the amendment), and key
milestones.

63.

GBRD-7.4.

CSMD Director and Contractor will identify and document
the leadership structure, key point of contact, and
escalation contacts.

64.

GBRD-7.5.

CSMD Director will execute communication strategies
developed to inform EHR/Pharmacy Management System
vendors and healthcare practice sites about the Gateway
Service. CSMD Director shall have complete discretion to
execute or not execute such communication strategies.
Nothing in this provision shall deem or obligate the State to
provide any marketing relating to the Gateway Service.

65.

GBRD-7.6.

Contractor will host a series of informational webinars to
assist interested parties with gaining an understanding of
the Gateway Service, the available technology and tools to
connect to the Gateway Service.

Contractor will provide an invitation to State resources for
any webinars hosted where entities in Tennessee will be
participating.

66.

GBRD-7.7.

Contractor will create and make available a document
outlining frequently asked questions (FAQ's).

Gateway Requirements
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67..| GBRD-8. Implementation Phase (this is an ongoing rolling
phase)
68. | GBRD-8.1. Each Licensee will be reviewed and approved by CSMD

resource(s). This review shall include a copy of the fully
executed EULA and confirmation that testing was
successful in a New Implementation, or that fast track
testing was successful and includes but is not limited to a
successful production transaction and end point
connections confirmed.

69. | GBRD-8.2. | Contractor will work with the EHR/Pharmacy Management
System or healthcare practice site to develop or connect
using the interface specifications of the Gateway Service.

70. | GBRD-8.3. Contractor will assist the healthcare practice site in
conducting end-to-end tests in a New Implementation from
the healthcare practice site to the CSMD. Those
implementations not considered new (as defined by the
amendment) may follow a more expedited test process.

71. | GBRD-8.4. Contractor will communicate to the healthcare practice
site’s designated IT staff the escalation and support
process.

72. | GBRD-8.5. Contractor will notify CSMD Director upon successful

connection of the healthcare practice site to Gateway
Service via email.

73. | GBRD-8.6. Contractor will add each successful connection of
healthcare practice site to the metrics and status reports
provided to CSMD Director.

74. || GBRD-3; Ongoing Operations and Support Phase

75. | GBRD-S.1. Contractor shall provide the CSMD Director daily audit files
in CSV format that the State can used to determine
performance of the healthcare practice sites connected to
the Gateway Service.

76. | GBRD-9.2. Contractor shall have regular oversight meetings with
CSMD Director and other State identified resources to
present any emerging issues, lessons learned, and planned
enhancements to the Gateway Service.

77. | GBRD-9.3, Contractor shall operate a 24x7x365 support operation
that will be the main point of escalation for designated
healthcare practice site IT staff.

78. | GBRD-10. Disaster Recovery

79. | GBRD-10.1. Please refer to: Business Continuity Requirements as
defined in the Contract in Section E.7. b.
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80. | GBRD-11. Marketing

_ 81. | GBRD-11.1. Contractor shall be responsFIe for the entire costs of such
marketing efforts unless the State agrees to bear specific
costs in writing signed by both Parties.

82. | GBRD-11.2. Contractor shall use commercially reasonable efforts to
market the Gateway Service within Tennessee. Such
marketing efforts shall include, at a minimum:

83. | GBRD-11.2.1. Contractor will communicate via email with each person or
entity registered with the CSMD.

84. | GBRD-11.2.2. Contractor will communicate with EHR/Pharmacy
Management System vendors where Contractor has a
relationship.

85. | GBRD-11.2.3. Contractor will have a designated resource that is charged

- with communicating with potential Licensees in State.
86. | GBRD-11.2.4. Contractor will collaborate with CSMD Director to develop

communication strategies to inform and invite healthcare
practice sites to connect their EHR/Pharmacy Management
System to the Gateway Service.

87. | GBRD-11.2.5. Contractor and CSMD Director will identify the top
EHR/Pharmacy Management System vendors to develop
communication strategies to invite those vendors to build
integrations to Gateway Service to allow more efficient
access to the CSMD data through the healthcare work flow.

88. | GBRD-12. Project Handoff/Closure

89. | GBRD-12.1. The program is ongoing until the State’s Gateway
Amendment to the Contract with the Contractor ends.

90. | GBRD-12.2. Contractor will work with State to create formal

communications plans to ensure minimal disruptions to the
Gateway Authorized Users if any changes are needed to
the Gateway Service.

91. | GBRD-12.3. Scalability requirements will be reviewed by Contractor and
based on current and forecasted usage statistics, any
enhancements to improve performance will be handled as
a separate work stream and have its own plan.

92. | GBRD-13. Fee Structure

93. | GBRD-13.1. Gateway Service is offered as an “Enterprise License” to the
State for an annual subscription fee.
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Mandatory EULA Language

Contractor shall enter an End User License Agreement (EULA) with each Licensee. Contractor
shall have discretion regarding the form of the EULA. CSMD Director shall approve the form of
the EULA. Each EULA must contain a footer with date of approval by the CSMD Director of that
form. Such approval shall not be unreasonably withheld. Each EULA shall require that
Contractor and each Licensee enter into a Business Associate Agreement (“BAA”) pursuant to
HIPAA and HITECH. State shall approve the form of the BAA. Such approval shall not be
unreasonably withheld. Each EULA shall contain the following conditions:

1.

Contractor and Licensee may be referred to individually as a “Party” or collectively as the
“Parties” to this Contract.

The State of Tennessee is a third party beneficiary to this EULA. The State of Tennessee
shall have the right to enforce any and all obligations pursuant to this EULA by direct
action.

The State of Tennessee shall have no liability to any party arising out of this EULA.

This EULA shall not guarantee access to the Gateway Service. The State of Tennessee
has the right to grant or deny access to the Licensee or any authorized user, for any
reason, or no reason. Such authority rests with the State of Tennessee, in its complete
discretion. Licensee agrees and acknowledges all authorized users shall use the CSMD
web interface to access CSMD information if the Gateway Service is not available for any
reason. Licensee agrees it shall communicate to all authorized users with access to the
Gateway Service pursuant to its End User License Agreement that those authorized
users must use the CSMD web interface during any period in which the Gateway Service
is not available.

Licensee agrees the State of Tennessee may suspend the Gateway Service at any time
for any reason.

Licensee agrees the State of Tennessee may suspend its payment for the Gateway
Service at any time for any reason and under such circumstances; Licensee’s continued
access to the Gateway Service may be dependent on the Licensee agreeing to incur the
costs of an appropriate license.

Licensee acknowledges and agrees that the State of Tennessee determines whether
Authorized Entities or Authorized Users may access or utilize the State’s PMP Data
through the Gateway Service. Licensee agrees to provide the required information,
affirmations, and agreements to Contractor and/or the State of Tennessee so that such
determinations may be made. Contractor will provide any information it receives under
this Section to the State of Tennessee.

8. The State of Tennessee does not offer any warranty, express or implied, regarding the
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Gateway Service, which is a service provided solely by Contractor. The State of
Tennessee expressly disclaims any representations or warranties made by any other
party regarding the functionality or service provided by the Gateway Service or any
other products sold, licensed, or otherwise provided by Contractor.

9. Licensee agrees that information obtained through the Gateway Service shall be
maintained in compliance with all state and federal laws applicable to that information,
including but not limited to the Health Insurance Portability and Accountability Act and
the Health Information Technology for Economic and Clinical Health Act.

10. Licensee agrees it is solely responsible for the security and privacy of all information
obtained through the Gateway Service.

11. Licensee will maintain and enforce policies and procedures to limit access and use of the
Gateway Service and Service Information as follows:

(i.)  Only authorized users may access or use the Gateway Service;

(ii.)  Authorized users may only access or use the Gateway Service in accordance with
the terms and conditions of this EULA;

(iti.)  Licensee shall provide proper training to its authorized users on accessing and
using the Gateway Service;

(iv.)  Licensee shall ensure that Gateway Service and its systems used in connection
therewith, are accessed and used in a secure manner in accordance with
applicable law and the terms of this EULA;

(v.) Licensee’s policies shall include requirements that the Licensee is to ensure that
each authorized user, with access to the Gateway Service, is properly registered
with the CSMD, is using the Gateway Service to obtain information in compliance
within the parameters allowed by the Prescription Safety Act and all other
applicable law, rules, and regulations, and is properly trained regarding laws and
regulations related to accessing CSMD information; and

(vi.)  Copies of said policies and procedures shall be provided upon request by State or
Contractor.

12. Licensee agrees that it will maintain and enforce reasonable access controls to ensure
that its own system is accessed solely by authorized users using their own unique
identifications.

13. Licensee shall ensure its credentialing and identity validation processes adhere to all
applicable state and federal laws, and rules and requirements for credentialing and
validation of authorized users who seek access to use the Gateway Service.
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14. Licensee agrees and understands that the State is not responsible for the onboarding
process relating to implementation of the Gateway Service. Licensee and Contractor are
solely responsible for any onboarding process including all coordination with third
parties and any all necessary work regarding system access, interstate data sharing, or
any other portion of the onboarding process.

15. Licensee agrees and understands that immediately upon transfer of information from
the Gateway Service to the Licensee, such information shall be considered part of the
patients medical record and shall be maintained in compliance with all federal and state
laws as well as all Licensee’s internal policies.

16. Licensee shall not, either directly or indirectly, itself or through any agents or third party
request, compile, store, maintain, or use the information from the Gateway Service to
build or enhance its own database or for any other purpose except in compliance with
the Prescription Safety Act.

17. Licensee agrees to promptly investigate all complaints and claims that a Licensee
employee, agent, contractor, or affiliate failed to comply with laws or rules applicable to
information obtained through the Gateway Service or failed to comply with any
requirement for access or use of the Gateway Service. Licensee agrees to promptly
report the results of its investigation to Contractor and the CSMD Director.

18. Licensee, Licensee’s employees, agents, contractors, affiliates, and authorized users will
not engage in unlawful, objectionable, or malicious conduct or activities related to the
Gateway Service or any system or device connected to the Gateway Service including,
but not limited to, the transmission or distribution of viruses, computer worms, Trojan
horses, malicious code, denial of service attacks, unsolicited commercial e-mail, or the
like; the unauthorized entry to any other machine accessible via the Gateway Service;
the unauthorized submission or transmission of data or material protected by a
proprietary right of a third party; or the submission of otherwise objectionable
information, material, or communications.

19. This EULA and any rights, duties or obligations set forth herein, may not be assigned,
sublicensed, or otherwise transferred by Licensee, in whole or in part, whether directly
or by operation of law, including by way of sale of assets, merger or consolidation,
without the prior written consent of Contractor and the State of Tennessee, and any
attempt to do so without the express prior written consent of Contractor and the State
of Tennessee shall be deemed void.

20. All waivers must be in writing. Any waiver or failure to enforce any provision of this
EULA on one occasion will not be deemed a waiver on any other occasion or of any
other provision.

21. The Licensee shall maintain, during the term of this EULA, the following insurance: (a)
workers’ compensation insurance as required by applicable law; (b) employer’s liability

—
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insurance with a limit of one million dollars ($1,000,000) per occurrence; (c) general
liability insurance, which insurance shall include bodily injury, personal injury, property
damage, contractual liability and completed operations/products liability coverage, and
shall be written on an occurrence basis with a combined single limit of one million
dollars (51,000,000) per occurrence and in the aggregate; and (d) errors and omissions
insurance with a combined single limit of one million dollars ($1,000,000) per
occurrence and in the aggregate. The Licensee shall provide for the Contractor
additional insured status under the general liability insurance required hereunder, to
the extent of the Licensee’s indemnification obligations hereunder, and such general
liability insurance shall be primary to any insurance which the Licensee maintains, but
only to the extent of the additional insured status. The Licensee shall cause the
insurance required hereunder to include a waiver of subrogation in favor of the
Contractor. Upon the written request, the Licensee shall provide the Contractor with a
certificate of insurance evidencing the insurance required hereunder. The Licensee shall
maintain the insurance required hereunder at their own cost and expense and shall
maintain such insurance in full force and effect during the term of this EULA and for one
(1) year after the expiration or termination of this EULA.

22. This EULA shall be governed and construed in accordance with the laws of the State of
Tennessee, without giving effect to its choice of law principles. The Parties hereby
irrevocably submit to the exclusive jurisdiction of state courts of the State of Tennessee
located in Davidson County, Tennessee.

23. Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of
Tennessee as well as its officers, agents, and employees from and against any and all
claims, liabilities, losses, and causes of action which may arise, accrue, or result to any
person, firm, corporation, or other entity which may be injured or damaged as a result
of acts, omissions, or negligence on the part of the Contractor, its employees, or any
person acting for or on its or their behalf relating to this EULA. The Contractor further
agrees it shall be liable for the reasonable cost of attorneys’ fees, court costs, expert
witness fees, and other litigation expenses for the State to enforce the terms of this
EULA.

In the event of any suit or claim, the Parties shall give each other immediate notice and
provide all necessary assistance to respond. The failure of the State to give notice shall
only relieve the Contractor of its obligations under this Section to the extent that the
Contractor can demonstrate actual prejudice arising from the failure to give notice. This
Section shall not grant the Contractor, through its attorneys, the right to represent the
State in any legal matter, as the right to represent the State is governed by Tenn. Code
Ann. § 8-6-106.

24. Under the terms of this Agreement no person level data regarding a specific patient,
prescriber, or dispenser shall be shared with any third party other than pursuant to a
lawful request by a Licensee.
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25. Contractor, its contractors, partners, or vendors shall not conduct any study or analysis
regarding prescription data whether identified, de-identified, or in aggregate form
without the express written consent of State of Tennessee.

26. Licensee will follow the state breach reporting process and policies outlined in the
Tennessee Department of Health Business Associate Agreement including, but not
limited to Section 3 — Obligations and Activities of Business Associate (HIPAA Security
Rule), Sub-section 3.5 — Reporting of Security Incidents.

35 The Business Associate shall track all security incidents as defined by HIPAA. The
Business Associate shall reasonably use its own vulnerability assessment of
damage potential and monitoring to define levels of Security Incidents and
responses for Business Associate’s operations. However, the Business Associate
shall expediently notify the Covered Entity’s Privacy Officer of any Security
Incident which would constitute a Security Event as defined by this Agreement,
including any “breach of the security of the system" under T.C.A. § 47-18-2107,
in a preliminary report within two (2) business days of any unauthorized
acquisition including, but not limited to, use, disclosure, modification, or
destruction of PHI by an employee or otherwise authorized user of its system of
which it becomes aware with a full report of the incident not less than five (5)
business days of the time it became aware of the incident.

3.5.1 Business Associate shall identify in writing key contact persons for
administration, data processing, Marketing, Information Systems and
Audit Reporting within thirty (30) days of execution of this Agreement.
Business Associate shall notify Covered Entity of any reduction of in-
house staff persons during the term of this Agreement in writing within
ten (10) business days.

3.6 Notification for the purposes of Sections 2.7, 3.4 and 3.5 shall be in writing made
by certified mail or overnight parcel within two (2) business days of the event,
with supplemental notification by facsimile and/or telephone as soon as
practicable, to the designated Privacy Official of the Covered Entity in
accordance to 8.5 Notices and Communications.

27. Licensee will follow the state breach reporting process and policies outlined in the
Tennessee Department of Health Business Associate Agreement including but not
limited to Section 8 — Miscellaneous, Sub-section 8.5 - Notices and Communications:

8.5 All instructions, notices, consents, demands, or other communications required
or contemplated by this Agreement shall be in writing and shall be delivered by
hand, by facsimile transmission, by overnight courier service, or by first class
mail, postage prepaid, addressed to the respective party at the appropriate
facsimile number or address as set forth below, or to such other party, facsimile
number, or address as may be hereafter specified by written notice.

eSS EEE——a——— |
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COVERED ENTITY:

Tennessee Department of Health

Phil Wilson, Assistant Commissioner of Compliance & Ethics
710 James Robertson Parkway (5™ Floor) Nashville, TN 37243
Email: Phil.Wilson@tn.gov

Telephone: 615-741-5229

Fax: 615-253-3926

Tennessee Department of Health

Mike Moak, Security Officer

710 James Robertson Parkway (Gth Floor) Nashville, TN 37243
Email: Mike.Moak@tn.gov

Telephone: 615-741-0899

Fax: 615-253-3926

BUSINESS ASSOCIATE:

Jacob Cooper, Manager, Client Relations
Appriss Inc.

9901 Linn Station Road

Louisville, KY 40223

Email: JCooper@ApprissHealth.com
Telephone: 502-815-5656

Fax: 502-815-5696

All instructions, notices, consents, demands, or other communications shall be considered
effectively given as of the date of hand delivery; as of the date specified for overnight courier

service delivery; as of three (3) business days after the date of mailing; or on the day the
facsimile transmission is received mechanically by the facsimile machine at the receiving

location and receipt is verbally confirmed by the sender.

Below are the sections of the Tennessee Department of Health Business Associate Agreement
that are referenced:

1.7.

2.7.

“Individual” shall have the same meaning as the term “individual” in 45 C.F.R. § 164.501
and shall include a person who qualifies as a personal representative in accordance with

45 C.F.R. § 164.502(g).

Business Associate agrees to mitigate, to the extent practicable, any harmful effect that
is known to Business Associate of a use or disclosure of PHI by Business Associate in
violation of the requirements of this Agreement. Business Associate agrees to require its
employees, agents, and subcontractors to immediately report, to Business Associate,
any use or disclosure of Protected Health Information in violation of this Agreement,
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and to report to Covered Entity any use or disclosure of the PHI not provided by or
agreed upon in this Agreement.

3.4. Tennessee Consumer Notice of System Breach. Business Associate understands that the
Covered Entity is an “information holder” (as may be Business Associate) under the
terms of T.C.A. § 47-18-2107, and that in the event of a breach of the Business
Associate’s security system as defined by that statute and Definition 1.7 of this
agreement, the Business Associate shall indemnify and hold the Covered Entity harmless
for expenses and/or damages related to the breach. Such obligations shall include, but is
not limited to, the mailed notifications to any Tennessee resident whose personal
information is reasonably believed to have been acquired by an unauthorized individual.
In the event that the Business Associate discovers circumstances requiring notification
of more than a thousand (1,000) persons at one time, the person shall also notify,
without unreasonable delay, all consumer reporting agencies and credit bureaus that
compile and maintain files on consumers on a nationwide basis, as defined by 15 U.S.C.
§1681a, of the timing distribution and content of the notices. Substitute notice as
defined T.C.A. § 47-18-2107(e) (2) and (3), shall not be permitted except as approved in
writing in advance by the Covered Entity. The Parties agree that PHI includes data
elements in addition to those included by “personal information” under T.C.A. § 47-18-
2107, and agree that Business Associate’s responsibilities under this paragraph shall
include all PHi and PII.

e —————
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CONTRACT

=i (foo-for-goods or servicos contract with an Individual, business, non-profit, or governmental entity of
another state)

Begin Date End Dato Agency Tracking 8 Edison Racord ID

January 01, 2019 | December 31, 2021 34310-21119 | 61028
Contractor Legal Entlty Name Edison Vondor ID
Appriss Inc. 121147

Goods or Sorvicos Caption {one line only)

Tennessee Controlled Substance Monitaring Database Software and Services

Contractor CFDA#
& Contractor

Funding —

FY State Fadaral Interdepartmental | Othor TOTAL Contract Amount
2019 $405,177.50 $405,177.50
2020 $1,024,662.10 $21,000.00 $1,045,662.10
2021 $716,685.33 $716,685.33
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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF HEALTH
AND
APPRISS INC.

This Contract, by and between the State of Tennessee, Department of Health (“State”) and Appriss Inc.
("Contractor”), is for the provision of Controlled Substance Monitoring Database (CSMD), as further
defined in the "SCOPE." State and Contractor may be referred to individually as a “Party” or collectively
as the "Parties” to this Contract.

The Contractor is a For-Profit Corporation
Contractor Place of Incorporation or Organization: Delaware
Contractor Edison Registration 1D # 121147

A SCOPE:

A1.  The Contractor shall provide all goods or services and deliverables as required, described and
detailed below and shall meet all service and delivery timelines as specified by this Contract.

A.2. Definitions.

“Active Sessions” is an active working session where communication is occurring
between the State PMP User Application and devices being used by Users

“API" means Application Program Interface
“APRN" means Advance Practice Registered Nurse
“ASAP” means American Society for Automation in Pharmacy

“Centers for Disease Control and Prevention (CDC)MME Conversion” morphine milligram
equivalent calculation for the amount of a prescribed opioid as defined by the CDC

“Centers for Medicare and Medicaid Services (CMS) Taxonomy” is a hierarchical code
set that consists of codes, descriptions and definitions to categorize the type,
classification and/or specialization of health care providers

“Central Reporters” means individuals within a corporate structure identified to report
controlled substance prescriptions on behalf of their corporate subsidiary, Dispensers, or
an individual of a software company contracted by the Dispenser to report controlled
substance prescriptions on behalf of Dispenser to the prescription monitoring program

“Certified Registered Nurse Anesthetist” is an advanced practice registered nurse who
specializes in the administration of anesthesia

“CEC" means Customer First Center, which is the Appriss Technical Help Desk.

"Change Order” means a formal request for an adjustment or enhancement of a system.
A Change Order defines what needs to be accomplished and the effect of the proposed
changes to the current project deliverables, schedule, and cost.

=Clinical Risk Indicator (CRI)” means a visual, textual or graphical indicator used in the
system to indicate to the user of the system the potential for this patient to be high risk
determined by parameters set by the State.

"Controlled Substance Monitoring Database (CSMD)" means an electronic repository that
collects and maintains encrypted data on controlled substance prescriptions dispensed in
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the State of Tennessee and generates reports on this data. This is the State Prescription
Monitoring Program.

“CSMD Director” means the director of the State's CSMD who administers, maintains,
and directs the operation and function of the CSMD

“CSV” means Comma Separated Value
‘DATA” means Drug Addiction Treatment Act

“Data Collection Manual” is a document used by Dispensers that contains information
related to definitions, explanations, processes and instructions regarding prescription
data to be submitted to the State

“Data Dictionary” means document that will catalog the organization, contents, and
conventions of the databases. It shall include the names and descriptions and
characteristics of all the various tables (records or entities) and their contents (fields) plus
additional details, e.g., type and length of each data element. It shall document the
relationship between all tables.

“‘DDS” means Dentist
“DEA” means Drug Enforcement Agency

“DEA Dispenser" is an individual or entity with a DEA number that reports dispensed
prescriptions to the State PMP Data Collection Application

“DEA Suffix” is an identifying number assigned to a prescriber by an institution when the
institution's DEA number is used

“Delegates” means licensed or unlicensed individuals who act as agents of their
Supervisors, per the Prescription Safety Act of 2016.

“Disaster” means a serious intentional or unintentional disruption of network and/or
system functionality causing all or part of an organization's operations and/or computer
services to be rendered unusable.

“Disaster Recovery” means the procedures an organization will follow to maintain or
quickly resume mission-critical functions following a disaster.

“Disclaimer” is language in CRIs, reports, and other areas of the State PMP User
Application and State PMP Data Collection Application to communicate the conditions,
limitations and exceptions of the information presented

“Dispenser” means a person who physically delivers a contralled substance to any
person, institution or entity with the intent that it be consumed away from the premises on
which it is dispensed.

“DO” means Osteopathic Doctor

“DPM" means Doctor of Podiatric Medicine

“DVM” means Doctor of Veterinary Medicine

‘DWP" means DATA Waived Physician

Enhancement — new development / functionality requested by State that does not exist in

current State PMP User Application or State Data Collection Application that vendor will
need to provide estimate and timeline to complete
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“ETL" means Extract, Transform, and Load

Existing functionality - Existing functionality or feature that, at no additional cost to the
State, is serving its expected purpose (i.e., it's not broken) or meeting “critical™
functionality to accomplish a particular task.

“FDA" means Food and Drug Administration
“FIPS” means Federal Information Processing Standards

Gap - functionality that exists in the current applications the Contractor provides to the
State at the time of this Contract start date that would need to be developed in the
Contractor's new version of the State PMP User Application or State Dala Collection
Application should the State migrate to the Contractor's new applications. Development
of Gap items would be at no cost to the State.

"Healthcare Practitioner (for the purposes of this contract)” is any person licensed,
registered, or otherwise permitted to prescribe, distribute, or dispense a controlled
substance in the course of professional practice and Certified Registered Nurse
Anesthetist (CRNA)

“Internet Protocol (IP) Address” is a numerical label assigned to each device connected
to a computer network that uses the Internet Protoco! for communication

“IS" means Information Source

“KPls” means Key Performance Indicators

“MD" means Medical Doctor

“MME" means Morphine Milligram Equivalent

"NCPDP” means National Council for Prescription Drug Programs

“NDC" means National Drug Code

“NPI” means National Provider Identification

*“NTP” means Narcotic Treatment Program

“OTech” means Optimum Technology; the organization who provided the current CSMD
system to the State. This system was purchased and is currently maintained by Appriss,
Inc.

“PA" means Physician Assistant

“Patient Consolidation ID, also known as Group ID” for the purposes of this contract it is
an identifier assigned by the Contractor to identify patients whose prescription
information contain common elements and by using an algorithm determine there is a
high probability these different Patient IDs belong to a single patient

“Patient ID" for the purposes of this contract when prescription data is submitted from the
Dispenser to State PMP Data Collection Application and the Contractor processes the
data and assigns unique identifiers to patients associated with that data. If the patient
information matches existing patient data associated to Patient ID in the State PMP Data

Collection Application the new data will be associated to that Patient 1D, otherwise a new
Patient ID will be created in the State PMP Data Collection Application



aaa.

bbb.

CCC.

ddd.

eee.

99g.

hhh.

lij-

kkk.

mmm.

nnn.

000.

pPp.

“PDF” means Portable Document Format
“PHA” means Pharmacy Header

‘Pharmacist” means an individual health care provider licensed by a state to practice the
profession of pharmacy

“Pharmacist In Charge” means the supervisory pharmacist who has the authority and
responsibility for compliance with laws and rules pertaining to the practice of pharmacy at
the practice site of the pharmacist-in-charge

“PMP® means Prescription Monitoring Program
“PMPi" means Prescription Monitoring Program Interconnect

“Prescriber” — anyone in the medical profession authorized by law to prescribe drugs (=
to write an order for medicine for a patient

“Prescriber Consolidation ID" for the purposes of this contract it is an identifier that will be
assigned by the Contractor to identify a prescriber who possesses multiple DEA numbers

“Production Environment” the environment where the application is put into operation for
its intended use by end users

Profession as used in the BRD refers to the individual's primary vocation identified by the
individual to the State to obtain licensure (Examples: Medical Doctors, Osteopathic
Doctors, Nurse, Podiatrist, etc.). This is not the individual's specialty (Examples:
Anesthesiology, Internal Medicine, Family Medicine) or sub Specialty (Examples: Pain
Management, Pediatric Cardiology).

‘Remediation Plan” means a plan to remedy any problems or deficiencies that occur
during the testing of Disaster Recovery.,

“Report Output” is defined as the results from a query run in either the State PMP Data
Collection Application or the State PMP User Application that can be either viewed online
or that generates a document that can be viewed or downloaded from the respective
application

“Role” means an identification in the application to identify different types of users (e.g.
Medical Doctors, Osteopathic Doctors, Advance Practice Registered Nurses, Licensed
Delegate, Unlicensed Delegates, Administrators, etc.)

‘RPO" means Recovery Point Objective which is the age of files that must be recovered
from backup storage for normal operations to resume if a computer, system, or network
goes down as a result of a hardware, program, or communications failure.

‘RTO" means Recovery Time Objective which is the duration of time and a
service level within which a business process must be restored after a disaster in order to
avoid unacceptable consequences associated with a break in continuity.

"RxNorm” means a normalized naming system for generic and branded drugs; and a tool
for supporting semantic interoperation between drug terminologies and pharmacy
knowledge base systems,

*SFTP” means Secure File Transfer Protocol
Shell account - “Shell account” in the context of this contract means an account that does

not have its profile information filled out. It technically exists as an account with the bare
minimum information (email and password), but is otherwise an empty account.
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“Specialty” means a specialty branch of the medical profession. After completing medical
school, physicians or surgeons usually further their medical education in a specific
specialty of medicine by completing a multiple year residency to become a medical
specialist (e.g. Family Medicine, Anesthesiology, Nursing, Orthopedic Surgeon).

“SSDI” means Social Security Death index

“State Administrators” means individuals who are designated by the CSMD Director and
work in operations for the CSMD and have been given access and an administration role
in the CSMD web application(s) provided by the Contractor.

“State PMP Data Collection Application” is the application hosted by the Contractor used
by the State to collect controlled substance prescription data from dispensers in the state
for controlled substances in Schedules I, lll, and IV dispensed in this state, and Schedule
V controlled substances identified by the controlled substance database com mittee that
will be collected in this application and then processed into the State PMP User
Application. This application in Tennessee is known by the dispensers as Tennessee
Data Collection

“State PMP User® means a person officially registered in the CSMD, by role.

“State PMP User Application” is the application that is hosted by the Contractor and used
to increase the quality of patient care by equipping health care practitioners and others
as allowed by law to view prescription data collected on patients acquiring controlled
substances in Schedules I, Ill, and |V dispensed in this state, and Schedule V controlled
substances identified by the controlled substance database committee. This application
in Tennessee is known by the registered Users as the Controlled Substance Monitoring
Database (CSMD)

. “State PMP User Application Administrator and State PMP Data Collection Application

Administration (also known as State Administrators in this BRD and Contract)” are
employees of the State that have necessary privileges to provide customer support,
operational support, and ability to generate reports as needed or requested

“State Release Management Service (RMS) Team” employees of the State who conduct
tests, analyze results and reports to the business unit to ensure that the functionality
meets business requirements

“STS" means Strategic Technology Solutions, which is the State of Tennessee's central
Information Technology Services Department.

“Sub-Specialty” as it related to the State PMP User Application this category provides the
area of expertise that a person has within a specialty area for example: Profession of
Medical Doctor, Specialty of Anesthesiology and Sub-Specialty of Pain Management

“Supervisors” are given their authority in the Prescription Safety Act of 2016 to approve
individuals to register and/or perform CSMD requests.

“TBI” means Tennessee Bureau of Investigation
“TBI Director” is a person appointed by the governor and manages the TBI
"TennCare" means the Medicaid program for the State of Tennessee.

“Test Environment” is a validated, stable and usable test environment where State team
will execute test scenarios to validate that functionality meets business requirements



ffff. “TN CSMD Committee® means the committee established by TCA §53-10-303 to create
the CSMD.

gggg. “TN Dispensers” means dispensers licensed by the Tennessee Board of Pharmacy

hhhh. “Training Environment” an environment that mimics production that can be used to allow
hands on experience in an environment with fake data and can also be used in
educational outreach

iii.  “UAT" means User Acceptance Testing

fiii-  “Unlicensed Delegate (also known as Health Care Extender Unlicensed)” is any person
who does not hold a professional license or registration that is designated by the
healthcare practitioner to act as an agent of the healthcare practitioner

kkkk. "Users” can be any individual, individual for a corporate entity, individual for a software
company who by law can register to submit data to the State PMP Data Collection
Application or it can be any indlividual by law who can register to view the collected
prescription data in the State PMP User Application

M. “XDEA" means the waiver (DWP) and any related endorsement authorizing qualified
physicians to conduct maintenance and detoxification treatment using specifically
approved schedule Ill, IV, or V narcotic medications associated with a DEA registration
pursuant to the Drug Addiction Treatment Act (DATA) which waives the requirement for
obtaining a separate Drug Enforcement Administration (DEA) registration as a Narcotic
Treatment Program (NTP) for qualified physicians administering, dispensing, and
prescribing these specific FDA approved controlled substances.

A3. Current Functionality, Migration and Data Transmission
a. The Contractor shall, at no additional cost to the State beyond those contained in this

Contract, maintain the current State PMP Data Collection and State PMP User Application in
the form in which both exist as of the effective date of this Contract, with the exception of
changes to current functionality requested or agreed to by the State. Attachment 4 contains a
spreadsheet with multiple tabs that identify the functions that constitute the current form of
the State PMP User Application and the language contained in all lines in BRD that have
Data Collection in the Applications/Group column and the Type Column contains Existing
Functionality or Gap indicates this functionality exists in the current State Data Collection
application and all functionality and processes and must be maintained until such time that
State agrees to migrate to new applications. For the purposes of this Contract “in the form in
which both exist” means that all open issues of record that have been communicated in
writing by the State to the Contractor shall have been addressed to the satisfaction of the
State or that the Contractor is in the process of addressing these issues to the satisfaction of
the State. The Contractor shall, additionally, develop and provide the enhancements to the
State Data Collection or State PMP User Applications if state laws, rules, and regulations
demand additional functionality to be developed in current applications. The Contractor shall
also develop, install, and configure enhancements to the State Data Collection or State PMP
User Applications as listed in this Contract and Attachment 3. The Contractor shall not begin
work on any enhancement listed in this Contract, including all attachments, without prior
written consent from the State. The following enhancements listed in Attachment 3 shall be
developed, installed, and configured by the Contractor to the State’s approval and
acceptance within two (2) months of the Contract start date, if these items were not
completed in the previous contract,

i. BR21.6

i. BR3.0.6

i. BR4.1.2
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iv. ~BR4.1.3
All remaining enhancements listed in Attachment 3 shall be developed, installed, and
configured by the Contractor to the State’s written approval and acceptance within eighteen
(18) months of the Contract Effective Date.

b. The Contractor shall not migrate the State Data Collection or State PMP User Application

until the State provides written documentation agreeing that the Contractor has functionality
in production to meet the State's needs currently being met by the two applications and
services the Contractor acquired from Optimum Technology and subsequently enhanced to
deliver the current level of service provided to the State as of the Contract Effective Date.
State reserves the right to migrate without all gaps in functionality being available at time of
migration if development is underway by Contractor with agreed upon delivery dates.
Migration by the State to any other application/platform shall be contingent upon the
Contractor providing access to the State’s production data or providing a near real time
replica of State data collected or created by transactions occurring in the databases to the
State in a method agreed upon by the State and the Contractor. Data migration will be
handled via a Memorandum Of Understanding (MOU) as described in Contract Section E.3.

Licenses

The Contractor shall provide the appropriate license(s) allowing the State and all authorized
individuals to use the proposed solution in all environments provided to the State. Payment for
licenses shall be made as described in Contract Section C.3.b.

Proiect Kickoff Meeting and Master Project Management Plan.

a. Proiect Kickoff Meeting. The Contractor shall prepare for and schedule with the State a one-

day project kickoff meeting to be held at a State site in Nashville, Tennessee no later than
thirty (30) calendar days after this Contract Effective Date. The project kickoff meeting shall
be led by the Contractor project manager and attended by other Contractor team with key
project roles and State team. The project kickoff meeting agenda shall include but not be
limited to the following topics and tasks, to be completed:

(1) Project organization: Qutline the roles and responsibilities of key project
personnel along with the project sponsors.

(2) Solution vision: Discuss the objectives and benefits of the project.

(3) Project overview: Outline the scope and timeline of the project and present
detailed information (deliverables and responsibilities) on each project task:
(4) Project management
a.project charter
b.requirements confirmation and configuration
¢.communication plan shall include but not limited to how the State
project management team and Contractor project management team
will communicate with a clear delineation of roles and responsibilities.
d.release management plan
e.security management plan
f. data conversion and migration (if applicable)
g.escalation plan
h.issue management
i. change management
j. technical management
k.data dictionary
|. disaster recovery plan
m. software modifications and related interfaces development
n.system documentation
o.software installation



p.production deployment and go-live support
qg.training

r. transition to help desk

s. user acceptance testing

(5) Review key success factors: Outline key factors to ensure project success.
(6) Demo: Demonstrate the key features of the procured solution.
(7) Question and answer period: Answers to questions pertaining to the project.

The Contractor shall complete these activities (and any additional project kickoff meeting
aclivities to which the State and the Contractor mutually agree) and obtain approval and
acceptance from the State prior to distribution of payment as scheduled in Section C.3.b.

b. Master Project Management Plan.
The Contractor shall prepare a master project management plan and deliver this plan to the
State no later than thirty (30) calendar days after this Contract Effective Date. This plan,
which should follow the Tennessee Business Solutions Methodology (TBSM) located
at litips. ceisiralegic-le 0Qy-SOILIONS ileqic-technology-
5 ns/tbsm.himl, must describe in detail the approach, activities, stages, duration, risks,
and implementation for all work to be performed by the Contractor under the project. it must
also detail, by name and position, the responsibilities of Contractor staff with respect to the
work to be completed under the contract, As a minimum, this plan shali include the following
deliverables:

L. GOV (=18 = eQIC-leciN0Ioay-Soluli A= ]

(1) A detailed project schedule describing all project deliverables and their
completion dates.

(2) The Contractor's change management plan, including a detailed description of
the Contractor's proposed process for initiating Change Orders and the
Contractor's proposed Change Order form

(3) A detailed description of the Contractor's proposed method of weekly reporting
on the status of specific project deliverables. This description must include
sample reporting documents.

(4) A detailed description of the Contractor's proposed method of weekly reporting
on the overall progress toward project goals and objectives. This description
must include sample reporting documents and an agenda for and schedule of
Contract reviews held between the Contractor's project manager and the State's
project manager at a Nashville State site at least as often as every forty-five (45)
calendar days after the project kickoff meeting.

(5) A detailed description of the Contractor's proposed issue management plan for
recording, monitoring, resolving, and reporting on resolution of issues that arise
during the project. This description must include issues resolution timetables and
escalation procedures.

(6) A detailed risk management plan and register.

(7) A communication plan that includes a detailed description of the processes and
tools the Contractor will use to manage communication with State team and the
timetables on which these communications will occur.
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(8) A detailed release management plan.

(9) A detailed security management plan that adheres to the requirements as set
forth in this contract.

(10)A detailed description of the system documentation to be provided to State by the
Contractor and the schedule on which this documentation will be provided.

(11)A detailed description of the hardware/software and communication requirements
for the proposed solution (e.g., browser compatibility, minimum system
requirements, preferred operating system, any application specific add-ons or
middleware, etc.).

Proiect Management.

The Contractor shall designate a single project manager to serve as the Contractor’s primary
point of contact for all activities and issues. The Contractor shall ensure that its project manager
provides sufficient management of the project to ensure that all project activities are performed
efficiently, accurately, and on schedule. Project management continues for the entire duration of
the project.

The Contractor project manager shall coordinate as necessary with the State project manager
through the executive sponsor to ensure that Contractor activities are managed consistently
within overall Contract requirements as they are described in this Contract.

a. Project Management. The workflow and minimum acceptable activities the Contractor
shall perform for project management are as follows:

(1) Prepare and maintain a detailed project plan. This plan shall include project
objectives and milestones; a critical path for all major project activities; schedules
for completion of project deliverables; designations of the Contractor staff
responsible for these deliverables and the reporting relationship among these
staff: Contractor response and reporting protocols and timeframes; and
documents relating to these responsibilities.

(2) Secure, schedule, and manage the resources necessary to assure that all project
deliverables are completed to the satisfaction of the State on schedule and at the
costs contained in the Contract.

(3) Communicate with the State's project manager, other State team, and relevant
third parties using the methods, on the schedule(s), and within the timeframes
contained in this Contract.

(4) Measure, track, and evaluate progress toward project objectives; report on
progress at each contract review described in the Contract and, at other times,
within five (5) business days of request by the State. Initiate corrective action, as
necessary, to correct deficiencies in Contractor performance and to resolve other
issues that arise during the Contract.

(5) Schedule, conduct, and report on the reviews required under the Contract.
Respond within three (3) business days to requests from the State to schedule
additional project progress reviews and discussions of other project-related
matters, including Contractor staff performance.

(6) Track and report within ten (10) business days on all items identified for follow-up
in Contract status reviews.

(7) Administer the change management plan, review and analyze change requests,
and maintain the change request log as required.
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(8) Administer the project security management plan and review, analyze, resolve,
and report security issues that arise during the Contract in a manner and on a
schedule consistent with the State of Tennessee’s STS Enterprise Information
Security
Policies; ﬂt_tgﬁs__;[/www.tn‘qov/content/dam/tn/fjnance/docgmentS/Enterurise;

information-Security-Policies-15S0-27002-Put lic.pdf

(9) Prepare and provide the State, on the schedule contained in the Contract, the
system documentation required by the Contract.

The Contractor shall complete project management activities (and any additional project
management activities to which the State and the Contractor mutually agree) to the approval and
acceptance of the State prior to distribution of payments as scheduled in Section C.3.b.

Data Ownership.
a. The State will own all rights, title and interest in its data that is related to the services

provided by this Contract. The Contractor shall not access State user accounts or State data
except to the extent:

(1) In the course of data center operations,

(2) Inresponse to service or technical issues,

(3) As required by the express terms of this contract, or

(4) Atthe State's written request.

b. All data collected for the State by the Contractor, subcontractor(s), or agents in the
performance of this Contract shall become and remain the property of the State and such
data may not be used by Contractor except by express written permission of the State.

Compliance with Data Security and Privacy Controls.

The Contractor warrants that security and privacy for all applicable data the Contractor,
subcontractors, or agents create, receive, process, maintain, or store during the course of this
Contract shall be handled in accordance with the terms outlined in this Contract.

Amazon Web Services Hosting Environment.

The Contractor shall host and maintain the CSMD in an Amazon Web Services (AWS)
environment. Within thirty (30) days of request by the State, the Contractor shall provide their
AWS hosting environment technical specifications and descriptions.

The Contractor shall provide advance written notice of at least ten (10) business days to the
State's technical contact of any changes to the AWS hosting environment that may impact
service availability or performance.

Change Order.

The State may, at its sole discretion and with written notice to the Contractor, request changes in

the Scope that are necessary but were inadvertently unspecified in this Contract.

a. Change Order Creation— After receipt of a written request for additional services from
the State, the Contractor shall respond to the State, within a maximum of ten (10)
business days, with a written proposal for completing the service. Contractor's proposal
must specify:

(1) the effect, if any, of implementing the requested change(s) on all other services
required under this Contract:

(2) the specific effort involved in completing the change(s);
(3) the expected schedule for completing the change(s);
(4) the maximum number of person hours required for the change(s); and

10
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(5) the maximum cost for the change(s)— this maximum cost shall in no instance
exceed the product of the person hours required multiplied by the appropriate
payment rate proposed for such work.

The Contractor shall not perform any additional service until the State has approved the
proposal. If approved, the State will sign the proposal, and it shall constitute a Change
Order between the Contract Parties pertaining to the specified change(s) and shall be
incorporated, hereby, as a part of this Contract.

b. Change Order Performance— Subsequent to creation of a Change Order, the Contractor
shall complete the required services. The State will be the sole judge of the acceptable
completion of work and, upon such determination, shall provide the Contractor written
approval.

c. Change Order Remuneration— The State will remunerate the Contractor only for
acceptable work. All acceptable work performed pursuant to an approved Change Order,
without a formal amendment of this Contract, shall be remunerated in accordance with
and further limited by Contract Section C.3.c., PROVIDED THAT, the State shall be liable
to the Contractor only for the cost of the actual goods or services provided to complete
the necessary work, not to exceed the maximum cost for the change detailed in the
Change Order. In no instance shall the State be liable to the Contractor for any amount
exceeding the maximum cost specified by the Change Order authorizing the goods or
services. Upon State approval of the work, the Contractor shall invoice the State in
accordance with the relevant provisions of this Contract.

Warranty. Contractor represents and warrants that the term of the warranty (“Warranty Period")
shall be the greater of the Term of this Contract or any other warranty generally offered by
Contractor, its suppliers, or manufacturers to customers of its goods or services. The goods or
services provided under this Contract shall conform to the terms and conditions of this Contract
throughout the Warranty Period. Any nonconformance of the goods or services to the terms and
conditions of this Contract shall constitute a "Defect” and shall be considered “Defective.” If
Contractor receives notice of a Defect during the Warranty Period, then Contractor shall correct
the Defect, at no additional charge.

Contractor represents and warrants that the State is authorized to possess and use all
equipment, materials, software, and deliverables provided under this Contract.

Contractor represents and warrants that all goods or services provided under this Contract shall
be provided in a timely and professional manner, by qualified and skilled individuals, and in
conformity with standards generally accepted in Contractor’s industry.

If Contractor fails to provide the goods or services as warranted, then Contractor will re-provide
the goods or services at no additional charge. If Contractor is unable or unwilling to re-provide
the goods or services as warranted, then the State shall be entitled to recover the fees paid to
Contractor for the Defective goods or services. Any exercise of the State’s rights under this
Section shall not prejudice the State’s rights to seek any other remedies available under this
Contract or applicable law.

Inspection and Acceptance. The State shall have the right to inspect all goods or services
provided by Contractor under this Contract. If, upon inspection, the State determines that the
goods or services are Defective, the State shall notify Contractor, and Contractor shall re-deliver
the goods or provide the services at no additional cost to the State. If after a period of thirty (30)
days following delivery of goods or performance of services the State does not provide a notice of
any Defects, the goods or services shall be deemed to have been accepted by the State.

TERM OF CONTRACT:

11



B.1.  This Contract shall be effective on January 1, 2019 (“Effective Date”) and extend for a period of
thirty six (36) months after the Effective Date (‘Term”). The State shali have no obligation for
goods or services provided by the Contractor prior to the Effective Date.

B.2.  Renewal Options. This Contract may be renewed upon satisfactory completion of the Term. The
State reserves the right to execute up to two (2) renewal options under the same terms and
conditions for a period not to exceed twelve (12) months each by the State, at the State's sole
option. In no event, however, shall the maximum Term, including all renewals or extensions,

exceed a total of sixty (60) months.

C. PAYMENT TERMS AND CONDITIONS:

C.1.  Maximum Liability. In no event shall the maximum liability of the State under this Contract

exceed Two illion | ndrad Twenby-Four T sand !

Dollars and

One o oaa 900 21) ("Maximum Liability™). This Contract does not grant the
Conlractor any exclusive rights. The State does not guarantee that it will buy any minimum
quantity of goods or services under this Contract. Subject to the terms and conditions of this
Contract, the Contractor will only be paid for goods or services provided under this Contract after
a purchase order is issued to Contractor by the State or as otherwise specified by this Contract.

C.2. Compensation Firm. The payment methodology in Section C.3. of this Contract shall constitute
the entire compensation due the Contractor for all goods or services provided under this Contract
regardless of the difficuity, materials or equipment required. The payment methodology includes
all applicable taxes, fees, overhead, and all other direct and indirect costs incurred or to be

incurred by the Contractor.

C.3.  Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services authorized by the State in a total amount as set forth in

Section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory provision of goods

or services as set forth in Section A.

b. The Contractor shall be compensated based upon the following payment methodology:

Goods or Services Description

Amount
(per compensable increment)

ENHANCEMENTS

State PMP Data Collection Application Validations —
Attachment 3; Section BR4.1.4. A single, one-time fixed
payment shall be made upon completion and the State's written
approval and acceptance of installation and configuration of this
enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

$24,000 / (one-time charge upon
written approval of State)

State PMP Data Collection and State PMP User Application
Data Sources - RxNorm Validation— Attachment 3; Section
BR4.2.0.1.a.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement,

Documentation on functionality will be provided and training will
be provided when necessary.

$43,200 / (one-time charge upon
written approval of State)

State PMP Data Collection and State PMP User Application
Data Sources - ICD-10 — Attachment 3; Section BR4.2.0.1.b..

$24,000 / (one-time charge upon
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and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

A single, one-time fixed payment shall be made upon completion |

written approﬂ of State) R

State PMP User and Data Collection Applications
Registration — Attachment 3; Section BR5.0.1.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

State PMP User Ap_plication Registration:

CMS Taxonomy Customization — Attachment 3; Section
BR5.0.11.1

and

CMS Taxonomy Specialties — Attachment 3; Section
BR5.0.11.2

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of both of these enhancements.

Documentation on functionality will be provided and training will
be provided when necessary.

State PMP User Application PMPi Data Sharing —Attachment
3; Section BR8.0.1.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

|_State PMP User Appfication P_rescr_iber Reco—rds -
[ Attachment 3; Section BRS.0.0.

\ A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

gate PMP User Application MiA_E Conversions —_Attachment
3; Section BR10.0.1.

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

State PM—PUser Application Cli_nical Ris—klndicators_: Co;bo
Benzodiazepine/Opioid ~ Attachment 3; Section BR17.5

and

State PMP User Application Clinical Risk Indicators: Combo
Benzodiazepine/Opioid/Carisoprodol — Attachment 3;
Section BR17.6

A single, one-time fixed payment shall be made upon completion |

$12,000 / (one-time charge upon
written approval of State)

$15,000 / (one-time charge upon
written approval of State)

$7,200 / (one-time charge upon
written approval of State)

$36,000 / (one-time charge upon
written approval of State)

$24,000 / (one-time charge upon
written approval of State)

$36,000 / (one-time charge upon
written approval of State)
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‘and the State's written approval and acceptance of installation
and configuration of both of these enhancements.

Documentation on functionality will be provided and training will
be provided when necessary.

State PMP User Application Reporting: State B
Administrator(s) User Reports — Attachment 3; Section

BR?0-3-0 _ $14,400 / (one-time charge upon
A single, one-time fixed payment shall be made upon completion written approval of State)

and the State's written approval and acceptance of installation
and configuration of this enhancernent.

Documentation on functionality will be provided and training will
be provided when necessary

State PMP Data Collection Application Reporting: Admin
User Reports — Attachment 3; Section BR20.3.2. $24,000 / {one-time charge upon

A single, one-time fixed payment shall be made upon completion written approval of State)
and the State’s written approval and acceptance of installation |'
and configuration of this enhancement.

Documentation on functionality will be provided and training will
be provided when necessary.

State Reportl-ng Tool (with acc&; to State PIV]P Data
Collection Application data) Reporting: Zero Reports -
Attachment 3; Section BR20.12.0. ‘ $6,000 / (one-time charge upon
A single, one-time fixed payment shall be made upon completion written approval of State)

and the State's written approval and acceptance of installation
and configuration of this enhancement.

‘ Documentation on functionality will be provided and training will
be provided when necessary.

| State Reporting Tool (with access to State PMP User
Application data) Reporting: User Compliance - Attachment

3;'Section BR‘20'2§'1' ) | $30,000 / (one-time charge upon
A single, one-time fixed payment shall be made upon completion | written approval of State)

‘ and the State’s written approval and acceptance of installation
and configuration of this enhancement.

| Documentation on functionality will be provided and training will
be provided when necessary.

| A single, one-time fixed payma;rt shall be made upon completion

and the State's written approval and acceptance of installation $76,750 / (maximum amount for all
and configuration of each enhancement from Attachment 3 — enhancements combined, upon
BRD as listed below. The total cost for these enhancements written approval of State)

combined, shall not exceed $76,750

e BR3.0.3 State PMP Data Collection Application
General Operations: Daily DEA File

* BR3.0.4 State PMP Data Collection Application
General Operations: Prescriber Consolidation ID

e BRS5.0.0.1.1 State PMP Data Collection Application
Validation Requirements

| * BRS5.0.10 State PMP User Application Registration

' ¢ BR20.32.0 State Reporting Tool (with access to State
PMP Data Collection Application data) Reporting:
Prescription Processing Report

Documentation on functionality will be provided and training will

' be provided when necessary.
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Drug Court/Law Enforcement Enhance;ents

A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of installation
and configuration of each enhancement from Attachment 3 —
BRD as listed below. The total cost for these enhancements
combined, shall not exceed $75,000

e BRS5.0.18.1 State PMP User Application Registration:

Drug Courts

+« BRS5.0.18.2 State PMP User Application Registration:

Law Enforcement

o BR5.0.18.3 State PMP User Application Registration:

District Attorney and TBI Director

« BR5.0.18.4 State PMP User Application Support

+ BR5.3.0 State PMP User Application Registration:
Law Enforcement and Drug Courts

¢ BR5.3.0.1 State PMP User Application Registration:
Law Enforcement and Drug Courts Supervisors

s BR5.3.1.1 State PMP User Application Registration:
Law Enforcement and Drug Courts

« BR5.3.2 State PMP User Application Registration:
Law Enforcement

e BR5.3.3 State PMP User Application Registration:
Law Enforcement

s BR5.3.4 State PMP User Application Registration:
Law Enforcement and Drug Courts

o BR5.3.5 State PMP User Application Registration:
Drug Courts

o BR14.2.0 State PMP User Application Law
Enforcement Requests

¢ BR14.2.1 State PMP User Application Law
Enforcement Patient Requests

s BR14.2.2 State PMP User Application Law
Enforcement Dispenser Requests

e BR14.2.3 State PMP User Application Law
Enforcement Prescriber Requests

e BR14.3.0 State PMP User Application: Drug Court

Patient Requests

e BR14.3.1 State PMP User Application: Drug Court
Patient Requests

¢ BR20.1.1 State PMP User Application Reporting:
Request History

¢ BR20.33.0 State Reporting Tool (with access to State

PMP User Application Data) Reporting: State
Administrator(s) Ad-hoc Law Enforcement and Drug
Courts

e BR20.33.1 State Reporting Tool (with access to State

PMP User Application Data) Reporting: State
Administrator(s) Ad-hoc Law Enforcement and Drug
Courts

| $75,000 / (maximum amount for all
enhancements combined, upon
written approval of State)

N R
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| be provided when necessary. [

State Identified Issue Support — Attachment 3; Section 3.2.1.3.a. - Test environment for RMS

A single, one-time fixed payment shall be made upon completion |
and the State’s written approval and acceptance of installation $6,000 / (one-time charge upon
and configuration of one additional testing environment. written approval of State)

Documentation on functionality will be provided and training will
be provided when necessary. ‘ J

e _ . . |- —
State Reporting Tool (with access to State PMP User Application data) Prescriber Report —
Attachment 3; Section BR22.0.0.

A single, one-time fixed payment to provide the Prescriber

Report product (BR22.0.0) to the State shall be made upon $75,000 / (one-time charge upon
completion and the State's written approval and acceptance of written approval of State)
product development, installation and configuration. |

Documentation on functionality will be provided and training will
be provided when necessary. ‘

I A single, one-time fixed payment shall be made upon completion

and the State’s written approval and acceptance of $7,500 / (maximum amount for all
enhancements to the Prescriber Report product (BR22.0.0). The enhancements combined, upon
total cost for all enhancements to the Prescriber Report product written approval of State)

during the term of this Contract shall not exceed $7,500.

Documentation on functionality will be provided and training will
be provided when necessary.

_ OTECH Platform Annual Fees

| Payments for OTECH software, licenses, system maintenance, support, goods and services shall be
made monthly as listed below during the period in which Appriss provides current functionality as
described in Contract Section A.3. Payment may be prorated if the State migrates off the OTECH
Platform.

|

PMP software, licenses, goods and services, system

maintenance and support of the Databases, collection of data

from Dispensers, cleansing of data collected, data archiving, data
reporting, loading of that data to the CSMD, system maintenance
and support and PMPi interface support. Payments to begin

thirty (30) days after Contract Effective Date. |

$42,696.25 / (monthly)

- + - — —

Payment shall be made for maintenance and support of the |
additional test environment as described in Attachment 3,

Section 3.2.1.3.a,, after the State’s written approval and
acceptance of the test environment’s installation and

configuration. This amount may be prorated to coincide with the
ending term date of this Contract.

$500 / (monthly)

Payment shall be made for maintenance and support of the
Prescriber Report product as described in Attachment 3, Section $4,166.66 / (monthly)
BR22.0.0., after the State's written approval and acceptance of
product installation and configuration. This amount may be
prorated to coincide with the ending term date of this Contract. l
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A single, one-time fixed payment shall be made upon completion
and the State's written approval and acceptance of third party
vendor’s penetration test of the Contractor's OTECH application.

Penetration Test and HITRUST Certification

$41,000 / (one-time charge upon
written approval of State)

A single, one-time fixed payment shall be made upon completion
and the State’s written approval and acceptance of the HITRUST
certification of the Contractor's OTECH application in year 1 of
this Contract.

A single, one-time fixed payment shall be made upon completion
and the State’s written approval and acceptance of the HITRUST
certification of the Contractor's OTECH application in year 3 of
this Contract.

$96,000 / (one-time charge upon
written approval of State)

$96,000 / (one-time charge upon
wrltten approval of State)

A single, one-time fixed payment shall be made upon completion
and the State’s written approval and acceptance of the HITRUST
certification of the Contractor's OTECH application in year 5 of
this Contract.

Ca4.

$96,000 / (one-time charge upon
written approval of State)

The Contractor shall be compensated for changes requested and performed pursuant to Contract

Section A.10, without a formal amendment of this Contract based upon the payment rates
detailed in the schedule below and as agreed pursuant to Section A.10, PROVIDED THAT
compensation to the Contractor for such “change order” work shall not exceed SEVEN
PERCENT (7%) of the sum of milestone payment rates detailed in Section C.3.b., above (which
is the total cost for the milestones and associated deliverables set forth in Contract Sections A.3.
through A.12.). If, at any point during the Term, the State determines that the cost of necessary
“change order” work would exceed the maximum amount, the State may amend this Contract to

address the need.

Service Description

Change Order |

Amount |
(per compensable increment)

$ 175 per hour

NOTE: The Contractor shall not be com;ensated for travel time to the primary location of service provision. |

C.5.

travel expenses, meals, or lodging.

C.6.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel time,

Invoice Requirements. The Contractor shall invoice the State only for goods delivered and

accepted by the State or services satisfactorily provided at the amounts stipulated in Section c.3,
above. Contractor shall submit invoices and necessary supporting documentation, no more
frequently than once a month, and no later than thirty (30) days after goods or services have

been provided to the following address:

TN Department of Health

6" floor, Andrew Johnson Building
Carole Sumner

Information Technology Services Division
710 James Robertson Parkway, 6" floor
Nashville, TN 37243

a.

Each invoice, on Contractor’s letterhead, shall clearly and accurately detail all of the

following information (calculations must be extended and totaled correctly):
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c7

Ccas.

C.9.

C.10.

(1)  Invoice number (assigned by the Contractor);

(2) Invoice date;

(3)  Contract number (assigned by the State);

(4) Customer account name: State of TN Department of Health, ITSD

(5)  Customer account number (assigned by the Contractor to the above-referenced
Customer);

(6) Contractor name;

(7)  Contractor Tennessee Edison registration ID number;

(8)  Contractor contact for invoice questions (name, phone, or email);

(9) Contractor remittance address;

(10) Description of delivered goods or services provided and invoiced, including
identifying information as applicable;

(11) Number of delivered or completed units, increments, hours, or days as applicable, of
each good or service invoiced;

(12) Applicable payment methodology (as stipulated in Section C.3.) of each good or
service invoiced;

(13) Amount due for each compensabile unit of good or service: and

(14) Total amount due for the invoice period.

b. Contractor’s invoices shall:

(1) Only include charges for goods delivered or services provided as described in
Section A and in accordance with payment terms and conditions set forth in Section
C.

(2)  Only be submitted for goods delivered or services completed and shall not include
any charge for future goods to be delivered or services to be performed:;

(3) Not include Contractor’s taxes, which includes without limitation Contractor’s sales
and use tax, excise taxes, franchise taxes, real or personal property taxes, or income
taxes; and

(4)  Include shipping or delivery charges only as authorized in this Contract.

c. The timeframe for payment (or any discounts) begins only when the State is in
receipt of an invoice that meets the minimum requirements of this Section C.5.

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or other matter. A payment by the State shall not be construed as
acceptance of goods delivered, any part of the services provided, or as approval of any amount
invoiced.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment that is determined by the State, on the basis of audits conducted in
accordance with the terms of this Contract, to not constitute proper compensation for goods
delivered or services provided. If a remediation plan is developed, implemented, and found to be
acceptable by the State, invoice reductions shall not be invoked.

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee, any amounts that are or shall become due and payable to the State of Tennessee by
the Contractor.

Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until
the State has received the following, properly completed documentation.

a. The Contractor shall complete, sign, and present to the State the "Authorization
Agreement for Automatic Deposit Form" provided by the State. By doing so, the
Contractor acknowledges and agrees that, once this form is received by the State,
payments to the Contractor, under this or any other contract the Contractor has with the
State of Tennessee, may be made by ACH; and
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D.2.

b. The Contractor shall complete, sign, and return to the State the State-provided W-9 form.
The taxpayer identification number on the W-9 form must be the same as the
Contractor's Federal Employer Identification Number or Social Security Number
referenced in the Contractor's Edison registration information.

MANDATORY TERMS AND CONDITIONS:

Required Approvals. The State is not bound by this Contract until it is duly approved by the
Parties and all appropriate State officials in accordance with applicable Tennessee laws and
regulations. Depending upon the specifics of this Contract, this may include approvals by the
Commissioner of Finance and Administration, the Commissioner of Human Resources, the
Comptroller of the Treasury, and the Chief Procurement Officer. Approvals shall be evidenced by
a signature or electronic approval.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardiess of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.

The State:

General

David Bess, Pharm D

Director Controlled Substance Monitoring Database
665 Mainstream Drive, 2nd Floor

Nashvilie, TN 37243

David.Bess@tn.gov

Telephone # (615) 253-1305

Mike Newman, CIO

Tennessee Department of Health
Andrew Johnson Tower — 6t Floor
710 James Robertson Parkway
Nashville, TN 37243
Mike.Newman@tn.gov

Telephone # (615) 253-56417

CSMD Administrator

665 Mainstream Drive, 2nd Floor
Nashville, TN 37243

CSMD .Admin@tn.gov
Telephone # (615) 253-1305

Technical Matters

Marsha Sumner, Deputy CIO

Tennessee Department of Health — Information Technology Services Division
Andrew Johnson Tower — 6t Floor

710 James Robertson Parkway

Nashville, TN 37243

Marsha.Sumner@tn.gov

Telephone # (615) 741-7176

Contract Administration
Carole Sumner, Director — Administrative Services
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D.3.

D.4.

D.5.

D.6.

D.7.

Tennessee Department of Health — Information Technology Services Division
Andrew Johnson Tower — 6 Floor

710 James Robertson Parkway

Nashville, TN 37243

Carole.Sumner@tn.gov

Telephone # (615) 532-0033

The Contractor:;

Jacob Cooper, Client Relationship Manager

Appriss Inc.

10401 Linn Station Rd Ste 200, Louisville, KY 40223
jcooper@appriss.com

Telephone # (502) 815-5656

FAX # (502) 815-5696

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all Parties and approved by all applicable State officials.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
or federal funds. In the event that the funds are not appropriated or are otherwise unavailable,
the State reserves the right to terminate this Contract upon written notice to the Contractor. The
State’s exercise of its right to terminate this Contract shall not constitute a breach of Contract by
the State. Upon receipt of the written notice, the Contractor shall cease all work associated with
the Contract. If the State terminates this Contract due to lack of funds availability, the Contractor
shall be entitled to compensation for all conforming goods requested and accepted by the State
and for all satisfactory and authorized services completed as of the termination date. Should the
State exercise its right to terminate this Contract due to unavailability of funds, the Contractor
shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages of any description or amount.

Termination for Convenience. The State may terminate this Contract for convenience without
cause and for any reason. The State shall give the Contractor at least thirty (30) days written
notice before the termination date. The Contractor shall be entitled to compensation for all
conforming goods delivered and accepted by the State or for satisfactory, authorized services
completed as of the termination date. In no event shall the State be liable to the Contractor for
compensation for any goods neither requested nor accepted by the State or for any services
neither requested by the State nor satisfactorily performed by the Contractor. In no event shall
the State’s exercise of its right to terminate this Contract for convenience relieve the Contractor of
any liability to the State for any damages or claims arising under this Contract.

Termination for Cause. If a Party (“Breaching Party”) fails to properly perform ils obligations
under this Contract, or if a Party materially violates any terms of this Contract ("Breach
Condition”), the other Party (“Non-breaching Party”) may provide written notice to the Breaching
Party specifying the Breach Condition. If within thirty (30) days of notice, the Breaching Party has
not cured the Breach Condition, the Non-breaching Party may terminate the Contract. In the
event the Non-breaching Party is the State, the State may withhold payments in excess of
compensation for completed services or provided goods. The Breaching Party shall not be
relieved of liability to the Non-breaching Party for damages sustained by virtue of any breach of
this Contract, and the Non-breaching Party may seek other remedies allowed at law or in equity
for breach of this Contract.

Assignment and Subcontracting. The Contractor shall not assign this Contract or enter into a
subcontract for any of the goods or services provided under this Contract without the prior written
approval of the State. Notwithstanding any use of the approved subcontractors, the Contractor
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D38

DaS.

D.10.

shall be the prime contractor and responsible for compliance with all terms and conditions of this
Contract. The State reserves the right to request additional information or impose additional
terms and conditions befare approving an assignment of this Contract in whole or in part or the
use of subcontractors in fulfiling the Contractor's obligations under this Contract.

Conflicts of Interest. The Contractor warrants that no part of the Contractor's compensation shall
be paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed under this
Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six (6) months has been, an employee of the State of
Tennessee or if the Contractor is an entity in which a controlling interest is held by an individual
who is, or within the past six (6) months has been, an employee of the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of handicap or disability, age, race, creed, color, religion, sex, national origin, or any
other classification protected by federal or state law. The Contractor shall, upon request, show
proof of nondiscrimination and shall post in conspicuous places, available to all employees and
applicants, notices of nondiscrimination.

Prohibition of lllegal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to the
state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.

a. The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract. The Contractor shall reaffirm this attestation, in writing, by
submitting to the State a completed and signed copy of the document at Attachment 1,
semi-annually during the Term. If the Contractor is a party to more than one contract with
the State, the Contractor may submit one attestation that applies to all contracts with the
State. All Contractor attestations shall be maintained by the Contractor and made
available to State officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the Term, the Contractor shall obtain and retain a current,
written attestation that the subcontractor shall not knowingly utilize the services of an
ilegal immigrant to perform work under this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant to
perform work under this Contract. Attestations obtained from subcontractors shall be
maintained by the Contractor and made available to State officials upon request.

c. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Contractor's records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Code Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e. For purposes of this Contract, "illegal immigrant" shall be defined as any person who is
not: (i) a United States citizen; (ii) a Lawful Permanent Resident; (iii) a person whose
physical presence in the United States is authorized; (iv) allowed by the federal
Department of Homeland Security and who, under federal immigration laws or
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D.11.

D.12.

D.13.

D.14.

D.15.

D.16

D17

D.18.

D.19.

regulations, is authorized to be employed in the U.S.: or (v) is otherwise authorized to
provide services under the Contract.

Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, for work performed or money received under
this Contract, shall be maintained for a period of five (5) full years from the date of the final
payment and shall be subject to audit at any reasonable time and upon reasonable notice by the
State, the Comptroller of the Treasury, or their duly appointed representatives. The financial
statements shall be prepared in accordance with generally accepted accounting principles.

Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any Party to this Contract to require, in any one or more cases,
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the Parties.

Independent Contractor. The Parties shall not act as employees, partners, joint venturers, or
associates of one another. The Parties are independent contracting entities. Nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either Party
to exercise control or direction over the manner or method by which the other transacts its
business affairs or provides its usual services. The employees or agents of one Party are not
employees or agents of the other Party.

Patient Protection and Affordable Care Act. The Contractor agrees that it will be responsible for
compliance with the Patient Protection and Affordable Care Act ("PPACA") with respect to itself
and its employees, including any obligation to report health insurance coverage, provide health
insurance coverage, or pay any financial assessment, tax, or penalty for not providing health
insurance. The Contractor shall indemnify the State and hold it harmless for any costs to the
State arising from Contractor's failure to fulfill its PPACA responsibilities for itself or its
employees.

Limitation of State's Liability. The State shall have no liability except as specifically provided in
this Contract. In no event will the State be liable to the Contractor or any other party for any lost
revenues, lost profits, loss of business, decrease in the value of any securities or cash position,
time, goodwill, or any indirect, special, incidental, punitive, exemplary or consequential damages
of any nature, whether based on warranty, contract, statute, regulation, tort (including but not
limited to negligence), or any other legal theory that may arise under this Contract or otherwise.
The State's total liability under this Contract (including any exhibits, schedules, amendments or
other attachments to the Contract) or otherwise shall under no circumstances exceed the
Maximum Liability. This limitation of liability is cumulative and not per incident,

Limitation of Contractor's Liability. In accordance with Tenn. Code Ann. § 12-3-701, the
Contractor's liability for all claims arising under this Contract shall be limited to an amount equal
to two (2) times the Maximum Liability amount detailed in Section C.1. and as may be amended,
PROVIDED THAT in no event shall this Section limit the liability of the Contractor for: (i)
intellectual property or any Contracter indemnity obligations for infringement for third-party
intellectual property rights; (i) any claims covered by any specific provision in the Contract
providing for liquidated damages; or (iii) any claims for intentional torts, criminal acts, fraudulent
conduct, or acts or omissions that result in personal injuries or death.

Hold Harmless. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
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losses, and causes of action which may arise, accrue, or result to any person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence on
the part of the Contractor, its employees, or any person acting for or on its or their behalf relating
to this Contract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys for the State to enforce the terms of this Contract.

In the event of any suit or claim, the Parties shall give each other immediate notice and provide
all necessary assistance to respond. The failure of the State to give notice shall only relieve the
Contractor of its obligations under this Section to the extent that the Contractor can demonstrate
actual prejudice arising from the failure to give notice. This Section shall not grant the Contractor,
through its attorneys, the right to represent the State in any legal matter, as the right to represent
the State is governed by Tenn. Code Ann. § 8-6-106.

HIPAA Compliance. The State and Contractor shall comply with obligations under the Health
Insurance Portability and Accountability Act of 1996 (“HIPAA™), Health Information Technology for
Economic and Clinical Health ("HITECH") Act and any other relevant laws and regulations
regarding privacy (collectively the “Privacy Rules”). The obligations set forth in this Section shall
survive the termination of this Contract.

a. Contractor warrants to the State that it is familiar with the requirements of the Privacy
Rules, and will comply with all applicable requirements in the course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by the
Privacy Rules, in the course of performance of the Contract so that both parties will be in
compliance with the Privacy Rules.

c. The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by the Privacy Rules and that are reasonably
necessary to keep the State and Contractor in compliance with the Privacy Rules. This
provision shall not apply if information received or delivered by the parties under this
Contract is NOT “protected health information” as defined by the Privacy Rules, or if the
Privacy Rules permit the parties to receive or deliver the information without entering into
a business associate agreement or signing another document.

d. The Contractor will indemnify the State and hold it harmless for any violation by the
Contractor or its subcontractors of the Privacy Rules. This includes the costs of
responding to a breach of protected health information, the costs of responding to a
government enforcement action related to the breach, and any fines, penalties, or
damages paid by the State because of the violation.

Tennessee Consolidated Retirement System. Subject to statutory exceptions contained in Tenn.
Code Ann. §§ 8-36-801, ef seq., the law governing the Tennessee Consolidated Retirement
System (“TCRS"), provides that if a retired member of TCRS, or of any superseded system
administered by TCRS, or of any local retirement fund established under Tenn. Code Ann. §§ 8-
35-101, et seq., accepts State employment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this
Contract to the contrary, the Contractor agrees that if it is later determined that the true nature of
the working relationship between the Contractor and the State under this Contract is that of
“employee/employer” and not that of an independent contractor, the Contractor, if a retired
member of TCRS, may be required to repay to TCRS the amount of retirement benefits the
Contractor received from TCRS during the Term.

Tennessee Department of Revenue Reaistration. The Contractor shall comply with all applicable
registration requirements contained in Tenn. Code Ann. §§ 67-6-601 — 608. Compliance with
applicable registration requirements is a material requirement of this Contract.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:
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a. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;

b. have not within a three (3) year period preceding this Contract been convicted of, or had
a civil judgment rendered against them from commission of fraud, or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

c. are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

d. have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded, disqualified, or presently fall under
any of the prohibitions of sections a-d.

Force Majeure. “Force Majeure Event” means fire, flood, earthquake, elements of nature or acts
of God, wars, riots, civil disorders, rebellions or revolutions, acts of terrorism or any other similar
cause beyond the reasonable control of the Party except to the extent that the non-performing
Party is at fault in failing to prevent or causing the default or delay, and provided that the default
or delay cannot reasonably be circumvented by the non-performing Party through the use of
alternate sources, workaround plans or other means. A strike, lockout or labor dispute shall not
excuse either Party from its obligations under this Contract. Except as set forth in this Section,
any failure or delay by a Party in the performance of its obligations under this Contract arising
from a Force Majeure Event is not a default under this Contract or grounds for termination. The
non-performing Party will be excused from performing those obl igations directly affected by the
Force Majeure Event, and only for as long as the Force Majeure Event continues, provided that
the Party continues to use diligent, good faith efforts to resume performance without delay. The
occurrence of a Force Majeure Event affecting Contractor's representatives, suppliers,
subcontractors, customers or business apart from this Contract is not a Force Majeure Event
under this Contract. Contractor will promptly notify the State of any delay caused by a Force
Majeure Event (to be confirmed in a written notice to the State within one (1) day of the inception
of the delay) that a Force Majeure Event has occurred, and will describe in reasonable detail the
nature of the Force Majeure Event. If any Force Majeure Event results in a delay in Contractor's
performance longer than forty-eight (48) hours, the State may, upon notice to Contractor: (a)
cease payment of the fees until Contractor resumes performance of the affected obl igations; or
(b) immediately terminate this Contract or any purchase order, in whole or in part, without further
payment except for fees then due and payable. Contractor will not increase its charges under
this Contract or charge the State any fees other than those provided for in this Contract as the
result of a Force Majeure Event.

.State and Federal Compliance. The Contractor shall comply with all applicable state and federal

laws and regulations in the performance of this Contract.

Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee. The Tennessee Claims Commission or the state or federal courts in
Tennessee shall be the venue for all claims, disputes, or disagreements arising under this
Contract. The Contractor acknowledges and agrees that any rights, claims, or remedies against
the State of Tennessee or its employees arising under this Contract shall be subject to and
limited to those rights and remedies available under Tenn. Code Ann. §§ 9-8-101 - 407.
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Entire Agreement. This Contract is complete and contains the entire understanding between the
Parties relating to its subject matter, including all the terms and conditions of the Parties’
agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the Parties, whether written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions of this Contract shal! not be affected and shall
remain in full force and effect. The terms and conditions of this Contract are severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the Contractor's
duties, responsibilities, and performance under this Contract, these items shall govern in order of
precedence below:

a. any amendment to this Contract, with the latter in time controlling over any earlier
amendments;
b. this Contract with any attachments or exhibits (excluding the items listed at subsections

c. through f., below),;
(1) Attachment 1 — Attestation RE Personnel used in Contract Performance
(2) Attachment 2 — Business Associate Agreement (BAA)
(3) Attachment 3 — Business Requirements Document
(4) Attachment 4 — Current Functionality

c. any clarifications of or addenda to the Contractor’s proposal seeking this Contract;

d. the State solicitation, as may be amended, requesting responses in competition for this
Contract;

e. any technical specifications provided to proposers during the procurement process to
award this Contract; and

f. the Contractor's response seeking this Contract.

iran Divestment Act. The requirements of Tenn. Code Ann. § 12-1 2-101 et.seq., addressing
contracting with persons as defined at T.C.A. §12-12-103(5) that engage in investment activities
in Iran, shall be a material provision of this Contract. The Contractor certifies, under penalty of
perjury, that to the best of its knowledge and belief that it is not on the list created pursuant to
Tenn. Code Ann. § 12-12-106.

Insurance. Contractor shall maintain insurance coverage as specified in this Section. The State
reserves the right to amend or require additional insurance coverage, coverage amounts, and
endorsements required under this Contract, Contractor's failure to maintain or submit evidence of
insurance coverage, as required, is a material breach of this Contract. If Contractor loses
insurance coverage, fails to renew coverage, or for any reason becomes uninsured during the
Term, Contractor shall immediately notify the State. All insurance companies providing coverage
must be: (a) acceptable to the State; (b) authorized by the Tennessee Department of Commerce
and Insurance (“TDCI"); and (c) rated A-/ VIl or better by A.M. Best. All coverage must be on a
primary basis and noncontributory with any other insurance or self-insurance carried by the State.
Conlractor agrees to name the State as an additional insured on any insurance policy with the
exception of workers’ compensation (employer liability) and professional liability (errors and
omissions) insurance. All policies must contain an endorsement for a waiver of subrogation in
favor of the State. Any deductible over fifty thousand dollars ($50,000) must be approved by the
State. The deductible and any premiums are the Contractor’s sole responsibility. The Contractor
agrees that the insurance requirements specified in this Section do not reduce any liability the
Contractor has assumed under this Contract including any indemnification or hold harmless
requirements.

To achieve the required coverage amounts, a combination of an otherwise deficient specific
policy and an umbrella policy with an aggregate meeting or exceeding the required coverage
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amounts is acceptable. For example: If the required policy limit under this Contract is for two
million dollars ($2,000,000) in coverage, acceptable coverage would include a specific policy
covering one million dollars ($1,000,000) combined with an umbrella policy for an additional one
million dollars ($1,000,000). If the deficient underlying policy is for a coverage area without
aggregate limits (generally Automobile Liability and Employers’ Liability Accident), Contractor
shall provide a copy of the umbrella insurance policy documents to ensure that no aggregate limit
applies to the umbrella policy for that coverage area.

Contractor shall provide the State a certificate of insurance ("COI") evidencing the coverages and
amounts specified in this Section. The COI must be on a form approved by the TDCI (standard
ACORD form preferred). The COI must list each insurer's National Association of Insurance
Commissioners (NAIC) number and be signed by an authorized representative of the insurer. The
COI must list the State of Tennessee — CPO Risk Manager, 312 Rosa L. Parks Ave., 3" floor
Central Procurement Office, Nashville, TN 37243 as the certificate holder. Contractor shal|
provide the COI ten (10) business days prior to the Effective Date and again thirty (30) calendar
days before renewal or replacement of coverage. Contractor shall provide the State evidence
that all subcontractors maintain the required insurance or that subcontractors are included under
the Contractor’s policy. At any time, the State may require Contractor to provide a valid COI.
The parties agree that failure to provide evidence of insurance coverage as required is a material
breach of this Contract. If Contractor self-i nsures, then a COI will not be required to prove
coverage. Instead Contractor shall provide a certificate of self-insurance or a letter, on
Contractor’s letterhead, detailing its coverage, policy amounts, and proof of funds to reasonably
cover such expenses.

The State agrees that it shall give written notice to the Contractor as soon as practicable after the
State becomes aware of any claim asserted or made against the State, bul in no event later than
thirty (30) calendar days after the State becomes aware of such claim. The failure of the State to
give notice shall only relieve the Gontractor of its obligations under this Section to the extent that
the Contractor can demonstrate actual prejudice arising from the failure to give notice. This
Section shall not grant the Contractor or its insurer, through its attorneys, the right to represent
the State in any legal matter, as the right to represent the State is governed by Tenn. Code Ann.
§ 8-6-106.

The Contractor shall obtain and maintain, at a minimum, the following insurance coverages and
policy limits.

a. Commercial General Liability Insurance

1) The Contractor shall maintain commercial general liability insurance, which shall
be written on an Insurance Services Office, Inc. (also known as I1SO) occurrence
form (or a substitute form providing equivalent coverage) and shall cover liability
arising from property damage, premises/operations, independent contractors,
contractual liability, completed operations/products, personal and advertising
injury, and liability assumed under an insured contract (including the tort liability
of another assumed in a business contract).

The Contractor shall maintain bodily injury/property damage with a combined
single limit not less than one million dollars ($1,000,000) per occurrence and two
million dollars ($2,000,000) aggregate for bodily injury and property damage,
including products and completed operations coverage with an aggregate limit of
at least two million dollars ($2,000,000).

b. Workers’ Compensation and Employer Liability Insurance

1) For Contractors statutorily required to carry workers’ compensation and employer
liability insurance, the Contractor shall maintain:
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i. Workers' compensation in an amount not less than one million dollars
($1,000,000) including employer liability of one million dollars
($1,000,000) per accident for bodily injury by accident, one million dollars
($1,000,000) policy limit by disease, and one million dollars ($1,000,000)

per employee for bodily injury by disease.

2) If the Contractor certifies that it is exempt from the requirements of Tenn. Code

Ann. §§ 50-6-101 — 103, then the Contractor shall furnish written proof of such

exemption for one or more of the following reasons:

i. The Contractor employs fewer than five (5) employees,

ii. The Contractor is a sole proprietor;

ii. The Contractor is in the construction business or trades with no

employees;

iv. The Contractor is in the coal mining industry with no employees;

v. The Contractor is a state or local government; or

vi. The Contractor self-insures its workers’ compensation and is in
compliance with the TDCI rules and Tenn. Code Ann. § 50-6-405.

c. Automobile Liability Insurance

1) The Contractor shall maintain automobile liability insurance which shall cover
liability arising out of any automobile (including owned, leased, hired, and non-

owned automobiles).

2) The Contractor shall maintain bodily injury/property damage with a limit not less
than one million dollars ($1,000,000) per occurrence of combined single [imit.

Equal Opportunity. The Contractor agrees as follows:

Pursuant to Tenn. Code Ann. § 4-39-102 and

the Contractor or the Contractor's

a. The Contractor will not discriminate against any employee or applicant for employment
because of race, color, religion, sex, sexual orientation, gender identity,

or national origin.

The Contractor will take affirmative action to ensure that applicants are employed, and that

employees are treated during employment, without regard to their race,

color, religion, sex,

sexual orientation, gender identity, or national origin. Such action shall include, but not be

limited to the following:

to the extent applicable, the Contractor and the Contractor's subcontractors shall remit sales and
use taxes on the sales of goods or services that are made by
subcontractors and that are subject to tax.

(1) Employment, upgrading, demotion, or transfer, recruitment or recruitment advertising;

(2) Layoff or termination;
(3) Rates of pay or other forms of compensation; and
(4) Selection for training, including apprenticeship.

The Contractor agrees to post in conspicuous places, available to employees and applicants

for employment, notices to be provided by the contracting officer setting forth the provisions

of this nondiscrimination clause.
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b. The Contractor will, in all solicitations or advertisements for employees placed by or on behalf
of the Contractor, state that all qualified applicants will receive considerations for employment
without regard to race, color, religion, sex, sexual origntation, gender identity, or national
origin.

C. If the State approves any subcontract, the subcontract shall include paragraphs (a) and (b)
above.

In addition, to the extent applicable the Contractor agrees to comply with 41 C.F. R. § 60-1.4, as
that section is amended from time to time during the term.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, the special terms and conditions shall be
subordinate to the Contract's other terms and conditions.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State that is regarded as confidential under state or
federal law shall be regarded as “Confidential Information.” Nothing in this Section shall permit
Contractor to disclose any Confidential Information, regardiess of whether it has been disclosed
or made available to the Contractor due to intentional or negligent actions or inactions of agents
of the State or third parties. Confidential Information shall not be disclosed except as required or
permitted under state or federal law. Confractor shall take all necessary steps to safeguard the
confidentiality of such material or information in conformance with applicable state and federal
law.

The obligations set forth in this Section shall survive the termination of this Contract.

Additional lines. items. or aptions. At its sole discretion, the State may make written requests to
the Contractor to add lines that are needed and within the Scope but were not included in the
original Contract. Such lines will be added to the Contract through a Memorandum of
Understanding (“MOU"), not an amendment.

a. After the Contractor receives a written request to add lines, the Contractor shall have ten (10)
business days to respond with a written proposal. The Contractor's written proposal shall
include:

(1) The effect, if any, of adding the lines on the other goods or services required under
the Contract;

(2) Any pricing related to the new lines;

(3) The expected effective date for the availability of the new lines

b. The State may negotiate the terms of the Contractor's proposal by requesting revisions to the
proposal.

c. Toindicate acceptance of a proposal, the State will sign it. The signed proposal shall
constitute a MOU between the Parties, and the lines shall be incorporated into the Contract
as if set forth verbatim.

d. Only after a MOU has been executed shall the Contractor perform or deliver the new lines.

Intellectual Property Indemnity. The Contractor agrees to indemnify and hold harmless the State
of Tennessee as well as its officers, agents, and employees from and against any and all claims
or suits which may be brought against the State concerning or arising out of any claim of an
alleged patent, copyright, trade secret or other intellectual property infringement. In any such
claim or action brought against the State, the Contractor shall satisfy and indemnify the State for
the amount of any settlement or final judgment, and the Contractor shall be responsible for all
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legal or other fees or expenses incurred by the State arising from any such claim. The State shall
give the Contractor notice of any such claim or sulit, however, the failure of the State to give such
notice shall only relieve Contractor of its obligations under this Section to the extent Contractor
can demonstrate actual prejudice arising from the State's failure to give notice. This Section shall
not grant the Contractor, through its attorneys, the right to represent the State of Tennessee in
any legal matter, as provided in Tenn. Code Ann. § 8-6-106.

Software License Warranty. Contractor grants a license to the State to use all software
provided under this Contract in the course of the State's business and purposes.

Software Support and Maintenance Warranty. Contractor shall provide to the State all
software upgrades, modifications, bug fixes, or other improvements in its software that it makes

generally available to its customers.

Contractor Hosted Services and Confidential Data.

a. “Confidential State Data” is defined as data deemed confidential by State or Federal
statute or regulation. The Contractor shall protect Confidential State Data as
follows:

(1) The Contractor shall ensure that all Confidential State Data is housed in the
continental United States, inclusive of backup data.

(2) The Contractor shall encrypt Confidential State Data at rest and in transit using
the current version of Federal Information Processing Standard (“FIPS") 140-2
validated encryption technologies.

(3) The Contractor’s processing environment containing Confidential State Data
shall be in accordance with at least one of the following security standards: (i)
International Standards Organization (*1SO") 27001; (ii} Federal Risk and
Authorization Management Program ("FedRAMP"); (iii) American Institute of
Certified Public Accountants (“AICPA”) Service Organization Controls ("SOC") 2
Type II; or (iv) Health Information Trust Alliance (HITRUST) certified. The
Contractor shall provide proof of current certification annually and upon State
request.

(4) The Contractor must comply with the State's Enterprise Information Security
Policies. This document is found at the following

URL: hittps:/rens o govicontant/dan pinencel/documents/tnierprise- o malion

(5) In the event that the operating system is an integral part of the application, the
Contractor agrees to maintain Operating Systems at current, manufacturer
supported versions. “Operating System” shall mean the software that supports a
computer's basic functions, such as scheduling tasks, executing applications,
and controlling peripherals.

(6) The Contractor agrees to maintain the Application so that it will run on a
current, manufacturer-supported Operating System. “Application” shall mean
the computer code that supports and accomplishes the Stale's requirements as
set forth in this Contract. The Contractor shall make sure that the Application is
at all times fully compatible with a manufacturer-supported Operating System;
the State shall not be required to run an Operating System that is no longer
supported by the manufacturer.

(7) If the Application requires middleware or database software, Contractor shall
maintain middleware and database software versions that are at all times fully
compatible with current versions of the Operating System and Application, o
ensure that security vulnerabilities are not introduced.
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With advance notice from the State, and no more than one (1) time per year the
Contractor agrees to allow the State to perform logical audits and/or receive
reports from third party audits of the facility that is hosting Confidential State
Data.

The Contractor must annually perform Penetration Tests and Vulnerability
Assessments against its Processing Environment. “Processing Environment”
shall mean the combination of software and hardware on which the Application
runs. “Penetration Tests” shall be in the form of software attacks on the
Contractor's computer system, with the purpose of discovering security
weaknesses, and potentially gaining access to the computer's features and
data. The “Vulnerability Assessment® shall have the goal of defining, identifying,
and classifying the security holes (vulnerabilities) in the Contractor's computer,
network, or communications infrastructure. The Contractor shall allow the
State, at its option, to perform Penetration Tests and Vulnerability Assessments
on the Contractor's Processing Environment.

Business Continuity Requirements. The Contractor shall maintain set(s) of
documents, instructions, and procedures which enable the Contractor to respond to
accidents, disasters, emergencies, or threats without any stoppage or hindrance in
its key operations (“Business Continuity Requirements”). Business Continuity
Requirements shall include:

(1)

(2)

“Disaster Recovery Capabilities” refer to the actions the Contractor takes to
meet the Recovery Point and Recovery Time Objectives defined below. Disaster
Recovery Capabilities shall meet the following objectives:

Recovery Point Objective ("RPQ"). The RPO is defined as the maximum
targeted period in which data might be lost from an IT service due to a
major incident: One (1) hour

Recovery Time Objective ("RTO"). The RTO is defined as the targeted
duration of time and a service level within which a business process must
be restored after a disaster (or disruption) in order to avoid unacceptable
consequences associated with a break in business continuity: twenty-four
(24) hours

The Contractor shall perform at least one Disaster Recovery Test every three
hundred sixty-five (365) days. A “Disaster Recovery Test" shall mean the
process of verifying the success of the restoration procedures that are executed
after a critical IT failure or disruption occurs. The Disaster Recovery Test shall
use actual State Data Sets that mirror production data, and success shall be
defined as the Contractor verifying that the Contractor can meet the State’s
RPO and RTO requirements. A “Data Set" is defined as a collection of related
sets of information that is composed of separate elements but can be
manipulated as a unit by a computer. The Contractor shall provide written
confirmation to the State after each Disaster Recover Test that its Disaster
Recovery Capabilities meet the RPO and RTO requirements.

Upon State request, the Contractor shall provide a copy of all Confidential State
Data it holds. The Contractor shall provide such data on media and in a format
determined by the State.

Upon termination of this Contract and in consultation with the State, the Contractor
shall destroy all Confidential State Data it holds (including any copies such as
backups) in accordance with the current version of National Institute of Standards
and Technology (“NIST") Special Publication 800-88. The Contractor shall provide a
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written confirmation of destruction to the State within ten (10) business days after
destruction.

State Furnished Property. The Contractor shall be responsible for the correct use, maintenance,
and protection of all articles of nonexpendable, tangible personal property furnished by the State
for the Contractor's use under this Contract. Upon termination of this Contract, all property
furnished by the State shall be returned to the State in the same condition as when received, less
reasonable wear and tear. Should the property be destroyed, lost, or stolen, the Contractor shall
be responsible to the State for the fair market value of the property at the time of loss.

Lobbying. The Contractor certifies, to the best of its knowledge and belief, that:

a. No federally appropriated funds have been paid or will be paid, by or on behaif of the
Contractor, to any person for influencing or attempting to influence an officer or employee
of an agency, a member of Congress, an officer or employee of Congress, or an
employee of a member of Congress in connection with the awarding of any federal
contract, the making of any federal grant, the making of any federal loan, the entering
into of any cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any federal contract, grant, loan, or cooperative
agreement.

b. If any funds other than federally appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
member of Congress, an officer or employee of Congress, or an employee of a member
of Congress in connection with any contract, grant, loan, or cooperative agreement, the
Contractor shall complete and submit Standard Form-LLL, “Disclosure Form to Report
Lobbying," in accordance with its instructions.

c. The Contractor shall require that the language of this certification be included in the
award documents for all sub-awards at all tiers (including subcontracts, sub-grants, and
contracts under grants, loans, and cooperative agreements) and that all subrecipients
shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into and is a prerequisite for making or entering into this
transaction imposed by 31 U.S.C. § 1352.

Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to Personally Identifiable Information held by the State (“PIl"). For
the purposes of this Contract, “PII” includes "Nonpublic Personal Information” as that term is
defined in Title V of the Gramm-Leach-Bliley Act of 1899 or any successor federal statute, and
the rules and regulations thereunder, all as may be amended or supplemented from time to time
("GLBA") and personally identifiable information and other data protected under any other
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal
information (“Privacy Laws"). Contractor agrees it shall not do or omit to do anything which would
cause the State to be in breach of any Privacy Laws. Contractor shall, and shall cause ils
employees, agents and representatives to: (i) keep Pl confidential and may use and disclose Pl
only as necessary to carry out those specific aspects of the purpose for which the Pll was
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; and (ii)
implement and maintain appropriate technical and organizational measures regarding information
security to: (A) ensure the security and confidential1ity of Pll; (B) protect against any threals or
hazards to the security or integrity of Pll; and (C) prevent unauthorized access to or use of Pll.
Contractor shall immediately notify State: (1) of any disclosure or use of any Pl by Contraclor or
any of its employees, agents and representatives in breach of this Contract; and (2) of any
disclosure of any Pl to Contractor or its employees, agents and representatives where the
purpose of such disclosure is not known to Contractor or its employees, agents and
representatives. The State reserves the right to review Contractor's policies and procedures
used to maintain the security and confidentiality of Pil and Contractor shall, and cause its
employees, agents and representatives to, comply with all reasonable requests or directions from
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the State to enable the State to verify and/or procure that Contractor is in full compliance with its
obligations under this Contract in relation to PII. Upon termination or expiration of the Contract or
at the State's direction at any time in its sole discretion, whichever is earlier, Contractor shall
immediately return to the State any and all Pl which it has received under this Contract and shall
destroy all records of such PII.

The Conlractor shall report to the State any instances of unauthorized access to or potential
disclosure of Pll in the custody or contral of Contractor (“Unauthorized Disclosure”) that come to
the Contractor’s attention. Any such report shall be made by the Contractor within twenty-four
(24) hours after the Unauthorized Disclosure has come to the attention of the Contractor.
Contractor shall take all necessary measures to halt any further Unauthorized Disclosures. The
Contractor, at the sole discretion of the State, shall provide no cost credit monitoring services for
individuals whose PIl was affected by the Unauthorized Disclosure. The Contractor shall bear the
cost of notification to all individuals affected by the Unauthorized Disclosure, including individual
letters and public notice. The remedies set forth in this Section are not exclusive and are in
addition to any claims or remedies available to this State under this Contract or otherwise
available at law.

Survival. The terms, provisions, representations, and warranties contained in this Contract which
by their sense and context are intended to survive the performance and termination of this
Contract, shall so survive the completion of performance and termination of this Contract.

IN WITNESS WHEREOF,

APPRISS, INC.:

A /o Y 25007
CONTRACTOR SIGNATURE DATE
ROBERT  (ohEn PREIJBET  APAR IS HEalrd

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

TENNESSEE DEPARTMENT OF HEALTH:

John J. Dreyzehner - 8 o o ehrer o o0,

BS

Digitally signed by John J. Dreyzehner - BS

email=Brandon.C.Silby@tn.gov, c=US
Date: 2018.12.06 12:27:19 -06'00'

JOHN J. DREYZEHNER, MD, MPH, FACOEM-, COMMISSIONER DATE
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ATTACHMENT 1

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER: |
CONTRACTOR LEGAL ENTITY NAME: PfP‘P v\ S { ne

' |
EDISON VENDOR IDENTIFICATION NUMBER: 1Zid3

The Contractor, identified above, does hereby attest, certify, warrant, and assure
that the Contractor shall not knowingly utilize the services of an illegal immigrant
in the performance of this Contract and shall not knowingly utilize the services of
any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract.

CONTRACTOR SIGNATURE
NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor, Altach evidence

documenting the individual's authority to contractually bind the Contractor, unless the signatory Is the Contractor's chief executive
or president.

Koo (bhen e sident Q\ﬂtr\'SS Hea L 41n

PRINTED NAME AND TITLE OF SIGNATORY

({ | 294 [1D

DATE OF ATTESTATION




