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February 28, 2019 
 

Representative Ron Travis  
Chairman, Fiscal Review Committee 
G-102 Cordell Hull Bldg. 
Nashville, TN 37243 
 
Attn: Ms. Krista Lee Carsner 
 
Dear Chairman Travis: 
 
Please find attached, for the Fiscal Review Committee’s consideration, documentation of an Amendment 
request pertaining to the State’s contract with Link2Gov Corp, an affiliate of Fidelity Information Services, 
LLC, for the provision of merchant services (the “services”). 

The contract in question provides credit card processing for recipients of State services. The current list of 
accepted credit cards is as follows: Visa, MasterCard, American Express, and Discover; in addition, the 
State also accepts PIN-less and PIN-based Debit cards, ACH Debit as well as E-Checks. The Contractor 
provides transaction processing systems at locations statewide, some of which are remote.   
 
The program area is currently developing an RFP to obtain these services. The State’s ultimate goal is for 
the new contract to be an enterprise-wide solution, with additional functionality (including tokenization to 
provide increased security).  The current contract has seen volume growth, reduced transaction rates, and 
increased adoption by agencies to allow credit card and other electronic payments.  The program area 
believes that it is necessary to extend the end date of the current contract for an additional year, to 
provide a longer overlap period between the old and new contracts to enable the agencies to make 
needed system changes if a new provider is selected. This overlap will help to ensure that current users of 
the system have sufficient time to transition from the old contract, while new users/applications would be 
expected to come online under the new contract. 
 
Therefore, the Department of Finance and Administration, Division of Accounts (“DOA”) and Strategic 
Technology Solutions (“STS”) are requesting a one-year extension and an increase in the contract value to 
accommodate increased adoption of services, as well as the additional term length. The current contract 
contains a “Termination for Convenience” clause. The State intends to transition services as the 
development is completed for each agency.  If all State agencies have successfully transitioned prior to the 
expiration of the contract, the State may choose to terminate the contract. 
 
The DOA and STS respectfully request to be placed on the agenda for the next Fiscal Review 
Committee meeting. 
 
Thank you for your consideration of this request. 

https://www.tn.gov/finance/fa/fa-accounting-financial.html
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Sincerely, 
 
Mike Corricelli 
Chief of Accounts 
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Supplemental Documentation Required for 
Fiscal Review Committee  

 

Revised April 2014 

*Contact Name: Mike Corricelli *Contact 
Phone: 

615-253-3048 

*Presenter’s name(s): Mike Corricelli 
Edison Contract 

Number: (if applicable) 
45449 RFS Number: (if 

applicable) 
31701-05043 

*Original or Proposed 
Contract Begin Date: 

5/26/15 *Current or 
Proposed End 

Date: 

5/25/20 

Current Request Amendment Number:  
(if applicable) 

1 

Proposed Amendment Effective Date:   
(if applicable) 

5/1/19 

*Department Submitting: Finance and Administration 
*Division: Accounts 

*Date Submitted: February 28, 2019 
*Submitted Within Sixty (60) days: Yes 

If not, explain:  

*Contract Vendor Name: Link2Gov Corp, an affiliate of Fidelity 
Information Services, LLC 

*Current  or Proposed Maximum Liability: $17,000,000.00 
*Estimated Total Spend for Commodities:  

*Current or Proposed Contract Allocation by Fiscal Year:  
(as Shown on Most Current Fully Executed Contract Summary Sheet) 
FY: 2015 FY: 2016 FY: 2017 FY: 2018 FY: 2019 FY: 2020 
$300,000 $3,600,000 $3,600,000 $3,600,000 $3,600,000 $2,300,000 
*Current Total Expenditures by Fiscal Year of Contract:  
(attach backup documentation from Edison) 
FY: 2015 FY: 2016 FY: 2017 FY: 2018 FY: 2019 FY: 2020 
$545,697 $4,490,082 $4,205,660 $3,592,053 $1,379,383 

 

 
IF Contract Allocation has been greater 
than Contract Expenditures, please give 
the reasons and explain where surplus 
funds were spent: 

The yearly contract allocations were estimates.  
Actual usage differed from the estimates. 

IF surplus funds have been carried 
forward, please give the reasons and 
provide the authority for the carry 
forward provision: 

Surplus funds were not carried forward. 

IF Contract Expenditures exceeded 
Contract Allocation, please give the 
reasons and explain how funding was 
acquired to pay the overage: 

The yearly contract allocations were estimates.  
Actual usage differed from the estimates. 

*Contract Funding Source/Amount: 
 

State: 
 

 
Federal:  
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Interdepartmental: 

 

$17,000,000.00 
Other:  

If “other” please define:  
If “interdepartmental” please define: Agencies are billed on a transactional basis 

based upon actual usage 
Dates of All Previous Amendments or 

Revisions: (if applicable) 
Brief Description of Actions in Previous 
Amendments or Revisions: (if applicable) 

  
  

Method of Original Award:  (if applicable) RFP 
*What were the projected costs of the service 

for the entire term of the contract prior to 
contract award? 

How was this cost determined? 

$17,000,000 
 
The cost was based on predicted usage 
and vendor proposed costs. 

*List number of other potential vendors who 
could provide this good or service; efforts to 

identify other competitive procurement 
alternatives; and the reason(s) a sole-source 

contract is in the best interest of the State.  
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Rule Exception Request  
Use this document to request changes to Central Procurement Office templates, policies, or other procurement documents 
or to modify the “necessary contract clauses” identified in Tenn. Comp. R. & Reg. 0690-03-01-.17 (“CPO Rule 17”).  Complete 
this document in conformity with CPO Rule 17, which is available here.  Send the completed document in PDF format to: 
Agsprs.Agsprs@tn.gov  All Rule Exception Requests are subject to review and approval by the Chief Procurement Officer.  
Rule Exception Requests that propose to modify any of CPO Rule 17’s necessary contract clauses shall be subject to review 
and approval by the Comptroller of the Treasury.  Note: Any change to the template language regarding the Limitation of 
Contractor’s Liability shall be submitted using the Limitation of Contractor’s Liability Request.    
 
      
 
 
 
 
 

 
 

Agency request tracking # 31701-05043 

1. Procuring Agency F&A Division of Accounts and STS 

2. Edison contract ID # 45449 

3. Contractor or Grantee Link2Gov Corp, an affiliate of Fidelity Information 
Services, LLC 

4. Contract’s Effective Date  May 26, 2015 

5. Contract or grant contract’s Term (with ALL 
options to extend exercised) 72 months 

6. Contract’s Maximum Liability (with ALL 
options to extend exercised) $ 23,800,000.00 

7. Citation and explanation of the rule(s) for which the exception is requested     
 
Tenn. Comp. R. & Regs., ch. 0690-03-01-.14(2)(c) CONTRACT TYPE, Term Contract-General. F&A 
Accounts and STS request an exception to allow a contract term longer than sixty (60) months. 
Description of requested changes If adding new provisions or modifying existing provisions, insert the 
new or modified provisions in their entirety.  Please provide red-lines or track changes to highlight any 
deviations from template language.       
 
The term of the Contract shall be amended as follows: 
 
“B. CONTRACT PERIOD: 

 
This Contract shall be effective for the period beginning May 26, 2015, and ending on May 25, 
2021. The Contractor hereby acknowledges and affirms that the State shall have no obligation for 
services rendered by the Contractor which were not performed within this specified contract 
period.” 

 

8. Scope of Goods or Services Caption: Merchant Services 

9. Justification     
 
The program area is currently developing an RFP to obtain these services. The State’s ultimate goal 
is for the new contract to be an enterprise-wide solution, with additional functionality (including 

APPROVED 
 
 
 
COMPTROLLER OF THE TREASURY 
 

APPROVED 
 
 
 

CHIEF PROCUREMENT OFFICER 
 

http://share.tn.gov/sos/rules/0690/0690-03/0690-03-01.20140120.pdf
mailto:Agsprs.Agsprs@tn.gov
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tokenization to provide increased security).  The current contract has seen volume growth, reduced 
transaction rates, and increased adoption by agencies to allow credit card and other electronic 
payments.  The program area believes that it is necessary to extend the end date of the current 
contract for an additional year, to provide a longer overlap period between the old and new contracts 
to enable the agencies to make needed system changes if a new provider is selected. This overlap 
will help to ensure that current users of the system have sufficient time to transition from the old 
contract, while new users/applications would be expected to come online under the new contract. 

Signature of Agency head or designee and date 
 
 
 
 

























































































11-01-16 AMEND REQUEST 

1 of 2 

Amendment Request 
This request form is not required for amendments to grant contracts. Route a completed request, as one file in PDF format, 
via e-mail attachment sent to:  Agsprs.Agsprs@tn.gov 

 APPROVED 

 CHIEF PROCUREMENT OFFICER                                      DATE 
 

Agency request tracking # 31701-05043 

1. Procuring Agency F&A Division of Accounts 

2. Contractor Link2Gov Corp, an affiliate of Fidelity Information Services, LLC 

3. Edison contract ID # 45449 

4. Proposed amendment # 1 

5. Contract’s Original Effective Date May 26, 2015 

6. Current end date  
 May 25, 2020 

7. Proposed end date  
 May 25, 2021 

8. Current Maximum Liability or Estimated Liability 
 $ 17,000,000.00 

9. Proposed Maximum Liability or Estimated Liability  
 $ 23,800,000.00 

10. Strategic Technology Solutions Pre-Approval Endorsement 
Request 
– information technology service (N/A to THDA) 

 Not Applicable     Attached     

11. eHealth Pre-Approval Endorsement Request  
– health-related professional, pharmaceutical, laboratory, or imaging  Not Applicable     Attached     

12. Human Resources Pre-Approval Endorsement Request  
– state employee training service  Not Applicable     Attached     

13. Explain why the proposed amendment is needed 

The program area is currently developing an RFP to obtain these services. The State’s ultimate 
goal is for the new contract to be an enterprise-wide solution, with additional functionality 
(including tokenization to provide increased security). The current contract has seen volume 
growth, reduced transaction rates, and increased adoption by agencies to allow credit card and 
other electronic payments. The program area believes that it is necessary to extend the end date 
of the current contract for an additional year, to provide a longer overlap period between the old 
and new contracts to enable the agencies to make needed system changes if a new provider is 
selected. This overlap will help to ensure that current users of the system have sufficient time to 
transition from the old contract, while new users/applications would be expected to come online 

mailto:Agsprs.Agsprs@tn.gov
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Agency request tracking # 31701-05043 

under the new contract. 

14. If the amendment involves a change in Scope, describe efforts to identify reasonable, competitive, 
procurement alternatives to amending the contract. 

The scope remains the same. 

Signature of Agency head or authorized designee, title of signatory, and date (the authorized designee may 
sign his or her own name if indicated on the Signature Certification and Authorization document)     
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C O N T R AC T  A M E N D M E N T  C O V E R  S H E E T  

Agency Tracking # Edison ID Contract # Amendment # 

31701-05043 45449 N/A 1 

Contractor Legal Entity Name Edison Vendor ID 

Link2Gov Corp, an affiliate of Fidelity Information Services, LLC 89753 

Amendment Purpose & Effect(s) 
Amendment extends contract end date and increases contract value. 

Amendment Changes Contract End Date:           YES     NO End Date:          May 25, 2021 

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 6,800,000.00 

Funding — 
FY State Federal Interdepartmental Other TOTAL Contract Amount 

2015   $545,696.60  $545,696.60 

2016             $4,490,082.05       $4,490,082.05 

2017             $4,205,660.12       $4,205,660.12 

2018             $3,592,052.97       $3,592,052.97 

2019             $3,400,508.26       $3,400,508.26 

2020   $3,815,000.00  $3,815,000.00 

2021   $3,751,000.00  $3,751,000.00 

TOTAL:             $23,800,000.00       $23,800,000.00 

 

Budget Officer Confirmation:  There is a balance in the 
appropriation from which obligations hereunder are required 
to be paid that is not already encumbered to pay other 
obligations. 

CPO USE 

Speed Chart (optional) Account Code (optional) 

N/A 70803000 
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AMENDMENT 1 
OF CONTRACT 45449 

 
This Amendment is made and entered by and between the State of Tennessee, Department of Finance 
and Administration, hereinafter referred to as the “State” and Link2Gov Corp, an affiliate of Fidelity 
Information Services, LLC, hereinafter referred to as the “Contractor.”  For good and valuable 
consideration, the sufficiency of which is hereby acknowledged, it is mutually understood and agreed by 
and between said, undersigned contracting parties that the subject contract is hereby amended as 
follows:  
 
1. Contract section B is deleted in its entirety and replaced with the following: 
 

B. CONTRACT PERIOD: 
 

This Contract shall be effective for the period beginning May 26, 2015, and ending on 
May 25, 2021.  The Contractor hereby acknowledges and affirms that the State shall 
have no obligation for services rendered by the Contractor which were not performed 
within this specified contract period. 
 

2. Contract section C.1 is deleted in its entirety and replaced with the following: 
 

C.1. Maximum Liability.  In no event shall the maximum liability of the State under this 
Contract exceed Twenty-Three Million, Eight Hundred Thousand Dollars, and No Cents 
($23,800,000.00).  The payment rates in section C.3 shall constitute the entire 
compensation due the Contractor for all service and Contractor obligations hereunder 
regardless of the difficulty, materials or equipment required.  The payment rates include, 
but are not limited to, all applicable taxes, fees, overheads, and all other direct and 
indirect costs incurred or to be incurred by the Contractor.  
 
The Contractor is not entitled to be paid the maximum liability for any period under the 
Contract or any extensions of the Contract for work not requested by the State.  The 
maximum liability represents available funds for payment to the Contractor and does not 
guarantee payment of any such funds to the Contractor under this Contract unless the 
State requests work and the Contractor performs said work.  In which case, the 
Contractor shall be paid in accordance with the payment rates detailed in section C.3.  
The State is under no obligation to request work from the Contractor in any specific dollar 
amounts or to request any work at all from the Contractor during any period of this 
Contract. 

 
3. Contract section E.16 is deleted in its entirety and replaced with the following. 
 

E.16. Personally Identifiable Information. While performing its obligations under this Contract, 
Contractor may have access to Personally Identifiable Information held by the State 
(“PII”). For the purposes of this Contract, “PII” includes “Nonpublic Personal Information” 
as that term is defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor 
federal statute, and the rules and regulations thereunder, all as may be amended or 
supplemented from time to time (“GLBA”) and personally identifiable information and 
other data protected under any other applicable laws, rule or regulation of any jurisdiction 
relating to disclosure or use of personal information (“Privacy Laws”). Contractor agrees it 
shall not do or omit to do anything which would cause the State to be in breach of any 
Privacy Laws. Contractor shall, and shall cause its employees, agents and 
representatives to: (i) keep PII confidential and may use and disclose PII only as 
necessary to carry out those specific aspects of the purpose for which the PII was 
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; 
and (ii) implement and maintain appropriate technical and organizational measures 
regarding information security to: (A) ensure the security and confidentiality of PII; (B) 
protect against any threats or hazards to the security or integrity of PII; and (C) prevent 
unauthorized access to or use of PII. Contractor shall immediately notify State: (1) of any 
disclosure or use of any PII by Contractor or any of its employees, agents and 
representatives in breach of this Contract; and (2) of any disclosure of any PII to 
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Contractor or its employees, agents and representatives where the purpose of such 
disclosure is not known to Contractor or its employees, agents and representatives. The 
State reserves the right to review Contractor's policies and procedures used to maintain 
the security and confidentiality of PII and Contractor shall, and cause its employees, 
agents and representatives to, comply with all reasonable requests or directions from the 
State to enable the State to verify or ensure that Contractor is in full compliance with its 
obligations under this Contract in relation to PII. Upon termination or expiration of the 
Contract or at the State’s direction at any time in its sole discretion, whichever is earlier, 
Contractor shall immediately return to the State any and all PII which it has received 
under this Contract and shall destroy all records of such PII. 

 
The Contractor shall report to the State any instances of unauthorized access to or 
potential disclosure of PII in the custody or control of Contractor (“Unauthorized 
Disclosure”) that come to the Contractor’s attention. Any such report shall be made by 
the Contractor within twenty-four (24) hours after the Unauthorized Disclosure has come 
to the attention of the Contractor. Contractor shall take all necessary measures to halt 
any further Unauthorized Disclosures. The Contractor, at the sole discretion of the State, 
shall provide no cost credit monitoring services for individuals whose PII was affected by 
the Unauthorized Disclosure. The Contractor shall bear the cost of notification to all 
individuals affected by the Unauthorized Disclosure, including individual letters and public 
notice. The remedies set forth in this Section are not exclusive and are in addition to any 
claims or remedies available to this State under this Contract or otherwise available at 
law. 
 

4. Contract Section E.17 is deleted in its entirety and replaced with the following: 
 

E.17. Contractor Hosted Services Confidential Data, Audit, and Other Requirements. 
 

a. “Confidential State Data” is defined as data deemed confidential by State or 
Federal statute or regulation. The Contractor shall protect Confidential State Data 
as follows: 

 
(1) The Contractor shall ensure that all Confidential State Data is housed in the 

continental United States, inclusive of backup data. 
 
(2) The Contractor shall encrypt Confidential State Data at rest and in transit 

using the current version of Federal Information Processing Standard 
(“FIPS”) 140-2 validated encryption technologies. 

 
(3) The Contractor and the Contractor’s processing environment containing 

Confidential State Data shall either (1) be in accordance with at least one of 
the following security standards: (i) International Standards Organization 
(“ISO”) 27001; (ii) Federal Risk and Authorization Management Program 
(“FedRAMP”); or (2) be subject to an annual engagement by a CPA firm in 
accordance with the standards of the American Institute of Certified Public 
Accountants (“AICPA”) for a System and Organization Controls for service 
organizations (“SOC”) Type II audit. The State shall approve the SOC audit 
control objectives. The Contractor shall provide proof of current ISO 
certification or FedRAMP authorization for the Contractor and 
Subcontractor(s), or provide the State with the Contractor’s and 
Subcontractor’s annual SOC Type II audit report within 30 days from when 
the CPA firm provides the audit report to the Contractor or Subcontractor. 
The Contractor shall submit corrective action plans to the State for any 
issues included in the audit report within 30 days after the CPA firm provides 
the audit report to the Contractor or Subcontractor. 

 
If the scope of the most recent SOC audit report does not include all of the 
current State fiscal year, upon request from the State, the Contractor must 
provide to the State a letter from the Contractor or Subcontractor stating 
whether the Contractor or Subcontractor made any material changes to their 
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control environment since the prior audit and, if so, whether the changes, in 
the opinion of the Contractor or Subcontractor, would negatively affect the 
auditor’s opinion in the most recent audit report. 
 
No additional funding shall be allocated for these certifications, 
authorizations, or audits as these are included in the Maximum Liability of 
this Contract. 
 

(4) The Contractor must annually perform Penetration Tests and Vulnerability 
Assessments against its Processing Environment. “Processing Environment” 
shall mean the combination of software and hardware on which the 
Application runs. “Application” shall mean the computer code that supports 
and accomplishes the State’s requirements as set forth in this Contract. 
“Penetration Tests” shall be in the form of attacks on the Contractor’s 
computer system, with the purpose of discovering security weaknesses 
which have the potential to gain access to the Processing Environment’s 
features and data. The “Vulnerability Assessment” shall be designed and 
executed to define, identify, and classify the security holes (vulnerabilities) in 
the Processing Environment. The Contractor shall allow the State, at its 
option, to perform Penetration Tests and Vulnerability Assessments on the 
Processing Environment. 

 
(5) Upon State request, the Contractor shall provide a copy of all Confidential 

State Data it holds. The Contractor shall provide such data on media and in a 
format determined by the State. 

 
(6) Upon termination of this Contract and in consultation with the State, the 

Contractor shall destroy all Confidential State Data it holds (including any 
copies such as backups) in accordance with the current version of National 
Institute of Standards and Technology (“NIST”) Special Publication 800-88. 
The Contractor shall provide a written confirmation of destruction to the State 
within ten (10) business days after destruction. 

 
b. Minimum Requirements 
 

(1) The Contractor and all data centers used by the Contractor to host State 
data, including those of all Subcontractors, must comply with the State’s 
Enterprise Information Security Policies as amended periodically. The State’s 
Enterprise Information Security Policies document is found at the following 
URL: 
https://www.tn.gov/finance/strategic-technology-solutions/strategic-
technology-solutions/sts-security-policies.html. 

 
(2) The Contractor agrees to maintain the Application so that it will run on a 

current, manufacturer-supported Operating System. “Operating System” shall 
mean the software that supports a computer's basic functions, such as 
scheduling tasks, executing applications, and controlling peripherals. 

 
(3) If the Application requires middleware or database software, Contractor shall 

maintain middleware and database software versions that are at all times 
fully compatible with current versions of the Operating System and 
Application to ensure that security vulnerabilities are not introduced. 

 
c. Comptroller Audit Requirements 
 

Upon reasonable notice and at any reasonable time, the Contractor and 
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or 
their duly appointed representatives to perform information technology control 
audits of the Contractor and all Subcontractors used by the Contractor. 
Contractor will maintain and cause its Subcontractors to maintain a complete 

https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-solutions/sts-security-policies.html
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audit trail of all transactions and activities in connection with this Contract. 
Contractor will provide to the State, the Comptroller of the Treasury, or their duly 
appointed representatives access to Contractor and Subcontractor(s) personnel 
for the purpose of performing the information technology control audit. 
 
The information technology control audit may include a review of general controls 
and application controls. General controls are the policies and procedures that 
apply to all or a large segment of the Contractor’s or Subcontractor’s information 
systems and applications and include controls over security management, 
access controls, configuration management, segregation of duties, and 
contingency planning. Application controls are directly related to the application 
and help ensure that transactions are complete, accurate, valid, confidential, and 
available. The audit shall include the Contractor’s and Subcontractor’s 
compliance with the State’s Enterprise Information Security Policies and all 
applicable requirements, laws, regulations or policies. 
 
The audit may include interviews with technical and management personnel, 
physical inspection of controls, and review of paper or electronic documentation. 
 
For any audit issues identified, the Contractor and Subcontractor(s) shall provide 
a corrective action plan to the State within 30 days from the Contractor or 
Subcontractor receiving the audit report. 
 
Each party shall bear its own expenses incurred while conducting the information 
technology controls audit. 
 

Required Approvals.  The State is not bound by this Amendment until it is signed by the contract parties 
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations 
(depending upon the specifics of this contract, said officials may include, but are not limited to, the 
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the 
Comptroller of the Treasury). 
 
Amendment Effective Date.  The revisions set forth herein shall be effective May 1, 2019.  All other terms 
and conditions of this Contract not expressly amended herein shall remain in full force and effect.  
 
IN WITNESS WHEREOF, 

LINK2GOV CORP, AN AFFILIATE OF FIDELITY INFORMATION SERVICES, LLC: 

 

SIGNATURE DATE 

 

PRINTED NAME AND TITLE OF SIGNATORY (above)  

DEPARTMENT OF FINANCE AND ADMINISTRATION: 

 

STUART MCWHORTER, COMMISSIONER DATE 
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