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Finance &

.Administration

February 28, 2019

Representative Ron Travis
Chairman, Fiscal Review Committee
G-102 Cordell Hull Bldg.

Nashville, TN 37243

Attn: Ms. Krista Lee Carsner

Dear Chairman Travis:

Please find attached, for the Fiscal Review Committee’s consideration, documentation of an Amendment
request pertaining to the State's contract with Link2Gov Corp, an affiliate of Fidelity Information Services,
LLC, for the provision of merchant services (the “services").

The contract in question provides credit card processing for recipients of State services. The current list of
accepted credit cards is as follows: Visa, MasterCard, American Express, and Discover; in addition, the
State also accepts PIN-less and PIN-based Debit cards, ACH Debit as well as E-Checks. The Contractor
provides transaction processing systems at locations statewide, some of which are remote.

The program area is currently developing an RFP to obtain these services. The State's ultimate goal is for
the new contract to be an enterprise-wide solution, with additional functionality (including tokenization to
provide increased security). The current contract has seen volume growth, reduced transaction rates, and
increased adoption by agencies to allow credit card and other electronic payments. The program area
believes that it is necessary to extend the end date of the current contract for an additional year, to
provide a longer overlap period between the old and new contracts to enable the agencies to make
needed system changes if a new provider is selected. This overlap will help to ensure that current users of
the system have sufficient time to transition from the old contract, while new users/applications would be
expected to come online under the new contract.

Therefore, the Department of Finance and Administration, Division of Accounts (“DOA") and Strategic
Technology Solutions (“STS”) are requesting a one-year extension and an increase in the contract value to
accommodate increased adoption of services, as well as the additional term length. The current contract
contains a “Termination for Convenience” clause. The State intends to transition services as the
development is completed for each agency. If all State agencies have successfully transitioned prior to the
expiration of the contract, the State may choose to terminate the contract.

The DOA and STS respectfully request to be placed on the agenda for the next Fiscal Review
Committee meeting.

Thank you for your consideration of this request.

Division of Accounts * W.R.S. Tennessee Tower, 21° Floor * 312 Rosa L. Parks Avenue « Nashville, TN 37243
https://www.tn.gov/finance/fa/fa-accounting-financial.html
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Sincerely,

Mike Corricelli
Chief of Accounts

Division of Accounts * W.R.S. Tennessee Tower, 21° Floor * 312 Rosa L. Parks Avenue ¢« Nashville, TN 37243
https://www.tn.gov/finance/fa/fa-accounting-financial.html
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Supplemental Documentation Required for

Fiscal Review Committee

. — * EToY
«Contact Name: Mike Corricelli Cliohr:)tﬁgt 615-253-3048
*Presenter’s name(s): | Mike Corricelli
Edison Contract | 45449 RFS Number: (if | 31701-05043
Number: (if applicable) applicable)
*
*Original or Proposed >/26/15 Procgjsggnér?(; >/23/20
Contract Begin Date: P Date:

Current Request Amendment Number: | 1

(if applicable)

Proposed Amendment Effective Date:
(if applicable)

5/1/19

*Department Submitting:

Finance and Administration

*Division: | Accounts
*Date Submitted: | February 28, 2019
*Submitted Within Sixty (60) days: | Yes

If not, explain:

*Contract Vendor Name:

Link2Gov Corp, an affiliate of Fidelity
Information Services, LLC

*Current or Proposed Maximum Liability:

$17,000,000.00

*Estimated Total Spend for Commaodities:

*Current or Proposed Contract Allocation by Fiscal Year:

(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY: 2015 FY: 2016 FY: 2017 FY: 2018 FY: 2019 FY: 2020
$300,000 $3,600,000 | $3,600,000 | $3,600,000 $3,600,000 | $2,300,000
*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documentation from Edison)

FY: 2015 FY: 2016 FY: 2017 FY: 2018 FY: 2019 FY: 2020
$545,697 $4,490,082 $4,205,660 $3,592,053 $1,379,383

IF Contract Allocation has been greater

than Contract Expenditures, please give

the reasons and explain where surplus
funds were spent:

The yearly contract allocations were estimates.
Actual usage differed from the estimates.

IF surplus funds have been carried
forward, please give the reasons and
provide the authority for the carry
forward provision:

Surplus funds were not carried forward.

IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding was
acquired to pay the overage:

The yearly contract allocations were estimates.
Actual usage differed from the estimates.

*Contract Funding Source/Amount:

State:

Federal:

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

$17,000,000.00
Interdepartmental: Other:
If “other” please define:
If “interdepartmental” please define: Agencies are billed on a transactional basis
based upon actual usage
Dates of All Previous Amendments or Brief Description of Actions in Previous
Revisions: (if applicable) Amendments or Revisions: (if applicable)

Method of Original Award: (if applicable)

RFP

*What were the projected costs of the service
for the entire term of the contract prior to
contract award?

How was this cost determined?

$17,000,000

The cost was based on predicted usage
and vendor proposed costs.

*List number of other potential vendors who
could provide this good or service; efforts to
identify other competitive procurement
alternatives; and the reason(s) a sole-source
contract is in the best interest of the State.

Revised April 2014




Rule Exception Request

11-08-18 REQUEST-RULE

Use this document to request changes to Central Procurement Office templates, policies, or other procurement documents
or to modify the “necessary contract clauses” identified in Tenn. Comp. R. & Reg. 0690-03-01-.17 (“CPO Rule 17”). Complete
this document in conformity with CPO Rule 17, which is available here. Send the completed document in PDF format to:
Agsprs.Agsprs@tn.gov All Rule Exception Requests are subject to review and approval by the Chief Procurement Officer.
Rule Exception Requests that propose to modify any of CPO Rule 17’s necessary contract clauses shall be subject to review
and approval by the Comptroller of the Treasury. Note: Any change to the template language regarding the Limitation of
Contractor’s Liability shall be submitted using the Limitation of Contractor’s Liability Request.

APPROVED

APPROVED

CHIEF PROCUREMENT OFFICER

COMPTROLLER OF THE TREASURY

Agency request tracking #

31701-05043

1. Procuring Agency

F&A Division of Accounts and STS

2. Edison contract ID #

45449

3. Contractor or Grantee

Link2Gov Corp, an affiliate of Fidelity Information
Services, LLC

4. Contract’s Effective Date

May 26, 2015

5. Contract or grant contract’s Term (with ALL
options to extend exercised)

72 months

6. Contract’s Maximum Liability (with ALL
options to extend exercised)

$ 23,800,000.00

7. Citation and explanation of the rule(s) for which the exception is requested

Tenn. Comp. R. & Regs., ch. 0690-03-01-.14(2)(c) CONTRACT TYPE, Term Contract-General. F&A
Accounts and STS request an exception to allow a contract term longer than sixty (60) months.

Description of requested changes If adding new provisions or modifying existing provisions, insert the
new or modified provisions in their entirety. Please provide red-lines or track changes to highlight any

deviations from template language.

The term of the Contract shall be amended as follows:

“B. CONTRACT PERIOD:

This Contract shall be effective for the period beginning May 26, 2015, and ending on May 25,
2021. The Contractor hereby acknowledges and affirms that the State shall have no obligation for
services rendered by the Contractor which were not performed within this specified contract

period.”

8. Scope of Goods or Services Caption: Merchant Services

9. Justification

The program area is currently developing an RFP to obtain these services. The State’s ultimate goal
is for the new contract to be an enterprise-wide solution, with additional functionality (including
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http://share.tn.gov/sos/rules/0690/0690-03/0690-03-01.20140120.pdf
mailto:Agsprs.Agsprs@tn.gov

11-08-18 REQUEST-RULE

tokenization to provide increased security). The current contract has seen volume growth, reduced
transaction rates, and increased adoption by agencies to allow credit card and other electronic
payments. The program area believes that it is necessary to extend the end date of the current
contract for an additional year, to provide a longer overlap period between the old and new contracts
to enable the agencies to make needed system changes if a new provider is selected. This overlap
will help to ensure that current users of the system have sufficient time to transition from the old
contract, while new users/applications would be expected to come online under the new contract.

Signature of Agency head or designee and date

20f2




09-20-18 REQUEST-STS

STS Pre-Approval Endorsement Request
E-Mail Transmittal

TO : STS Contracts Received by STS on Tuesday, January 8, 2019

Department of Finance & Administration
E-mail : it.abc@tn.gov

FROM : Travis Johnson
E-mail : travis.johnson@tn.gov
DATE : 1/8/19
RE : Request for STS Pre-Approval Endorsement

Applicable RFS #  31701-05043

State Security Confidential Information Applicability

Under Tenn. Code Ann. §10-7-504(i) vendor identity or a description of the goods or services provided
by the vendor shall be confidential.

[:| Applicable
X Not Applicable

Additional language is attached and endorsement is contingent upon inclusion of this additional
language:

& Applicable
|:| Not Applicable

STS Endorsement Signature & Date:

St h - D d Digitally signed by Stephanie Dedmon, CIO (WMH)
e p a n l e e I I l O n J DN:cn=Stephanie Dedmon, CIO (WMH), o=Tennessee
Department of Finance and Admin, ou=Strategic Technology

C I O WM H Solutions, email=william.hafley@tn.gov, c=US
Date: 2019.01.18 13:09:45 -06'00'

Chief Information Officer
NOTE: Proposed contract/grant support is applicable to the subject IT service technical merit.

Strategic Technology Solutions (STS) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with information technology as a component of the scope of service.
This request seeks to ensure that STS is aware of and has an opportunity to review the procurement
detailed below and in the attached document(s). This requirement applies to any procurement method
regardless of dollar amount.

Please indicate STS endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contracting Agency Finance and Administration, Division of Accounts
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09-20-18 REQUEST-STS

Applicable RFS#  31701-05043

Agency Contact (name, phone, e-mail) Mike Corricelli, 615-253-3048,
mike.corricelli@tn.gov

Attachments Supporting Request (mark all applicable)

Note: The complete draft procurement document and the applicable documents listed below must accompany this
request when submitted to STS. Special Contract Requests and Amendment Requests without Agency Head
signature are acceptable. STS is aware that these documents will not have CPO signature when submitted with this
request.

D Solicitation Document

|:| Special Contract Request

& Amendment Request

|X] Proposed Contract/Grant or Amendment

& Original Contract/Grant and Previous Amendments (if any)

Information Systems Plan (ISP) Project Applicability

To avoid delay of STS pre-approval, the applicability of an ISP project to the procurement must be
confirmed with agency IT staff prior to submitting this request to STS. If necessary, agency IT staff
shoutd contact STS Planning with questions concerning the need for an ISP project.

IT Director/Staff Name Confirming (required):
[] Applicable — Approved ISP Project#
DX Not Applicable

Subject Information Technology Service Description

Provide a brief summary of the information technology services involved. Clearly identify included
technologies such as system development/maintenance, security, networking, efc. As applicable,
identify the contract or solicitation sections related to the IT services

The Merchant Services system is vendor-hosted service that facilitates the acceptance of
credit cards, debit cards, and E-Checks in payment for State services. The vendor
provides reconciliation of these payments and deposits the funds into a State account.
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Attachment: STS Endorsement Conditions

This STS endorsement is contingent upon modification of the procurement

documents as described below.

STS endorses 31701-05043 Amendment 1 with the understanding that the amendment is
maodified as follows.

Contract section E.16 is deleted in its entirety and replaced with the following.

Personally Identifiable Information. While performing its obligations under this Contract,

Contractor may have access to Personally Identifiable Information held by the State (“PII"). For
the purposes of this Contract, “PlI” includes “Nonpublic Personal Information” as that term is
defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor federal statute, and
the rules and regulations thereunder, all as may be amended or supplemented from time to time
("GLBA”") and personally identifiable information and other data protected under any other
applicable laws, rule or regulation of any jurisdiction relating to disclosure or use of personal
information (“Privacy Laws”). Contractor agrees it shall not do or omit to do anything which would
cause the State to be in breach of any Privacy Laws. Contractor shall, and shall cause its
employees, agents and representatives to: (i) keep PIl confidential and may use and disclose Pl
only as necessary to carry out those specific aspects of the purpose for which the Pll was
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws; and (ii)
implement and maintain appropriate technical and organizational measures regarding information
security to: (A) ensure the security and confidentiality of Pll; (B) protect against any threats or
hazards to the security or integrity of Pll; and (C) prevent unauthorized access to or use of

Pll. Contractor shall immediately notify State: (1) of any disclosure or use of any Pl by
Contractor or any of its employees, agents and representatives in breach of this Contract; and (2)
of any disclosure of any Pl to Contractor or its employees, agents and representatives where the
purpose of such disclosure is not known to Contractor or its employees, agents and
representatives. The State reserves the right to review Contractor's policies and procedures
used to maintain the security and confidentiality of Pll and Contractor shall, and cause its
employees, agents and representatives to, comply with all reasonable requests or directions from
the State to enable the State to verify or ensure that Contractor is in full compliance with its
obligations under this Contract in relation to PIl. Upon termination or expiration of the Contract or
at the State’s direction at any time in its sole discretion, whichever is earlier, Contractor shall
immediately return to the State any and all PIl which it has received under this Contract and shall

The Contractor shall report to the State any instances of unauthorized access to or potential
disclosure of Pl in the custody or control of Contractor (“Unauthorized Disclosure”) that come to
the Contractor’s attention. Any such report shall be made by the Contractor within twenty-four
(24) hours after the Unauthorized Disclosure has come to the attention of the

Contractor. Contractor shall take all necessary measures to halt any further Unauthorized
Disclosures. The Contractor, at the sole discretion of the State, shall provide no cost credit
monitoring services for individuals whose Pl was affected by the Unauthorized Disclosure. The
Contractor shall bear the cost of notification to all individuals affected by the Unauthorized
Disclosure, including individual letters and public notice. The remedies set forth in this Section
are not exclusive and are in addition to any claims or remedies available to this State under this

3.
E.16.
destroy all records of such PII.
Contract or otherwise available at law.
4. The following is added to Section E.
E.#

Contractor Hosted Services Confidential Data, Audit, and Other Requirements

a. “Confidential State Data” is defined as data deemed confidential by State or Federal
statute or regulation. The Contractor shall protect Confidential State Data as
follows:

(1) The Contractor shall ensure that all Confidential State Data is housed in the
continental United States, inclusive of backup data.
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Attachment: STS Endorsement Conditions

This STS endorsement is contingent upon modification of the procurement

(2)

3

(9)

(6)

documents as described below.

The Contractor shall encrypt Confidential State Data at rest and in transit using
the current version of Federal Information Processing Standard (“FIPS”) 140-2
validated encryption technologies.

The Contractor and the Contractor’s processing environment containing
Confidential State Data shall either (1) be in accordance with at least one of the
following security standards: (i) International Standards Organization (“1SO")
27001, (ii) Federal Risk and Authorization Management Program ("FedRAMP”);
or (2) be subject to an annual engagement by a CPA firm in accordance with
the standards of the American Institute of Certified Public Accountants
("AICPA") for a System and Organization Controls for service organizations
(“SOC") Type Il audit. The State shall approve the SOC audit control
objectives. The Contractor shall provide proof of current ISO certification or
FedRAMP authorization for the Contractor and Subcontractor(s), or provide the
State with the Contractor’s and Subcontractor's annual SOC Type |l audit report
within 30 days from when the CPA firm provides the audit report to the
Contractor or Subcontractor. The Contractor shall submit corrective action
plans to the State for any issues included in the audit report within 30 days after
the CPA firm provides the audit report to the Contractor or Subcontractor.

If the scope of the most recent SOC audit report does not include all of the
current State fiscal year, upon request from the State, the Contractor must
provide to the State a letter from the Contractor or Subcontractor stating
whether the Contractor or Subcontractor made any material changes to their
control environment since the prior audit and, if so, whether the changes, in the
opinion of the Contractor or Subcontractor, would negatively affect the auditor’s
opinion in the most recent audit report.

No additional funding shall be allocated for these certifications, authorizations,
or audits as these are included in the Maximum Liability of this Contract.

The Contractor must annually perform Penetration Tests and Vulnerability
Assessments against its Processing Environment. “Processing Environment”
shall mean the combination of software and hardware on which the Application
runs. “Application” shall mean the computer code that supports and
accomplishes the State’s requirements as set forth in this Contract. “‘Penetration
Tests” shall be in the form of attacks on the Contractor’s computer system, with
the purpose of discovering security weaknesses which have the potential to
gain access to the Processing Environment’s features and data. The
“Vulnerability Assessment” shall be designed and executed to define, identify,
and classify the security holes (vulnerabilities) in the Processing

Environment. The Contractor shall allow the State, at its option, to perform
Penetration Tests and Vulnerability Assessments on the Processing
Environment.

Upon State request, the Contractor shall provide a copy of all Confidential State
Data it holds. The Contractor shall provide such data on media and in a format
determined by the State.

Upon termination of this Contract and in consultation with the State, the
Contractor shall destroy all Confidential State Data it holds (including any
copies such as backups) in accordance with the current version of National
Institute of Standards and Technology (“NIST") Special Publication 800-88. The
Contractor shall provide a written confirmation of destruction to the State within
ten (10) business days after destruction.

b. Minimum Requirements
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Attachment: STS Endorsement Conditions

This STS endorsement is contingent upon modification of the procurement

(1)

(2)

(3)

documents as described below.

The Contractor and all data centers used by the Contractor to host State data,
including those of all Subcontractors, must comply with the State's Enterprise
Information Security Policies as amended periodically. The State’s Enterprise
Information Security Policies document is found at the following URL:
https://www.tn.gov/finance/strategic-technology-solutions/strategic-technology-
solutions/sts-security-policies.html.

The Contractor agrees to maintain the Application so that it will run on a
current, manufacturer-supported Operating System. “Operating System” shall
mean the software that supports a computer's basic functions, such as
scheduling tasks, executing applications, and controlling peripherals.

if the Application requires middleware or database software, Contractor shall
maintain middleware and database software versions that are at all times fully
compatible with current versions of the Operating System and Application to
ensure that security vulnerabilities are not introduced.

C. Comptroller Audit Requirements

Upon reasonable notice and at any reasonable time, the Contractor and
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or
their duly appointed representatives to perform information technology control
audits of the Contractor and all Subcontractors used by the

Contractor. Contractor will maintain and cause its Subcontractors to maintain a
complete audit trail of all transactions and activities in connection with this
Contract. Contractor will provide to the State, the Comptroller of the Treasury,
or their duly appointed representatives access to Contractor and
Subcontractor(s) personnel for the purpose of performing the inform ation
technology control audit.

The information technology control audit may include a review of general
controls and application controls. General controls are the policies and
procedures that apply to all or a large segment of the Contractor’s or
Subcontractor’s information systems and applications and include controls over
security management, access controls, configuration management, segregation
of duties, and contingency planning. Application controls are directly related to
the application and help ensure that transactions are complete, accurate, valid,
confidential, and available. The audit shall include the Contractor's and
Subcontractor’'s compliance with the State’'s Enterprise Information Security
Policies and all applicable requirements, laws, regulations or policies.

The audit may include interviews with technical and management personnel,
physical inspection of controls, and review of paper or electronic
documentation.

For any audit issues identified, the Contractor and Subcontractor(s) shall
provide a corrective action plan to the State within 30 days from the Contractor
or Subcontractor receiving the audit report.

Each party shall bear its own expenses incurred while conducting the
information technology controls audit.
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CONTRACT
(fee-for-goods or services contract with an individual, business, non-profit, or governmental entity of
another state)

Begin Date End Date Agency Tracking # Edison Record ID
May 26, 2015 May 25, 2020 31701-05041 45449

Contractor Legal Entity Name Edison Vendor ID
Link2Gov Corp, an affiliate of Fidelity Information Services, LLC 0000089753

Goods or Services Caption (one line only)

Merchant Services

Subrecipient or Contractor CFDA #
|:| Subrecipient E] Contractor n/a

Funding —

FY State Federal Interdepartmental | Other TOTAL Contract Amount
‘2015 300,000.00 300,000.00
2016 3,600,000.00 3,600,000.00
2017 3,600,000.00 3,600,000.00
2018 3.600,000.00 3,600,000.00
2019 3,600,000.00 3,600,000.00
2020 2,300,000.00 2,300,000.00

TOTAL: 17,000,000.00 17,000,000.00

Contractor Ownership Charactaeristics:

D Minority Business Enterprise (MBE): African American, Asian American, Hispanic American, Native American
D Woman Business Enterprise (WBE)

D Tennessee Service Disabled Veteran Enterprise (SDVBE)

|:| Tennessee Small Business Enterprise (SBE): $10,000,000.00 averaged over a three (3) year period or employs
no more than ninety-nine (99) employees.
@ Other:

Selection Method & Process Summary (mark the correct response to confirm the associated summary)
Competitive Selection |[==aesticHEEces

D Other |

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other
obligations.

Digitally signed by Felenceo Hill
DN: cn=Felenceo Hill, o=Dept. Finance &
7 7 Administration, cu=Capital Projects Finance
--Pﬁ’zm‘f'y % J%// Director, Office of Business & Finance,
email=Felencec.Hill@tn.gov, c=US
Date: 2015.04.02 14:55:10 -05'00'

Speed Chart (optional) Account Code (optional)
n/a 70803000




CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF FINANCE AND ADMINISTRATION
AND
LINK2GOV CORP, AN AFFILIATE OF FIDELITY INFORMATION SERVICES, LLC

This Contract, by and between the State of Tennessee, Department of Finance and Administration,
hereinafter referred to as the ‘State” and Link2Gov Corp, an affiliate of Fidelity Information Services, LLC,
hereinafter referred to as the “Contractor,” is for the provision of acquiring a broad range of merchant
services, as further defined in the "SCOPE OF SERVICES."

The Contractor is a Limited Liability Company.
Contractor Place of Incorporation or Organization: Georgia
Contractor Edison Registration ID # 0000089753

A. SCOPE OF SERVICES:

A.1.  The Contractor shall provide all service and deliverables as required, described, and detailed
herein and shall meet all service and delivery timelines as specified by this Contract.

A.2.  Visa, MasterCard, American Express, Discover, PIN-less and PIN-based Debit, and E-Check
Acceptance, Authorization and Settlement. The State of Tennessee will accept Visa,
MasterCard, American Express, and Discover credit, off-line (signature) debit cards, and on-line
(PIN-based) debit cards (hereinafter known as “the cards”) when presented as payment for goods
and services at its offices, facilities, and through its Intemet Portal. The Contractor will arrange
for payment to the State for amounts arising from the cards where such indebtedness arises from
transactions that comply with the terms of the Contract and represent bona fide sales or leases of

goods or services,

At the State's option, the State may accept electronic checks. When electronic checks are
accepted as payment, the Contractor shall verify the ABA number entered against the national
database. The Contractor will arrange for payment to the State for amounts arising from
electronic check transactions where such indebtedness arises from transactions that comply with
the terms of this Contract and represent bona fide sales or leases of goods or services.

A3. Merchant Agreement. The State and Contractor shall agree to a separate Merchant Agreement
that further delineates roles and responsibilities in credit card and debit card acceptance,
presentation, authorization, and the management of refunds, credits, returns, and chargebacks.
This Merchant Agreement is Attachment B to this Contract.

A4,  Authorization. The Contractor shall provide an on-line authorization service that is capable of
capturing and verifying data necessary to electronically process the card transactions. The
service must support separate authorization and settlement to accommodate the operating needs
of the State. Batch processing of authorizations is unacceptable. The on-line authorization
service must operate with an availability of 99.98% outside of any scheduled maintenance or
downtime periods.

The Contractor shall ensure that each transaction is assigned an unique identification or
tokenized card number that will be stored and remain with the transaction through the transaction
cycle including authorization, adjustment, settiement, funding and reconciliation.

The Contractor shall support fraud detecting services including but not limited to Address
Verification Service and Security Code Verification in authorization requests.

A5.  Payment Application Development. At a State agency's request, the Contractor shall provide
payment application development and services, which result in secure payment pages that
integrate with the agency's or its contracted vendor's applications or websites eliminating the
need for these applications and websites to collect sensitive payment information. The payment
information is collected on the payment application web pages developed by the Contractor.

1




AB.

A7

A3

A9,

The Contractor shall notify the State contact in accordance with Section E.2 prior to beginning
payment application work with any agency. The Contractor shall provide to the above State
contact and to the agency requesting payment application services a detailed project and
implementation plan (plan). The plan shall be provided as soon as possible after receiving the
request, but in no event more than thirty (30) calendar days thereafter. The plan shall specify the
work to be performed, a project timeline, necessary security provisions, and shall provide an
itemization of all costs to complete the project as well as any continuing maintenance or hosting
costs. The Contractor shall not begin the project until the plan is approved in writing by the
agency. The Department of Finance and Administration's Division of Accounts written approval
of deliverables is required prior to the deployment of a payment application.

In accordance with the terms of this Contract, the Contractor shall arrange for payment to the
State for amounts arising from transactions processed through these payment applications where
such indebtedness arises from transactions that comply with the terms of this Contract and
represent bona fide sales or leases of goods or services.

Mobile Payment Processing. The Contractor shall provide a mobile payment processing solution
that is PCI DSS and PA-DSS compliant, utilizes point-to-point encryption, and integrates with the
standard transaction processing channels of this contract.

Merchant ldentification Numbers (MIDs) and Terminal Identification Numbers (TIDs). The
Contractor shall establish and maintain merchant identification numbers (MIDs) and terminal
identification numbers (TIDs) on behalf of the State. The merchant identification number
structure shall be tiered and allow for an unlimited number of MIDs or comparable identifiers as
determined necessary by the State, in consultation with the Contractor. MIDs can be established
based on the location, transaction type, data capture method and/or reporting needs of each

agency.

A customized MID application shall be developed by the Contractor and agreed upon by the
State. This application shall be reviewed and revised as published information and practices

change.

New MIDs shall be established by request of the Department of Finance and Administration,
Division of Accounts and shall be established and activated within fifteen (15) business days of
receiving a written MID request with necessary information. The Contractor shall provide the
Department of Finance and Administration’s Division of Accounts with supporting documentation
when the MIDs are established.

New Application Interface. At a State agency's request, the Contractor shall develop a new
application interface. The Contractor shall notify the State contact pursuant to Section E.2. prior
to beginning work with any agency. A detailed project and implementation plan mutually
acceptable to the agency requesting services and the Contractor shall be provided to the State
prior to beginning work.

For new application interface projects including additional portal applications, the Contractor shall
complete system interface certifications within ninety (90) calendar days from the date the State
provides notice to the Contractor that the new system is complete and the telecommunication
connections are in place. All interfaces must be developed and supported by the Contractor at
the Contractor's expense.

Point-to-Point Encryption_Solution. The Contractor shall provide a PCI cerlified Point-to-Point
Encryption Solution. This shall be a combination of secure devices, applications, and processes
that encrypt data from the point of interaction until the data reaches the Contractor's secure
decryption environment. The solution must include:

a. Secure encryption of payment card data at the point of interaction.
b. Point-to-Point validated application at the point of interaction.
c. Secure management of encryption and decryption devices,




A.10.

A1,

A12.
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d. Management of the decryption environment and all decrypted account data.
e. Use of secure encryption methodologies and cryptographic key operations, including key
generation, distribution, loading/injection, administration, and usage.

Tokenization Application Programming Interface. The Contractor shall provide a PCI cerlified

tokenization application programming interface (AP1) as an option when integrating with various
systems utilized by the State. The Contractor will be responsible for supplying the following for
this application:

a. Token generation process or method.

b. Token mapping to allow for retrieval of primary account number and security surrounding
this system.

¢. Card Data Vault Storage.

d. All other steps surrounding cryptographic key management.

Government Program. The Contractor shall provide the infrastructure necessary for the State to
participate in the card network sponsored service fee programs as well as any future
developments of such programs, Participation in the Govemment Program shall be at the State’s
option and determined at the MID level. Under these programs, a “Service Fee" can be charged
to cover the cost of pracessing card transactions. The following Service Fee models shall be

supported by the Contractor:

a. The Contractor shall process the payment transaction and Service Fee as two separate
transactions and settle each transaction in the Account (as defined in Section A.12.1.).
The Contractor shall be compensated pursuant to Section C.3.a. of this contract.

b. The Contractor shall process the payment transaction and Service Fee as two separate
transactions, settling the payment transaction to the Account (as defined in Section
A.12.1) and setiling the Service Fee to an account determined by the Contractor. The
Contractor shall be compensated pursuant to Section C.3.b. of this contract.

Service Fees must be reported to the State as defined in Section A.18.

Settlement. The Contractor shall process electronic funds transfer and automated clearing house
transactions related to the setilement of the State of Tennessee's credit and debit card
transactions (hereinafter known as “card items") and e-check items. Upon presentation of such
card items and e-check items to the Contractor, accompanied by a form or format provided by the
Contractor listing all card items and e-check items presented at such time, and subject to the
terms, conditions, warranties, and the State of Tennessee’s obligations set out in this agreement
and in the Merchant Agreement defined in Section A.3. Merchant Agreement, the Contractor will
process the card items and e-check items in the appropriate clearing systems. Upon receipt of
settlement of credit by the Contractor for such card items and e-check items, the Contractor will
cause the Account (as defined below in Section A.12.1) to be credited with an amount equal to
the credit received by the Contractor excluding Service Fees (as defined in Section A.11) in
respect of the card items and echeck items processed. The Contractor will credit an amount
equal to such Service Fees (as defined in Section A.11) in accordance with Section A.11. The
period of time between the presentment of all card items and e-check items to the Contractor and
the credit of funds to the Account (as defined below in Section A.12.1.) shall not exceed two (2)
business days.

The Account. The State will maintain a demand account in good standing (the Account) with a
financial institution and account number as the State may determine, to be communicated to the
Contractor in writing. Such financial institution shall be a State Depository institution pursuant to
Tennessee Code Annotated, Section 9-4-107. Unless otherwise directed by the State, all credits
or transfers of card items and e-check items herein under shall be made to the financial institution
at the account number specified. All other credits or transfers shall be unauthorized transfers.
The State shall take all action necessary to ensure that the Contractor has the right to debit or
credit the Account under the terms of the Contract.
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occurs without human intervention.

The Contractor shall create the electronic funds transfer and automated clearing house
seftlement transactions at the MID or sales location level or as otherwise requested by the State.

Disputed Card ltems, e-Check Returns, Chargebacks and Retrievals, The Contractor shall
cooperate with the State to resolve any disputed card items or e-check retums that may occur in

accordance with applicable law, regulation and the applicable rules, regulations, and operating
procedures of Visa, MasterCard, American Express, and Discover. The Contractor shall provide
sufficient information regarding the disputed card item as necessary to aid the State in resolving
the claims. Documentation provided by the Contractor shall at a minimum include the following:

. Original Transaction Date

. Chargeback Amount

Account Name

. Billing Address

. Merchant Code and ID number

Last four digits of credit card and expiration date

o a0 oD

Payment Card Industry Data Security Standard. The Contractor shall be a Payment Card
Industry (PCI) Data Security Standard (DSS), and Data Security Standard (PA-DSS) Compliant
Service Provider and annually provide the State with a copy of its revalidation PC| DSS (or its
successor) Compliance Letter and annual Report on Compliance (ROC). The Contractor shall
also provide the State with copies of quarterly network scans performed by an Approved Scan
Vendor (ASV). The Contractor shall provide the documentation within thirty (30) calendar days of
its receipt from the card associations or vendor. The Contractor shall also be a Payment
Application Data Security Standard (PA-DSS) compliant service provider to ensure that all
payment applications are PCI Compliant.

Card Number Security. Tennessee Code Annotated, Section 47-18-126 specifically prohibits
State agencies from printing more than five (5) digits of the card number or the expiration date on
either the receipt retained by the agency or the receipt provided to the cardholder at the point of
sale (printing restrictions do not apply to handwritten receipts or imprints). The Contractor's
services provided under this Contract shall comply with Tennessee Code Annotated, Section 47-
18-126.

The Contractor shall return a unique transaction identifier or tokenized card number with each
authorization/rejection for all data capture methods so the entire card number is not required to
be stored on State of Tennessee applications unless storing the card number is required by
superseding federal or State law.

Security. The Contractor shall ensure that all transactions are compliant with the most current
version of PCI DSS or its successor. The Contractor will maintain and ensure data integrity and
user confidentiality and privacy as described in Section E.8.of this Contract. The Contractor will
ensure that security provisions described in the Contractor's proposal to the State are maintained
throughout the length of this Contract. The Contractor will report any compromise or breach of
network security involving State of Tennessee transactional data in accordance with Tennesses
Code Annotaled, Section 47-18-2107. Upon execution of this Contract the State will provide
current Data Breach Notification Procedures and contact information for the personnel that are to
be notified of any compromise or breach.

The Contractor shall cooperate with and provide requested information for any PCI security
assessment, whether it is the option of the State or required.

Europay, MasterCard, and Visa (EMV). The Contractor shall provide an EMV certified solution

with the infrastructure and processing capabilities necessary to accept integrated circuit cards,
“chip cards”, and support PIN requirements by the implementation date of October 2015.
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Reporting. The Contractor shall provide a web-based online reporting solution hosted by the
Contractor for the tracking of all transactions. The reporting solution shall comply with all
applicable security policies and standards including PCl DSS, “State of Tennessee Enterprise
Information Security Policies”, and “State of Tennessee Policy 24 Electronic Commerce”, as they
are amended from time to time.

The Contractor shall control access to its reporting solution as required by the above-referenced
"State of Tennessee Enterprise Information Security Policies”" and in accordance with PCI DSS.
The Department of Finance and Administration's Division of Accounts must approve agency
requests for each employee's access to the reporting solution, and unlimited points of access
must be provided. Each agency must be able to access reporting for all of its agency and MID
levels but not to any other agencies’ reporting solution levels. The Department of Finance and
Administration's Division of Accounts shall have access to all reporting solution levels.

The Contractor's reporting solution shall allow customization so that information can be gathered
and compiled at the statewide (corporate) level, agency level, and individual merchant
identification number (MID) level. The reporting solution shall maintain transaction information for
the duration of the contract.

The Contractor’s reporting solution shall provide, but is not limited to the following daily reports:

a. Captured and settled transactions (all card types) by MID detailed by transaction, in one
report

. Authorization — detail and summary

Chargeback and Retrievals

Disputed Card ltems

e-Check Returns

spaowT

The reporting solution shall provide the option to export all reports into the current version of
Microsoft Excel. All daily reports should be available to review or download on the next business

day.

The Contractor shall report in writing to the State all Service Fees (as defined in Section A.11.) on
a monthly or other mutually agreed upon basis. The Contractor shall report data pertaining to
Service Fees (as defined in Section A.11.) in a format mutually agreed upon in writing by the
Contractor and the State which may include but is not limited to the Service Fees (as defined in
Section A.11.) charged to participating MIDs.

Notification of Rate Changes. The Contractor shall provide notification by e-mail to the State of
all applicable industry-wide interchange, dues, assessments and other fee changes as soon as
the changes are published on the Internet and provide an Internet website where the changes
can be found.

Statewide Rollout. The Contractor shall develop and implement a plan of the statewide rollout
(“Statewide Rollout Plan”) of services under this Contract to smoothly transition from the current
contract. The Statewide Rollout Plan, which shall include an installation and implementation
schedule, will be submitted to the State for review and approval within three (3) business days
after the contract start date. The Contractor shall maintain and update the Statewide Rollout Plan
as needed, with input and approval from the State, throughout the Contact term. This Plan shall
include the Contractor's process and timeline to become certified with the State's existing
application interfaces.

Existing Application Interfaces. The Contractor must be able to process transactions and accept
settiement files from existing systems.

a. The Contractor shall be certified with System Innovators Inc.’s iNovah software package,
the State's cument point of sale cashiering application no later than ninety (90) calendar
days after the contract start date. If during the term of this Contract the State's contract
with System Innovators is terminated, the Contractor shall process transactions from the
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subsequent cashiering application within ninety (90) calendar days of receiving
notification by the State of the change in contractors.

b. The Contractor shall be certified with Megasys Hospitality Management Systems’ (HMS")
Portfolio, Hospitality Management System, and its MegaTouch Point of Sale, the
reservation system used by the Tennessee State Parks Division of the Department of
Environment and Conservation no later than ninety (90) calendar days after the contract
start date. If during the term of the Contract the State's contract with Megasys Hospitality
Management Systems’ is terminated, the Contractor shall process transactions from the
subsequent reservation system within ninety (90) calendar days of receiving notification
by the State of the change in contractors.

c. The Contractor shall be certified with the State's current portal contractor, NICUSA, Inc
no later than ninety (90) calendar days after the contract start date. If during the term of
this Contract the State executes a portal services contract with a different contractor, the
Contractor shall process transactions from the subsequent portal contractor within ninety
(90) calendar days after notification by the State of the change in portal contractors.

d. The Contractor shall be certified with Rev'd Up's Itinio Reservation System used by the
Tennessee State Parks Division of the Department of Environment and Conservation no
later than ninety (90) calendar days after the contract start date. If during the term of the
Contract the State's contract with Rev'd Up is terminated, the Contractor shall process
transactions from the subsequent reservation system within ninety (90) calendar days of
receiving notification by the State of the change in contractors

e. The Contractor shall be certified with Golf Now's Fore! Reservations used by the
Tennessee State Parks Division of the Department of Environment and Conservation no
later than ninety (90) calendar days after the contract start date. If during the term of the
Contract the State’s contract with Golf Now is terminated, the Contractor shall process
transactions from the subsequent reservation system within ninety (90) calendar days of
receiving notification by the State of the change in contractors

All interfaces for existing applications including upgrades or new versions must be
supported by the Contractor at the Contractor's expense.

Industry Support. The Contractor shall support and process industries including but not limited to
lodging, hospitality and restaurant, food and beverage, and retail. The Contractor shall support
specific lodging industry requirements such as, but not limited to, check-in/check-out dates,
authorization amounts held until a later settlement time, muiltiple authorizations, reverse
authorizations, and incremental authorizations.

Alternate Site and Systems. The Contractor will establish and maintain an alternative processing
arrangement adequate to resume immediately authorization and processing services provided
under this agreement, in the event the Contractor's primary operation site or equipment is
unavallable due to either human error, equipment failure, man-made or natural disaster.

in such event, the Conlractor shall, within twenty-four (24) hours of the occurrence of such event,
notify the State in writing.

Compatible Equipment/Software. At the applicable agency's or the State's request, the
Contractor shall provide equipment and/or software, including terminals, key pads or alternative
devices necessary to process card transactions at merchant/sales locations. All equipment
provided will be new, commercially available equipment. The Contractor will only provide and/or
use PCl compliant equipment and software. The Contractor shall offer POS terminals capable of
accepting EMV/Chip enabled cards. POS terminals capable of accepting contactless payment
shall also be provided.

The Contractor shall provide routine and non-routine servicing and maintenance of equipment at
each location on conditions and terms to be mutually agreeable to the Contractor and the State.
6
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The Contractor shall reprogram or re-inject existing equipment to ensure compliance with any
current State or federal laws or industry standards as well as any laws or standards that may be
set forth at a future time. The Contractor shall provide technical support and troubleshooting help
for the State of Tennessee's existing and future equipment. The Contractor shall replace broken
equipment under warranty, when applicable, and serve as the State’s advocate when handling
equipment issues with the manufacturer. In the event of an equipment malfunction the Contractor
shall repair or replace the malfunctioning equipment within forty-eight (48) hours of receipt of
notification from the agency. In such an event when the malfunctioning equipment has to be
replaced the Contractor shall ship the replacement equipment to the agency so it can be installed
and functioning within the forty-eight (48) hour timeframe.

Annual Business Analysis. The Contractor shall conduct annually at least one annual business
analysis of services provided to the State with the goal of optimizing and improving the utilization
of such services by all agencies. The Contractor shall report its findings which shall include
annual transaction volumes by MID and/or by data capture method on the State's fiscal year from
July 1 through June 30 and the amount of revenues paid the Contractor by MID during the fiscal
year. Other pertinent statistics shall be reported including but not limited to the number of MIDs,
average ticket size, mix of card types, effective interchange rates, etc. This report shall be
provided within sixly (60) days of the State’s fiscal year end.

Merchant Cateqory Code (MCC) Designation. The State desires to receive the best available
rate with as many transactions as possible being coded with a qualified rate category, or other
similar appropriate clearing level designation. The Contractor shall provide adequate coding and
monitoring procedures to ensure the best and appropriate MCC is assigned to transactions.

The monitoring procedures shall include biannual reporis to the State presenting transactions by
agencies that are experiencing excessive downgrades with suggestions on how these
downgraded transactions might be improved. The State acknowledges that each agency must
adhere to the industry Interchange Fee data requirements that may be in effect from time to time
in order to obtain the best available rate.

Contract Services_and Service Rates. The State pemmits the extension of the Contractor's
services and service rates to political subdivisions of the State of Tennessee such as city and
county governments and special districts as well as to the institutions of the University of
Tennessee and the Tennessee Board of Regents. These extensions must be implemented
through separate agreements between Contractor and the political subdivision or the institutions
of the University of Tennessee or the Tennessee Board of Regents. Neither the State of
Tennessee or the Department of Finance and Administration will be a party to such agreements
or have any liability under such agreements.

Project Staff. Al 2 minimum, the State requires the Contractor to supply the following Core Team
personnel:
+« One (1) Project Manager with a minimum of two (2) years of current experience in
managing large, complex projects with outstanding interpersonal and communication
skills. The project manager must have management responsibility for project quality.
He/she must have sufficient authority to act independently to resolve quality related
issues at the project level. The project manager must maintain current knowledge of the
project's status and be accessible to State project management. The Project Manager
shall notify the State of all updates in the requirements mandated by the applicable card
associations as well as any changes required by PC1 DSS or its successor.

* One (1) Customer Service Representative with a minimum of two (2) years of current
experience as a Customer Service Representative with excellent analytical, interpersonal
and communication skills. The Customer Service Representative is expected to be the
lead role for the day-to-day operations and interactions that may occur between the State
and the Contractor. Areas of knowledge should include, but not be limited to, transaction
processing, settlements, data, and reconciliation of transactions and automated clearing
house deposits and fees. If the Customer Service Representative cannot provide timely
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and accurate solution to a reconciliation problem, the issue will escalate to the Project
Manager for resolution.

«  One (1) Technical Solutions Representative with a minimum of two (2) years of current
experience participating in and coordinating system interfaces with outstanding
interpersonal and communication skills. The technical solutions representative is
expected to coordinate the successful resolution of technological issues that are
encountered above and beyond day-to-day operations. Areas of action would include
system interface certifications, connectivity issues, and reporting solution issues not
related to end-user training.

Core Team personnel will be available for weekly conference calls during conversion and rollout
and throughout the Contract as requested by the State. In addition, the Contractor will provide a
customer service center which operates 24 hours a day, 365 days per year for day-to-day
resolution of acceptance, authorization, processing or settlement issues.

Technical Support, Performance Monitoring and Problem Resolution. The Contractor shall
provide technical support for the successful management, operation and implementation of the
proposed solution, which must operate 24 hours a day, 365 days per year.

The Contractor will monitor the performance of systems and upgrade as warranted to improve the
efficiency of systems. The State shall be notified at least three (3) days in advance by e-mail of
any system upgrades and updated at regular intervals by e-mail regarding the progress of system
upgrades.

The State shall be notified by e-mail immediately but no later than 24 hours of problems with the
network, hardware, or software and updated at regular intervals by e-mail regarding problem
resolution,

Training. The Contractor shall provide training sessions through delivery methods and at
locations determined by the State and at times mutually agreeable to both the Contractor and the
State. Agency staff attending these sessions will include staff from the business, accounting and

technical areas.
The training sessions may include but are not limited to:

« Utilizing Contractor provided reporting solution
e Installing and utilizing equipment or software

¢ Training on PCI DSS requirements.

» Operating Contractor Prepaid Card System

In addition, the Contractor will provide continuation training by telephone to Slate staff members
as part of its regular merchant services. Such training shall include but is not limited to applying
for new MIDs, utilizing services provided under this contract, authorization and settlement
processes, implications of processing cut-off times for settlement, reporting capability for
reconciliation, and dispute and chargeback processes as well as other industry rules, terms and
conditions.

Prepaid Card System.

a. The Contractor shall provide closed-loop prepaid card solutions to the State.
Configuration of each system shall be determined at the MID level to allow for
customization of acceptance location within each of the systems. The State must have
the ability to add and remove locations after a system is operational.  Prepaid cards
must be loadable and redeemable on multiple platforms (i.e. Different POS systems) and
through multiple terminal types as well as over the internet. All prepaid card activation
and redemptions shall be processed real-time.
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b. Prepaid cards shall be reloadable and have no expiration date. Such cards shall not be
dependent on a specific processor and shall be transferred to a new contractor without
lapse in service if the current contract were to expire or terminate.

¢. The Contractor shall provide custom-printed magnetic stripe or chip enabled cards for
each prepaid system. Artwork displayed on the card shall be provided by the State and
approved in writing before card production.

d. All sales and redemptions of cards shall be available through a web-based online
reporting solution as described in A.18. All monthiy reports and other transaction
management reports shall be available in tab and or comma delimited formats for
exporting and importing into other report templates. The Contractor shall also provide a
resource for card holders to inquiry on card balance either by telephone or internet. A
link to the intemet resource shall be provided for inclusion on the State’s website.

e. The federal Department of the Treasury, Financial Crimes Enforcement Network has
promulgated regulations intended to reduce financial criminal activity and money
laundering (76 FR 45403-02, Rules and Regulations, Department of the Treasury,
Financial Crimes Enforcement Network, 31 CFR Parts 1010 and 1022, RIN 1506-AB07).

The Contractor must comply with the applicable portions of these regulations.

Within these regulations, closed-lcop prepaid card systems, such as those required by
this Contract, may be exempted from the requirements of the regulations cited above,
provided that the dollar amounts associated with these cards are below certain
thresholds.

To be exempled, the Contractor's Merchant Services solution must reject any
transaction, or set of transactions, that would result in a given prepaid card being
associated with more than $2,000 in any one day. This includes the impact of aggregated
transactions for additional dollar amounts; for example, if a closed-loop gift card has a
value of $1,500, and the holder spends $1,000, and then subsequently reloads $800
before the end of the day, this prepaid access would not be exempted because $2,100
has been associated with the prepaid access within one day.

The Contractor's Merchant services solution must maintain a record of any rejected
transactions, with reporting capabilities to allow the State, or other authorized parties, to
audit the transactions.

Communication Plan. The Contractor shall develop a communication plan (*“Communication
Plan") which details the procedures for the distribution of information to the State. The
Communication Plan shall be submitted to the State for review and approval. Throughout the
Contract term, the Contractor shall update the Communication Plan as needed with input and
approval from the State.

CONTRACT PERIOD:

This Contract shall be effective for the period beginning May 26, 2015, and ending on May 25,
2020. The Contractor hereby acknowledges and affirms that the State shall have no obligation
for services rendered by the Contractor which were not performed within this specified contract
period.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed Seventeen Million Dollars ($17,000,000.00). The payment rates in section C.3 shall
constitute the entire compensation due the Contractor for all service and Contractor obligations
hereunder regardless of the difficulty, materials or equipment required. The payment rales
include, but are not limited to, all applicable taxes, fees, overheads, and all other direct and
indirect costs incurred or to be incurred by the Contractor.
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The Contractor is not entitled to be paid the maximum liability for any peried under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the Stale requests work and the
Contractor performs said work, In which case, the Contractor shall be paid in accordance with
the payment rates detailed in section C.3. The State is under no obligation to request work from
the Contractor in any specific dollar amounts or to request any work at all from the Contractor
during any period of this Contract.

Compensation Firm. The payment rates and the maximum liability of the State under this
Contract are firm for the duration of the Contract and are not subject to escalation for any reason

unless amended.

Payment Methodology. The Contractor’'s compensation received from the State shall not exceed
the Contract Maximum Liability established in Section C.1. The Contractor's compensation shall
be contingent upon the satisfactory completion of services as defined in the Scope of Services
section of this Contract. The Contractor shall be compensated as follows:

a. The Contractor shall be compensated for items listed in the Scope of Services either by:

i. automated clearing house debit to the Account (as defined above in Section A.12.1.)
based on the actual costs paid by the Contractor for the credit card associations’ and the
debit networks' interchange, dues, assessments and fees and the Unit Prices set forth in

Attachment C to this Contract; or

ii. Service Fees charged to the cardholders by the Contractor comprised of (a) 2.35% of
card items or (b) $0.9500 per E-Check upon settlement. The State shall not be liable for

the “Service Fees."

b. The Contractor shall be compensated for Non-Prepriced Items (NPIs) pursuant to Contract
Section E.18, without a formal amendment of this contract based upon the payment rates
detailed in Contract Attachment C and as agreed pursuant to said Section E.18, PROVIDED
THAT compensation to the Contractor for such NPIs shall not exceed Eight Hundred Two
Thousand Five Hundred Ninety Dollars ($802,590.00). If; at any point during the Contract
period, the State determines that the estimated cost of necessary NPIs would exceed said
maximum amount, the State shall amend this Contract to address the need.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel, meals,
or lodging.

Invoice Requirements. The Contractor shall invoice the State only for completed increments of
service and for the amount stipulated in section C.3, above, and as required below prior o any

payment:

a. The Contractor shall submit invoices no more often but at least monthly, with all
necessary supporting documentation, to:

Department of Finance and Administration
Division of Accounts — Cash Management
Attn; Carrie Dawson

312 Rosa L. Parks Avenue

21st Floor Tennessee Tower

Nashville, TN 37243

b. Each invoice shall clearly and accurately detail all of the following required information
(calculations must be extended and totaled correctly).

(1) Invoice Number (assigned by the Contractor)




C6.

C7.

(2)
3)
(4)

(5)

(6)
()

(8)
(9)

Invoice Date

Contract Number (assigned by the State)

Customer Account Name: Division of Accounts, Department of Finance and
Administration

Customer Account Number (assigned by the Contractor to the above-
referenced Customer)

Contractor Name

Contractor Tennessee Edison Registration ID Number Referenced in
Preamble of this Contract

Contractor Contact for Invoice Questions (name, phone, and/or fax)
Contractor Remittance Address

(10) Description of Delivered Service
(11) Complete Itemization of Charges, which shall detail the following:

i. Service or Milestone Description (including name & title as applicable)
of each service invoiced

ii. Number of Completed Units, Increments, Hours, or Days as applicable,
of each service invoiced

ili. Applicable Payment Rate (as stipulated in Section C.3.) of each
service invoiced

iv. Amount Due by Service

v. Total Amount Due for the invoice period

¢. The Contractor shall submit the invoice with the following details:

M

(2

3

Summary Invoice. A summary of all charges for all MIDs detailed by MCC,
card type, and card type rates, Contractor fees, and equipment charges. The
total of the Summary Invoice shall match the amount of the automated
clearing house withdrawal. (Sample Summary Invoice is presented in
Attachment D.)

Billing Detail by MID. An individual invoice for each MID detailed by MCC,
card type, and card type rates, Contractor fees, and equipment charges. The
individual Billing Detail by MID amounts shall total the Summary

tnvoice. (Sample Billing Detail by MID is presented in Attachment E.)

Fee Per MID. A downloadable Excel invoice listing each MID and the fee
amount charged to that MID, which should agree to the Billing Detail by

MID. The grand total shall match the amount of the Summary

Invoice. (Sample Fee per MID is presented in Attachment F.)

d. The Contractor understands and agrees that an invoice under this Contract shall:

M

(2)

(3)
(4)

include only charges for service described in Contract Section A and in
accordance with payment terms and conditions set forth in Contract Section
G,

only be submitted for completed service and shall not include any charge
for future work;

not include sales tax or shipping charges, and

initiate the timeframe for payment (and any discounts) only when the State
is in receipt of the invoice and the invoice meets the minimum requirements
of this section C.5.

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or matter in relation thereto. A payment by the State shall not be
construed as acceptance of any part of the work or service provided or as approval of any

amount invoiced.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included

in any invoice or payment theretofore made which are determined by the State, on the basis of
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audits conducted in accordance with the terms of this Contract, not to constitute praper
remuneration for compensable services.

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee any amounts, which are or shall become due and payable to the State of Tennessee

by the Contractor.

Prerequisite Documentation. The Contractor shall not invoice the State under this Contract until
the State has received the following documentation properly completed.

a. The Contractor shall complete, sign, and present to the State an "Authorization
Agreement for Automatic Deposit (ACH Credits) Form" provided by the State. By doing
so, the Contractor acknowledges and agrees that, once said form is received by the
State, all payments to the Contractor, under this or any other contract the Contractor has
with the State of Tennessee shall be made by Automated Clearing House (ACH).

b. The Contractor shall complete, sign, and present to the State a "Substitute W-9 Form®
provided by the State. The taxpayer identification number detailed by said form must
agree with the Contractor's Federal Employer Identification Number or Tennessee Edison
Registration |D referenced in this Contract.

STANDARD TERMS AND CONDITIONS:

Required Approvals. The State is not bound by this Contract until it is signed by the contract
parties and approved by appropriate officials in accordance with applicable Tennessee laws and
regulations (depending upon the specifics of this contract, said officials may include, but are not
limited to, the Commissioner of Finance and Administration, the Commissioner of Human
Resources, and the Comptroller of the Treasury).

Modification and Amendment. This Contract may be modified only by a written amendment
signed by all parties hereto and approved by both the officials who approved the base contract
and, depending upon the specifics of the Contract as amended, any additional officials required
by Tennessee laws and regulations (said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Termination for Convenience. The State may terminate this Contract without cause for any
reason. Said termination shall not be deemed a breach of contract by the State. The State shall
give the Contractor at least thirty (30) days written notice before the effective termination date.
The Contractor shall be entitled to compensation for satisfactory, authorized service completed as
of the termination date, but in no event shall the State be liable to the Contractor for
compensation for any service which has not been rendered. ~ Upon such termination, the
Contractor shall have no right to any actual general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

Temination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor violates any terms of this Contract, the
State shall have the right to immediately terminate the Contract and withhold payments in excess
of fair compensation for completed services. Notwithstanding the above, the Contractor shall not
be relieved of liability to the State for damages sustained by virtue of any breach of this Contract
by the Contractor.

Assignment and Subcontracting. The Contractor shall not enter into a subcontract for any of the
goods or services provided under this Contract without the prior written approval of the State
which approval shall not be unreasonably withheld. Notwithstanding any use of the approved
subcontractors, the Contractor shall be the prime contractor and responsible for compliance with
all terms and conditions of this Contract. The State reserves the right to request additional
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information before approving the use of subcontractors in fulfilling the Contractor's obligations
under this Contract.

The Contractor shall not assign this Contract without the prior approval of the State, which
approval shall not be unreasonably withheld; provided, however that notwithstanding the
foregoing, this Contract may be assigned without any such consent to any entity (whether an
affiliate of a party or a third party) that acquires all or substantially all of the party's business or
assets pertaining to the Services by merger, asset acquisition or other reorganization upon
reasonable notice to the State so long as the assignee is qualified to do business in the State of
Tennessee and so long as the assignee contracts with the State of Tennessee. n addition, if
Contractor assigns this Agreement to a third party during the Term then the following provisions
shall apply. If the assignee has a net worth of less than $25 million at the time of such
assignment, then the State may require the assignee to obtain an annual performance bond
substantially in the form of Attachment G to this Agreement (the “Performance Bond"), and in
that event the assignee shall maintain the Performance Bond throughout the Term as security for
such assignee’s continued performance of the Services described in this Agreement. The
maximum amount of the Peformance Bond shall be Five Hundred Thousand Dollars ($500,000).

With respect to an outstanding Performance Bond, the occurrence of any of the following events
shall constitute a Performance Bond Default: (i) the issuer of such Performance Bond shall fail to
maintain a Credit Rating of at least “A-" by S&P or “A3" by Moody's, (ii) the issuer of the
Performance Bond shall fail to comply with or perform its obligations under such Performance
Bond if such failure shall be continuing after the lapse of any applicable grace period; (iii) the
issuer of such Performance Bond shall disaffirm, disclaim, repudiate or reject, in whole or in part,
or challenge the validity of, such Performance Bond; or (iv) such Performance Bond shall expire
or terminate, or shall fail or cease to be in full force and effect at any time during the term of any
transaction under this Agreement provided, however, that no Performance Bond Default shall
occur in any event with respect to a Performance Bond after the time such Performance Bond is
required to be canceled in accordance with the terms of this Agreement. A Performance Bond
Default shall constitute a material breach of this Agreement.

Conflicts of Interest. The Contractor warrants that no parnt of the total Contract Amount shall be
paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed relative to

this Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six months has been, an employee of the State of Tennessee
or if the Contractor is an entity in which a controlling interest is held by an individual who is, or
within the past six months has been, an employee of the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of handicap or disability, age, race, color, religion, sex, national origin, or any other
classification protected by Federal, Tennessee State constitutional, or statutory law. The
Contractor shall, upon request, show proof of such nondiscrimination and shall post in
conspicuous places, available to all employees and applicants, notices of nondiscrimination.

Prohibition of llleqal Immigrants. The requirements of Tenn. Code Ann. § 12-3-309 addressing
the use of illegal immigrants in the performance of any contract to supply goods or services to the
state of Tennessee, shall be a material provision of this Contract, a breach of which shall be
grounds for monetary and other penalties, up to and including termination of this Contract.

a. The Contractor agrees that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not knowingly utilize the
services of any subcontractor who will utilize the services of an illegal immigrant in the

performance of this Contract. The Contractor shall reaffirm this attestation, in writing, by
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submitting to the State a completed and signed copy of the document at Attachment A,
hereto, semi-annually during the period of this Contract. Such attestations shall be
maintained by the Contractor and made available to State officials upon request.

b. Prior to the use of any subcontractor in the perfonrmance of this Contract, and semi-
annually thereafter, during the period of this Contract, the Contractor shall obtain and
retain a current, written attestation that the subcontractor shall not knowingly utilize the
services of an illegal immigrant to perform work under this Contract and shall not
knowingly utilize the services of any subcontractor who will utilize the services of an
illegal immigrant to perform work under this Contract. Attestations obtained from such
subcontractors shall be maintained by the Contractor and made available to state officials

upon request.

c. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Said records shall be subject to review and random inspection at any
reasonable time upon reasonable nolice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Tenn. Cade Ann. § 12-3-309 for acts or omissions occurring
after its effective date.

e. For purposes of this Contract, "illegal immigrant” shall be defined as any person who is
not either a United States citizen, a Lawful Permanent Resident, or a person whose
physical presence in the United States is authorized or allowed by the federal
Department of Homeland Security and who, under federal immigration laws and/or
regulations, is authorized to be employed in the U.S. or is otherwise authorized to provide
services under the Contract.

Records. The Contractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, insofar as they relate to work performed or
money received under this Contract, shall be maintained for a period of three (3) full years from
the date of the final payment and shali be subject to audit at any reasonable time and upon
reasonable notice by the State, the Comptroller of the Treasury, or their duly appointed
representatives. The financial statements shall be prepared in accordance with generally
accepted accounting principles.

Monitoring. The Contractor's activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any party to this Contract to insist in any one or more cases upon
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any such term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted

except by a written amendment signed by the parties hereto.

Independent Contractor. The parties hereto, in the performance of this Contract, shall not act as
employees, partners, joint venturers, or associates of one another. It is expressly acknowledged
by the parties hereto that such parties are independent contracting entities and that nothing in this
Contract shall be construed to create an employer/lemployee relationship or to allow either to
exercise control or direction over the manner or method by which the other transacts its business
affairs or provides its usual services. The employees or agents of one party shall not be deemed
or construed to be the employees or agenis of the other party for any purpose whatsoever.

The Contractor, being an independent contractor and not an employee of the State, agrees to

carry adequate public liability and other appropriate forms of insurance, including adequate public
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liability and other appropriate forms of insurance on the Contractor's employees, and to pay all
applicable taxes incident to this Contract.

State Liability. The State shall have no liability except as specifically provided in this Contract.

Force Majeure. The obligations of the parties to this Contract are subject to prevention by causes
beyond the parties’ control that could not be avoided by the exercise of due care including, but
not limited to, natural disasters, riots, wars, or epidemics.

State and Federal Compliance. The Contractor shall comply with all applicable State and Federal
laws and regulations in the performance of this Contract.

Governing Law. This Contract shall be govemed by and construed in accordance with the laws
of the State of Tennessee. The Contractor agrees that it will be subject to the exclusive
jurisdiction of the courts of the State of Tennessee in actions that may arise under this Contract.
The Contractor acknowledges and agrees that any rights or claims against the State of
Tennessee or its employees hereunder, and any remedies arising therefrom, shall be subject to
and limited to those rights and remedies, if any, available under Tennessee Code Annotated,

Sections 9-8-101 through 9-8-407.

Completeness. This Contract is complete and contains the entire understanding between the
parties relating to the subject matter contained herein, including all the terms and conditions of
the parties’ agreement. This Contract supersedes any and all prior understandings,
representations, negotiations, and agreements between the parties relating hereto, whether
written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions hereof shall not be affected thereby and shall
remain in full force and effect. To this end, the terms and conditions of this Contract are declared

severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

HIPAA Compliance. The State and Contractor, if applicable to the scope of Services hereunder,
shall comply with obligations under the Health Insurance Portability and Accountability Act of
1996 (HIPAA), Health Information Technology for Economic and Clinical Health (HITECH) Act
and any other relevant laws and regulations regarding privacy (collectively the “Privacy Rules”). In
such case the following provisions shall apply:

Contractor warrants to the State that it is familiar with the requirements of the Privacy Rules, and
will comply with all applicable requirements in the course of this Contract.

Contractor warrants that it will cooperate with the State, including cooperation and coordination
with State privacy officials and other compliance officers required by the Privacy Rules, in the
course of performance of the Contract so that both parties will be in compliance with the Privacy
Rules.

The State and the Contractor will sign documents, including but not limited to business associate
agreements, as required by the Privacy Rules and that are reasonably necessary to keep the
State and Contractor in compliance with the Privacy Rules. This provision shall not apply if
information received or delivered by the parties under this Contract is NOT “protected health
information” as defined by the Privacy Rules, or if the Privacy Rules permit the parties to receive
or deliver such information without entering into a business associate agreement or signing
another such document.

The Contractor will indemnify the State and hold it harmless for any violation by the Contractor or
its subcontractors of the Privacy Rules. This includes the costs of responding to a breach of

15




EA1

E:2}

E.3.

E.4.

protected health information, the costs of responding to a government enforcement action related
to the breach, and any fines, penalties, or damages paid by the State because of the violation.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, these special terms and conditions shall control.

Communications _and Contacts.  All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by email or facsimile transmission with recipient
confirmation. All communications, regardless of method of transmission, shall be addressed to
the respective Party at the appropriate mailing address, facsimile number, or email address as
stated below or any other address provided in writing by a Party.

The State:

Carrie Dawson, Director of Cash Management
Department of Finance and Administration,
Division of Accounts — Cash Management

312 Rosa L. Parks Avenue,

21st Floor Tennessee Tower

Nashville, TN 37243-1102
Carrie.Dawson@tn.gov

Telephone # 615.741.9562

The Contractor:

Virginia Richardson, Sales Executive Client Manager
Link2Gov Corp

113 Seaboard Lane, Suite A-250

Franklin, TN 37067
Virginia.Richardson@fisglobal.com

Telephone # 615.870.4183

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
and/or Federal funds. In the event that the funds are not appropriated or are otherwise
unavailable, the State reserves the right to terminate the Contract upon written notice to the
Contractor. Said termination shall not be deemed a breach of Contract by the State. Upon
receipt of the written notice, the Contractor shall cease all work associated with the Contract.
Should such an event occur, the Contractor shall be entitled to compensation for all satisfactory
and authorized services completed as of the termination date. Upon such termination, the
Contractor shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages whatsoever of any description or amount.

Tennessee Consolidated Retirement System. The Contractor acknowledges and understands
that, subject to statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801,
el. seq., the law governing the Tennessee Consolidated Retirement System (TCRS), provides
that if a retired member of TCRS, or of any superseded system administered by TCRS, or of any
local retirement fund established pursuant to Tennessee Code Annotated, Title 8, Chapter 35,
Part 3 accepts state employment, the member’'s retirement allowance is suspended during the
period of the employment. Accordingly and notwithstanding any provision of this Contract to the
contrary, the Contractor agrees that if it is later determined that the true nature of the working
relationship between the Contractor and the State under this Contract is that of

“employee/employer” and not that of an independent contractor, the Contractor, if a retired
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member of TCRS, may be required to repay to TCRS the amount of retirement benefits the
Contractor received from TCRS during the period of this Contract.

Tennessee Department of Revenue Registration. The Contractor shall be registered with the
Department of Revenue for the collection of Tennessee sales and use tax. This registration

requirement is a material requirement of this Contract.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:

a. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or State department or

agency;

b. have not within a three (3) year period preceding this Contract been convicted of, or had
a civil judgment rendered against them from commission of fraud, or a criminal offence in
connection with obtaining, attempting to obtain, or performing a public (federal, State, or
local) transaction or grant under a public transaction; violation of federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

c. are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, State, or local) with commission of any of the offenses detailed in section b. of
this cedtification; and

d. have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, State, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded or disqualified.

Insurance. The Contractor shall carry adequate liability and other appropriate forms of insurance.
a. The Contractor shall maintain, at minimum, the following insurance coverage:

i Comprehensive Commercial General Liability (including personal injury &
property damage, premises/operations, independent contractor, contractual
liabilily and completed operations/products) with bodily injury/property damage
combined single limit not less than one million dollars ($1,000,000) per
occurrence and two million doliars ($2,000,000) aggregate.

b. At any time State may require the Contractor to provide a valid Certificate of Insurance
detailing Coverage Description; Insurance Company & Policy Number; Exceptions and
Exclusions; Policy Effective Date; Policy Expiration Date; Limit(s) of Liability; and Name
and Address of Insured. Failure to provide required evidence of insurance coverage shall
be a material breach of this Contract.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable State and federal law. Al material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State shall be regarded as confidential information
in accordance with the provisions of applicable state and federal law, State and federal rules and
regulations, deparimental policy, and ethical standards. Such confidential information shali not
be disclosed, and all necessary steps shall be taken by the Contractor to safeguard the
confidentiality of such material or information in conformance with applicable State and federal
law, State and federal rules and regulations, departmental policy, and ethical standards.

The Contractor’s obligations under this section do not apply to informalion in the public domain;
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entering the public domain but not from a breach by the Contractor of this Contract; previously
possessed by the Contractor without written obligations to the State to protect it; acquired by the
Contractor without written restrictions against disclosure from a third party which, to the
Contractor's knowledge, is free to disclose the information; independently developed by the
Contractor without the use of the State's information; or, disclosed by the State to others without
restrictions against disclosure. Nothing in this paragraph shall permit Contractor to disclose any
information that is confidential under federal or State law or regulations, regardiess of whether it
has been disclosed or made available to the Contractor due to intentional or negligent actions or
inactions of agents of the State or third parties.

It is expressly understood and agreed the obligations set forth in this section shall survive the
termination of this Contract.

Incorporation of Additional Documents. Each of the following documents is included as a part of
this Contract by reference. In the event of a discrepancy or ambiguity regarding the Contractor's
duties, responsibilities, and performance under this Contract, these items shall govern in order of

precedence below.

a. this Contract document (excluding the items listed at subsactions b. through f., below);

b. any Contract attachments or exhibits;

c. any clarifications of or addenda to the Contractor's proposal seeking this Contract;

d. {he State solicitation, as may be amended, requesting proposals in competition for this
Contract;

e any technical specifications provided to respondents during the procurement process to
award this Contract;

f. the Contractor's proposal seeking this Contract.

Prohibited Advertising. The Contractor shall not refer to this Contract or the Contractor's
relationship with the State hereunder in commercial advertising in such a manner as to State or
imply that the Contractor or the Contractor's services are endorsed. It is expressly understood
and agreed that the obligations set forth in this section shall survive the termination of this

Contract in perpetuity.

Contractor Commitment to Diversity. The Contractor shall comply with and make reasonable
business efforts to exceed the commitment to diversity represented by the Contractors proposal
responding to RFP 31701-05041 (RFP Attachment 6.2, Section B, Item B.15) and resulting in this
Contract.

The Contractor shall assist the State in monitoring the Contractor's performance of this
commitment by providing, as requested, a quarterly report of participation in the performance of
this Contract by small business enterprises and businesses owned by minorities, women, and
persons with a disability. Such reports shall be provided to the State of Tennessee Governor's
Office of Diversity Business Enterprise in form and substance as required by said office.

Interchange, Dues, Assessments and Fees. The Contractor shall maintain documentation of the
actual costs for the credit card associations' and the debit networks' interchange, dues,
assessments and fees paid by the Contractor. The Contractor shall provide such documentation
as well as documentation of the credit card associations’ and the debit networks' interchange
descriptions, rates and fees at the State's request. The Contractor shall maintain such
documentation in accordance with Section D.9. Records.
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Performance Standard Guarantee Standards. The Contractor agrees the following performance
standard shall be met upon successful implementation in accordance with the approved
installation and implementation schedule.

Assuming that national electronic payment networks and communication networks are working
properly, card transaction processing shall be continuous.

Guarantee. If none of the State’s MIDs have the capability to authorize transactions for a twenty
four (24) hour period, the Contractor's compensation shall be reduced by $500 for each such 24-
hour lapse of service ("Guarantee Payment”). The imposition of a Guarantee Payment shall be in
addition to any amounts the Confractor may owe the State under this Contract. The State
specifically reserves its rights to claim for damages or other relief from Contractor arising from
any breach of Contractor's obligations under this Contract..

Waiver of Reduction. The State shall notify the Contractor in writing within ten (10) calendar days
of any reduction in compensation to be made pursuant to this Section. The Guarantee Payment
may be waived by the State upon presentation of written documentation from the Contractor
showing that the standard was not met for reasons beyond the Contractor's reasonable control.
Such documentation must be submitted to the State within ten (10) calendar days of the issuance
of a notice of reduction.

Contract Services Transition. Upon conclusion of this Contract for whatever reason (expiration or
termination), the Contractor shall assist the State to ensure an orderly transfer of responsibility
and/or continuity of those services required under the terms of the contract to an organization
designated by the State, if requested in writing. The State shall provide the Contractor with at
least sixty (60) days’ notice prior to the conclusion of the Contract of the State's request for
transition assistance. The Contractor shall discontinue providing the service or accepting new
assignments under the terms of this Contract, in a manner and on the date specified by the State,
in order to insure the completion of such service prior to the termination of the Contract.

Limitation of Liability. The parties agree that the Contractor's liability under this Contract shall be
limited to an amount equal to two (2) times the Maximum Liability amount detailed in section C.1
and as may be amended, PROVIDED THAT in no event shall this section limit the liability of the
Contractor for intentional torts, criminal acts, or fraudulent conduct. NOTWITHSTANDING THE
FOREGOING, CONTRACTOR SHALL NOT BE LIABLE FOR ANY SPECIAL OR PUNITIVE
DAMAGES EVEN IF CONTRACTOR WAS ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Disclosure of Personal Identity Information. The Contractor shall report to the State any
instances of unauthorized disclosure of confidential information. Any such report shall be made
by the Contractor within twenty-four (24) hours after the instance has come to the attention of the
Contractor. The Contractor, at the sole discretion of the State, shall for a period of twelve (12)
months following an unauthorized disclosure or such longer period as may be required by
applicable law, provide no cost credit monitoring services for individuals that are deemed to be
part of a disclosure resulting from a breach of Contractor's systems due to Contractor's failure to
establish and maintain procedural, physical, and electronic safeguards designed to meet industry
standards. Additionally, in the event of such a breach, the Contractor shall bear the cost of
notification to individuals having personal identity information involved in an actual disclosure
event, including individual letters and/or public notice.

Reserved

Catalog of Services Supplements (Non-Prepriced Items).

a. During the term of this contract, the State may request that the Contractor update the
Catalog of Services with additional line items, otherwise known as “Non-Prepriced ltems”
or “NPIs.” The NPIs shall be within the general scope of services, The Stale shall
provide the Contractor with a written description of the NPI, and the Contractor shall

submit a price to the State for the NPI.
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b. The State requires that the pricing offered to the State for NPIs be competitive with
pricing offered to the market in general. The Contractor agrees that if during the Term of
the Contract the Contractor enters into an agreement with any other governmental
customer, by which it agrees to provide equivalent Services, then, upon the request of
the State the Contractor shall provide to the State documentation that substantiates the
pricing offered to the State as it compares to such government entities taking into
account the length of the Agreement, the size and scope of Services to be delivered and
any other factor that significantly impacts price or cost of operations. This may inciude,
but is not limited to, costs incurred by the Contractor for payment processing and other
component costs,

C. For any input resource that is a component of an NP, or for the NP itself, the State shall
have the option to require the Contractor to obtain three (3) bids for the item(s) in
question. If the State invokes this option, the Contractor must incorporate the item(s) with
the lowest bid price into its NP proposed cost. In this event, the Contractor will provide to
the State records of the bid and evaluation process to substantiate that the lowest bid
price(s) were used,

d. If the State and Contractor reach an agreement regarding the service(s) and the cost(s)
associated with the NP, the State will add the new line item(s) to Contract Attachment C,
Catalog of Services, through a memorandum to the project file.

e. All Contractor, Supplier, or Subcontractor pricing information used in determining the
price(s) for NPIs shall be subject to audit by the State, the Tennessee Comptroller of the
Treasury, or their duly appointed representatives. Such audit shall be performed during
normal business hours upon reasonable notice by the State.

Intellectual Property. The Contractor agrees to indemnify and hold harmless the State of
Tennessee as well as its officers, agents, and employees from and against any and all claims or
suits which may be brought against the State by a third party conceming or arising out of any
claim that a service or deliverable infringes any patent, copyright, trade secret or other intellectual
property right. In any such claim or action brought against the State, the Contractor shall, subject
to Section E15, satisfy and indemnify the State for the amount of any settiement or final
judgment, and the Contractor shall be responsible for all legal or other fees or expenses arising
from any such claim. Contractor shall not be liable to the extent such claim arises from: (a) use
of a service or deliverable in a manner or for a purpose not described in this Contract; (b) use of a
service or deliverable in combination with computer programs, processes, hardware, software,
data, systems, or services owned, licensed or provided by someone other than Contractor, its
subcontractors or agents pursuant to the Contract; (c) the State's products or services; (d)
modification, change, amendment, customization, or adaptation of any service or deliverable not
made or provided by Contractor; or () the State’s unreasonable failure to implement corrections
or changes provided by Contractor. If a claim of infringement has been asserted, or in
Contractor's opinion is about or likely to be asserted, Contractor may, at its option either: (1)
procure for the State the right to continue using the service or deliverable; (2) replace or modify
the service or deliverable so that it becomes non-infringing; or (3) terminate the portion of any
applicable SOW and refund all pre-paid fees covering future use of the service or
deliverable. The State shall give the Contractor notice of any such claim or suit and full right and
opportunity to conduct the Contractor's own defense thereof, however, the failure of the State to
give such notice shall only relieve Contractor of its obligations under this Section to the extent
Contractor can demonstrate actual prejudice arising from the State's failure to give notice. This
Section shall not grant the Contractor, through its attorneys, the right to represent the State of
Tennessee in any legal matter, as provided in Tenn. Code Ann, § 8-6-106.

Hold Harmless. The Contractor agrees to defend indemnify and hold harmless the State of
Tennessee as well as its officers, agents, and employees from and against any and all Claims, as
defined herein, asserted by a third party against the State, and shall indemnify and hold harmless
the State from and against any damages, costs, and expenses of such third party awarded

against the State by a final court judgment or an agreement settling such Claims in accordance
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with this Section and subject to Section E15. The term “Claim” means any action, litigation, or
claim by a third party alleging: (i) personal injury or property damage caused by Contractor's
negligence or willful misconduct in connection with this Agreement; or (ii) Contractor’s failure to
comply with any federal laws, rules and regulations applicable to FIS as a provider of a
service. The Contractor further agrees it shall be liable for the reasonable cost of attorneys for
the State to enforce the terms of this Contract. The obligation to indemnify under this Section E20
is contingent upon the State reasonably cooperating during defense and settlement efforts.

In the event of any suit or claim, the parties shall give each other immediate notice and provide all
necessary assistance to respond and the State shall give the Contractor full right and opportunity
to conduct the Contractor's own defense. The failure of the State to give notice shall only relieve
the Contractor of its obligations under this Section to the extent that the Contractor can
demonstrate actual prejudice arising from the failure to give notice. This Section shall not grant
the Contractor, through its attorneys, the right to represent the State in any legal matter, as the
right to represent the State is governed by Tenn. Code Ann. § 8-6-106. In connection with
Contractor's indemnification obligations for claims under E.19, and or for claims under E.20
regarding claims that have or could have an adverse effect on the Contractor or for which the
Contractor would be liable or would suffer damage to its reputation, the Contractors counsel will
collaborate with the State's counsel in determining the strategy and course of the litigation, and in
any event, no admission, concession, consent judgment, default judgment or settiement of such
claim or any part thereof shall be made without the consent of the State's counsel.

IN WITNESS WHEREOF,

LINK2GOV CORP, AN AFFILIATE OF FIDELITY INFORMATION SERVICES, LLC:

SIS

CONT OR SIGNATURE DATE

Tamny L Seeds [‘{)rrholkr Sales Finance.

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY {above)

DEPARTMENT OF FINANCE AND ADMINISTRATION:

{ a7 Digitally signed by Felenceo Hill
Date: 2015.04.02 15:01:11 -05'00'

LARRY B. MARTIN, COMMISSIONER DATE
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ATTACHMENT A

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:

FEDERAL EMPLOYER IDENTIFICATION NUMBER:
{or Social Security Number)

The Contractor, identified above, does hereby attest, certify, warrant, and assure
that the Contractor shall not knowingly utilize the services of an illegal immigrant
in the performance of this Contract and shall not knowingly utilize the services of
any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract.

P AW,

CONTRACTQH/SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Conlractor. If said ndividual is not
the chief executive or president, this document shall attach evidence showing the individual’s authority to contractually bind the
Contractor.

[;;m[:( [ ngg fmnd\e.r [les E;_amg
PRINTEDINAME AND TITLE OF SIGNATORY

2 LS
DATE OF ATTESTATION
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ATTACHMENT B
MERCHANT AGREEMENT

After contract award and prior to Contract approval, the State shall insert the
mutually agreed-upon merchant agreement following this page.
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CHASEQ'
Paymentech

STBMITTER MERCHANT
PAVMENT PROCESSING INSTRUCTIONS AND CUIDELINES

Paymenmtech, LLC (“Pgmersech™ or “we”, *us” or “our” and the like), for itself and om behalf of JPMorgan Chaze Bank, NA
(“Member"), is very excited about the oppartumity to join Link2Gav, Corp in providing you with state-of-the-art payment processing
services. When your Customess pay you through Link2Gov, Corp, you may be the recipient of a Card fimded payment. The
organizations that operate these Card systems (nuch as Viaa U.S.A., Inc. and MasterCard International Incorporated; collectively, the
YPaymest Brands™) require that you (i) enter into 2 direct contractual relationship with an entity that is 2 membes of the Payment
Brand and (ii) agree to comply with Payment Brand Rules as they pertain to applicable Card Transaction you submit through
LinkIGov, Corp. You are also required to fill out x Application with Paymentech. The Application provides Paymentech with
information relative to your processing practices and expectations.

By executing this document, you are fulfilling the Payment Brand Rule of entering mt> a divect contractual relationship with 2
mamber, and you are agraaing to comply with Pxyment Brand Rules 23 they partam to T ctions you submit for pr ing through
the Lmk2Gov, Corp service. We imderstand and acknowledge that you have costracted with Link2Gov, Corp to obtain Card
Frocessing services on your behalf and that Link?Gov, Corp may have agreed to be respomsible for your nbligations to us for such
Transactions and as set forth in these guidelines,

The following information is designed to inform and assist you a3 wa begin oor relationship.

1 Yowr A rds

= Youagres to comply with all Payment Brand Rules, as may be applicable to yon and m effect from time. You understand that we
may be required to modify these instructions and guidelines in order to comply with requirements imposed by the Payment
Brands.

*  In offering payment options to your customsers, you may elect any one of the following options. Thess acceptance options above
apply only to domestic transactions:
(1) Accept alf types of Visa xnd MasterCard cards, including consumer credit and debit check cards, and commarcial credit and
debitichack cards;
(2) Accept only Visa and MasterCard credit cards and commercial cards (If you select this option, yoo mmst accept all comsumer
eredit cards (but not consumer debit'chack cards) and all commercial card products, inchiding business debit/check cards); or
(3) Acoept only Visa and MaderCard consumer debit/check carda (If you select this option, you must accept all consumer
debit’check card products (but not burimess debit/check cards) and refuse to accapt any kind of credit cards).
® If vou choose tn Limit the types of Visa and MasterCard cards vou accept, you must display appropriate sigmage o indicate
acceptance ofitha Limited acceptmce category you have selected (that is, accept only debit'check eard products or only cradit and
commarcial products).
¢ For recurring transartions, you must obtain a written request or similar authentication from your Customer for the goods and'or
serviees to be charged to the Customer’s Card, specifiing the frequency of the recurring charge and the duration of hme durmg
which such eharges may be made.

2 Sevlewang
*  Upon our recaipt of your Transactions, wa will process your Transactions to facilitate the funds transfar between the
Payment Brands, vou and Link2Gov, Corp. Unless otherwise agreed to by the parties, after we receive credit for such
g::hm“.u, we will provide provisional credit to one or moze of the Bank Aceount(s) vou designate berein under the “Fimdmg
edule” section.

*  You must not submit Transactions for payment until the goods are delivered, shipped. or the servicas are performed. If a
Customer disputes being charged for merchandise or services before receiving them, the resubt may be a Chargeback to you

3. Chergabucks
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You may receive 2 Chargeback for 2 number of The following are some of the most common reasons fior Chargebacks,

but i no way is this meant 1o ba an exbhanstive list of all Chargeback reasons:

(1) You do not issue 2 refimd to a Customer upon the return or non-delivery of goods or services;

(2) An authorization‘approval code was required and not obtained;

(3) The Transaction was fraudulent;

@) 'l'thulmd.ilp\ﬂQsthCndnhmhnimnnmhnhdmmhﬁw,ardﬂim:ﬂutﬂnnleilsuhjacﬂo:sﬁ-aﬂ',
defensa or counterclam; or

(5) The Customer refuses to make payment for a Card sals becanse in the Customar’s good faith opiniom, 2 elaim or complaint
has not been resolved, or has baen resolved by you but in an unsatisfactory manner.

Datn Security and Privacy

By si;ningbe[uw.}-nnnpmn!tomﬁnymgg_-gghxw:mwm,\-&:dbfumﬂhn(mbnﬂa:Cuﬂm'u primary
account number, expiration date, secarity code or personal identification number) and you will not request access to such Card
Information from Link2Gov, Cosp. In the event that you do happen to receive Card Information in copnection with the processing
services provided by Link2Gov, Corp or Paymentech under these puidelines, you agree that you will not use it for any fraudulent
purpose or in yiolation of any Paymest Brands or applicable law and you will comply with all applicable Payment Brand Rules
and Security Standards. I.t'a!nytimaymbclintthtCmﬂhfm:ﬁmhubwwwmiud.ywmtnuifymmpﬁyud
assist in providing notification to the proper parties. You must ensure your comphiance with all Secunty Standards that are
applicable to you and which may ba publiched from time to time by the Payment Brands. [f any Payment Brand requires an audit
of}'oudntoadzhm:nrilympoﬂ:tnmmmmmdcvm,mwutommm:n& You may not use any
Card Information other than for tha sole purpose of completing the T ion authorized by the Customer for which the
information was provided to you, or as specifically allowed by Payment Brand Rales, or required by law. In the event of your
failure, incloding bankrupicy, insolvency or other suspension of busi operations, yon shall not sell, tranafer or disclose any
materials that contain T etion information or Card Information io third parties.

Funding Scheduls
InuderbuuiwfnlhﬁmP:}mh,gmmtmhhhmuxmbmkmﬁs)nlhnk&ai'u:mmbuaﬂhn
Antomated Clearing House (“ACH™) system and the Federal Resarve wire system (the “Bank Account”). You must designate at
lenimBmi::'-\nmmﬂfort!mdqamﬂnﬂxeﬂiunntofﬁmdn.ndlhdabilofnyﬁnzndeommxhhdwi&?a}mm:ch's
processing of the Trmusetions (all auch designated Bank Accounts shall be collectivaly referred to herem as the “Settlement
Accomnt™). You authorize Paymentech to initizte electronic credit and debit entries and adjustments to your Settlement Accounnt
in accordance with this Section 5. 'We will not be liable fop any delays in receipt of fimds or errora in Settiement Account entries
cansed by third parties, including but not limited to delays or ertars by the Payment Brands or your bank.

Uuless othernise agreed to by tha parties, the procasds payable to the Settlemaent Account shall be aqual to the amounts received
by us in yespect of your Card trmsactions leas all Chargebacks, Castomer refunds and other applicable charges. Such amounts
veill be paid into the Settlement Account prompthy following our receipt of the funds. If the procesds payable fo the Settlement
Account do not represent u:ﬂiﬂdaodib,«&ummmmdouadh\'llmﬁninﬂbﬂmﬂtup:}'mhmﬁnm
you under thess guidelines, we may pursue ona or more of the following options: (3) deznand and receive immadiate payment for
such amounts; (i1) debit 2 Bank Accourt for the amount of the negativa balanee; (i) withhold settlement payments to the
Settlement Account until all amounts are paid, (iv) delay presentation of refimds until 2 payment is made to us of a mfficient
amount to cover the nepative balance; and (v) pursue any remedies we may have at law or in equity.

Unless and motil we 1eceive nritten instructions from vou to the contrary, all amounts payable by Paymentech to vou will be
deposited in the Setilement Account designated and authorized by you as set forth belomv:

Nameof Banks
ABAXo.
Accomt No.:
Account Name: ____
Reference:
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8 Conveniance Fea Tranvactiony, You and Link2Gov, Corp hereby agree that

¢ (i) all Convanienca Fea Transactions will be subnitted by Link2Gov to Paymentech under that certain Submitter Agreement
entered fto by smd between Link2Gov and Paymentech; (i) all Card transactions will be submitted by Link2Gov on your
bdu,l.l'to Paymentech mnder the terms of these Pnvment Processing Instroctions and Guidelines, (in) all Paymentech
processing fees, inferchange and assessmant faes, or other feas that may arise from or relata to the Comvenience Fee
'[nnn:hon lblllblpudbj Lk Gov, (iv) anpnmntuhmmmgfeu,m&nge and assesament fees, or other fees
that may apply associated with Card transactions shall be paid by Link2Gov, (v) all Chargebacks (but not chargeback fees},
returns amd smmilar charges arising from or relating tv Cad transactions shall be paid by you, (vi) all Chargebacks,
Chargeback fees, fands transfer fees, rehons and similar charges arising &mmuhﬁngmeuimFuTma:ﬁnm
shall ba paid by Link1Gov, (vii) all fusds tranafir faes, Chargeback foes and similar charges related to Card transactions
shall be paid by Link2Gov (1.1.n)mmﬂmuleMCmmmPuTmmMm]lhpndmu} to a bank
account designated by Limk2Gov, M(n):ﬂsdﬂmdﬁnﬂ:fm&:dhmncﬁmmﬂbewddu&ﬂ\ to a baok aceount

designated by you in aceordance with the Fundmyg Schedule Section 5.

z itiony

“Applicarion” is a stad t of your financial condition, 2 deseription of the charactemistics of your bux ar organization, and
related information vou have previously or concurrently submitied to us, ineluding credit and financial information.
“Card“unmotm,nt id of m it "‘mdahbhshadbtlwm:Cwmdanymﬂwud,a:

e ]

utives or bers of a2 Payment Brand that you zccept from Cortomers as payment for a good or service. Payment
Instrumesty inchade, but are not limited to, credit and debit cards, slored valne eards, loyalty cards, electronic gikt cards, authorized
account or access aumbers, papar certificatea and credit accounts.

“Chergsback” in a reversal of 2 Transaction you previously presested to Paymentech pursuant 1o Payment Brand Rules.

“Ce L Fas T jou” is 2 T tion repreventing a charge to a customer's Card for the convenience of using the
payment channel offered by vou and Link2Gov, Corp.

“Cusomer” is the person or entity lo whom a Card is issved or who is otherwise amthorized to use 2 Payment Instrument.

“Mambar” is JPMorgan Chase Bank X_A. or other entity providing sp hip to Paymentech as required by all applicable Povment
Brand Your acceptance of Payment Brand products is extended by the Member.
"Payment Brand" is any payment method provider whose payment method is ted by Paymentech for p mg, including, but

not limifed to, Vim, US.A, Inc., MasteCard International, Inc., IhmwcleSmu,lLCudod:saedrtmdhhtc:d
pwndn:,debﬁneﬂwrkpm‘:dm pﬂmdmﬂn&umnh.ndlm’ah) program providers. Payment Brand also mclodes tha
Payment Card Industry Security Stadards Comeil.

" Paymens Brond Rules™ are the bylaws, mles, and regubations, as they axist from tima to tima, of the Payment Brands.

"Cerd Infermation ™ is info ion related to 2 Customer or the Customer's Card, that is obtained by you or Link2Gov, Corp from
the Customer's Card, or from the Customer in conmection with his or her use of 3 Card (for mample a security code, a PLY namber, or
the custamer's zip code when provided as part of an address verification system), Without limiting the formgoing, such informabion
may nchude a the Card account mmber and expiration date, the Customer’s name or date of birth, P data, security code data (sach
as CVV2 and CVC?) and any data read, scanned, mprinted, or otherwise obtained from the Payment Instnument, whether printed
thereon, or mapmetically, electronically or otherwise stored thereon.

“Paymantech”, “we", "our”, and "us” is Payvmentech, LI.C, 2 Delaware limited lizbility company, having its principal office at 14221
Dallay Padeway, Dallas, Texas 75234,

“Security Standerds™ are all rules, regulations, standards or guidalines adopted or required by the Payment Brands or the Payment
Card Industry Security Standards Council relating to privacy, data security and the safeguarding, disclonure and handling of Payment
Instrument Information, meluding bot not limited to the Pl)'mﬂlt Card Industry Data Security Standarde (“PCI DSS"), Visa's
Cardholder Infommation Secunity Program (“CISP"), Discover’s Information Security & Compliance Program, American Express's
Datz Security Operating Policy, MasterCard's Site Data Protection Program (“SDP*), Visa’s Payment Application Best Practices
(“PABP"), the Payment Card Industny’s Poyment Application Data Security Standard ("PA DSS™), MasterCard's POS Teminal
Security program and the Payment Card Industry PIN Entry Device Standard, in each case as they may be amended from time to
time.

“Transaction” is a transacticn conducted between a Customer and you utilizing a Card in which consideration is exchanged between
the Costomer and you

[Signanoe page 10 follow]
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Plaase acknowledga your seceipt of these instructions and guidelines and your agresment to comply therewith.

Agroed and Accepted by Agread and Accopted byt
i P.-\ﬂi&\’l‘ﬂ% m:;d on behalf of
Address (rmt o Trpe) Bx:
B, Nata, Tide Prim ot Typ0) Title; Manaring Director, Credit Portfolio Management
™ Dats;
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ATTACHMENT C
CATALOG OF SERVICES - UNIT PRICES

After contract award and prior to Contract approval, the State shall insert the
mutually agreed-upon catalog of services — unit prices following this page.
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ATTACHMENT C

CATALOG OF SERVICES - UNIT PRICES

Cost
Item Description Unit Contract | Contract | Contract [ Contract | Contract
Year 1 Year 2 Year 3 Year 4 Year 5
Authorization and Processing Fees: (Contract Sections A.2, A.4, A.6, A9, &
A.12) B
American Express -Percentage
Rate per $ Volume (. XXXX%)
(includes PIN-less debit /$ Volume 0.0500 0.0500 0.0500 0.0500 0.0500
transactions)
American Express - Cost per Item
($.XXXX) (includes PIN-less debit / ltem 0.1200 0.1200 0.1200 0.1200 0.1200
transactions) [ —
Discover - Percentage Rate per $
Volume ( XXXX%) (includes PIN- / $ Volume 0.0500 0.0500 0.0500 0.0500 0.0500

less debit transactions) B - -
Discover - Cost per Item ($.J0(XX)
(includes PIN-less debit / Item 0.1200 0.1200 0.1200 0.1200 0.1200
transaclions) o
MasterCard -Percentage Rate per
$ Volume (. XXXX%) (includes PIN- | /$ Volume 0.0500 0.0500 0.0500 0.0500 0.0500
| less debit transactions)
MasterCard - Cost per ltem
($.XXXX) (includes PIN-less debit ! ltem 0.1200 0.1200 0.1200 0.1200 0.1200
_transactions)
Visa - Percentage Rale per $
Volume (.XXXX%) (includes PIN- / $ Volume 0.0500 0.0500 00500 0.0500 0.0500
less debit transactions) . |
Visa- Cost per Item ($.XXXX)

(includes PIN-less debit / ltem 0.1200 0.1200 0.1200 0.1200 0.1200
transactions) !
Virtual Terminal Transaction - Cost
per ltem ($.XXXX) o / Item 0.0000 0.0000 0.0000 0.0000 0.0000
On-line Debit Card (PIN-based) -
Cost per Item ($.XXXX) / ltem 0.1200 0.1200 0.1200 0.1200 0.1200
| E-Check - Cost per Item ($.XXXX) / ltem 0.0700 0.0700 0.0700 0.0700 0.0700
Government Program: B |
(Contract Section A.11) B
Service Fee Percentage Rate per $
Volume (X XXXX%) /'$ Volume 2.3500 2.3500 2.3500 2.3500 2.3500
E-Check - Cost per Item ($.XXXX) { Item 0.9500 0.9500 0.9500 0.9500 0.9500
Other Charges: (Contract
Section A.13) N
| Chargeback Fee / Chargeback 15.0000 15.0000 15.0000 15.0000 15.0000
| E-check Return Fee / Return 3.0000 3.0000 [ 3.0000 3.0000 3.0000

Purchase of Compatible Equipment; (Contract Sections A.17 & A.24) (1-time purchase cost not a monthly
_cost); (includes all costs lo function, shipping/handling, and all servicing and maintenance)
Purchase of Magnetic Card
e T /Reader | 750000 | 75.0000 | 750000 | 750000 | 75.0000
1DMB-3361338 .
Purchase of EMV Level 1 & 2
Compliant POS Terminal &
Software ! Terminal 742.0000 7420000 742.0000 742.0000 742.0000
Davice Type: VeriFone MX850
_and all necessary cables
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Purchase of EMV Level 1 & 2
Compliant POS Terminal &

Software / Terminal 769,0000 769.0000 769.0000 769.0000 769.0000
Device Type: VeriFone MX870
and all necessary cables _ o -
Purchase of EMV Level 1 & 2
Compliant POS Terminal &
Software / Terminal 844.0000 844.0000 844.0000 844.0000 844.0000
Device Type: VeriFone Mx915 and
all necessary cables
Payment Application
Development: (Contract
Section A.5) - R =
New Application Setup (1-time set- T
up cost not a monthly cost) !/ Application | 500.0000 500.0000 500.0000 500.0000 500.0000
Web Development Fee for basic
web page(s) (1-time set-up cost not | / Application | 3000.0000 | 3000.0000 | 3000.0000 | 3000.0000 | 3000.0000
a monthly cost) o . |
Web Development Hourly Rate for
cu _sm mized web page(s) / Hour 120.0000 120.0000 120.0000 120.0000 120.0000
Hosting and Maintenance Fee per ! Application
Month per Month 0.0000 0.0000 0.0000 0.0000 0.0000
Prepaid Card System:
(Contract Section A.31)
System Selpi{+ime setp cost I oo | sooooo | soooco | soco00 | si000 5,0000
not a monthly cost) s P : ' ’ ' '
| ystem I
/ Closed-
. .. . Loop
Database & Online Administration System per 11.0000 11.0000 11.0000 11.0000 11.0000
Month o
AEECasiAcistonE el f Card 0.1200 0.1200 0.1200 0.1200 0.1200
Frepaid Card Reloading - Perltem | Transaction | 0.1200 0.1200 0.1200 0.1200 0.1200
propaid Card Redemption - Per | Transaction | 01200 0.1200 0.1200 0.1200 0.1200
Balance Inquiry - Per ltem Cost - ! Inquiry 0.1200 0.1200 0.1200 0.1200 0.1200
Custom Printed Cards - Per ltem /1,000
Cost Cards 0.4500 0.4500 0.4500 0.4500 0.4500
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ATTACHMENT D

Sample Summary Invoice
(sample presents the required data items but the layout may vary)
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Summary Inv oice
For State of Tennessee
14th Floor, Division of Accounts

W.R. Snodgrass Bldg
312 Rosa L. Parks Avenue North

Nashville, TN 37243

Contract Number
Contractor Name
Contractor Remittance Address

Account name:

Account/Customer Number:
Inwice Reference Number:

Contractor Federal Emplayer Identification Number Senvce for the Month of . Year
Contractor Contact Inwice Date:
Contact Phone Number: Page: #
Code
(e.g. %per$ | §per
Description Quantity | MCC) $ Volume | Volume | item Total
|INTERCHANGE, DUES, ASSESSMENTS, FEES AND RATES
Visa
(e.g. CPS/Relail 2 for Select Emerging Merkels Credit) XXxX| (e.g. VCR2) | S$XXXXXX.XX| XXXXXX| $ X.XX|$§ XXX
MasterCard
(e.g. Merit i) XXXX| (e.9. MM3) | $XXXJOXXX| XXXXXX| § XXX|$  XXX.XX
Dehit Cards
(e.g. Star Tier 3 Retail) X, XXX XAXX SO XKAKXK] XXX $§ XXX] $ KX KX
Discover Rate X, XXX $00OOCKX | XXIOOX $ YOO XX
American Express Rate X, XXX SO IOKXX | XXXKXX $ YXXAXX
Total for Interchange, Dues, Assessments, Fees, Rales:$  XXXXX
AUTHORIZATION AND PROCESSING FEES
Visa XXX $ 000000 XX XXX $ XXX| § 200 XX
MasterCard X XXX $ 2000 X000XX]| MO XKXX] $ XXX| § HHH KX
Discower - POS X, XXX $20000000XX | XXI0OKX| $ XXX| S XXX XX
Discover - Intemet X0 $ 000000XX | X0 § XXX| $ YOO XX
American Express - POS X, XXX $ XO0C XK XX $ XXX| S XXAXX
American Express - Intemet X, XXX $ YOO XXX XX $ XXX| S XK XX
Debit Cards X XXX $ XXX| % YOXK. XX
Virtual Terminal X, XXX $ XXX| S XK XX
Total for Authorization and Processing Fees: $ 20X
EQUIPMENT FEES
(e.y. Termninal and Software charges) X, XXX $ XXX[$  XXXXX
(e.g. Terminal and Software charges) XXX $ XXX|$ XXHKXK
Total for Equipment Fees: $ JOOLXX
EQUIPMENT MAINTENANCE FEES ]
Mont_hly Maintenance/Support for POS X XXX s xxx| s YOOI
Termminal & Software
Total for Equipment Mainlenance Fees. YOOLXX
MERCHANT IDENTIFICATION # FEES
New Merchant Identification Number Setup X XXX $ XXX|§ XXX XX
Merchant Identification Number Malntenance XXXX $ XXX| % XX XX
Total for Merchant ldentification # Fees: $  OKXX
Grand Total $




ATTACHMENT E
Sampile Billing Detail by MID
(The sample follows this page; sample presents the required data items but the layout may vary)
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Billing Detail by MID

For State of Tennessee

14th Floor, Division of Accounts Merchant Name:
W.R. Snodgrass Bldg Merchant ID:
312 Rosa L. Parks Avenue North

Nashville, TN 37243

Contract Number Account name:
Contractor Name Account/Customer Number:
Contractor Remittance Address Inwice Reference Number:
Contractor Federal Employer Identification Number Senvce for the Month of , Year
Contractor Contact Invoice Date:
Contact Phone Number. Page: #
Cade
(e.g. %per$ | §per
Description Quantity | MCC) $ Volume | Volume | item Total
INTERCHANGE, DUES, ASSESSMENTS, FEES AND RATES
Visa
(e.g. CPS/Relail 2 for Select Emerging Markels Credit) WXXX| (e.g. VCR2) | SXXXJOOCKX]  XAXKAXX| § XXX| B XUXKXX
MasterCard
(e.g. Merit Ill) XXXX| (e.g. MM3) | SX0000CKX] X0 | § XXX| § XXX XK
Debit Cards
(e.g. Star Tier 3 Relail) X XXX 2000( SXOOLIOOLXK]  XHXOOX | § XXX| § X000
Discowver Rate X XXX EAOCIOOCKK] I XKKXK $ KKK XX
American Express Rate X XXX SROOOCKR | KOLXXXX $ JOUKXX
Total for Interchange, Dues, Assessments, Fees, Rates:§  X00{XX
AUTHORIZATION AND PROCESSING FEES
Visa X XXX $ JOOLXXX XX XXX § XXX| § HHUKXX
MasterCard X XXX $00000CKX]| X000 § XXX § XXUXX
Discover - POS XXX $00CMOCXX]  XAXMXX| § XXX| § XX
Discover - Internet KXXX $ OO XAX XK XX XXXX| § XXX| § 0L XX
American Express - POS KXXX X6 XXX XX § XXX| § YOO XX
American Express - Intemet X XHX $ OO0 XXX XX § XxXx| s K XX
Debit Cards X XXX § XXX| § HKXK XX
Virtual Terminal X, XXX $ XXX| § XXX XX
Total for Authorization and Processing Fees: $ MOOLXK
EQUIPMENT FEES
(e.g. Terminal and Software charges) X XXX $ XXX| 3 YOO XX
(e.g. Terminal and Software charges) X XXX $ XXX| § XXXXX
Total for Equipment Fees: §  00LXX
EQUIPMENT MAINTENANCE FEES
Mont!\ly Maintenance/Support for POS X XXX s xxx| s XXXXX
Terminal & Software
Total for Equipment Maintenance Fees: § 00X
MERCHANT IDENTIFICATION # FEES o
New Merchant Identification Number Setup X XXX $AXX[S  OUXX
Merchant ldentification Number Maintenance K XXX $ AXX| 8 XA
Total for Merchant ldentification # Fees: $ JOOLXX

Grand Total $




Sample Fee Per MID
(sample presents the required data items but the layout may vary)

IFe- Per MID I
For State of Tennossee

14th Floor, Division of Accounts
W.R. Snodgrass Bidg

312 Roma L. Parks Avenus North
Nashville, TN 37243

Contract Number Account name:
Contractor Name Account/Customer Number:
Contractor Address Involce Number:
Federal Employar Kentification Number Sendce for the Month of Year
Contraclor Comtact Imwoice Date:
Contact Phone Mumber: Page: #
MERCHANT AMOLINT

Marchant D H000LXN
’WM (s ] JOOOLXK
| ] XXX XX
[gmm o HHXXK
1 [+ XXX
l!-mm oW XXX
Marchant D# JOVOLRX
A (57 OCKKXKH
Marchant D¢ ROOLXX

m D 00X |
Mercham D8 HOOLXX
|Nhn:hnm [+ 200LXNH

ATTACHMENT F




Attachment G
Performance Bond

PERFORMANCE BOND

The Surety Company issuing bond shall be licensed to transact business in the State of
Tennessee by the Tennessee Department of Commerce and Insurance. Bonds shall be
certified and current Power-of- Attorney for the Surety's Altorney-in-Fact attached.

KNOWALL BY THESE PRESENTS:

That we,

(Name of Principal)

(Address of Principal)

as “Principal,” and

(Name of Surety)

(Address of Surety)

as “Surety,” acknowledge ourselves indebted and securely bound and held unto the State of
Tennessee as "Obligee,” and in the penal sum of Dollars

($ ), good and lawful money of the United States of America, for the use and
benefit of those entitled thereto, for the payment of which, well and truly to be made, we bind
ourselves, our heirs, our administrators, executors, successors, and assigns, jointly and
severally, firmly by these presents.

BUT THE CONDITION OF THE FOREGOING OBLIGATION OR BOND IS THIS:
WHEREAS, the Obligee has engaged the Principal for a sum not to exceed Contract

Maximum Liability: Dollars ($ ) to
complete the work detailed inthe Contract Scope of Services.




NOW, THEREFORE, ifthe Principal shall fully and faithfully perform all undertakings and
obligations under the Cantract and shall fully indemnify and hold harmless the Obligee from
all costs and damage whatsoever which it may suffer by reason of any failure on the part of
the Principal to do so, and shall fully reimburse and repay the Obligee any and all outlay
and expense which it may incur in making good any such default, and shall fully pay for all
of the labor, material, and work used by the Principal and any immediate or remote sub-
contractor or furnisher of material under the Principal in the performance of the Contract, in
lawful money of the United States of America, as the same shall become due, then this
obligation or bond shall be null and void, otherwise to remain in full force and effect,

AND for value received, it is hereby stipulated and agreed that no change, extension of time,
alteration, or addition to the terms of the Contract or the work to be performed there under or
the specifications accompanying the same shall in any wise affect the obligation under this
bond, and notice is hereby waived of any such change, extension of time, alteration, or
addition to the terms of the Contract or the Work or the specifications.

PROVIDED, HOWEVER, that in no event shall the Surety's liability exceed the penal sum of this bond.

IN WITNESS WHEREOF the Principal has hereunto affixed its signature and Surety
has hereunto caused to be affixed its corporate signature and seal, by its duly
authorized officers, on this

day of ?

WITNESS:

(Name of Principal) (Name of Surety)

ziuzed Signature of Principal) (Signature of Attomey-in-Fact)

Tl,l.mmu L Seeds

'
{Name of Signatory) (Name of Attomey-in-Fact)

Cerﬁ-rz:.\\c( [Dales ;:I-MM-:,

(Title of Signatory) (Tennessee License Number of Surety)



11-01-16 AMEND REQUEST

Amendment Request

This request form is not required for amendments to grant contracts. Route a completed request, as one file in PDF format,
via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

APPROVED

CHIEF PROCUREMENT OFFICER DATE
Agency request tracking # 31701-05043
1. Procuring Agency F&A Division of Accounts
2. Contractor Link2Gov Corp, an affiliate of Fidelity Information Services, LLC
3. Edison contract ID # 45449
4. Proposed amendment # 1
5. Contract’s Original Effective Date May 26, 2015
6. Current end date May 25, 2020
7. Proposed end date May 25, 2021

8. Current Maximum Liability or Estimated Liability $ 17.000.000.00

9. Proposed Maximum Liability or Estimated Liability $ 23.800.000.00

10. Strategic Technology Solutions Pre-Approval Endorsement

Request |:| Not Applicable |X| Attached
— information technology service (N/A to THDA)

11. eHealth Pre-Approval Endorsement Request

— health-related professional, pharmaceutical, laboratory, or imaging |X| Not Applicable D Attached

12. Human Resources Pre-Approval Endorsement Request

— state employee training service IX' Not Applicable |:| Attached

13. Explain why the proposed amendment is needed

The program area is currently developing an RFP to obtain these services. The State’s ultimate
goal is for the new contract to be an enterprise-wide solution, with additional functionality
(including tokenization to provide increased security). The current contract has seen volume
growth, reduced transaction rates, and increased adoption by agencies to allow credit card and
other electronic payments. The program area believes that it is necessary to extend the end date
of the current contract for an additional year, to provide a longer overlap period between the old
and new contracts to enable the agencies to make needed system changes if a new provider is
selected. This overlap will help to ensure that current users of the system have sufficient time to
transition from the old contract, while new users/applications would be expected to come online
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Agency request tracking # 31701-05043

under the new contract.

14. If the amendment involves a change in Scope, describe efforts to identify reasonable, competitive,
procurement alternatives to amending the contract.

The scope remains the same.

Signature of Agency head or authorized designee, title of signatory, and date (the authorized desighee may
sign his or her own name if indicated on the Signature Certification and Authorization document)
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CONTRACT AMENDMENT COVER SHEET

Agency Tracking # Edison ID Contract # Amendment #
31701-05043 45449 N/A 1
Contractor Legal Entity Name Edison Vendor ID
Link2Gov Corp, an affiliate of Fidelity Information Services, LLC 89753
Amendment Purpose & Effect(s)
Amendment extends contract end date and increases contract value.
Amendment Changes Contract End Date: & YES |:| NO End Date: May 25, 2021

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A):

$ 6,800,000.00

Funding —

FY State Federal Interdepartmental Other TOTAL Contract Amount
2015 $545,696.60 $545,696.60
2016 $4,490,082.05 $4,490,082.05
2017 $4,205,660.12 $4,205,660.12
2018 $3,592,052.97 $3,592,052.97
2019 $3,400,508.26 $3,400,508.26
2020 $3,815,000.00 $3,815,000.00
2021 $3,751,000.00 $3,751,000.00

TOTAL: $23,800,000.00 $23,800,000.00

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other
obligations.

CPO USE

Speed Chart (optional) Account Code (optional)

N/A 70803000
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AMENDMENT 1
OF CONTRACT 45449

This Amendment is made and entered by and between the State of Tennessee, Department of Finance
and Administration, hereinafter referred to as the “State” and Link2Gov Corp, an affiliate of Fidelity
Information Services, LLC, hereinafter referred to as the “Contractor.” For good and valuable
consideration, the sufficiency of which is hereby acknowledged, it is mutually understood and agreed by
and between said, undersigned contracting parties that the subject contract is hereby amended as
follows:

1. Contract section B is deleted in its entirety and replaced with the following:
B. CONTRACT PERIOD:

This Contract shall be effective for the period beginning May 26, 2015, and ending on
May 25, 2021. The Contractor hereby acknowledges and affirms that the State shall
have no obligation for services rendered by the Contractor which were not performed
within this specified contract period.

2. Contract section C.1 is deleted in its entirety and replaced with the following:

C.1. Maximum Liability. In no event shall the maximum liability of the State under this
Contract exceed Twenty-Three Million, Eight Hundred Thousand Dollars, and No Cents
($23,800,000.00). The payment rates in section C.3 shall constitute the entire
compensation due the Contractor for all service and Contractor obligations hereunder
regardless of the difficulty, materials or equipment required. The payment rates include,
but are not limited to, all applicable taxes, fees, overheads, and all other direct and
indirect costs incurred or to be incurred by the Contractor.

The Contractor is not entitled to be paid the maximum liability for any period under the
Contract or any extensions of the Contract for work not requested by the State. The
maximum liability represents available funds for payment to the Contractor and does not
guarantee payment of any such funds to the Contractor under this Contract unless the
State requests work and the Contractor performs said work. In which case, the
Contractor shall be paid in accordance with the payment rates detailed in section C.3.
The State is under no obligation to request work from the Contractor in any specific dollar
amounts or to request any work at all from the Contractor during any period of this
Contract.

3. Contract section E.16 is deleted in its entirety and replaced with the following.

E.16. Personally Identifiable Information. While performing its obligations under this Contract,
Contractor may have access to Personally Identifiable Information held by the State
(“PlI"). For the purposes of this Contract, “PlI” includes “Nonpublic Personal Information”
as that term is defined in Title V of the Gramm-Leach-Bliley Act of 1999 or any successor
federal statute, and the rules and regulations thereunder, all as may be amended or
supplemented from time to time (“GLBA”) and personally identifiable information and
other data protected under any other applicable laws, rule or regulation of any jurisdiction
relating to disclosure or use of personal information (“Privacy Laws”). Contractor agrees it
shall not do or omit to do anything which would cause the State to be in breach of any
Privacy Laws. Contractor shall, and shall cause its employees, agents and
representatives to: (i) keep Pl confidential and may use and disclose PIl only as
necessary to carry out those specific aspects of the purpose for which the PIl was
disclosed to Contractor and in accordance with this Contract, GLBA and Privacy Laws;
and (ii) implement and maintain appropriate technical and organizational measures
regarding information security to: (A) ensure the security and confidentiality of PII; (B)
protect against any threats or hazards to the security or integrity of Pll; and (C) prevent
unauthorized access to or use of PIl. Contractor shall immediately notify State: (1) of any
disclosure or use of any PIl by Contractor or any of its employees, agents and
representatives in breach of this Contract; and (2) of any disclosure of any PII to
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Contractor or its employees, agents and representatives where the purpose of such
disclosure is not known to Contractor or its employees, agents and representatives. The
State reserves the right to review Contractor's policies and procedures used to maintain
the security and confidentiality of PIl and Contractor shall, and cause its employees,
agents and representatives to, comply with all reasonable requests or directions from the
State to enable the State to verify or ensure that Contractor is in full compliance with its
obligations under this Contract in relation to Pll. Upon termination or expiration of the
Contract or at the State’s direction at any time in its sole discretion, whichever is earlier,
Contractor shall immediately return to the State any and all PIlI which it has received
under this Contract and shall destroy all records of such PII.

The Contractor shall report to the State any instances of unauthorized access to or
potential disclosure of Pl in the custody or control of Contractor (“Unauthorized
Disclosure”) that come to the Contractor’s attention. Any such report shall be made by
the Contractor within twenty-four (24) hours after the Unauthorized Disclosure has come
to the attention of the Contractor. Contractor shall take all necessary measures to halt
any further Unauthorized Disclosures. The Contractor, at the sole discretion of the State,
shall provide no cost credit monitoring services for individuals whose PII was affected by
the Unauthorized Disclosure. The Contractor shall bear the cost of notification to all
individuals affected by the Unauthorized Disclosure, including individual letters and public
notice. The remedies set forth in this Section are not exclusive and are in addition to any
claims or remedies available to this State under this Contract or otherwise available at
law.

4. Contract Section E.17 is deleted in its entirety and replaced with the following:

E.17. Contractor Hosted Services Confidential Data, Audit, and Other Requirements.

a. “Confidential State Data” is defined as data deemed confidential by State or
Federal statute or regulation. The Contractor shall protect Confidential State Data
as follows:

(1) The Contractor shall ensure that all Confidential State Data is housed in the
continental United States, inclusive of backup data.

(2) The Contractor shall encrypt Confidential State Data at rest and in transit
using the current version of Federal Information Processing Standard
(“FIPS”) 140-2 validated encryption technologies.

(3) The Contractor and the Contractor’s processing environment containing
Confidential State Data shall either (1) be in accordance with at least one of
the following security standards: (i) International Standards Organization
(“1SO™) 27001; (ii) Federal Risk and Authorization Management Program
(“FedRAMP™); or (2) be subject to an annual engagement by a CPA firm in
accordance with the standards of the American Institute of Certified Public
Accountants (“AICPA”) for a System and Organization Controls for service
organizations (“SOC”) Type Il audit. The State shall approve the SOC audit
control objectives. The Contractor shall provide proof of current ISO
certification or FedRAMP authorization for the Contractor and
Subcontractor(s), or provide the State with the Contractor’s and
Subcontractor’'s annual SOC Type Il audit report within 30 days from when
the CPA firm provides the audit report to the Contractor or Subcontractor.
The Contractor shall submit corrective action plans to the State for any
issues included in the audit report within 30 days after the CPA firm provides
the audit report to the Contractor or Subcontractor.

If the scope of the most recent SOC audit report does not include all of the
current State fiscal year, upon request from the State, the Contractor must
provide to the State a letter from the Contractor or Subcontractor stating
whether the Contractor or Subcontractor made any material changes to their
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control environment since the prior audit and, if so, whether the changes, in
the opinion of the Contractor or Subcontractor, would negatively affect the
auditor’s opinion in the most recent audit report.

No additional funding shall be allocated for these certifications,
authorizations, or audits as these are included in the Maximum Liability of
this Contract.

(4) The Contractor must annually perform Penetration Tests and Vulnerability
Assessments against its Processing Environment. “Processing Environment
shall mean the combination of software and hardware on which the
Application runs. “Application” shall mean the computer code that supports
and accomplishes the State’s requirements as set forth in this Contract.
“Penetration Tests” shall be in the form of attacks on the Contractor’s
computer system, with the purpose of discovering security weaknesses
which have the potential to gain access to the Processing Environment’s
features and data. The “Vulnerability Assessment” shall be designed and
executed to define, identify, and classify the security holes (vulnerabilities) in
the Processing Environment. The Contractor shall allow the State, at its
option, to perform Penetration Tests and Vulnerability Assessments on the
Processing Environment.

(5) Upon State request, the Contractor shall provide a copy of all Confidential
State Data it holds. The Contractor shall provide such data on media and in a
format determined by the State.

(6) Upon termination of this Contract and in consultation with the State, the
Contractor shall destroy all Confidential State Data it holds (including any
copies such as backups) in accordance with the current version of National
Institute of Standards and Technology (“NIST”) Special Publication 800-88.
The Contractor shall provide a written confirmation of destruction to the State
within ten (10) business days after destruction.

b. Minimum Requirements

(1) The Contractor and all data centers used by the Contractor to host State
data, including those of all Subcontractors, must comply with the State’s
Enterprise Information Security Policies as amended periodically. The State’s
Enterprise Information Security Policies document is found at the following
URL:
https://www.tn.gov/finance/strategic-technology-solutions/strategic-
technology-solutions/sts-security-policies.html.

(2) The Contractor agrees to maintain the Application so that it will run on a
current, manufacturer-supported Operating System. “Operating System” shall
mean the software that supports a computer's basic functions, such as
scheduling tasks, executing applications, and controlling peripherals.

(3) If the Application requires middleware or database software, Contractor shall
maintain middleware and database software versions that are at all times
fully compatible with current versions of the Operating System and
Application to ensure that security vulnerabilities are not introduced.

C. Comptroller Audit Requirements

Upon reasonable notice and at any reasonable time, the Contractor and
Subcontractor(s) agree to allow the State, the Comptroller of the Treasury, or
their duly appointed representatives to perform information technology control
audits of the Contractor and all Subcontractors used by the Contractor.
Contractor will maintain and cause its Subcontractors to maintain a complete
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audit trail of all transactions and activities in connection with this Contract.
Contractor will provide to the State, the Comptroller of the Treasury, or their duly
appointed representatives access to Contractor and Subcontractor(s) personnel
for the purpose of performing the information technology control audit.

The information technology control audit may include a review of general controls
and application controls. General controls are the policies and procedures that
apply to all or a large segment of the Contractor’s or Subcontractor’s information
systems and applications and include controls over security management,
access controls, configuration management, segregation of duties, and
contingency planning. Application controls are directly related to the application
and help ensure that transactions are complete, accurate, valid, confidential, and
available. The audit shall include the Contractor’'s and Subcontractor’s
compliance with the State’s Enterprise Information Security Policies and all
applicable requirements, laws, regulations or policies.

The audit may include interviews with technical and management personnel,
physical inspection of controls, and review of paper or electronic documentation.

For any audit issues identified, the Contractor and Subcontractor(s) shall provide
a corrective action plan to the State within 30 days from the Contractor or
Subcontractor receiving the audit report.

Each party shall bear its own expenses incurred while conducting the information
technology controls audit.

Required Approvals. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective May 1, 2019. All other terms
and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

LINK2GOV CORP, AN AFFILIATE OF FIDELITY INFORMATION SERVICES, LLC:

SIGNATURE DATE

PRINTED NAME AND TITLE OF SIGNATORY (above)

DEPARTMENT OF FINANCE AND ADMINISTRATION:

STUART MCWHORTER, COMMISSIONER DATE
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