CONTRACT #4
RFS # 349.01-00031
Edison # 24760

Department of Safety and
Homeland Security
Driver Services

VENDOR:
MorphoTrust USA, Inc.



Homeland Security

October 16, 2015

Krista Lee, Director

Fiscal Review Committee
Rachel Jackson Building, 8" Floor
320 Sixth Avenue North
Nashville, TN 37243

Mike Perry, Chief Procurement Officer
Central Procurement Office
Department of General Services
Tennessee Tower, 3" Floor
Nashville, TN 37243

Justin P. Wilson, Comptroller of Treasury
Comptroller Procurement Compliance
Suite 1400, James K. Polk Building

505 Deaderick Street

Nashville, TN 37243-1402

RE: Proposed Amendment 3 to Contract Edison 1D NV24760
Dear Director Spaulding, CPO Perry, and Comptroller Wilson:

The Department of Safety and Homeland Security (“TDOSHS") is requesting approval to
amend the current five (5) year contract with MorphoTrust USA, LLC (Contract Edison ID
NV24760) for continued production and delivery of State of Tennessee Driver's License,
Photo Identification, Handgun Carry Permit, and Employee Identification cards.

MorphoTrust will continue to ensure that all cards produced meet or exceed standards
contained in the most current American Association of Motor Vehicle Administrator's
("AAMVA") Personal Identification - AAMVA North Americar “ar "+ ~ ~ '/~ Card
Designdocument and meet requirements set forth in the Final Rules and Regulations REAL
ID Act of 2005 or its successors.

Through the amendment we seek to clarify some terminology used in the contract, clarify
the business needs of the Department, and extend the current contract for an additional two
(2) years for a total of seven (7) years. The original maximum liability of $ 22,328,598.00 will
be increased by an additional $ 9,000,000 for a total of $ 31,328,598.00.
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The MorphoTrust card production system interfaces with our new State of Tennessee Driver
Licensing System, Automated License Issuance System for Tennessee (“A-List”). This system
has only been active for approximately ten (10) months. Changing card production vendors
at this time would not be in the State’s best interest as any new vendor must be allowed time
to test their system functionality and interoperability with our existing systems, potentially
delaying the issuance of physical licenses and permits to the general public and causing non-
compliance with federal regulations.

The Department of Safety and Homeland Security respectfully submits the above referenced
request for consideration and approval.

Sonya Hadley
Budget Director

cc: Kippine Smith, Procurement Supervisor
Sandra Braber-Grove, Assistant General Counsel



Supplemental Documentation Required for

Fiscal Review Committee

*Contact Name: Kippine Smith

*Contact
Phone:

615-251-5238

*Presenter’s

name(s): | Braber-Grove

Director Michael Hogan, Director Paul Sherman, Sandra

Edison Contract | Edison #NV24760 RFS Number: 34901-00031
Number: (if applicable) (if applicable)
*QOriginal or 03/01/2011 *Current or 02/29/2018
Proposed Contract Proposed End
Begin Date: Date:
Current Request Amendment Number: | Amendment 3
(if applicable)
Proposed Amendment Effective Date: | 1/15/2016
(if applicable)
*Department Submitting: | Safety and Homeland Security
*Division: | Driver Services
*Date Submitted: | 10/14/2015
*Submitted Within Sixty (60) days: | Yes
If not, explain:
*Contract Vendor Name: | Morphotrust USA
*Current or Proposed Maximum Liability: | $31,328,598

*Estimated Total Spend for Commodities: | $0

*Current or Proposed Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY:2011 FY:2012 FY:2013 FY:2015 FY2015 FY:2016
$1,482,950 $4,448,850 | $4,448,850 | $4,448,850 $4,533,198 | $ 4,551,150
FY:2017 FY:2018

$ 4,448,850 $ 2,965,900

*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documentation from Edison)

FY:2011 | FY:2012 | FY:2013 FY:2014 FY2015 FY2016

$0 $0 $5,035,737.58 | $4,469,845.91 | $5,142,461.21 | $903,289.83

IF Contract Allocation has been
greater than Contract
Expenditures, please give the
reasons and explain where surplus
funds were spent:

First invoices were not received until
07/19/2012

IF surplus funds have been carried
forward, please give the reasons
and provide the authority for the
carry forward provision:

Funds have yet to exceed amount budgeted
for this project.

IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding
was acquired to pay the overage:

N/A

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

*Contract Funding Source/Amount:

State: $31,244,250

Federal: $ 84,348

Interdepartmental:

Other:

If “other” please define:

If “interdepartmental’ please define:

Dates of All Previous Amendments or
Revisions: (if applicable)

Brief Description of Actions in Previous
Amendments or Revisions: (if applicable)

1/25/2012

Allow for reimbursement of postage.

2/1/2015

CDL card modification and name

change of Driver License Services

contract from L-1 Credentialing to
MorphoTrust USA, LLC.

Method of Original Award: (if applicable)

RFP

*What were the projected costs of the
service for the entire term of the contract
prior to contract award?

How was this cost determined?

There were no projected costs. Costs
were determined by the bid amounts
of the winning proposer.

*List number of other potential vendors
who could provide this good or service;
efforts to identify other competitive
procurement alternatives; and the
reason(s) a sole-source contract is in the
best interest of the State.

There are between five to seven vendors
that could provide these services.
However, the current vendor’s system
coding and its applications were
developed especially for the Tennessee
driver license Issuance process.

Revised April 2014
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Edlson Contracts 24760 and NV24760

Contract Max. Amt Contract Remaining Amt |Vendor_ Name ]PO Business Unit IPQ No. PO Date PO Amount
22244250000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000015254 711912012 333781.960
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000015537 8/6/2012 356625.280
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000016338 10/1/2012 406079.380
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000017209 121412012 369629.510
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000017210 121412012 317400.850
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000017211 121412012 315046.410
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000018167 3/8/12013 365821.640
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000019388 6/10/2013 415052.160
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000019389 6/10/2013 428769.610
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000019390 6/10/2013 577874.270
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000019391 6/10/2013 578947.880
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000019535 6/25/2013 570708.630
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000020954 111612013 521999.410
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021251 12/11/2013 431948.610
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021252 12/11/2013 397676.380
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021355 12/20/2013 363541.730
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021805 2/3/2014 346870.960
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021869 2712014 346870.960
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000021984 212112014 389430.720
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000022444 3/25/2014 403410.510
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000023225 6132014 419452.440
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000023227 61312014 465355.140
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000023524 6/18/2014 383289.050
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000023985 7/18/2014 322012.500
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000024497 8/18/2014 476060.900
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000024625 8/25/2014 357458.280
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000025134 10/1/2014 424781.350
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000025527 10/27/2014 399226.910
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000025800 11/19/2014 404833.300
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000026011 12/15/2014 351087.810
22244250.000 9590887.400 0000070997 L1 Credentialing Inc 34901 0000026532 1/29/2015 412318.060
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000026737 212312015 439389.610
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000027435 412412015 316468.740
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000027671 5/14/2015 315339.850
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000027865 6132015 541624.820
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000028236 6/30/2015 381859.080
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000028684 8/12/2015 458857.340
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000028879 9/412015 444432.490
22328598.000 19101367.540 0000160523  Morphotrust USA LLC 34901 0000029188 101212015 329258.530

15,880,593.06



12-20-14 REQUEST-OIR

OIR Pre-Approval Endorsement Request
E-Mail Transmittal

TO: Mark Rampey, OIR Contracts
Department of Finance & Administration

E-mail : Mark.Rampey@tn.gov

FROM : Kippine Smith
E-mail : Kippine.K.Smith@tn.gov
DATE : 10/14/2015
RE : Request for OIR Pre-Approval Endorsement

Applicable RFS #  34901-00031

OIR Endorsement Signature & Date:

Chief Information Officer
NOTE: Proposed contract/grant support is applicable to the subject IT service technical merit.

Office for Information Resources (OIR) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with information technology as a component of the scope of service.
This request seeks to ensure that OIR is aware of and has an opportunity to review the procurement
detailed below and in the attached document(s). This requirement applies to any procurement method
regardless of dollar amount.

Please indicate OIR endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contracting Agency ;enneisee Department of Safety and Homeland
ecurity

Vicky Hutchings, p.615-687-2327 c. 615-478-6916

Agency Contact (name, phone, e-mail) vicky.hutchinas@tn.qov

Attachments Supporting Request (mark all applicable)

Note: The complete draft procurement document and the applicable documents listed below must accompany this
request when submitted to OIR. Special Contract Requests and Amendment Requests without Agency Head
signature are acceptable. OIR is aware that these documents will not have CPO signature when submitted with this
request.

|:| Solicitation Document

|:| Special Contract Request

|E Amendment Request

|E Proposed Contract/Grant or Amendment

|E Original Contract/Grant and Previous Amendments (if any)

1lof2




12-20-14 REQUEST-OIR

Applicable RFS # 34901-00031

Information Systems Plan (ISP) Project Applicability

To avoid delay of OIR pre-approval, the applicability of an ISP project to the procurement must be
confirmed with agency IT staff prior to submitting this request to OIR. If necessary, agency IT staff
should contact OIR Planning with questions concerning the need for an ISP project.

IT Director/Staff Name Confirming (required): Vicky Hutchings
|E Applicable — Approved ISP Project# 1000667
|:| Not Applicable

Subject Information Technology Service Description

Provide a brief summary of the information technology services involved. Clearly identify included
technologies such as system development/maintenance, security, networking, etc. As applicable,
identify the contract or solicitation sections related to the IT services.
The Department is requesting to extend the contract term for an additional twenty-four
(24) months for a total contract terms of 84 months.

Additional modifications to the Handgun Carry Permit are also being requested. A clause
in support of liquidated damages in also being added to the Contract.

20f2




Ccyl5-5/69 7-16-15 REQUEST-RULE

Rule Exception Request

Route completed request, as one file in PDF format, via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

APPROVED
Kevin C. Bartels for
Michael F. Perry

Digitally signed by Kevin C. Bartels for Michael F. Perry
DN: cn=Kevin C. Bartels for Michael F. Perry, 0o=CPO, ou,
email=Kevin.C.Bartels@tn.gov, c=US

Date: 2015.10.05 13:03:53 -05'00"

APPROVED

CHIEF PROCUREMENT OFFICER

(Required for all Rule Exception Requests)

COMPTROLLER OF THE TREASURY

(ONLY for applicable statutorily required approvals e.g., records, annual report and audit,
or monitoring provisions}

Request Tracking #

34901-00031

1. Contract#

NV24760

2. Goods or Services Caption

Driver License Services

3. Contractor

MorphoTrust USA, LLC

4. Contract Period (with ALL options to extend
exercised)

84 months

5. Contract Maximum Liability (with ALL options to
extend exercised)

$ 31,328,598.00

6. Rule(s) (for which the exception is requested)

Please include citation and written explanation of
Rule(s) to be excepted.

0620-3-3-.07(5) prohibiting a contract term greater than
five (5) years

Contract Term- A contract shall be entered into for a
period or contract term sufficient to adequately
accomplish the state's procurement objectives,
provided that the contract contains appropriate
termination provisions for performance failures, funding
changes, and state convenience. However, no contract
term shall exceed sixty (60) months.

7. Explanation of Rule Exception Requested

The Department is requesting to extend our current
contract with MorphoTrust for an additional twenty-four
(24) months for a total contract term of eighty-four (84)
months.

8. Justification

The current Contractor provides support for the core
application used to generate driver license and
identification credentials. The requested extension of
the current Contract will provide the Department the
time needed to perform the research and develop the
specifications for a Request for Proposal. In addition,
the requested extension will provide the Department
with the ability to have modifications made as business
needs dictate.

G- 2815

Signature of Agency head or authorizedjzee. title of signatory, and date (the authorized designee may sign his or her

own name if indicated on thEye Certificfition and Authorization document)
W etf

Bill Gibbons, Commissioner v

DATE

1 of 1
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Amendment Request

This request form is not required for amendments to grant contracts. Route a completed request, as one file in PDF format,
via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

7-16-15 AMEND REQUEST

APPROVED

CHIEF PROCUREMENT OFFICER DATE

Agency request tracking #

34901-00031

1. Procuring Agency

Safety and Homeland Security

2. Contractor

Morphotrust USA

3. Edison contract ID # 24760

4. Proposed amendment # 3

5. Contract’s Effective Date 3/01/2011
6. Current end date 2/29/2016
7. Proposed end date 2/28/2018

8. Current Maximum Liability or Estimated Liability

$ 22,328,598.00

9. Proposed Maximum Liability or Estimated Liability

$ 31,328,598.00

10. Office for Information Resources Pre-Approval Endorsement

Request |:| Not Applicable |Z Attached
— information technology service (N/A to THDA)
11. eHealth Pre-Approval Endorsement Request .
— health-related professional, pharmaceutical, laboratory, or imaging |X| Not Applicable |:| Attached
12. Human Resources Pre-Approval Endorsement Request |X| Not Applicable |:| Attached

— state employee training service

13. Explain why the proposed amendment is needed

The amendment is needed to add appropriate funding and extend the term of the Contract by two (2)
years to, as explained on the Rule Exception Request, provide the Department the time needed to
perform the research and develop the specifications for a Request for Proposal as well as to provide
the Department with the ability to have modifications made as business needs dictate. Additionally,
the amendment is needed to clarify some terminology, further explain the business needs of the
Department, and add a liquidated damages provision in the event work is not performed by the
Contractor within the specified time period.

1of2



mailto:Agsprs.Agsprs@tn.gov

7-16-15 AMEND REQUEST

Agency request tracking # 34901-00031

14. If the amendment involves a change in Scope, describe efforts to identify reasonable, competitive,
procurement alternatives to amending the contract.

The Scope of work itself is not changing. The revisions to some provisions in Section A. are
being sought in an effort to clear up some misunderstandings by clarifying some terminology
and further explaining the business needs of the Department.

Signature of Agency head or authorized designee, title of signatory, and date (the authorized designee may
sign his or her own name if indicated on the Signature Certification and Authorization document)

20f2




CONTRACT AMENDMENT COVER SHEET

Agency Tracking # Edison ID
34901-00031 NV24760

Contract #

Amendment #

FA1134414 3

Contractor Legal Entity Name

MorphoTrust USA, LLC

Edison Vendor ID
160523

Amendment Purpose & Effect(s)

This amendment: allows for modifications to Handgun Carry Permit, lowers the payment per card for the
State, addresses refresh of equipment, allows for up to two (2) data-related card changes per year at no
charge to the State, establishes liquidated damages for work not performed by Contractor within specified
time periods, allows for hardware previously purchased and if purchased within the term of this Contract
to be replaced by compatible equipment at State’s cost if necessary, extends the term of the Contract by
two (2) years making the end term date February 28, 2018, and increases the maximum liability as

needed to accommodate these changes.

Amendment Changes Contract End Date: |X| YES I:' NO End Date: February 28, 2018
TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 9,000,000.00
Funding —

FY State Federal Interdepartmental Other TOTAL Contract Amount

2011 $1,482,950.00

$1,482,950.00

2012 $4,448,850.00

$4,448,850.00

2013 $4,448,850.00

$4,448,850.00

2014 $4,448,850.00

$4,448,850.00

2015 $4,448,850.00 $84,348.00

$4,533,198.00

2016 $4,551,150.00

$4,551,150.00

2017 $4,448,850.00

$4,448,850.00

2018 $2,965,900.00

$2,965,900.00

TOTAL: | $31,244,250.00 $84,348.00

$31,328,598.00

American Recovery and Reinvestment Act (ARRA) Funding:

[Jyes XIno

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other
obligations.

Speed Chart (optional) Account Code (optional)

CPO USE




AMENDMENT THREE
OF CONTRACT NV24760

This Amendment is made and entered by and between the State of Tennessee, Department of Safety
and Homeland Security (“TDOSHS”), hereinafter referred to as the “State” and MorphoTrust USA, LLC,
hereinafter referred to as the “Contractor.” For good and valuable consideration, the sufficiency of which
is hereby acknowledged, it is mutually understood and agreed by and between said, undersigned
contracting parties that the subject contract is hereby amended as follows:

1.

Contract Section A.2. (Background) is deleted in its entirety and replaced with the
following:

The Headquarters for the Tennessee Department of Safety Driver License Issuance Division is
located at 1150 Foster Avenue, Nashville, Tennessee. The TDOS is responsible for issuing
driver licenses, non- driver identification cards and handgun permits (DL/ID/HGCP). Currently, an
over the counter issuance process is used for certain transactions at the Foster Avenue location.
TDOS offers eligible residents several Self-service channels for renewing and ordering duplicates
of their DL/ID via mail and internet. Renewal by mail transactions are run through a batch
program that creates a transaction record that is used to issue these driver licenses at the current
Contractor’s Tennessee located central card production facility. A similar process is used for
drivers who renew via the internet throughout the State’s portal, TennesseeAnytime.org.
Additionally, eligible residents can use self-service kiosk located in Driver Service Centers to
renewal and order a duplicate of a DL/ID. The kiosk transactions are routed to a digital capture
station for final issuance.

TDOS also uses a central issuance process to issue restricted and special handling/undercover
licenses at TDOS Headquarters. The Restricted License and handgun carry permit begins in a
DSC where a digital image and signature are obtained and kept on a temporary file for retrieval at
Headquarters for final issuance. Centrally issued VIP/Undercover licenses are processed and
issued for Headquarters using the same process utilized at DSC.

Additional background information detailing current business operation and issuance activities is
provided as reference material in Attachment P.

Contract Section A.3.a.4. (within General Scope of DL/ID/EI/HGCP Digitized Card
Production System Project/Image Collection System (ICS) related to upgrading ICS
hardware and providing modifications necessary to integrate ICS hardware to Examiner
Workstations) is deleted in its entirety and the section is renumbered accordingly
(Sections A.3.a.5. through A.3.a.8. become A.3.a.4. through A.3.a.7.).

Contract Section A.4.3. (within Minimum Business Requirements) is deleted in its entirety
and replaced with the following:

A.4.3. The Contractor shall provide, install and support all Contractor workstation applications,
and all Contractor hardware provided to fulfill the requirements of this Contract.

Contract Section A.4.6. (within Minimum Business Requirements) is deleted in its entirety
and replaced with the following:

A.4.6. The Contractor shall comply with the State’s Enterprise Information Security Policies
found at: http://www.tn.gov/assets/entities/finance/oir/attachments/PUBLIC-Enterprise-
Information-Security-Policies-v2.0 _1.pdf and the TDOS Security Plan. The Contractor
will be provided the TDOS Security Plan upon plan approval by the federal Department of
Homeland Security.



http://www.tn.gov/assets/entities/finance/oir/attachments/PUBLIC-Enterprise-Information-Security-Policies-v2.0_1.pdf
http://www.tn.gov/assets/entities/finance/oir/attachments/PUBLIC-Enterprise-Information-Security-Policies-v2.0_1.pdf

Contract Section A.4.7. (within Minimum Business Requirements) is deleted in its entirety
and replaced with the following:

A.4.7. When transferring bulk data files to or pulling bulk data files from TDOSHS, the
Contractor shall utilize SFTP. Additionally, the Contractor shall be responsible for
purchasing any necessary SFTP client licenses.

Contract Section A.9. (Project Deliverables) is deleted in its entirety and replaced with the

following:

A.9. Project Deliverables

The Contractor shall provide the following deliverables:

1.

The Project Management and Approval Plan will be jointly developed with
TDOSHS with the understanding that due dates will be determined during
schedule development portion of the project planning meetings.

Submit specifications to TDOSHS for approval including, but not limited to, the
following:

a. Software and architectural design specification(s) for all functions,
reports, and interfaces identified in this Contract that are the
responsibility of the Contractor.

b. Technical specifications on all Contractor provided Hardware, including,
but not limited to cameras, printers, peripherals, bar code readers,
scanners, and spare equipment. The manufacturer's technical
specifications may be relied upon to satisfy this requirement.

C. Detailed DL/ID design specifications for the approved Interim and
Permanent DL/ID documents. The DL/ID design specifications shall
provide a comprehensive explanation of all elements of the DL/ID
including, but not limited to, physical construction, document contents, 2-
D barcode specifications and data/field mapping, physical layout, applied
and built in security features, document templates, and any other
relevant details on the Interim and Permanent DL/ID documents.

d. Specifications on the Contractor's Central Card Production Facility. This
specification shall contain details on relevant details on the configuration
and operating procedures for the Central Card Production Facility
including delivery of Permanent DL/IDs.

The Contractor's disaster recovery and business continuity plans for providing

disaster recovery and business continuity responsibilities in incidents that occur

at a DSC location as specified in Section A. 71.

Disaster Recovery and Business Continuity Plans for the Central Card
Production Facility as specified in Section A. 71.

Comprehensive Security Plans as specified in Section A.59 and A.59.a-b.
Training and Documentation Plan as specified in Sections A.61 through A.66.d.
Supply Requirements as specified in Sections A.46 through A.57.

Maintenance and Helpdesk Support Plans as specified in Sections A.68 and
A.69.



9. Testing, Delivery. Installation and Test Scripts Plans as specified in Sections
A.73 through A.75.a.

10. Document and submit specific functions, designs, processes, procedures,
overrides. Or methodologies that require joint development with TDOSHS for
approval by TDOSHS.

11. Report Development as specified in Sections A.60 and A.60.a-h.

12. Document and submit architectural documents, flowcharts, models, site surveys,
interactions and interfaces between systems and other technical renderings to
TDOSHS for approval.

13. Coordinate meetings with TDOSHS Project Manager to acquire information and

resolve issues when necessary.

14. Meet delivery requirements when specified. Where time frames are specified for
deliverables, calendar days are to be applied. If due date falls on a weekend or
holiday, the deliverable is due on the following business day.

Contract Section A.19.a. (Template Contents) is re-identified as A.19.b. and the following is
added as a new Contract Section A.19.a.:

A.19.a. Explanation of Terminology.

1. Card Design: aterm most commonly used for the creation of the design of the
entire card - the background preprint security features and data layout concepts
that are then brought to production.

2. Card Type/Card Format: terms often used interchangeably to identify card
formats - i.e., Driver License, Commercial Driver License, Instruction Permit, and
SO on.

3. Card Template: a term typically used in older legacy programs that refers to the

files that print cards. Templates, SVG badges, Epi Badges, and so on are the
files that are merged with SW to render cards.

4, Card Change: aterm that refers to any change to the card itself -- i.e., data,
security features, consumables, and so on.

5. The types of card changes that are covered at no charge to the State are data-
related changes. For example, director signature changes, adding an indicator
("veteran"), updating restrictions table, editing 2D barcode, or adding a card
format would all be considered a card change for which there is no charge to the
State. Changes that are not covered at no charge are those related to the card
consumables: new security preprint design, new laminate security design,
adding security features such as laser perforation, laser engraving, and so on.
Contractor shall provide up to two (2) data-related card changes per year at no
charge to the State.

Contract Section A.20. (New DL/ID/HGCP Document Template and Modifications to
existing templates) is deleted in its entirety and replaced with the following:

A.20. New DL/ID Document Template and Modifications to Existing Templates

The Contractor shall provide TDOSHS updates to the existing TN CDL standardized
template, as well as develop a new standardized template card type for the CDL Learner
Permit (“CDLP”). Document templates shall be developed and provided so that they can
be used interchangeably with both the Interim and Permanent CDL/CDLP. These



A.20.a.

A.20.b.

changes are data-related card changes as explained in Section A.19.a. and will be
performed at no charge to the State.

The Contractor shall modify the existing CDL card design template to allow up to ten (10)
restrictions to be printed on the front of the card. Single letter, as well as the current two
(2) number restrictions will be supported. Software updates and testing will be
performed to accommodate the modified card design. The modified card design shall be
compliant with all Federal Motor Carrier Safety Administration (‘FMCSA”) rules and regulations.
Final template shall be due on a date as agreed upon by State and Contractor. The
agreed upon date shall be submitted to State in writing from Contractor on Contractor
letterhead and signed by a binding Contractor signatory and shall be incorporated by
reference into the Contract for liquidated damages purposes. If Contractor claims that the
failure to meet a deadline is due to the State or another Contractor’s action or inaction, it
shall so state in a written letter to the State setting out in detail why the Contractor is not
at fault and shall propose a solution to the issue.

The Contractor shall create a new card type for the CDL Learner Permit. The card design
for the CDLP shall incorporate the phrase "Invalid unless accompanied by a valid TN
Drivers' License". Software updates and testing shall be performed to accommodate the
new card design. The new card type design for the CDL Learner Permit shall be compliant with
all Federal Motor Carrier Safety Administration (‘FMCSA”) rules and regulations. Final template
shall be due on a date as agreed upon by State and Contractor. The agreed upon date
shall be submitted to State in writing from Contractor on Contractor letterhead and signed
by a binding Contractor signatory and shall be incorporated by reference into the
Contract for liquidated damages purposes. If Contractor claims that the failure to meet a
deadline is due to the State or another Contractor’s action or inaction, it shall so state in a
written letter to the State setting out in detail why the Contractor is not at fault and shall
propose a solution to the issue.

The following is added as new Contract Section A.21., original Section A.21. (Document
Contents) is renumbered as A.22. and any following sections are renumbered
accordingly.

A.21.

A.21.a.

A.21.b.

Modifications to Existing HGCP Template

The Contractor shall provide State updates to the existing TN HGCP standardized
template. No interim documents shall need modifications. These changes are data-
related card changes as explained in Section A.19.a. and will be performed at no charge
to the State.

Card design updates shall be made to incorporate the phrase “Lifetime Permit” on the upper
portion of the handgun carry permit.

1. State shall indicate a handgun carry permit is to be a lifetime permit by setting the
expiration date to 01/01/9999 in the record/folio.

2. The phrase “Lifetime Permit” shall be added to the upper portion of a lifetime
handgun carry permit.

3. The expiration date on the lifetime handgun carry permit shall be printed as
00/00/0000.

Contingent upon successful completion, approval, and acceptance of modifications to the
card design as directed in Section A.21.a., upon notification by the State, the Contractor shall
make an additional modification to the HGCP card design to include a blue banner and the
words “Retired Law Enforcement Officer”.

1. The final location and sizing of the blue banner and “Retired Law Enforcement
Officer” wording shall be determined by the State.



10.

11.

12.

13.

A.2l.c.

A.21.d.

A.2l.e.

A.21f.

Factory card rendering software shall be updated to render the updated card design.

The “Fagade” Server software shall be updated to render images of the updated design
for upload to FileNet.

Complete Quality Assurance testing shall be performed which includes producing both
sample PDFs as well as physical cards.

All HGCPs shall be produced via Central Issuance with no HGCPs being issued at
Driver Service Centers.

The following is added as new Contract Section A.69.12. (within Maintenance and Repair

Plan):

A.69.12.Contractor shall maintain a constant level of service to the State. Contractor shall not

claim that equipment has become obsolete and new code must be written in order for
Contractor to meet the State’s needs as stated within this Contract. It is Contractor’s
obligation and duty under the terms of this Contract to provide compatible
equipment/hardware for replacement of non-functioning (beyond economic repair,
beyond all repair) equipment within the time limits stated or the State may exercise any
and all necessary remedies available under this Contract and applicable law. Contractor
shall have a plan in place to prevent any lapse in service to the State.

Contract Section A.70. (Hardware Refresh Plan) is deleted in its entirety and replaced with
the following:

A.70.

If Liguidated Damages Event Occurs. If Contractor believes that a Liquidated Damages
Event, described in Section E.23., is the fault or cause of another contractor's or other
party's action or inaction, including if the Contractor believes the Liquidated Damages
Event was caused by events beyond their control or an event of Force Majeure, the
Contractor shall provide a written letter to the State setting out in detail why the
Contractor is not at fault and shall propose a solution to resolve the Liquidated Damages
Event. The State shall take into consideration this written letter and will work with the
Contractor to agree on a mutual resolution. If both the State and the Contractor agree
that the Liquidated Damages Event was the fault or cause of another contractor’s or other
party’s action or inaction or was due to events beyond the control of the Contractor or an
event of Force Majeure, liquidated damages will not be assessed. If the State and
Contractor do not agree, the matter will be treated as a dispute under the Contract.

Contract Attachment N is deleted in its entirety and replaced with the new Attachment N
attached hereto.

The following is added as new Contract Section A.79.:

A.79.

Transition. Upon expiration or termination of this Contract, Contractor shall provide
detailed procedures to enable this Contract and transition to State management or
management by a third party. Upon expiration or termination of this Contract, Contractor
shall work with State under State’s management supervision for a period of sixty (60)
days, prior to the expiration or termination of this Contract, to ensure the orderly transfer
and efficient transition from current Contractor management to State’s management (or
management by a third party). The Contractor shall be compensated at mutually agreed
rates for such transition services. During this transition period, Contractor shall transfer
any and all maintenance records, files and logs to State regarding work performed for
State during the Contract Period. Contractor shall take the necessary steps to ensure
that all Contractor-owned equipment has been purged of any images or personally
identifiable information.



14.

15.

16.

17.

The following is added as new Contract Section A.80.:

A.80. Replacement or Additional Hardware for Expansion. If State requests a replacement or
additional hardware necessary for expansion, Contractor shall provide within a
reasonable amount of time a compatible replacement to any State purchased Contractor
equipment, regardless of whether it has previously been purchased through the
Contractor or will be purchased in the future at State’s expense. Contractor shall provide
maintenance and support on the additional equipment and replacement equipment for
the term of the Contract.

The following are added as new Contract Sections A.81.and A.82.:

A.81. Warranty. Contractor represents and warrants that the term of the warranty (“Warranty
Period”) shall be the greater of the Term of this Contract or any other warranty general
offered by Contractor, its suppliers, or manufacturers to customers of its goods or
services. The goods or services provided under this Contract shall conform to the terms
and conditions of this Contract throughout the Warranty Period. Any nonconformance of
the goods or services to the terms and conditions of this Contract shall constitute a
“Defect” and shall be considered “Defective.” If Contractor receives notice of a Defect
during the Warranty Period, then Contractor shall correct the Defect, at no additional
charge.

Contractor represents and warrants that the State is authorized to possess and use all
equipment, materials, software, and deliverables provided under this Contract.

Contractor represents and warrants that all goods or services provided under this
Contract shall be provided in a timely and professional manner, by qualified and skilled
individuals, and in conformity with standards generally accepted in Contractor’s industry.

If Contractor fails to provide the goods or services as warranted, then Contractor will re-
provide the goods or services at no additional charge. If Contractor is unable or unwilling
to re-provide the goods or services as warranted, then the State shall be entitled to
recover the fees paid to Contractor for the Defective goods or services. Any exercise of
the State’s rights under this Section shall not prejudice the State’s rights to seek any
other remedies available under this Contract or applicable law.

A.82. Inspection and Acceptance. The State shall have the right to inspect all goods or
services provided by Contractor under this Contract. If, upon inspection, the State
determines that the goods or services are Defective, the State shall notify Contractor, and
Contractor shall re-deliver the goods or provide the services at no additional cost to the
State. If after a period of thirty (30) days following delivery of goods or performance of
services the State does not provide a notice of any Defects, the goods or services shall
be deemed to have been accepted by the State.

Contract Section B. is deleted in its entirety and replaced with the following:
B. TERM OF CONTRACT:

This Contract shall be effective on March 1, 2011 (“Effective Date”) and extend for a period of
eighty-four (84) months after the Effective Date, thereby ending on February 28, 2018 (“Term”).
The State shall have no obligation for goods or services provided by the Contractor prior to the
Effective Date.

Contract Sections C.1., C.2., and C.3. are deleted in their entirety and replaced with the
following:

C.1. Maximum Liability. In no event shall the maximum liability of the State under this
Contract exceed Thirty-One Million Three Hundred Twenty-Eight Thousand Five Hundred
Ninety-Eight Dollars ($31,328,598.00) (“Maximum Liability”). This Contract does not
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C.2.

C.3.

grant the Contractor any exclusive rights. The State does not guarantee that it will buy
any minimum quantity of goods or services under this Contract. Subject to the terms and
conditions of this Contract, the Contractor will only be paid for goods or services provided
under this Contract after a purchase order is issued to Contractor by the State or as
otherwise specified by this Contract.

Compensation Firm. The payment methodology in Section C.3. of this Contract shall
constitute the entire compensation due the Contractor for all goods or services provided
under this Contract regardless of the difficulty, materials or equipment required. The
payment methodology includes all applicable taxes, fees, overhead, and all other direct
and indirect costs incurred or to be incurred by the Contractor.

Payment Methodology. The Contractor shall be compensated based on the payment
methodology for goods or services authorized by the State in a total amount as set forth
in Section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory provision of
goods or services as set forth in Section A.

b. The Contractor shall be compensated based upon the following payment
methodology:

Amount
(per compensable increment)

3/1/2011 — 3/1/2012- 3/1/2013- | 3/1/2014- | 3/1/2015- | 1/15/2016 | 3/1/2016- | 3/1/2017-

2/29/2012 2/28/2013 2/28/2014 | 2/28/2015 | 1/14/2016 | 2/28/2016 | 2/28/2017 | 2/28/2018
Production for
licenses 2.23 per 2.23 per 2.23 per 2.23 per | 2.23 per | 1.99 per | 1.99 per | 1.99 per
printed at OTC | card card card card card card card card
location
Licenses
printed at 2.23 2.23 2.23 2.23 2.23 1.99 1.99 1.99
Central .23 per .23 per .23 per .23 per | 2.23 per | 1.99 per | 1.99 per | 1.99 per
Production card card card card card card card card
facility

Amount

Service Description

(per compensable increment)

Updates to existing CDL and creation of a
new card type for the CDL Learner Permit
(“CDLP”). See Section A.20.

At No Additional Cost to the State

Updates to existing HGCP. See Section

A2l.a.

At No Additional Cost to the State

Additional update to existing HGCP per
Section A.21.b. Contingent upon
successful completion, approval, and
acceptance of modifications to the card
design as directed in Section A.21.a.

At No Additional Cost to the State

c. The State will reimburse the Contractor for the actual amount of postage spent on the
mailing of all DL/ID per Section A.26.b.8.

18. Contract Section E.2 is deleted in its entirety and replaced with the following:

E.2.

Communications and Contacts. All instructions, notices, consents, demands, or other

communications required or contemplated by this Contract shall be in writing and shall be
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made by certified, first class mail, return receipt requested and postage prepaid, by
overnight courier service with an asset tracking system, or by email or facsimile
transmission with recipient confirmation. All communications, regardless of method of
transmission, shall be addressed to the respective Party at the appropriate mailing
address, facsimile number, or email address as stated below or any other address
provided in writing by a Party.

The State:

Michael Hogan, Director of Driver Services Division
Tennessee Department of Safety and Homeland Security
1150 Foster Avenue

Nashville, TN 37243

Telephone # 615-251-5140

FAX # 615-253-2092

The Contractor:

Tom Keating, Director, Client Executive
Morphotrust USA, LLC.

6226 Braidwood Way

Acworth, GA 30101
tkeating@morphotrust.com

Telephone # 678-575-1586

Or

Robert Eckel, CEO
Morphotrust USA, LLC.

296 Concord Road, Third Floor
Billerica, MA 01821
beckel@morphotrust.com
Telephone # 978-215-2525
FAX # 978-215-2409

All instructions, notices, consents, demands, or other communications shall be considered
effective upon receipt or recipient confirmation as may be required.

19. The following are added as new Contract Sections E. 24., E.25., and E. 26.:

E.24.

Liguidated Damages. If Contractor fails to meet any mutually agreed upon new
deadlines as set forth in the Service Level Agreement as set forth in this Contract (see
Section A.10.), including for the work described in Sections A.20.a. and A.20.b. of the
Contract as amended with Amendment 3, or if Contractor fails to meet any other written
mutually agreed upon future deadline, a trigger for liquidated damages occurs,
(“Liquidated Damages Event”), the State may assess damages on Contractor
(“Liquidated Damages”). The State shall notify the Contractor of amounts to be assessed
as Liquidated Damages. The parties agree that due to the complicated nature of the
Contractor’s obligations under this Contract it would be difficult to specifically designate a
monetary amount for Contractor’s failure to fulfill its obligations regarding the Liquidated
Damages Event as these amounts are likely to be uncertain and not easily proven.
Contractor has carefully reviewed the Liquidated Damages contained in Attachment N
and agrees that these amounts represent a reasonable relationship between the amount
and what might reasonably be expected in the event of a Liquidated Damages Event, and
are a reasonable estimate of the damages that would occur from a Liquidated Damages
Event. The Parties agree that the Liquidated Damages represent solely the damages
and injuries sustained by the State in losing the benefit of the bargain with Contractor and
do not include any injury or damage sustained by a third party. The Contractor agrees
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E.25.

E.26.

that the Liquidated Damages are in addition to any amounts Contractor may owe the
State pursuant to the indemnity provision or any other sections of this Contract.

The State is not obligated to assess Liquidated Damages before availing itself of any
other remedy. The State may choose to discontinue Liquidated Damages and avail itself
of any other remedy available under this Contract or at law or equity.

All references to “IBM DB2 Mainframe” shall be deleted and replaced with “A-LIST”
throughout the entire Contract and attachments.

Survival. The terms, provisions, representations, and warranties contained in this
Contract which by their sense and context are intended to survive the performance and
termination of this Contract, shall so survive the completion of performance and
termination of this Contract

Required Approvals. The State is not bound by this Amendment until it is signed by the contract parties

and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective January 15, 2016. All other

terms and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

MORPHOTRUST USA, LLC:

SIGNATURE DATE
ROBERT ECKEL, CEO

DEPARTMENT OF SAFETY AND HOMELAND SECURITY:

BILL GIBBONS, COMMISSIONER DATE



Attachment N

LIQUIDATED DAMAGES

For any triggering event that occurs as stated in E.23. of this Contract, the State may assess a penalty of
One Thousand Five Hundred Dollar ($1,500.00) per day until the triggering event is resolved (“Liquidated
Damages”). A day shall be defined as a continuous twenty-four (24) hour period of time and will include
Saturdays but will exclude Sundays and officially recognized federal holidays.

The State may assess Liquidated Damages in the amounts and as set forth herein. The State shall notify
the Contractor of amounts to be assessed as Liquidated Damages. The parties agree that due to the
complicated nature of the Contractor’s obligations under this Contract it would be difficult to specifically
designate a monetary amount for relevant damages by Contractor as said amounts are likely to be
uncertain and not easily proven. Contractor hereby represents and covenants it has carefully reviewed
the Liquidated Damages contained herein and agrees that said amounts represent a reasonable
relationship between the amount and what might reasonably be expected to be imposed as damages,
and are a reasonable estimate of the damages. The Contractor agrees that the liquidated damage
amount is in addition to any amounts Contractor may owe the State pursuant to the indemnity provisions
or other provisions of this Contract.

The State is not obligated to assess Liquidated Damages before availing itself of any other remedy.

Liquidated Damages shall not exceed Ten Percent (10%) of the remaining Maximum Liability of this
Contract at the time Liguidated Damages are assessed. This cap is comprehensive and not per Event.
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GENERAL ASSEMBLY OF THE STATE OF TENNESSEE
FISCAL REVIEW COMMITTEE

320 Sixth Avenue, North — 8t Floor
NASHVILLE, TENNESSEE 37243-0057
615-741-2564

Sen. Bill Ketron, Chairman Rep. Mark White, Vice-Chairman
Senators Representatives
Douglas Henry Reginald Tate Jeremy Faison Joe Pitts
Brian Kelsey Ken Yager Brenda Gilmore Mark Pody
Steve Southerland Matthew Hill David Shepard
Randy McNally, ex officio Pat Marsh Tim Wirgau
Lt. Governor Ron Ramsey, ex officio Charles Sargent, ex officio

Speaker Beth Harwell, ex officio

MEMORANDUM

TO: Mike Perry, Chief Procurement Officer
Department of General Services

FROM: Senator Bill Ketron, Chairman %—
Representative Mark White, Vice-Chairman

DATE: December 10, 2014

SUBJECT: Contract Comments

(Fiscal Review Committee Meeting 12/8/2014)

RFS# 349.01-00031 (Edison # 24760)

Department: Safety and Homeland Security/Driver Services
Vendor: L.-1 Credentialing, Inc.

Summary: The vendor is responsible for the provision of a system to
issue driver licenses, non-driver identification cards, and handgun
carry permits. The proposed amendment revises the scope of services;
increases maximum liability by $84,348; revises payment
methodology; adds standard template language; and reflects a name
change.

Current maximum liability: $22,244,250

Proposed maximum liability: $22,328,598

After review, the Fiscal Review Committee vote to recommend approval of the
contract amendment.

ce: The Honorable Bill Gibbons, Commissioner



STATE OF TENNESSEE
DEPARTMENT OF SAFETY AND HOMELAND SECURITY

1150 FOSTER AVENUE
NASHVILLE, TN 37243

BILL HASLAM BILL GIBBONS
GOVERNOR COMMISSIONER
TO: Leni Chick, Contract and Audit Coordinator Fiscal Review Committee

FROM: Nancy Myers, Attorney W

SUBJECT: Amendment Two FA1134414/ MorphoTrust USA

The requested Amendment is needed by the Department of Safety and Homeland Security
(TDOSHS) for a variety of reasons.

This amendment is needed in order to update the existing Tennessee commercial driver license
standardized template, as well as to develop a new standardized template for the new CDL
learner’s permit. The Federal Motor Carrier Safety Administration has instituted new rules in
which states must be compliant by July 1, 2015 and these changes to the template will bring the
Tennessee into compliance with the rules in regards to the template.

The current provider of the services is under contract with the TDOSHS until 2016. It would be
time consuming and cost prohibitive to procure the services for a change to the CDL template
from another provider.

L-1 Credentialing is now MorphoTrust USA and this amendment further contemplates a name
change to MorphoTrust USA.

Another important factor considered by TDOSHS, is the fact that TDOSHS will be in the process
of deploying its new driver license system in the early spring of 2015 and needs to make sure
that the entire process is as seamless as possible. Using the current provider allows for
continuity of services and will hopefully prevent any issues with card production during rollout.



Supplemental Documentation Required for

Fiscal Review Committee

Kippine Smith
*Contact Name: PP

*Contact [615-251-

Phone:

5238

*Presenter’s |[Deputy Commissioner Larry Goodwin, Director Michael Hogan, and

name(s): [Director Paul Sherman

Edison Contract [Edison #24760
Number: (if applicable)

*Qriginal or [03/01/2011

RFS Number: 34901-00031

(if applicable)

*Current or 02/29/2016

Proposed Contract Proposed End
Begin Date: Date:
Current Request Amendment Number: [2
(if applicable)
Proposed Amendment Effective Date: 2/1/2015
(if applicable)
*Department Submitting: [Safety and Homeland Security
*Division: [Driver Services
*Date Submitted: [11/26/2014

*Submitted Within Sixty (60) days:

Yes

If not, explain:

*Contract Vendor Name:

L-1 Credentialing, Inc.

*New Vendor Name after Merger or Acquisition:

Morphotrust USA

*Current or Proposed Maximum Liability:

$22,244,250

*Estimated Total Spend for Commodities:

$ 22,328,598.00

*Current or Proposed Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY:2011 FY:2012 FY:2013 FY:2014 FY:2015 FY:2016
$1,482,950 54,448,850 54,448,850 54,448,850 $4,533,198 $2,965,900
*Current Total Expenditures by Fiscal Year of Contract:
(attach backup documentation from Edison)
FY:2011 FY:2012 FY:2013 FY:2014 FY:2015 FY:2016
S0 S0 $5,035,737.58| $4,469,845.91 | $2,384,373.24| $ TBD
IF Contract Allocation has been First invoices were not received until

greater than Contract 07/19/2012

Expenditures, please give the
reasons and explain where surplus
funds were spent:

IF surplus funds have been carried [Funds have yet to exceed amount budgeted

forward, please give the reasons for this project.

and provide the authority for the
carry forward provision:

IF Contract Expenditures exceeded [N/A
Contract Allocation, please give the
reasons and explain how funding
was acquired to pay the overage:

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

*Contract Funding Source/Amount:

S 22,328,598.00
State:

Federal:

Interdepartmental:

Other:

If “other” please define:

If “interdepartmental” please define:

Dates of All Previous Amendments
or Revisions: (if applicable)

Brief Description of Actions in Previous
Amendments or Revisions: (if applicable)

1/25/2012

IAllow for reimbursement of postage.

Method of Original Award: (if applicable)

RFP

*What were the projected costs of the
service for the entire term of the contract
prior to contract award?

How was this cost determined?

There were no projected costs. Costs were
determined by the bid amounts of the
winning proposer.

*List number of other potential vendors
who could provide this good or service;
efforts to identify other competitive
procurement alternatives; and the
reason(s) a sole-source contract is in the
best interest of the State.

There are no potential vendors who can
provide this service without an interruption
to our current DL card issuance process. For
security reasons, production of CDL licenses
should not deviate from our current
templates. To ensure this, the Department
chose to procure the services from our
current service provider.

Revised April 2014




Total Expenditures against Edison Contract #24760

BU POs against a Contract

30

Edison Contract Contract Max. Amt [[Contract Remaining Amt  [IName [IPO No. PO Date [PO Amount
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000015254 7/19/2012 333781.960
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000015537 8/6/2012 356625.280
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000016338 10/1/2012 406079.380
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000017209 12/14/2012 369629.510
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000017210 12/14/2012 317400.850
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000017211 12/14/2012 315046.410
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000018167 3/8/2013 365821.640
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000019388 6/10/2013 415052.160
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000019389 6/10/2013 428769.610
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000019390 6/10/2013 577874.270
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000019391 6/10/2013 578947.880
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000019535 6/25/2013 570708.630
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000020954 11/6/2013 521999.410
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021251 12/11/2013 431948.610
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021252 12/11/2013 397676.380
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021355 12/20/2013 363541.730
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021805 2/3/2014 346870.960
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021869 2/7/2014 346870.960
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000021984 2/21/2014 389430.720
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000022444 3/25/2014 403410.510
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000023225 6/3/2014 419452.440
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000023227 6/3/2014 465355.140
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000023524 6/18/2014 383289.050
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000023985 7/18/2014 322012.500
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000024497 8/18/2014 476060.900
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000024625 8/25/2014 357458.280
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000025134 10/1/2014 424781.350
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000025527 10/27/2014 399226.910
0000000000000000000024760 22244250.000 10354293.270 L1 Credentialing Inc 0000025800 11/19/2014 404833.300
Total Contract Amount $ 22,244,250.00 $10,354,293.27 $ 11,889,956.73



12-20-14 REQUEST-0IR

OIR Pre-Approval Endorsement Request
E-Mail Transmittal

TO : Mark Rampey, OIR Contracts
Department of Finance & Administration

E-mail : Mark.Rampey@tn.gov

FROM : Kippine Smith
E-mail : Kippine.K. Smith@tn.gov
DATE : 11/24/2014
RE : Request for OIR Pre-Approval Endorsement

Applicable RFS # 34901-00031

OIR Endorsement Signature & Date:

/%/4 /ﬁgj ) ///QS//L/

Chief Information Officer
NOTE: Proposed contract/grant support is applicable to the subject IT service technical merit.

Office for Information Resources (OIR) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with information technology as a component of the scope of service.
This request seeks to ensure that OIR is aware of and has an opportunity to review the procurement
detailed below and in the attached document(s). This requirement applies to any procurement method
regardless of dollar amount.

Please indicate OIR endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contracting Agency Safety and Homeland Security

Agency Contact (name, phone, e-mail) gziggine Smith, Kippine.K.Smith@tn.gov 615-251-

Attachments Supporting Request (mark all applicable)

Note: The complete draft procurement document and the applicable documents listed below must accompany this
request when submitted to OIR. Special Contract Requests and Amendment Requests without Agency Head
signature are acceptable. OIR is aware that these documents will not have CPO signature when submitted with this
request.

|X] Solicitation Document

|:| Special Contract Request

|E Amendment Request

XI Proposed Contract/Grant or Amendment

|:| Original Contract/Grant and Previous Amendments (if any)
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12-20-14 REQUEST-OIR

Applicable RFS # 34901-00031

Information Systems Plan (ISP) Project Applicability

To avoid delay of OIR pre-approval, the applicability of an ISP project to the procurement must be
confirmed with agency IT staff prior to submitting this request to OIR. If necessary, agency IT staff
should contact OIR Planning with questions concerning the need for an ISP project.

IT Director/Staff Name Confirming (required): Donald Aviles
XI Applicable — Approved ISP Project# 1000667
[ 1 Not Applicable

Subject Information Technology Service Description
Provide a brief summary of the information technology services involved. Clearly identify included

technologies such as system development/maintenance, security, networking, efc. As applicable,
identify the contract or solicitation sections related to the IT services.

The Contractor will provide TDOSHS updates to the existing TN CDL standardized
template, as well as develop a new standardized template card type for the CDL Learner
Permit (“CDLP”). Document templates will be developed and provided so that they can be
used interchangeably with both the Interim and Permanent CDL/CDLP.

The Contractor will modify the existing CDL card design template to allow up to 10 restrictions
to be printed on the front of the card. Single letter, as well as the current two number
restrictions will be supported. Software updates and testing will be performed to
accommodate the modified card design. The modified card design shall be compliant with all
Federal Motor Carrier Safety Administration (“FMCSA”) rules and regulations. Final template will
be due on a date as agreed upon by TDOSHS and Contractor.

The Contractor will create a new card type for the CDL Learner Permit. The card design for
the CDLP will incorporate the phrase "Invalid unless accompanied by a valid TN Drivers®
License". Software updates and testing will be performed to accommodate the new card
design. The new card type design for the CDL Learner Permit shall be compliant with all Federal
Motor Carrier Safety Administration (“FMCSA”) rules and regulations. Final template will be due
on a date as agreed upon by TDOSHS and Contractor.

20f2




Amendment Request

Route a completed request, as one file in PDF format, via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

11-20-13 AMEND REQUEST

— NOT required for a TN state education institution

APPROVED
CHIEF PROCUREMENT OFFICER DATE
Request Tracking # 34901-00031
1. Procuring Agency Safety and Homeland Security
2. Contractor Morphotrust USA
3. Contract # 24760
4. Proposed Amendment # 2
5. EdisonID # Edison Contract #24760 Edison Vendor ID #160523
6. Contract Begin Date 3/01/2011
7. Current Contract End Date
~ with ALL options to extend exercised 2/29/2016
8. Proposed Contract End Date
- with ALL options to extend exercised 212912016
9. Current Maximum Contract Cost
— with ALL options to extend exercised $22,244,250.00
10. Proposed Maximum Contract Cost
— with ALL options to extend exercised $ 22,328,598.00
11. Office for Information Resources Pre-Approval Endorsement
Request |:] Not Applicable & Attached
— information technology service (N/A to THDA)
12. eHealth Pre-Approval Endorsement Request .
— health-related professional, pharmaceutical, laboratory, or imaging lE Not Applicable D Attached
13. Human Resources Pre-Approval Endorsement Request .
— State employee training service IZ Not Applicable |:| Attached
14. Explanation Need for the Proposed Amendment
The Contractor will provide TDOSHS updates to the existing TN CDL standardized template, as well as
develop a new standardized template card type for the CDL Learner Permit (‘*CDLP"). Document
templates will be developed and provided so that they can be used interchangeably with both the Interim
and Permanent CDL/CDLP. Amendment is also requested for name change from “L-1 Credentialing, Inc”
to “Morphotrust USA”
15. Name & Address of the Contractor’s Principal Owner(s)

10f2




11-20-13 AMEND REQUEST

Request Tracking # 34901-00031

Morphotrust USA, A Safran Company
296 Concord Road, Suite 300
Billerica, MA 01821

Telephone: 978-215-2400
Facsimile: 978-215-2500

16.

Evidence Contractor’'s Experience & Length Of Experience Providing the Goods or Services

MorphoTrust USA, Inc. was formed when L-1 Identity Solutions was acquired in July 2011 by Safran, a
global technology powerhouse in aerospace, defense, and security and an international top-tier supplier
of systems and equipment. Today, MorphoTrust is a Morpho company and the U.S. leader in identity
solutions and services. The company dates back over 50 years, from the time the first photo was added
to a U.S. driver license, employing a team of experts - some of which have been with the company over
40 years - bringing unmatched expertise and experience in the industries we serve.

MorphoTrust has led it's customers through many significant transitions, with numerous industry “firsts,”
including major innovations in secure ID issuance, biometrics, and enrollment services. Their
technologies are continually recognized for superior accuracy and performance as demonstrated by the
independent reports issued by the National Institute of Standards and Technology (NIST) and our 2013
award as "Biometrics Company of the Year" by Frost and Sullivan.

17.

Efforts to Identify Reasonable, Competitive, Procurement Alternatives

For security reasons, production of CDL licenses should not deviate from our current templates. To
ensure this, the Department chose to procure the services from our current service provider.

18.

Justification

The Contractor is the current provider of the services which does not expire until 2016. Going with a
new vendor would be more time consuming and more costly to the State as Morphotrust has
developed the products for us and would have easier access to make modifications and additions.
We are in process of implementing our new DL system, and are not ready for an overhaul of our DL
card production system.

Agency Head Signature and Date — MUST be signed by the ACTUAL agency head as detailed on the current
Signature Certification. Signature by an authorized signatory is acceptable only in documented circumstances

W -\:L\/\'\/ ‘\[1'{'\\)
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) CONTRACT AMENDMENT

/o
4
4

Agency Tracking # Edison 1D Contract # Amendment #
34901-00031 24760 FA1134414 2
Contractor Legal Entity Name Edison Vendor ID
MorphoTrust USA, LLC 160523

Amendment Purpose & Effect(s)
CDL card modification and name change of Driver License Services contract from L-1 Credentialing to
MorphoTrust USA, LLC.

Amendment Changes Contract End Date: I:l YES E] NO End Date: February 29, 2016

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 84,348

Funding —

FY State Federal Interdepartmental | Other TOTAL Contract Amount
2011 1,482,950 1,482,950
2012 4,448,850 4,448,850
2013 4,448,850 4,448,850
2014 4,448,850 4,448,850
2015 4,448,850 84,348 4,533,198
2016 2,965,900 2,965,900

TOTAL: 22,244,250 84,348 22,328,598.00

American Recovery and Reinvestment Act (ARRA) Funding: I:] YES NO

Budget Officer Confirmation: There is a balance in the OCR USE
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other
obligations.

Speed Chart (optionai) Account Code (optional)




AMENDMENT TWO
OF CONTRACT FA1134414

This Amendment is made and entered by and between the State of Tennessee, Department of Safety
and Homeland Security (“TDOSHS"), hereinafter referred to as the “State” and MorphoTrust USA, LLC,
hereinafter referred to as the “Contractor.” It is mutually understood and agreed by and between said,
undersigned contracting parties that the subject contract is hereby amended as follows:

1.

A19.

Contract section A.19 is deleted in its entirety and replaced with the following:

DU/ID Document Template

The Contractor will assist TDOSHS by designing a variety of DL/ID/HGCP standardized template
formats which will facilitate changes and additions to the DL/ID/HGCP over the Contract Term at
no additional charge. Document templates will be developed and provided so that they can be
used interchangeably with both the Interim and Permanent DL/ID/HGCP. Template features
common to both the Interim and Permanent DL/ID/HGCP are further described herein. Variable
features specific to the Interim and Permanent DL/ID/HGCP are further defined within the
respective sections. TDOSHS and the Contractor will mutually agree in writing on the final design
of all documents. Initial document template designs shali be provided within 60 calendar days of
the contract start date and final template will be due on a date as agreed upon by TDOSHS and
Contractor. Any new templates or modifications to existing templates requested after State
approval and acceptance of the final templates are subject to Section D.2 of this contract.

A.19.a. Template Contents

There are currently sixty-eight Document types (See Attachment G Current Card
Formats) defined by class and type with a variety of variables within each type inciuding,
but not limited to, age, organ donor, expiration period, and driving limitations. Interim and
Permanent Documents shall conform to the current AAMVA DL/ID/HGCP Card Design
Specifications, and as it may be subsequently amended (hereinafter the “most current
AAMVA DL/ID/HGCP Card Design Specifications”), as well as the following TDOSHS
template requirement.

1. A variety of portrait locations, “logo-headers,” font sizes, styles and colors,
background textures and colors in the text area, and a choice border/border colors
for the portrait, log-header and text.

2. Other design elements across formats types, such as indicators for organ donors,
medical conditions, etc.

3. Selected data fields printed in color, variable sizes, and fonts for enhancement as
specified by the TDOSHS.

4. Must use small print size which maintains card legibility while increasing layout
design flexibility.

5.  The color image portrait of the applicant on the front of the DL/ID card must be
clearly visible.

6. Phrases such as “Under 18 until (MM/DD/CCYY)" or “Under 21 until
(MM/DD/CCYY)" on the face of the Document as specified by the TDOSHS.
Phrases shall be in a different bold font and color that is readable in low light
conditions.

7. Document colors will be approved in writing by TDOSHS during the Document
design process. The Contractor shall provide a quantity of 50 gamma charts,
annually, illustrating the range of minimum to maximum spectrums of each selected
color that shall be maintained.

Graphics determined by DU/ID type.

Variable backside printing, with printed information unique to the cardholder which
will be determined as a logical result of data entered by the examiner.




A.20.

C.1.

10. Ability to produce a card without a portrait, substituting a symbol and or phrase such
as “valid without photo”.

11. State indicia and/or branding elements such as defined by TDOSHS.
12. Document Revision Date
13. Inventory Control Number

14. Other critical data that will be defined by TDOSHS or as required by federal or state
legislation prior to implementation.

Attachment H contains a sampling of some of the basic card types TDOSHS currently
produces.

The following is added as Contract new section A.20, original section A.20 is renumbered
as A.21 and any following sections are renumbered subsequently.

New DL/ID/HGCP Document Template and Madifications to existing templates

The Contractor will provide TDOSHS updates to the existing TN CDL standardized template, as
well as develop a new standardized template card type for the CDL Learner Permit (“CDLP").
Document templates will be developed and provided so that they can be used interchangeably
with both the Interim and Permanent CDL/CDLP.

A.20.a. The Contractor will modify the existing CDL card design template to allow up to 10
restrictions to be printed on the front of the card. Single letter, as well as the current two
number restrictions will be supported. Software updates and testing will be performed to
accommodate the modified card design. The modified card design shall be compliant with all
Federal Motor Carrier Safety Administration (“FMCSA") rules and regulations. Final template
will be due on a date as agreed upon by TDOSHS and Contractor.

A.20.b. The Contractor will create a new card type for the CDL Learner Permit. The card design for
the CDLP will incorporate the phrase "Invalid unless accompanied by a valid TN Drivers'
License". Software updates and testing will be performed to accommodate the new card
design. The new card type design for the CDL Leamer Permit shall be compliant with all Federal
Motor Carrier Safety Administration ("“FMCSA") rules and regulations. Final template will be
due on a date as agreed upon by TDOSHS and Contractor.

Contract sections C.1, C.2, and C.3 are deleted in their entirety and replaced with the
following:

Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed $ 22,328,598.00 ($ Twenty-Two Million Three Hundred Twenty-Eight Thousand Five
Hundred Ninety-Eight Dollars). The payment rates in section C.3 shall constitute the entire
compensation due the Contractor for all service and Contractor obligations hereunder regardless
of the difficulty, materials or equipment required. The payment rates include, but are not limited
to, all applicable taxes, fees, overheads, and all other direct and indirect costs incurred or to be
incurred by the Contractor.

The Contractor is not entitled to be paid the maximum liability for any period under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the State requests work and the
Contractor performs said work. In which case, the Contractor shall be paid in accordance with
the payment rates detailed in section C.3. The State is under no obligation to request work from
the Contractor in any specific dollar amounts or to request any work at all from the Contractor
during any period of this Contract.




C.2. Compensation Firm. The payment rates and the maximum liability of the State under this
Contract are firm for the duration of the Contract and are not subject to escalation for any reason

unless amended.

C.3. Payment Methodology. The Contractor shall be compensated based on the payment rates herein
for units of service authorized by the State in a total amount not to exceed the Contract Maximum
Liability established in Section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory completion of

units, milestones, or increments of service defined in Section A.

b. The Contractor shall be compensated for said units, milestones, or increments of service
based upon the following payment rates:

Service Description Amount'
(per compensable increment)
March 1, March 1, March 1, March 1, March 1,
2011 to 2012 to 2013 to 2014 to 2015 to
February February February February February
29, 2012 28, 2013 28, 2014 28, 2015 29, 2016
Production for licenses printed | $2.23/per | $2.23/per |$223/per | $2.23/per | $2.23/per
at OTC location card card card card card
Licenses printed at Central $223/per | $223/per | $223/per |$223/per | $2.23/per
Production Facility. card card card card card
R Amount
Service Description (per compensable increment)
One-time fee for updates to
existing CDL and creation of a
new card type for the CDL
Leamer Permit ("CDLP"). See 384,348
Section A.20. Payable upon
approval and acceptance.
C. The State will reimburse the Contractor for the actual amount of postage spent on the

mailing of all DL/ID per Section A.25.b.8.




4. The following is added as Contract sections E.20, E.21, E.22, E.23.

E.20. Tennessee Department of Revenue Registration. The Contractor shall be registered with the
Department of Revenue for the collection of Tennessee sales and use tax. This registration
requirement is a material requirement of this Contract.

E.21. All references to “TDOS" shall be deleted and replaced with “TDOSHS.”

E.22. Contractor Name. All references to “L-1 Credentialing, Inc. (dba L-1 Secure Credentialing, inc.)"
shall be deleted and replaced with “MorphoTrust USA, LLC."

E.23. Federal Employer Identification. All references to “94-3342784" shall be deleted and replaced
with "04-3320515."

Regquired Approvals. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective February 1, 2015. All other
terms and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

MORPHOTRUST USA, LLC:

s /(f\» 2/2/15

~SIGNATURE R DATE

ROBERT ECKEL, CEO (above)

DEPARTMENT OF SAFETY AND HOMELAND SECURITY:

B,A.;v\ \:L\/'\ .Y

BILL GIBBONS, COMMISSIONER DATE




CONTRACT AMENDMENT

Agency Tracking #
34901-00031

Edison ID
24760

Contract #
FA1134414

Amendment #
1

Contractor Legal Entity Name

L-1 Credentialing, Inc. (dba L-1 Secure Credentialing, Inc.)

Edison Vendor ID
70997

Amendment Purpose & Effect(s)
Add part c. to the contract Payment Methodology Section C.3.

Amendment Changes Contract End Date: [(dves Xno End Date: February 29, 2016
Amount of the TOTAL Contract Amount INCREASE or DECREASE per this Amendment: $0
Funding —

FY State Federal Interdepartmental Other TOTAL Contract Amount
2011 1,482,950 1,482,950
2012 4,448,850 4,448,850
2013 4,448,850 4,448,850
2014 4,448,850 4,448,850
2015 4,448,850 4,448,850
2016 2,965,900 2,965,900

TOTAL: 22,244,250 22,244,250

e E—— e

American Recovery and Reinvestment Act (ARRA) Funding: || YES [ NO

Budget Officer Confirmation: There is a balance in the OCR USE

appropriation from which obligations hereunder are required

to be paid that is not already encumbered to pay other

obligations.

FA1134414-01

Bl ffetse—

Speed Chart (optional)
SF00000093

Account Code (optional)




AMENDMENT ONE

OF CONTRACT FA1134414

This Amendment is made and entered by and between the State of Tennessee, Department of Safety
and Homeland Security, hereinafter referred to as the “State” and L-1 Secure Credentialing Inc.,

hereinafter referred to as the “Contractor.” It is mutually understood and agreed by and between said,
undersigned contracting parties that the subject contract is hereby amended as follows:

: Contract section C.3 is deleted in its entirety and replaced with the following:
C.3. Payment Methodology. The Contractor shall be compensated based on the payment

rates herein for units of service authorized by the State in a total amount not to exceed
the Contract Maximum Liability established in Section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory
completion of units, milestones, or increments of service defined in Section A.

b. The Contractor shall be compensated for said units, milestones, or increments of
service based upon the following payment rates:

; Amount
Servics Bestriphon (per compensable increment)

March 1, March 1, March 1, March 1, March 1,
2011 to 2012 to 2013 to 2014 to 2015 to
February February February February | February
29, 2012 28, 2013 28, 2014 28, 2015 29, 2016

Production for licenses printed $223/per |$223/per |$223/per | $223/per | $223/per

at OTC location card card card card card

Licenses printed at Central $223/per | $223/per |$223/per | $2.23/per | $2.23/ per

Production Facility. card card card card card

c. The State will reimburse the Contractor for the actual amount of postage spent

on the mailing of all DL/ID per Section A.25.b.8.

The revisions set forth herein shall be effective on the date of final approval by all appropriate officials in
accordance with applicable Tennessee laws and regulations (depending upon the specifics of this

contract, said officials may include, but are not limited to, the Commissioner of Finance and
Administration, the Commissioner of Human Resources, and the Comptroller of the Treasury). All other
terms and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

L-1 SECURE CREDENTIALING, INC.:

/2/72ﬁu-u

SIGNATURE
Bob Eckel, President

DATE

PRINTED NAME AND TITLE OF SIGNATORY (above)




DEPARTMENT OF SAFETY AND HOMELAND SECURITY:

Sl @ ﬂL % 1ig]1a

- v

BILL GIBBONS, COMMISSIONER DATE/




> SAFRAN

MorphoTrust USA

Dear Valued Customer,

Please Note: MorphoTrust’s Address Has Changed

As part of this transition, our billing department has begun receiving and processing all payments from
the Franklin, TN office referenced below.

All future inquiries and payments should be remitted to:

MorphoTrust, USA
Billing Department

6840 Carothers Parkway, Suite 650
Franklin, TN 37067

Please be sure to reference your account number with all payments, to ensure prompt application of

funds to your account.

Any payment which does not reflect the account number may be delayed or returned, resulting in the

suspension of your account.

Sincerely,

MorphoTrust, USA Billing Department

MorphoTrust USA, Inc.

6840 Carothers Parkway, Ste. 650
Franklin, TN 37067 www.morphotrust.com



http://www.morphotrust.com/

Forrmn W"'g

{Rev, August 2013}

Department of the Treasu
Internal Revenue Service v

Request for Taxpayer
[dentification Number and Certification

Give Form to the-
raquester. Do not
send to the IRS.

Naima (as shawn an your incoma tax retum)

MORPHOTRUST USA LLC

Buslness hama/disregarded entity nams, if diffarent from above

Print or type
See Specific Instructions on page 2.

Check appropriate box for federal tax elassification; Exemptions {see instructions):
Tl inomiduatisola propristor L) G Gorporation ] & Corporation ] Partnershlp I Trustestate
Exempt payes cods (if any)
Limited Niabifity company. Enter the tax classification (C=C corporation, $=8 corporation, P=partneiship) > ¢ Exemption from FATGCA raperiing
P code {f &y
[T] other (sss instructions) » - =N
Addrass (number, sirest, and apt. or sulte no,) L Requestar's name and address (oplienal) f E}VKIT?
296 CONCORD ROAD, SUITE 300 -~ MorphoTrust USA Yol
Clty, state, and ZIP cods / 6840 Carothers Pkwy, Suite 650 )
IBILLERICA, MA 01821 { Franklin, TN 37067 p
List account number(s) hers (options . S/ —
‘ foptionz) W“"“Mw“%wn..;'wmﬂ:ﬁ:ﬂﬂ =
Taxpayer Identification Number (TIN}
Enter your TIN In ths appropriate box. The TIN provided must match the nama glven on the “Name” lilng | Soclal security number

ta avold backup withhelding. For Indlviduals, this is your social security numbsr (SSN), Howaver, for a ;
regidant allen, sole proprietor, or disregarded enfity, sea the Part | instructions on page 3. For other - -
entitles, it Is your employer ideniification number {EIN). If you do not have a number, ses How to gat a

TIN on page 3.
Note. If the account is In more than one name, see tha chart on page 4 for guidelines on whoss Employor Identification number
number to enter,
O[4] ~|313{2|0|5]|1|5
Ceriification

Under penaltles of perury, | certify that:

1. The number shown on this form Is my correct taxpayer identiflcation number (or | am walting for a number to be lssued to mej, and

2. | am not subject to backup withholding beoause: {8) | am exempt from backup withholding, or {0} L have not been notified by the Internal Revenue
Service {IRS) that | am subject to backup withholding as a result of a failure to report all Inerest or dividends, or {c) the IRS has notlfled mae that{ am

no longer subject to backup withholding, and
3. lam a U.S, citizen ar other U.S. person {dsflned below), and

4. The FATCA code(s) entsred an this form {if any) indlcating that | arm exempt from FATGA reporting Is correct. .
Gerlifioation Instructions. You must cross out itam 2 above if you have been notified by the IRS that you are currently sublect to backup withholding

bacause you have fallad to report all interest and dividends on your tax return,

For real estate transactlons, item 2 does not apply. For mortgage

interast paid, acquisition or abandonmant of securad property, cancellation of dabt, confributions to an Individua! ratiremant arrangement (IRA), and
generally, payments other than Interest and dividends, you are not required to sign the cartification, but you must provide your correct TIN, See the

instructions on page 3. ey
Sign Signature of —~ .
Here .8, person ) /’; 2 - Date rf“r)f‘/ 3 / ey Y ;

- /
General Instructions

Seclian raferences are 1o the Internal Revenus Code unless otherwise noted,

Futura developments, The IRS has created 4 page on IRS.gov for information
avout Farm W-8, ak wynwirs.goviwd, Information about any futurs developments
affacting Form W-@ {such as leglslation enacled after we rsleass it) will be posted
on that page.

Purpese of Form

A person who s required fo file an information return with tha IRS must ebtaln your
corest taxpayer Identlfication aumber (TIN) to repon, for example, incoma pald to
you, paynients made to you In seftlement of payment eard and third party network
transactlons, real estate transactions, mortgage fntarest you pald, acquisition or
abandonmant of secured property, cancallatlon of debt, or contributions you mads
to an [RA.

Use Form W-9 only If you are a U.S, person (including a resident alien), to
provide your correct TIN ta the person requesling it (ihe requestey) and, when
applicable, to:

1. Certify that the TIN you are glving 1s cotrect for you are weiting for & number
to be {ssued),

2, Gertify that you are not subject to backup withhalding, or

3. Clalm exemption from backup withholding if you are a US. exempt paves, If
applicable, you are also cetlifying that as a U.S. persen, your allacabls share of
any partnership income from a U.S. tradas or business Is not subject 1o the

withhelding tax on forelgn partnars’ share of sffsctively connected income, and

4. Garlify that FATCA codels) entered on this form (f any) indicaling that you ara
exempt from the FATCA reporling, Is comecst,

Note. If you are a U8, person and a requester gives you a form oltier than Form
W-8 10 requast your TIN, you must use the requester’s fomn if it is substantially
similar to this Form W-9,

Definition of & U.S. person. For faderal tax purposes, you are consldared a U.S.
person if you are;

* An Individual who [s a LS. ¢itizen or U.S. resident allen,

* A perinership, corporation, company, or association created or erganized in the
United States or under the faws of the United States,

+ An estate {other than a forelgn estate), or
* A domestlc trust (as daflned In Regulations section 361.7701-7).

Speclal rutes for partnerships. Partnerships That condust a trada or business in
the United States are generally required to pay a withholding tax undar section
1446 on any foraign partners® shars of effectiyely connested taxable Incoma from
such business. Further, In certain casss where & Form W-9 has not been received,
the tules under section 1446 require a partnership to prasume that a partner s a
Torelgn person, and pay the section 1446 withholding tax. Thersfore, If you ars 4
U.8. persan that is & parinsr In a partnership cenducling a trade or businass in the
United States, provide Fosm W-9 1o the partnership to establish your U8, status
and avold section 1448 withholding on your share of partnarship incoms.

Cat. No. 10231X

Form W=0 (Rev. 8-2019)




CONTRACT

{fee-for-service contract with an individual, business, non-profit, or governmental entity of another state}

Begin Date End Date Agency Tracking # Edison Record ID

March 1, 2011 February 29, 2016 34901-00031 24760
Contractor Legal Entity Name Edison Vendor 1D
-1 Credentialing, Inc. (dba L-1 Secure Credentialing, Inc.) 70997
Subrecipient or Vendor CFDA# FEIN or SSN {optional}
D Subreciplent Vendor

Service Caption (one line only)

Driver License Seivices

13

FY i State Federal Interdepartmentsl | Other TOTAL Contract Amount
2011 1,482,850 1,482,850
2012 4,448,850 4,448 850
2013 4,448 850 4,448 850
2014 4,448,850 4,448 850
2015 4,448,850 4,448,850
2016 2,965,900 | 2,965,900

TOTAL: 22,244,250 22,244 250

American Recovery and Reinvestment Act {ARRA) Funding: D YES PZ‘ NO

Ownership/Control

D Afncan Amerzcan D Asuan [] H:spamc D Natwe Amencan D Female

[:! Person wlDusabmty : D SmaH Busmess D Governmem @ NOT M:nonty]Dnsadvantaged

[ other:

Selection Mathod & Process Summary (mafk the correct response to.confirm the assoclated summary)

) R The procutement process was compieted in accordance with the approved RFP

document and associated, regutatmns

 The preder ned, competitive, imparial, negotiation process was compleled in
D Competltwe Negotlation _ agggr;ianoe wuth (he assomated approved‘ procedures and eva!uaﬂon critena
D Alternatwe Competltwe Method * The predefined, competl:we. :mpar!ia! proourement process was completed in

: accordance with the associated, appfoved procedures and evalualfcm crrterla

L The non-competitive contractor selection was completed as approved, and the

D Non Competltwe Negotnation .} proturement process included a negd_tiat'rqg_?fhl;gg_t posslb!e terms & price,
D Other The cenfractor selection was directed by faw, court order, settlement agreement, or

resulted fram the state making the same agreement with all interested parties or all
parties in a predetermined "class.”

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are required to be
paid that is not already encumbgred to pay other obligations.
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CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF SAFETY
AND
L-1 SECURE CREDENTIALING, INC.

This Contract, by-and between the State of Tennesses, Department of Safety, hereinafter referred to as
the “State” and L-1 Secure Credentialing, Inc., hereinafter referred to as the "Contractor,” is for the
provision of Driver License, tdentification License, and Hand Gun Carry Permit Card Production System
for the Tennessee Depariment of Safety Driver Services Division, as further defined in the "SCOPE OF
SERVICES."

The Contractoris FOR-PROFIT CORPORATION.
Condractor Federal Employer ldentification or Social Security Number: 94-3342784
Contractor Place of incorporation or Organization: Delaware

A.  SCOPE OF SERVICES:

Al
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“The Contractor shall provide all service and deliverables as required; described, and detailed by

this: Scope of Services and shall meet all service and delivery timelines specified in the Scope of
Services section of elsewhera in this Contract.

Background

The Headquarters for the Tennessee Department of Safety Driver License Issuance Division is
located at 1150 Foster Avenue, Nashville, Tennessee. The TDOS is fesponsible for issuing
driver licenses, non driver identification cards, and handgun carry permits (DL/ID/HGCP).
Currently, an over-the-counter issuanice process is used at all Driver Service Centers (DSC)
statewide. TDOS offers eligible residents several Self-Service Channels for renewing and
ordering duplicates of their DLAD via mall and internet. Renewal by mail transactions are fun
through a batch program that creates a transaction record that is used {o issue these driver
licenses at the current Contractor's Tennessee located central card production facllity. A similar
process is used for drivers who renew via Internet through the State's portal,
TennesseeAnytime.org. Additionally, eligible residents can use self-service kiosks located in
Driver Service Centers {DSC) {o renewal and order a duplicate of a DLAD, The kiosk
transactions ate. routed to a digital caplure station for final issuance,

TDOS also uses a Central Issuance process to issue Restricted and Special
Handiing/Undercover licenses at TDOS Headquarters. The Restricted License and Handgun
Carty Permit process begins in a DSC where a digital image and signature are obtained and kept
or a temporary file for retrieval at Headquarters for final issuance. Centrally Issued
VIP/Undercover licenses are processed and issued from Headquarters using the same process
utitized at DSC. ’

Additional background Information detailing current business operalions and issuance aclivities is
provided as reference materiat in Attachment P,

General Scope of DLAD/EIVHGCP Digitized Card Production System Project

“The scope of the Digitized Card Production System project encompasses oblaining a new
contract for a Digitized License System (DLS) which inciudes design and implementation of an

image Collection System (ICS), Card Production System (CPS), and Document
Imaging/Scanning System. The scope of the project includes the following: (See Attachment L for
a Glossary of frequently used acronyms and terms used within this contract.)

A3.a. Image Collection System (ICS)

The Contractor shall;



Provide an IGS that will collect image data that is an accurate reproduction of the
applicant’s signature and portrait.

Provide ICS configuration that shall provide reasonably comfortable seated operation
of alt components involved in the applicant image collection process. Compliance
with the Americans with Disabilities Act {ADA) regulations is required.

Frovide functionality for {CS which includes automated controls to ensure quality of
applicant image data, without increasing processing time in the Driver Service
Center.

Upgrade |CS hardware and provide modifications necessary to integrate ICS
hardware to Examiner Workstations (EW). The EW is the fully integrated
workstation, including Tennessee Department of Safety (TDOS) Driver Licenss
Informiation System (DLIS) software. ICS equipment and software must be refreshed
on a scheduled basis 10 remain consistent with modern technology upgrades with the
Contractor providing an annual review of equipment needs. (See Seclion A.69
Hardware Refresh Plan)

Provide ICS software enhancements to accommodate EW upgrades, and ensure that
the ICS will continue to integrate with any New Driver License information System.

Provide fraining and documentation materials with regard to operation and
maintenance of the iCS.

Provide for the transmission of signature and portrait to the State Enterprise Content
Management (ECM) System, (currently FileNet P8 version 3.5 or its successors)
along with automatically generated indexing information to aid in further retrieval (e.g.
DL#, SSN, Name, Date of Birth, County, etc.). See Attachment F Office of .
information Resources (OIR) Data Center to view the location of the Stale's ECM
system, FileNet,

Provide a comprehensive repair and maintenance pian to include emergency repair
service,

A3b. Card Production System (CPS)

1.

Provide.a CPS that will manufacture and deliver color photo Driver
License/ldentification /Handgun Carry Permits and Employee identification
{DLID/IHGGP/E]) cards with security features, encoded 1-D and 2-D barcode. DUID
cards must meet or exceed standards contained in the most current American
Asseciation of Motor Vehicle Administrator's (AAMVA's) Personal Identificalion —
AAMVA Norttr American Standard — DL/D Card Design document and mest
reguirements set forth in the Final Rules and Regulations REAL 1D Act of 2005 or its
successors. TDOS reserves the right to reject specific standards set forth by
AAMVA. Final card specifications will be mutually agreed upon by TDOS and the
Contractor. El cards should meet all standards, except securtly features and
barcode.

The CPS must provide a real-lime reporting system which can be queried to provide
the status of card production,

Provide a mailing solution for DL/AIDHGCP cards that includes the delivery of
compleled DUID/HGCP cards to a U.S.P.S. facility at a maximum production time of
three (3) Business Days from the time the document is ordered. A report must be
produced in conjunction with TDOS by the Contractor {6 track this metric.

The CPS must provide quality controls for porirait, signature, data, and all facets of
the final cards produced. Acceptable standards for quality control wifl be defined
during the Detail System Design (DSD).
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5. Produce DUID/HGCP/EI cards that are protected against counterfeiting, alteration of
data, duplication of the entire document, and substitution of applicant's photo, and
other fraudulent change or use,

8. Provide secure storage and accountability for the finished DUID/MGCP while in the
Contraclor's possesslonfcontrol.

Adc. Document imaging/Scanning System

1. Provide scanning system including hardware and software in a non-proprietary
format fo allow for the capture of source documents and applications.

2. The system must provide controls to allow the examiner 1o accept or reject images
captured; adjust contrast and brightness levels, and crop image to adjust for various
size docurnents.

3. Submission of captured images to the State Enterprise Content Managemient (ECM)
Syslem, {currently FileNet P8 v.3.50r its successors), along with indexing information
to aid in future retrieval of scanned documents {e.g. DL#, SSN, Name, Date, County,
etc.),

Minimum Business Reqguirements

1.

The Contractor shall produce all Tennessee Permanent DUID/HGCP documents at a Central
Production Facllity located inside the Continental United States.

The Contractor's solution shall produce the Interim DL/ID and caplure a machine-readable
Inventory Control Number (ICN), DLAID Number and Transaction 1D in less than one (1)
minute for over-the sounter (instant) issuance, once the workstation operator issued the
command to print the interim DLAD.

The Contractor shall provide, inglall, and support all workstation applications, and all hardware
provided to fulfill the requirements of this Contract.

. The contractor shall provide, install and support a barcode reader solution that wil be used to

read, capture and transmit contents of the PDF417 barcode printed on the back of the DLAD.

The Contractor shall comply with all requirements specified in the rules of the Real ID Act or
its successors.

. The Contractor shall comply with the State’s Enterprise Information Security Policies found at

http:/fwww.state.in.usffinance/oir/security/secpofioy.html and the TDOS Security Plan. The

Contractor will be provided the TDOS Security Plan upon plan approval by the federal
Department of Homeland Security.

. The Contractor shall ufilize SFTP for all bulk data transfers between the DLS and DLIS.

Additionaily, the Contractor is responsible for purchasing any necessary SFTP client licenses.

The Confractor shalf coniplete Acceptance Testing, the Contractor's system shalt petforim
successfully and error-free for ten (10) consecutive business days in a realistic environment
that fully and accurately simulates the production DLS or in a manner that does niot
compromise the production database in accordance with the approved Acceptance Testing
Plart.

Project Management

The Stafe of Tennessee's Information Technology Methodology is tailored to encompass those
processes and deliverables required o meet its goals and objectives and is based on the
principles set forth by the Project Management institute (PMI). As such, the Contractor will
develop a Comprehensive Project management plan that will be used by the State and the
Contractor to achieve the following:

1. Organize, prioritize, coordinate, integrate, and monitor project activities in order to deliver



the reguired products {deliverables) within scope, quality, time, and cost constraints;

2. Effectively communicate in order to keep project staff, stakeholders, and executive sponsor
management apprised of the status of project activities;

3. Implement and maintain quality assurance processes 10 ensure project products
{deliverables) fulfill requirements and standards;

4. Manage and control risks fo the project thal may impacl its success.

The Contractor will be responsible for performing all project management activities, including
those of any subcontractors, and should direct all required reporis and project updates to the
designated TDOS Executive Project Director and fo the Project Manager(s) appointed by TDOS.
In addition, the Contractor will be respensibie for providing status reports and responding to
informational requests.

A5.a. Comprehenslve Project Management Flan

The Contractor will provide TDOS with a Comprehensive Profect Management Plan
which will inciude the following:

1. Project Definition

2. Management Approach

3. Milestones and critical management checkpolnts/reviews

4. Work Breakdown Structure (WBS)

5.  Project Schedule -Gantt Chart

8. Project Management and Approval Plan as discussed in Section A.9

7. Assumptions

8. Constraint

9. Risk Register

10. Process for Tracking Issues/Action Hems (Issue Log)

11, Final Acceptance Processes and Criteria

12. Stakeholder sign-offs

13. Included as Attachments to the Comprehensive Project Management Plan will be the:
8) Master Projeci Work Plan

b) Communication Management Plan
<) Guality Management Plan

d) Risk Management Plan

e} Resource Management Plan

The Contractor shall submit a final project plan for TDOS' approval no later than thirly
(30) calendar days after condract start dale,

A5Db. Praft Master Project Work Plan

The Contractor will provide a high-level Project Work Plan and schedule that includes all
known tasks, duration estimates, activity dependendies, and resource loading for the
duration of the project, including the critical path time line. The draft project work plan will
be reviewed and updated by Both the State team and the Contractor during a Project
Kick-Off session. Once approved in wiiting by the State, the resultant Master Project
Wark Plan will be maintained by the Contractor, with any required assistance from the
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State Project Manager throughout the remainder of the project. The Contractor must use
Microsoft Project version 2003 {or later) as the project management tool,

Communications Plan

The Contractor will develop a Communication Management Plan that must be approved
in writing by the State, as part of the Comprehensive Management Project Management
Plan in order to maintain positive and continuous communications regarding project
activities with project staff, stakeholders and executive sponsor management. The
Contractor will provide effective communications in various ways, 1o include Weekly
Status Reports and iwice-monthly Project Steering Committee meetings as deseribed

below:

1. Project Steering Committee (PSC) Oversight. The State's PSC provides executive-
leve] guidance for the project. This commitiee consists of the Project Sponsor and
other senior business and technical representatives. The PSC will evaluate the
project at critical checkpoints, which includes those currently part of the Project
Management Plan and any other defined by the State. The evaluation will consider
information from project management and technical groups supporting the project.
Quality Assurance assessments will be presented during the PSC for review, PSC
approval is required for any changes to:the project scope or schedule as well as
Contractor personnel chariges.

2. Narralive Project Stalus Report and PSC Presentation. The Contractor will make a
twice monthly presentation to the PSC toinclude details of the progress of the project,
identifying key ongoing and upcoming aclivilies of the project, as well as issues and
ltems needing PSC attentlon. The PSC may request unscheduied reports from the
Confractor to address specific concerns related io the project status. ‘One (1) face-to-
face meeting per month will be required, with the other meetings taking place via
teleconference,

3. Weekly Status Meeting, The Contractor will conduct a one hour status meeting at
feast once a week {in person or via conference call) in order to fully review key
accomplishments and milestones, upcoming items, action items and issues with start
and end dates. It will also include simple project metrics. Minutes from the meeting
will be delivered 1o the project team within two (2) business days.

4, Weekly Status Report. The Contractor will provide an electronic report weekly, or
more frequently if requested by TDOS, showing the status of outstanding project task.
The status report will be used to measure and menitor implementation progress and
change requests.

Project Quality Management Plan

The Contractor wili provide a Quality Management Plan that must be approved in writing
by the State. The plan must be maintained throughout the project with maintenance
rasponsibility being shared between the Contractor and the State Project Manager. The
plan will show both State and Contractor respective responsibilities and planned activities
regarding project quality and must cover the following fopics:

I.  Project quality objectives and the metrics needed to assess progress toward those
objectives. Each identified metric will be fully defined in terms of.
a)} Purpose and expected use;
b} Definition of data elements used in the metric;
c} Collection, calculalion, and reporting method, schedule, and responsibility;
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d) Standards fo be used in the project {these may be references to external
documents).

i, Quality control activities to be performed by the Contractor prior to submitting
deliverables for State accepfance.

. Other quality managemeni activities such as Contractor self-assessments and project
defect reporting and resolution processes;

IV, How the quality control and assessment activities will be documented and reported
for State review.

The Contractor will schedule tasks and resources in the project Work Plan to accomplish
the Quality Management Plan’s defined activities. The Contractor will obtain State
approval of the Quality Management Plan. The Contractor will keep the Quality
Management Plan up to date with current activities and responsibliities.

The Contractor will be fully responsible for the quality {completeness, correctness, and
usability) of all deliverables. The Contractor will verify the qualily of each deliverable
before submitting It for State review and approval. By submitting a defiverable, the
Contractor affirms that, to the best of its knowledge and understanding at that time, the
deliverabls meets State acceptance criteria. The Contractor will correct all deficiencies in
deliverables as, reported in writing and as required by the State.

The State will review deliverables to delermine théir fitnéss for use, The State will
complele its review and provide review results in writing 1o the Contractor within ten (10)
business days {or less, whenever possibie) following the date the Contractor submits the
deliverable lo the State for review. If the State finds deficiencies in defiverables, itwill
formally communicate them in writing to the Contractor but will not develop the specific
changes that would correct them. The Contractor will correct all such deficiencies and
resubmit corrected deliverables for review (which begins a new ten {10) business day
review cycle). All deliverables must be approved in wriling by the Slate to be considered
final. If subsequent reviews are required, the State expects the review to cover only
those areas that required correction. The Slate also expécts the Contractor to Sorrect
identified deficiencies in deliverables the first time and therefore multiple review cycles for
deliverabies would not he required.

The Contractor will provide project quality objectives and the metrics needed to assess
progress toward those objectives. Each identified metric will be fully defined in terms of
purpose, expected use, Definition of data elements used, collection, calculation, and
reporing method, schedule, and responsibility.

The Contractor will provide supporting activilies, such as problem resolution and change
management, All activities will be fully described as to method, schedule, and
responsibllity. Detailed procedures may be includéd or referenced from a separate
document.

Risk Management Flan

The Conlractor will provide a risk management plan that must be approved in writing by
the State. The pian must be maintained throughout the proiect with maintenance
responsibility being shared between the Contractor and the State Project Manager. The
ptan will show both State and Confractar respective responsibilities and planned activities
regarding project risk and must cover the following topics:

I.  Risk identification — The Contractor will work with the state projact manager 1o
idenlify potential project risks, their probability and impact o the overall project,
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H. Risk Response — The Contractor will work with the state project manager to develop
oplions and actions to enhiance opportunities, and to reduce threats to project
objectives,

I, Risk Register — The contractor will develop and maintain, with the assistance of
TDOS Project Managers, a document to monitor initial and ongoing risks identified
during the project,

A5f  Project Resource Management Plan

As part of the Management Approach of the Comprehensive Project Management Plan,
the Contractor will identify the project 1eam, both State and Contractor, with the creation
of an organizational chart. A detailed description of how the Confractor will organize,
deploy, and administer the project team will be included, All task assignments that
require a State resource identified by the Contractor will only be assigned through the
functional manager of that resource. The Contractor will not be allowed to assign tasks:
directly. Resource loading for each task must reflect Contractor and State staff, tasks,
and schedules. The Comprehensive Project Management Plan must be approved in
writing by the State,

Contragtor Project Manager

The Conlractor's Project Manager will be available to TDOS by phone-or e-mait through Full

Implementation and attend all project status meetings (in person or by phone}.

Once the Digitized License System (DLS) has been accepted by TDOS, the Contractor must
provide a full time Operations Manager that will be responsible for overseeing the operations of
the card production process and for being TDOS' primary point of contact for any issues and
items requlring escalation. Once the DLS has been accepted by TDOS, the Contractor's
Operations Manager is expected to be engaged full-time throughout the Contract Term. The
Contractor's Operations Manager shall be-available after hours and shall provide TDOS up-to-
date emergency: contact information, including but not fimited to, home telephone number and
cellular telephone number, in the event that TDOS needs to contact the Contractor's Operations
Manager for critical issues that require aflention outside of the Central Production Facillity's hours

of operation. The Contractor's Operations Manager shall represent the Contractor and provide

coordination on any enhancements and change requests that are submitted by TDOS.

Implementation Project $taffing Management

The Contractor is responsible for maintaining the necessary leve! of staff to produce the
mandatory output [evel,

The Contractor shall provide a staffing plan during the project kick-off meetirig that, at a minimum:
1. ldentifies roles, responsibilities and availability for all project staff including subcontractors,

2. The assigned project manager and senior archilect shall be engaged full time on this project
from kick-off untit Fulf implementation of the Digitized License System by TDOS.

3. Provides no changes of key project staff will be made without prior written consent of TDOS
excluding personnel who have terminated permanent employment..

4. Reguires key project personnel not located at TDOS headguarters office, 1o be accessible by
phone or email and respond within two (2) hours during regular business hours,

5. Shall provide documentation that background checks have been conducted on each
individual staff member consisting of, but not limited to criminal history, and driver license
search, as wall as any requirements stipulated by the Real ID Act or its successors.
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Project Schedule Requirements

TDOS requires the Contractor to develop a project schedule utilizing a project tracing tool that
shall be transferable into and compatible with the TDOS tracking tool, Microsoft Project version
2003 or later.

The Contractor shali begin issuing DL/AD/HGCP cards no later than one (1) year from the contract
start date.

The Contractor shall also provide TDOS with fully functional document scaniners and barcode
readers no later than one (1) vear from contract start date.

Project Deliverables
The Contraclor shall provide the following deliverables:

1. The Project Management and Approval Plan will be jointly developed with TDOS with the
understanding that due dates will be determined during schedule development portion of the
project planning meetings.

2. Submit specifications to TDOS for approval including, but not imited to, the following:

a. Software and architectural design specification(s) for all functions, reports, and
interfaces identified in this Contracl:that are the responsibility of the Contractor.

b. Technical specifications on all Contractor provided Hardware, including, but not
limited to cameras, printers, peripherals, bar code readers, scanners, and spare
equipment. The manufacturer's lechnical specifications may be relied upon to satisfy
{his requirement.

c. Detailed DLAD design specifications for the approved Interim and Permanent DL/D
documents, The DL/D desighn specifications shall provide a comprehensive
explanation of all elements of the DL/ID including, but not limited 1o, physica
construction, document contents, 2-0 barcode specifications and dataffield mapping,
physical layout, applied and built in security features, document templates, and any
other-relevant detaifs on the Interim and Permianent DL/ID documents,

d. Specifications on the Conlracior's Centrat Card Production Facility. This specification
shall contain detalls on relevant details on the configuration and operating
procedures for the Central Card Production Facility including delivery of Permanent
DL/IDs.

3. The Contractor's disaster recovery and business continuity plans for providing disaster
recovery and businiess continuity responsibilities in incidents that occur at-a DSC location
as specified in Section A.70.

4. Disagter Recovery-and Business Continuity Plans for the Centrai Card F’roduchon Facility
as specified in Section A.70.

Comprehensive Security Plans as specified in Section A.58 and A.58.a-h.
Training and Documentation Plan as specified in Sections A.60 through A.65.d.
Supply Reguirements as specified in Sactions A.45 through A.56,
Maintenance and Helpdesk Suppori Plans as specified in Sections A.67 and A.68.

IS

Hardware Refresh Plan as specified in Section A.69.

10. Testing, Delivery, Installation and Test Scripts Plans as specified in Sections A.72 through
AT4.a.

11. Document and submit specific functions, designs, processes, procedures, overrides, or
methodologies that require joint development with TDOS for approval by TDOS.
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12. Report Development as specified in Sections A.59 and A.58.a-h.

13, Document and submit architectural documents, fliowcharts, models, site surveys,
interactions and interfaces between systems and other technical renderings to TDOS for
approval,

14. Coordinate meetings with TBOS Project Manager to acquire information and resolve
issuies when necessary.

15, Meet delivery requirements when specified. Where time frames are specified for

deliverables, calendar days are 1o be applied. If due date falls on a weekend or holiday,
the deliverable is due on the following business day,

Service Level Agreement

The Contractor and TDOS will jointly develop a Service Level Agreement (SLA) plan that will
define the services, jobs, frequencies, and measures that will be applied to assure that the
Contractor performance meets or éxceeds TDOS eXpectations during the contract term. Spetific
agreed upon criteria between the Contractor and TDQOS will be finalized during contract
negotiations. Date and time parameters sel forth by the Stalein A3, A4, A5, AB.,AT. A8
; or any othier subsequent provision shall not be negotiated, The Contractor will provide a plan for
reporting 10 and notifying TDOS regarding complianze with the SLA. The SLA must include, but
is not fo be limited to the following:

1. Management Approach

Production Support

User Support

System Support-Modifications and Enhancements.
Risk Management

Quality Assurance

NG oaswoN

Repair and Maintenange

Site Survey

The Contractor shall complete and document a Site Survey of each TDOS Driver Service Center
and Counly Clerk Office. The survey report to TDOS Project Manager will include
recommendations on necessary changes to accommodate eguipment installation. The Site
Survey schedule will be developed by the Contractor and dpproved by TDOS. All Site Surveys
shall not disrupt DSC and County Clerk operations and shall occur during normal DSC operating
hours.

Equipment Models

The Contractor shall provide to. TDOS a minimum of nine {9) full-scale model Capture
Workstations and all other equipment that accurately. reprasents the footprint and cubic
dimensions occupied by the proposed equipment. The models should be constructed of a
jightweight material (i.e. foam or 2-dimensional cardboard) that will allow for easy transport 1o
TDOS Driver Service Centers for space assessment purposes. The models shall be delivered o
TDOS within 30 calendar days of contract signing.

Tennessee DLAD Documents

TDOS desires to standardize and develop requirements that are common to both the Interim and
Permanent DL/ID to aid in efficiencies and economies of scale, ensure the integrity and
authenticity of its Documents and, where technically possible, meet the requirements of AAMVA
Driver License Agreement (DLA) and/or state requirements. Requirements that are general in
nature and common o both Interim and Permanent documents are contained in the section.
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A.15.

A18.

Some requirements in this section reference the most current AAMVA DLAD Card Design
Speclfications. The referenced specifications can be oblained at;
htip:/iwww.aamva.orafaamva/DocumentDisplay. aspx ?id={6B1588D2-1BCE-4F77-A8CD-

BDD325130972}

The Contractor shall maintain and provide to TDOS an updated and complete sampling of all
Documents comprised of the most recent versions of Interim and Permanent Documents for the
fife of the Contract. The sampling must be updated and provided to TDOS prior to the issuance
of any revised Interim and Permanent Documents.

Interim DL/ID Accepfance Testing

The Contracior shali submit to TDOS after the final design is completed, a sample set of the
approved interim DL/ID document for testing purposes which shall consist of 200 Documents per
sample solufion, If special tools are required for testing, the Contractor must also provide ten (10)
sets along with detailed instructions for using the tools, Submitted tools and samples will not be
returned and will be retained by TDOS and the third party testing consultant.

All Documents submitied must all be produced from the same producti'on_ run to ensure consistent
test results, Each document shall be numbered with a 9-digit sequential DLAD. nurmber and with
an Inventory Control Number (ICN).

Permanent BLAD Acceptance Testing

The Contractor shall submit to TDOS after the final design if completed, a sample set of the
approved Permanent. DL/AD document for testing purposes which shall consist of 400 Documents
per sample solution. If special tools are required for testing, the Contractor must also provide ten
{10} sets along with detailed instructions for using the tools. Submitted tools and samples will not
be returned and will be retained by TDOS and the third party testing consultant.

Permanent DHID samples must be submitted for testing and pass a full battery of security and
durability tests as recommended in American Association of Motor Vehicle Administrator's
{AAMVA's) Personal ldentification ~AAMVA North American Standard — DLAD Card Design 2009,
Annex E. Document samples will be tested and at least one (1) proposed solution must be
certified by a third party testing consultant, as meeting or exceeding the Permanent DL/ID testing
reguirements.

All Documents submitted must all be produced from the same production run to ensure consistent
test results. Each document shall be numbered with 2 9-digit sequential DL/ID number.

Quality Assurance Plan

Quality assurance standards will be jointly agreed upon by the Contracior and TDOS.
Throughout the Contract term, TDOS will conduct periodic quality assurance audits at least once
every other month on all aspecis of preduct deliverables including, but not limited to:

Document print quality

Color spectrum ranges

Barcode readability

Document Construction

Delivery timeframes of Documents and Consumables
DUID and Document Carrier quality and accuracy

TDOS will notify the Contractor in writing when guality assurance thresholds are not being met. It
shall be the Contractor's responsibility to acknowledge the notification within 25 hours and
provide a plan to remedy the deficiency.

I N
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The Contractor's response will include a description of the process for conducting Quality Control
and Quality Assurance for the entire Contract term.

Document Issuatce

Applicants currently seeking a Tennessee DL/ID are issued Documents through a variety of
processes such as over-the-counter, centrally issued special handling, and self-service channels.
it is TDOS' objective to centralize the process for issuing Permanent DLAD. As a result of
centralization, applicants for a DLAD will receive an immediate over-the-counter Interim
Document followed by a centrally issued Permanent Document; HGCP applicants will receive a
receipt followed by-a centrally issued perrmanent document.

OL/ID Change Confrol

If the Contractor desires to-change any component {material and equipment) used to produce the
Interim or Permanent DL/AD during the Contract Term, the Contractor will notify TDOS prior to
making the change. In order to maintain consistency and ensure that the Interim and Permanent
DU/ID produced as a result of change will meet qualification standards, TDOS may require that
the Contractor, at its own expense, submit sample Interim and Permanent DLAD for testing. The
samples musl be fully tested following TDOS' then effective testing standards and receive a
passing rating form & suitable independent laboratory approved by TDOS.

DLAD Document Templaie

The Contractor will assist TDOS by designing a variety of DUID/HGCP standardized lemplate
formats which will facilitate changes and additions to the DLAD/HGCP over the Contract Term at
no additional charge. Document templates wili be developed and provided sothat they ¢an be
used interchangeably with both the Interim and Permanent DUIDIHGCP, Template features
common to both the Interim and Permanent DIAD/HGCP are further described herein. Variable
features specific to-the Interim and Permanent DLAID/HGCP are further defined within the
respective sections. TDOS and the Contractor will mutually agree in writing on the final design of
all Documents. Initial document template designs shall be provided within 60 calendar days of
contract the contract start date and final template will be due on a date as agreed upon by TDOS
and Confractor,

A.19.a. Template Contents

There are currently sixty-eight Document types (See Attachment G Current Card
Formats) defined by class and type with a variety of variables within each type including,
but not limited to, age, organ donor, expiration period, and driving fimitations. Interim and
Permanent Documents shali conform to the current AAMVA DLADMAGCP Card Design
Specifications, and as it may be subsequently amended (hereinafter the *mos! current
AAMVA DLADMGCP Card Design Spectf‘canons") as-well as the following TDOS
template requirement.

1. Avariety of portrait focafions, "logo-headers,” font sizes, styles and colors,
background textures and colors in the fext area, and a choice border/border colors
for the portrait, log-header and text,

2. Ofher design elements across formats types, such as indicators foi érgan donors,
medical conditions, etc.

3. Selected data fields printed in color, variable sizes, and fonts for enhancement as
specified by the TDOS.

4. Mustuse small print size which maintains card legibility while increasing layout
design flexibility.

5. The color image portrait of the applicant on the front of the DL/D card must be
clearly visible,
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A.20.

10.

11.
12.
13.
14,

Phrases such as “Under 18 until (MM/DD/CCYYY or “Under 21 until
(MM/DD/CCYYY on the face of the Document as specified by the TDOS. Phrases
shall be in a different bold font and color that is readabie in low light conditions.

Document colors will be approved in writing by TDOS during the Dacument design
process. The Contraclor shall provide a quantity of 50 gamma charts, annually,
llustrating the rarige of minimum to maximum spectrums of each selected color that

shall be maintained.
Graphics determined by DLAD type.

Variable backside printing, with printed information unlque to the cardholder which
will be determined as a logical result of data entered by the examiner.

Ability to produce a card without a portrait, substituling a symbol and or phrase such
as “valid without photo”.

State indicia andfor branding elements such as defined by TDOS.
Document Revision Date
inventory Control Number

Other critical data.that will be defined by TDOS or as required by federal or stale
legislation prior to-implementalion.

Attachment H contains a sampling of some of the basic card types TDOS currently
produces.

Document Contents

The Interim and Permanent DIID gontain common elements in the form of variable text and
images 1hat include the following spedcifications:

A.20.a. Applicant Data

Data specific to the Applicant used to personalize the Document will be provided via an
interface from the DL8 to-the DLIS. The data requirements include, but are not limited o,
the following:

1.

2.

All data elements as defined in the most current AAMVA DLAD Card Design
Specifications as mandatory.

Any additional data elements defined by TDOS during the Document design. See
Attachment | for a list of current data slements, restriction codes, and endorsement
codes currently used on licenses,

An indicator mutually agreed on between TDOS and the Confractor if the Applicant
has chosen to be an organ donor.

An indicator mutually agreed Upon between TDOS and the Contractor if the Applicant
has a medical condition.

A20.b. Facial Image

An "ahove the shoulder' quality color facial iImage of the Applicant with the following
minimum requirements:

1.

Height: minimum of 25 millimeters (.98 inches) and maximum of 40 millimeters (1.57
inches).

Width: minimum of 22 millimelers (.86 inches) and maximum of 35 millimeters (1.38
inches).
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A21.

3.

4.

Exact dimensions of the facial image will be approved by TDOS during Document
design.

Characteristics of the facial Image shall comply with Annex A, Card Design, in the
most current AAMVA Personal Identification ~AAMVA North American Standard —
DLAD Card Design document.

A.20.c. Digital Signature
The Applicant’s digital signalure with the folfowing minimurm requirements:

1.

The signature shall be a smiooth reproduction of the Applicant's signature and should
not be jagged in appearance,

Orientation of the signature will be approved by TDOS in writing during Document
design.

Characteristics of the digital signature shall comply with Annex A, Card Design, in the
mosi curtent AAMVA Personal idéntification —AAMVA North American Standard -
DL/ID Card Design document.

A.20.d. Barcode
Two-Dimensional (2-D) barcode defined as follows:

1.

10.

The 2-D barcode shall meet all technical and functional requirements in the maost
current AAMVA Personal identification ~AAMVA North American Standard — DLAD
Card Design Annex D Mandatory PRDF Bar Code specifications document.

The 2-D barcode area should be located In Zone V on the back of the DLAD as
defined in the most current AAMVA DL/ID Card Design Specifications.

The maximum width of the PDF417:symbol shall be 75.565 mny (2.975").
The maximum height of the PDF417 symbol shall be 38.1 mm {1.50")

The barcode shall contain the minimum mandatory data elements as required in
Annex D, Mandatory PDF417 Barcode Requirements, as defined in the most current
AAMVA DL/ID Card Design Specifications data elements,

The barcode shall contain minimum mandatory data elements as defined in the final
rules of the Real ID Act of 2005 or its successor{s).

All mandatory barcode data elements shall be unencrypted,

TDOS reserves the right to add encrypted data to the barcode as optional data
elements.

The Contractor shall develop a barcode that meels open standard requirements
enabling encrypted and unencrypted data and/or images to be read with standard,
non-proprietary 2-D bargode scanners.

The final content of the 2-D barcode will be jointly agreed upon by TDOS and the
Contracior.

Interim Document Specifications

The interim document shall closely resemble the Permanent DL/AD generated from the central
issuance process and may be folded to meet size requirements. Immediate over-the-counter
Interim Documents will be printed on security paper that ufilizes colored and other security

features.

TDOS requires an Inferim Document to be produced that has a minimum validity period of thirty
(30) days for most DL/ADs to a maximum of a ninety (80) day validity period for restricted driver

licenses,
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A22,

The Contractor must provide the software used to print the Interim Document. The Contractor
software must integrate with the DLIS {o relrieve the appropriate demographic data and produce
the Interim paper document. An image copy of the document must also be slored in the State's
ECM system.

A2l.a nterim DLAD Security Features

All security fealures used to produce the Interim document shall make it virlually
impossible {o accurately counterfeit or alter in an undetectable manner. Final document
security fealures will be developed during the document design phase. Al features will
he cost efficient given the limited iength of validity for these documents. Additional
requirements are outlined in Ssctions A.22 and A.22.a-h,

A21.b Method to Distinquish between Inferim and Permanent Documents

TDOS and the Contractor will mutually agree upon a method to distinguish the Interim
Document from the Permanent Document during the design phase.

Interm DLAD Construction

TDOS will determine the final design and content of the Document during the design. Features
explicit to the Interim DLAD are identified herein. Additionat features common to both the Interim
and Permanent DL/AD have been identified in Seclions A.20 and A.20.a-d.

The following attributes describe the minimum construction requirements for the interim DL/AD:

A.22.a. Material

The Interim DL/ID will be produced on secured paper or a secured paper composite
{predominately paper, hereinafter referred to as paper) that is tamper resistant,
containing features elther incorporaled during the papermaking process or surface
treatment that readily reveals attempts 1o alter the document. The Contractor may use
proprietary paper unique to its operation. Resulls of intentional and deliberate tampering
should be apparent and distinguishable from normal wear and tear. Security features
defined in Document Design phase and should be applied to the Interim Document in
such a mannerthat the integrity and autheniicity of the Document is maintainad for its
intended life expectancy of up to 90 calendar days. Production of the Interim Document
should be an Integrated one-step process to prevent deconstruction of security and
secured paper features,

In addition, the secured paper shall;

1. Contain a security background created through the use of colored andfor non-colored
features.

2. Be manufaclured with features that are difficult or costly to accurately duplicate.

Contain human and machine-readable Inventory Control Number (ICN) that is pre-
printed on the secured paper to uniquely identify the Document. Printers with
automatic feed should be used to produce an Interim Document.

4. Not be readily available on the open market,

AZ2b. Size

The secured paper shall conform to standard printer size; however, it shall be perforated
for a clean cut so that the Interim DLAD may be easily and quickly extracted without
damaging or tearing the: Document, The outside dimensions of the Interim DLAD should
closely approximate the Permanent DUID as defined in the Permanent DL/ID
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A22.c.

A22.d.

Al22.e

A28,

A22.g.

Requirements Section A.24.b, The Document may be foided to conform to the size
requirement ensuring that all critical data and Images are legible and conspicuous.

Color

The color of the secured paper should allow for clear inlerpretation of all applied features,
text, and Images in normal light conditions. 1n addition, the color should not detract from
readability in low light conditions such as when read by law-enforcement at night or in a
building with fimited #lumination. The color of the paper should not deteriorate or deter
the ability of 1o read the DLAD under normal wear and tear within its 90-day life
expectancy. Colors applied to the paper for Document images and text should be
maintained within the limits of the gamma spectrum for its maximum 20-day life
expectancy.

Ink

The type of ink used in the development of the Interim DLAD depends on the printer that
is used in printing the Document. The ink and paper should be compatible with the
proposed printer so thai, if using an ink jet printer, the paper absorbs the ink and does not
bleed; and if using a laser jet printer, the heat should nol degrade the quality of the paper
and the toner should permanently adhere lo the paper surface. All text and images
should be clear and distinct for the 90-day life expectancy of the Document,

Durability

Durability for the Interim DL/AD is as follows:

1. The Interim DLAD shall maintain full serviceability for a period of up to ninety (80)
calendar days. The Conirastor shall replace any interim DL/ID that does not maintain
ninety (80) day serviceability at no cost to the State of Tennessee or the DLID
holder. itis the desire of TDOS that the Interimy DL/AD data and Images retain
legibliity and readability during its 90-day lifecycle The Document shall be designed
with buili-in obsolescence after the inilial 90 days to thwart opportunities for fraud and
counterfeiting.

2. The Interim DL/ID shall remain intact with the facial image, signature, 2-D barcode,
and all printed material legible for its 80 day life expectancy.

3. The paper shall not be so durable and resilient that altering of the Document is
encouraged or viable. If the printed Document is too durable, it could be re-tirculated
as a valid Interim Document for an extended period of time.

Quality

Interim Document consumables, at lime of use, shall be of current, high guality stock and
shouid not exhibit any sign of degradation or compromise to the quality and features of
the secured paper. If quality of consuntables is deemed unacceptable, TDOS will return
the stock in exchange for new stock inventory at no charge to TDOS. The Contractor will
assume responsibility and expense for destroying unusable consumables that are
returned so that they a rendered absolutely useless.

Text and images

Pre-printed and variable fext and Images will be included on both the front and backsides

of the Interim Document.

1. Pre-printed text includes, but is not limited fo, instructions for perforating the DLAD,
care of the secured paper, legal text pertaining to DI/ID possession, TDOS-specific
information and machine-readability Inventory Coritrol Number (ICN} unique to each
Document. Specific text will be determined by TDOS during Document design.

2. Additional variable data requirements common 1o the Interim and Permanent DL/AID
are defined in Sections A.20 and A.20.a-d, Document Contents,
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A23.

3. Document revision date.
4. Other eritical data as defined by TDOS and agreed upon during the design phase.

A.22.h. Voler Registration Receint

In-addition to pre-printed and variable data, the secured paper used for the interim DL/AD
shall include a voter registration acknowledgment. TDOS is not registering Applicants to
vote but providing a “receipt” to the Applicant indicating the election to start the voter
registration process. An indicator will be sent frorm the DLIS to the DLS, the result of
which sholild be reflected on the receipt’, preferably a perforated tear-off portion. TDOS
and the Contractor will determine the information and format during the Document design
process.

Permanent DLADMHGCP Specifications

Features explicit to the Permanent DLAD/HGCP are identified hergin. Additional Features
common fo both the Interim and Permanent DL/ID/HGCP have been identified in Sections A.20.a-
d. The Permanent DL/ID documents shall meet all or exceed Real 1D Act, or its successors’, rule
requirements and standards contained in the most current AAMVA DLAD Card Design document,
Upon approval by the U.8. Depariment of Homeland Security (DHS) that Tennessee DUID
documents meet REAL 1D or Its successors’ minimum standards DHS will authorize the
placement of & DHS approved security marking indicating Tennessee's DL/D is either materially
compliant or fully-compliant andfor wording signifying acceptability of use for federat identification
purposes on' Tennessee's compliant driver licensefidentification cards. The Contractor shall
reference the most current AAMVA DLAD Card Design Standard document for these DHS
compiiance indicators and add the indicators once the State has received approval by DHS,

TDOS will also issue nor-compliant Permanent DLAD documents to residents who are not
eligible to be issued a REAL 1D compliant driver license or identification card. Such documents
shall state on the face and in the barcode that the documents are not acgeptable for federal
identification purposes.and shall have a unique indicator for such licenses. The final design and
labeling for DL/ID/MGCP cards shall be determined during the card design phase.

TDOS also requires the issuance of a legacy DL/ID to meet the needs of certain applicants.
These applicants are those applying for a renewal or duplicate of their current license but are not
yet required to obtain neither a compliant nor non-compliant DLAD card as described above.

As a result of the latter requirement the Contractor will be required o ensure the State is able to
produce DL/ID cards that contain one of the three distinct styles, compliant, non-compliant, or
legacy.

A.23.a. Permanent DUIDIHGCP Security Features
The security features must provide maximum resistance to counterfeiting, alteration,
substitution, and creation of fraudulent documents. At a-minimum, the Contractor shall
provide the following security features contained within the most current AAMVA DLAD
Card Design Specifications:

1. Abtmiriimum four (4) AAMVA-required security features that cover all four (4} threat
types as defined in the most current AAMVA DL/ID Card Design Standard document.
The security features must cover all for threat fypes at Leve| 1, and all four threat
types'at Level 2. (Also see current AAMVA DLAD Card Design Standard document
for Level 1 and Level 2 definitions) It is acceptable to split the four (4) security
features unevenly between fevels 1 and 2.

Level 3 securily features, document discriminator, nor 2-D bar code can contribute o the
minimum four (4} features and threal type coverage,
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2. The minimum security features and DHS compliance indicators reguired by the final
rules and regulations of the Real 1D Act 2005 or its successor(s).

3. Two (2) security features from category 1 and two (2) security features from category
two (2) that address the threat types of substitution and cannibalization and meet the
following levels of inspection for a total of four {4} additional securily features:

a. Category One includes Level 1 securily features.
b. Calegory Two includes Level 2 security features,

4. Atleast one (1) covert security feature that must be personalized and applied fo the
Document when it is created, Covert security features are those identified as
requiring Level 3 inspedtion and knowledge of this feature must be limited 1o very few
people on a need fo know basis.

A.23.b. Transaction Security Reguirements

The Inventory Conitrol. Number.(JCNY and Transaction (D, captured at the time the Interim
DLAB s printed will be sent io the DLIS. The Transaction ID, concatenated with other
data elements defined by TDOS during Document design will be used as the Document
Discriminator as defined in the most current AAMVA DLIID Card Specifications. The
Transaction 1D will be embedded in the 2-D-barcode.

A.24. Permanent DL/ID Construction

TDOS will determing the final design and content of the Permanent DLAD Document duting
document design. Features explicit to the Permanent DL/D are identified herein; Additional
features common in both the interim and Permanent DL/ID have been idenlified in Sections A.20
and A.20.a-d.

The following attributes describe the mihimum construction requirements for the Permanent
DLAD:
A.24.a. Material

The DLADMHGCP shall meet at minimum meet the following card stock requirements:

1. Card stock must be UV dull or possess a controlled response to UV, such that when
illuminated by UV light it exhibits fluorescence distinguishable in color from the blue
used in commonly available fluorescent materials.

2. The card stock must use suitable materials that provide for a highly durable-card
stock that can survive, af least, an eight (8) year card life.

3. ifthe card stock is-a muitilayered structure, there must be adequate adhesion and
tamper evident properties to protect the personalized data and security fealures
. contained in the card.

The card stock must provide for the highest clarity for information applied.

External surfaces of the cards mus! be printed using recognized securily printing
methods to resist duplication or facsimile reproduction by commercially available
product.

6. The-card must bear a gecurily background pattern designed to be resistant to
counterfeiting by scanning, printing or copying.

7. Cards must be produced on seriafized card stock.

A.24.5, Card Size

Size requirements for the Permanent Document shall be in conformance with'
ISQNECTS10 ID-1 standards as referenced in the most current AAMVA DIJIDHGCP
Card Design Specifications as follows:
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AZ24.c.

A.24.d.

AZde,

1. The DLADHGCP material core and finished DL/ID/HGCP, with or without laminate or
coating, shall be a minimum of 79.375 mm (3-1/8 inches) wide x 47.625 mm (1-7/8
inches) high.

2. The thickness of the finished DL/ADMGCP with laminate or coating shall be 7.62 mm
{030 inches), (+ or - .0762 mm or .003 Inches).

3. The outside dimensions of the finished DLAD/MGCP shall be 85.725 mm (3-3/8
inches) wide x 53.975 mm (2-1/8 inches) high.

4. Corners of the DLAD/IHGCP Document should be rounded with a radius of 3.175
millimeters (0.125 inches).

Color Durability

The color digitized photograph on the Permanent Document shall remain stable and
survive intact under conditions of strenuous wear and tear. The photograph shall not
significantly deteriorate of discolor during the eight {8) year life of the Document, nor shall
the printed malter deteriorate or become illegible. Colors applied to the material for
Document Images and text should be maintained within the limits of the gamma specirum
for the eight (8) year life of the Document.

Card Durability

Durability requirements for the Permanent Document, with.or without laminate, are as

follows:

1. The Permanent DL/ID/HGCP shall maintain full serviceability for a period of eight (8)
years minimum. The Contractor will replace any Permanent DLAD/HGCP issued that
does not maintain eight (8) year serviceability, at no cost to the State of Tennessee
or the DLAD/HGCP holder.

2. Document durability will be tested and verified to mest AAMVA testing standards by
an independent certified testing lab.

3. The Confractor will provide a 1-D and 2-D bar code on the DLAD/HGCP card as a
means of verifying the identity of the holder or the accuracy of data printed on the
DIADMCGP card. Infortnation contained in the bar:codés will be provided during the
Detalled System Design phase.

4. The DLAD card must.contain a durable, writable surface on the back of the card to
permit the applicant to write information, using a standard ink pen. The printed or
writien information on the back of the cards must not smear or dissolve over the
required serviceable life of the card.

5. The Contractor will provide and implement CPS quality control measures,
Laminate
The laminate if used shall meet the following specifications:

1. The faminate shall coverthe front and back of the Document in a manner that
salisfies all security and durability requirements.

2. Thelaminate shall be compatible with the imaging material and Document security
tmages.

3. The laminate shall bond to the surface and show fracture of the facial image and
Document information if an attemnpt is made to remove the larninate.

4. The laminate shall be optically clear and not interfere with the scanning of the
harcode.
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5. Ifiaminate is used, the Contractor shall secure the laminate, such as serializing and
bar-coding iaminate for protection of the raw stock, and ensure that all laminate
remnants of the Permanent DLAD/HGCP production process are destroyed.

6. The Contractor shall provide a full description of it methods for securing and
protecting the laminate and Document stock, and its procedures for securs
destruction of all remnants.

A.25. Permanent Document Processing and Mailing Reguirements

The Contractor will be responsible for ensuring that Permanent DUID/HCGE are produced and
securely delivered to & U.5.P.S facility according to the reguirements defined herein.

The Contractor shall provide and support a mailing sofution for preparing and mailing the
DLADMGCRIEL The Contracior's system shall provide positive verification that each DLID has
been properly processed through the mailing solution. TDOS reserves the right to conduct
unannounced on-site inspections of both DLAD ready for mailing and other aspects of tha
awarded Contractor's operation for quality control.

A.25.a. Paermanent DL/AD Processing

The Coniractor will be responsible for ensuring that Permanent DL/AD documents are
produced and securely delivered 1o a U.8.P.5 facility according to the requirements
defined herein, The Contractor will provide and support & mailing solufion for preparing
and mailing the Permanent DL/ID. The Contractor's system shall interface with the DLLS
andfor the DLIS to provide positive verification that each DL/ID has been properly
processed through the mailing solution, TDOS reserves the right to conduct
unarnounced on-site inspections of other DL/D documents ready: for mailing and other
aspecis of the Contractor's operation for quality control.

1. Permanent DL/D Documents shall be produced, verified, sorted, affixed to a Carrier
and delivered to a U.S.P.5. facility once the Applicant's record is released to the
Contractor for processing. 98% of Documents shall be delivered {o the U.5.P.S.
facility within two (2) business. days from the time the Applicant's record is released to
the Contractor and 100% of Documents shall be delivered within three (3) business
days from the time the Applicants record is released.

2. The Contractor will provide and support a solution to handling special handling
sifuations such as sending licenses overseas to military personnel.

3. Occasionally Documents will need to be delivered to TDOS in an accelerated
timeframe and will be marked as special handling or high priority. TDOS will be
responsible for special handling/high priority postage that has beén authorized by
approved TDOS personnel. This special handling and high priority processing
Documents shall be delivered to TDOS or-other location (s) designated by TDOS
once the Applicant's record is released for processing. 98% of special handling and
high priority processing Documents shall be delivered within one (1) business day
from the time the Applicant's record is released {o the Contractor and 100% of
Documents shall be delivered within 2 business days from the time the Applicant's
record is released to the Contractor.

4. Any documents returned by TDOS due to failing quality conirol standards wiil be
returned to the Contractor for réprint and delivery. TDOS will not be responsible for
the cost of reprinting documents that fail meet to quality control standards,

5. TDOS requires that the mailing process allow for the inclusion of additional mailing
ingerts as determined by the TDOS during the term of the entire contract.
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6.

An electronic file and web-based report indicating malled, net mailed or destroyed
Documents. The information to be provided on the report and in the electronic file
will be determined during the design phase.

A.25.b. Mailing System Reguirements

The Contractor shall be solely responsible for all functions with mailing the Permanent
DUID and adhere to applicable current and future U.S. Postal Regulations, The
Contractor should, at no cost lo TDOS, accommodate any alterations as a resutt of
changes in organization such as but not limited to: address changes, etc.

1.

3.

Pre-approved TDOS personnel! shall have immediate inspection access to the
Confractor's mailing system at any time il Is staffed. The Contractor shall cooperate
with any TDOS requests for audit of mailing system.

The Contractor shall provide a solution in order to validate thal the comrect DY/ID is
being inserted into the mailing system proceéss and to provide feedback indicating
DL/ID mailing status. The mailing system shall provide solution that identifies each
DLAD that has been processed by the inserier and delivery of DL/ID to the US.P.S.
Facility.

The mailing system shail attach the DL/ID to a TDOS designed template cover letter,
subsequently called the Carrier. The malling system solution shall do the following:

a) Affix the DL/AD to the carrier and insert them into a standard # 10 business
envelope, No portion of the card shall be visible through the window,

b} Print name, address, and zip + 4 POSTNET 1-D Barcode on the Carrier according
to the United States Postal Service standards and regulations, Address
information shalt be visible through a window envelcpe.

c) ﬁ’rint custom text messages on the Carrier as specified by TDOS,

d) Provide for positive matching of the DLAD to the cotrect Carrier and the abllity o
compare the Applicant's information on the DL/ID with the corresponding
information on the Carrier.

The mailing system shall eject defective or mismatched DL/ID and/or Carrier into
separate collecting areas for later exception handling. The rejecied card andfor
Carrier shall be eliminaled prior to enlering the insertion area. All rejectad DL/D that
cannot be rectified by the Contractor shafl be turned over to TDOS personnel for
disposition. Examples of rejected BLAD include, but are not limited to,

a) DU/ID improperly matched with the Carrier.
b} DLAD that does not match the TDOS supplied file of DL/ID to be mailed.
¢} DLAD specified by the DLIS to be diveried does not match,

The mailing system shall provide an electronic audit trail and printed report after the
processing of each baich consisting of all DLAD processed as well as rejected BL/AD,

The malling system shall be capable of reading and writing fixed length records.

The TDOS address shall appear as the return address on the envelope used to mail
the DLAD.

The Contraétor's solution shall affix all actual postage costs, as established by the
United States Postal Service, and shall be paid by TDOS. All DLAD shall be mailed
at the best rate for barcode presorted First Class mail and the Contractor shall be
responsible fer ensuring that the best rales are realized.
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A.26.

A.25.c. Carrier Reguiremenis

1. The DUID shall be firmly altached to the carrier so that the Document is not lost or do
not become delached as it is processed for quality assurance checks and by the
maifing process.

2. The DUID shall be affixed o the carrier for easy insertion into a standard # 10
window envelope,

3. The carrier should contain Applicant information such as name, mailing address, and
zip + POSTNET 1-1 Barcode on the carrier according to the United States Postal
Service standards and regulations. The mailing address information shall be visible
through a window envelope, Specific carrier format and text will be determined by
TDOS during the design phase.

4. The carrier should allow for customn text messages {0 be printed by the Contractor's
as specified by the DLS,

5. TDOS employees should be able to easily view the DLAD for quality assurance and
ensure that the Applicant’s information on the carrier positively matches the DLAD it

cortains.

8. A hardcopy shipping report should be sent with each package identifying the DL/D
contained in each batch, Specific elements will be defined during the design phase.

7. The Permanent DLAD marked for Special Handling and High Priority shall be affixed
{0 a carrier that can be mechanically inserted into an envelope and processed for
mailing.

Workstations

TDOS wiil supply state owned Examiner/Operator Workstations (EW). The Contractor shall
provide, install and support all Contractor instalied hardware, software and peripheral equipment
anworkstations. The Contractaor shall work collaboratively with TDOS in diagnosing any EW
probiems where the Contractor supplied equipment and software may be involved. In addition,
should the Contractor belleve the number of workstations to be installed at each DSC will not
meet the Photo-First solution requirement, the Contractor shall recommend the quantity it
belleves wilf be necessary {o adequalely service each DSC.

A.26.a. Current Examiner/Operator Workstalion Specifications

Piatform -2 Optiplex 755 minitower desktop, Windows XP Profassional Edition, Intet
Core2Duo dual-core processor £4500, 2.2 GHz, 2 MB full-speed Level 2 cache, Q35
chipset, 800 MKz front side bus (supports TPM 1.2}, 250 GB 7200 RPM serial ATA fixed
disk drive {dual drive capahble), 2 GB DDR2 667 MHz RAM (expandable to 4GB) using
two 1 GB modules, leaving two memory slots available, 16X DVD+/-RW SATA drive, Intel
#3100 Graphics Media Accelerator providing up to 266 MB shared video memory
{supporis dual analog monitors withi DVI-ADB2 card), 2 PCH low-profile siots, 1 PCI
Express X168 graphics low-profile slot, integrated Broadcom Gigabit Ethernet adapter, 1
parallef port, 1 serial port, 9 USB (2.0) ports (2 front, 6 back, 1 internal), internal speaker,
105-Key USB keyboard, 2-button USB optical wheel mouse with scroll, 305 watt power
supply, and four years' on-site parts and labor warranty,

TFT 19" Color Monitor
it is TDOS policy to periodically refresh the EW equipment and software. The Conlractor

shall suppoert these ongoing efforfs and make any changes required to Confractor-
provided equipment and software to accommaodate those changes.
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A.26.b. Workstation Stariup

TPOS reguires all system compoenents be fully online and ready to procass an interim
DL/D within five (5) minutes from the Workstation being turned on from a cold start. Any
Contractor software installed must support the startup requirement,

A.26.c. Workstation Shuidown

All system components shall not take longer than five (5) minutes to shutdown at the end
of the day. Any Contractor Instatled software must support the TDOS shutdown
requirement,

Most TDOS Driver Service Centers have limited counter space {o house workstations
and peripheral eguipment, so the Contractor must use space saving designs where
possible.

The following electrical equipment specifications shall adhere to:

1. Al electrical equipment shall operate on a regular 110 volts, 80 cycle AC, equipped
with a grounded plug, and meet Underwriter Laboralory electrical,

2. Al electrical equipment provided by the Contractor will include sufficient surge
protection manufactured o meet the transient over voltage protection of the
American National Standards Instituie/institute of Electrical and Electronic Engineers
{ANSI/IEEE) C62.41-1921 standard.

3. The Contractor shall provide an uninterruptible power supply {UPS) for equipment
that could be potentially damaged or lose data as a result of sudden loss of power.

4. The UPRS shall include an audible alarm to indicate low battery power for when the
battery needs replacement.

5. The Contractor shall be responsible for all preventative and corrective maintenance
of UPS and surge protectors.

A27. Confractor Supplied Scftware

1.

The Contractor shall supply all software required-{o capture images, cache data, and print
secure documents, The Contractor shall also supply all software required fo interface the
image and card production systems with the State Driver License Information System.

Software will run on each examiner workstation and be able to perform any operation
performed by the ICS within the limit of whiat equipment (scanner, bar code reader, camera,
etc.) is attached to the examiner workstation.

An ICS {ransaction should be able to ba-suspended, resumed, or transferred to another
examiner siation for completion. This Is needed in case of equipment failure or if work is
needed to be off ioaded to other workslation examinerfoperator.

Any data collection {o include, but not limited to, pholo, signalure, and source doc;umems for
incomplete transaction must be captured and record in the driver ficense information system
when the transaction is closed.

A.27.a. General.Contracior Supplied Software Reguirements

1. Contractor supplied software shall be written in compliance with generally accepted
industry standards as referenced in.the Microsoft Application Compatibility Toolkit.

No special hardware required, except for that required to capture images.

Normal QOperation shall not require administrative rights, external devices (e.q.
dongles), 6r unusual operator access fo workslation configuration system and
application program flies and directories.

A.27.b. Software Licensing
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1. The Contractor shall provide a perpetual license lo the state of current and final
production versions of the Image Capture software, or any other Contractor supplied
software instalied at the State.

2. No special sofiware licensing hardware can be required to run the Image Capture
software or any other Contractor supplied software at the state. The Contractor may
propose security hardware required to actually generate any secured documents in
accordance with their security plan.

3. The state shall have the right to run this software on any number of Workstations,
gither state owned, Contractor owned, or owned by pariner agencies including
county court clerks, at no added charge to the state.

Version Control and Testing
1.

The Contractor shall plan and establish, subject to state review, approval, and audit
configuration management and version control procedures and procasses for all Contractor
supplied system components, including hardware and soflware. As and when required by
the State, the Contractor shall provide either most current or any designated version of all
software components and configurations.

The Contractor shall develop and mainiain a test system as identical as possible to the
state's environment.

The Contractor shall plan quality assurance, conduct testing and demonstrate all initlal
versions, changes and upgrades of all Contractor supplied systems and components,

including software and hardware, before implermentation. No change may be made without

the knowledge and written approval of the State’s project manager, the Driver License

Director, and the Director of Information systems.

Provisioning and Configuration
1,

The Contractor will provide a plan for provisioning and configuration of equipment, software,
and other system components.

However, in no event shall any changes be made to production equipment, software, or other
system components without approval and participation of the DL Systems manager and the
Department's information Sysfems infrastructure team:

Software and configuration palches shall be provided by the Contractor to the Department's
information systems infrastructure team in the form of standard operating system installation
packages for silent updates through the State Network, The Contractor will be required to
use the State PC Configuration Management and Software Distribution standard.

Cenlral Servers

1.

TDOS will provide through the Office of Information Resources all centralized server
hardware and operating systems necessary for the operation of the centralized servers to be
located at the State of Tennessee Datacenter.

The Coniractor will provide any additicnal software or software licensing needed for the
successful operation of centralized eguipment.

TDOS, with support from QIR will install, administer, and manage all such servers.

The Contractor will submit specifications for hardware needed for instaliation at the Central
Datacenter required by their system architecture, design, and service requirements.
Hardware specifications must be for hardware that is commercially available for State
procurement through the State of Tennessee, All servers-and server configuration shall be
consistent and in accord with the State Architecture.

Alternately, the confractors may specify virlual servers supplied by the Office of information

Resources. .
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6. TDOS reserves the right to make any hardware or virtual server changes the department

thinks necessary, or are in the best inlerest of the department during term of this contract.

Site Printer

As previously described in the Contract, DLAD Applicants being served at a TDOS DSC will be
issued an Interim DL/ID, which will be produced on the Contractor's Site Printer according to the
performance requirements specified in this Contract.

A31.a. Interim RLAD Printing Requiremenis

The Contractor’s solution is required to produce the interim DL/ID that contains an
Invenitory Control Number (ICN), DL/AD Number, and Transactions 1D in less thar one (1)
minute for over-the-counter {instant) issuance, once the Workstation Examiner issues the
command to print the Interim DL/ID.

A31.b. Site Printer Acquisition, Installation, and Suppert

The Contractor shall provide, install and Support the minimum number of SHe Printers as
defined in Attachment K o fulfill the requirements of this Contract. The Site Printers will
be installed at each DSC in quantities of one (1) site printer per every two (2) TDOS DSG
Examiner Workstations {EW). See Attachment K for estimated number of EW.

An addition, the Contractor shall also provide, install and support thirty {37) County Clerk
DSC locations with one (1) site printer per location.

Should the Contractor believe the required quantity of printers to be installed at each
DSCwill hot meet the Interim DLAD performance requirements and issuance demands
based on historical issuance volumes listed in Attachment P .or meet projected issuance
volumes in Attachment K, the Contractor shall recommend to TDOS Project Steering

. Commitige {P3C} the guantities it helieves will be necessary to adequately service each
DSC.

Slte Printer General Reguiremenis

The Si{e._Printers in the initial instaliation shall be the identical brand and model printer used to
produce the Contractor's qualifying Interim DL/ID solution. Changes in printer model during the
Contragt Term shall adhere to the DLAD Change Control process described in Section A.18.

The Site Printer shall meet the following general requirements;

.1.

All Site Printers shall be of sufficient printing speed fo produce the completed Interim DUID
containing the ICN, DL/D Number, and Transaction D within oné (1) minute. In instances
where mulfiple DLAD print requests are issued to a single printer at a given moment, the
printer shall be able to print each Interim DLAD documents within the one (1) minute time

requirement.

The Contractor shall select an appropriate.printer and printer consumable that works in
conjunction with the Interim DL/D solution proposed. The print method and printer
consumables shall not interfere with any security features embedded in or applied to the
actual Interim Document.

The Contractor shall configure the Site Printers {o prevent a single point of failure from
interfering with meeting the performance specified in this Confract.

The Site Printer noise level should not exceed 57 decibels.

All Site Printers shall provide a minimum 600-dpi vertical and horizontal resolution for both
color and black/white printing.

All Site Printers shall support the printing of all reports required by the DSC that are within the
scope of this Contract.
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7. All Site Printers shall support the printing of ali forms and other ad-hoc documents required
by TDOS to process a customer.

8. The Contractor will provide all printer consumables used to preduce all Interim DLAD
Documents throughotit the Contract Term. TDOS will supply "8 V2 x 11" paper used to print
reporis, dossiers, and other ad-hoc documents required by TDOS fo process a customer.

9. The Site Printer shall be provisioned with a paper tray reserved for the TDOS supplied 8 14"
by 117 paper.

10. The Site Printer shall automatically select and use 8 14" by 11" paper from the {ray for non-
Interim DLAD print requests.

11. The Site'Printer shall be provisioned with a paper tray reserved for Interim Document stock to
print an Interim DLAD,

12. The Site Printer'shall automatically select the paper tray reserved for the Interim Document
stock whenever printing an Interim DL,

Digital Cameras

The Contractor shall: provide, install and Support the mipimum number of Digital Cameras as
defined in Attachment K to fulfill the requirements of this Contract, The Digital Cameras will be
installed at each DSC in quantities of a minimum of two (2) Digital Cameras per TDOS DSC. In
addition there showuld be one (1) Digital Camera for every two (2) Examiner Workstations (EW) to
allow the capturing of the DL/ID Applicant's Facial Image. See Attachment K for estimated
number of EW.

The Contractor shall provide, install and support thirty-seven (37) County Clerk locations with one
{1} Digital Camera perlocation. Reference Attachment J for a list of current County Clerk

locations.

Should the Contractor believe the required guantity of cameras to be installed at each DSC will
not meet the Interim DLAD performance requirements and Issuance demands based on historical
fssuance volumes lisled in Attachment P or meet projected issuance volumes in Attachment K
the Contractor shall recommend the quantifies it believes will be necessary to adequately service
each BSC.

A.33.a. Photo-First Capture

The Contractor will provide a workflow process solution (s) that will allow the capturing of
the facial image of all applicants for a DLAD/MHGCP at the beginning of the application
process (Photo-First). The process must also allow for the retrieval of ihis image in real-
time, TDOS currently captures the applicant's photo at the end of the driver license
application process, see Attachment D.

A.33.h. Digital Camera Specifications

1. The Contactor will provide a solid-state color digital camera with automatic focus lens
system and no fess than 4-megapixel resolution. The depth of field shall be sufficient
{o allow the automatic face-find and framing to capture an in-focus image. Due to
limited space-at some Driver Service Centers, the distance from the Workstation
camera and the customer may vary between two {2) feet and five (3} feet.

2. Some Workstations will require the camera to be physically installed af a location
away from the Examiner Workstation, The camera shall be capable of automatically
adjusting to capture the facial Image of Applicants either standing or seated. The
camera shall also be configured with a remote adjusiment capability that can be
managed at the Workslation Operator's position for controlling the tilt, zoom,
horizontal position and vertical position in-order to capture an acceptable facial image
of the Applicant.
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3. All Facial Images shall be caplured and stored so that their use on the DL/ID will be
compliant with the AAMVA Driver License Agreement (DLA) or state specifications.
This shall be done without Workstation Operator intervention to achieve consistency.

4. The sysiem shall automatically adjust and trigger any necessary illumination devices
lo ensure accuracy in color and contrast for facial Images. 1t shail also provide
fliumination to prevent portrait shadow and to compensate for various lighting
cohditions, as well as, for various complexions.

5. The camera shall automatically locate the applicant within the field of view of the
camera,

6. The camera shall be.capable of being operaled by either a left-handed or right-
handed Workstation Operator from behind a desk or counter.

7. The camera shall capture the facial image at the same instant the Workstation
Operalor executes the command to capture the DL/ID applicant's facial image $o that
the Image displayed on the monitor Is identical to the Image captured for the DL/ID,

8. The camera shall be Plug-and-Play compatible and support all appropriate
requirements for easily converting to and from a Workstation if conditions warrant,

9. Each Workstation shall have the proper graphics card fo allow the facial Image to be
viewed and verified by the Workstation Operator on the monitor after capture, but
before saving the Image.

10. The Contractor shall provide a light blue color backdrop in either a digital background
within the camera system, wall hung, or freestanding format, depending upon the
DSC, for each Workstation Image capture area.

Digital Signature Capture Device

The Contractor will provide, install, and support a paperless, interactive digital signature capture
device on all workstations to allow the capture of the customer's signature and to display
information to and collect information from the Applicant. The paperless, digital signature caplure

device shall be capable of collecting the Applicant's signature that appears on the DL/D.

An-example of the applicant inferacting with the digital signature device is the display and
collection of answers to issuance and molor voter questions, and the collection of the applicant’s
signature. The digital signature capture device will provide sufficient display capability to present

to the applicant simple questions and an intuitive means for allowing the applicant to respond.

The digital signature capture device shall meet the following requirements:

1.

All digitat signature capture devices shall have the resolution requirements to mest the
signature specifications in the! AAMVA DLAD Card Design Specifications. The current
standards are iocated at:

httDE/!www.aamva.orq/aa‘mvalDocumentDismav.aspx?idv“:{ 6B1585D2-1 éCE—4F7?~A8C}D~

BDD325139972}

Al signatures shall be stored as a Tiff fine format in TDOS DB2 database. The ICS shall
support the capture of the signature and then the storage of the signature in the DBZ
database and FileNet,

Each of the digital signature capture devices shall include an attached stylus and a means fo
prevent the stylus from being removed.

All digital signature capture devices shall display fo Applicants a viewable Image as they are
signing. In addition, each workstation shall have the proper graphics card (o allow the
signature Image-to be viewed and verified by the Workstation Operator on the monitor after
capture, but before saving the Image.
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Interaction of the Digital Signature Capture Device to the DLIS

TDOS may desire to electronically collect the signature of individuals to perform processes
outside the Contractor's purview, and to use the same digital signature capture device provided
by the Contractor to interact with the applicant in an efficient and confidential manner. For
example, TDOS may desire to caplure the applicant's signature to complete an electronic version
of a TDOS form{s}. The Contractor shalt, upon request for the LIS, collect and pass a signature
to the DLIS. Additionally, the Contractor shall, upon request from the DLIS, display information to
the applicant on the digital signature device. Upon completion by the applicant, the Contractor
shall refurn applicant's responses to the DLIS. The Contractor shall work with TDOS during the
design phase fo jointly design the method and format used to pass the signalure, and upon
TDOS approval, implement a solution for providing this functionality. All work to perform the
requirement outlined in this section will be at no cost to TDOS.

image Capture Functlon

The Contracior's saftware shall provide for electronic capture of facial and signature Images by
meeting the following requirements:

1. Associate the Applicant ID with all Images captured using information interfaced form the
DLIS.

DatefTime stamp all Images with the dateftime of capture.

Capture new facial and signature Images based on information supplied by the DLIS. The
Contracior's system shall force the Workslation Operator to capture a new Image if required
by the interfaced information or if the Applicant has no previous Images on file. Even if new
Images.are not required on the interfaced information, the Contractor's system shall aliow the
Workstation Operator to do an override and take new images if necessary.

4. |nsure that the Workstation Operator caplures both the new facial and signature [mages if a
new image is caplured for any of these! e.g., do not allow the Workstation Operator to
capture a new facial Image but fail to take a new signature Image or vice versa.

5. Provide the ability for records fo be flagged as inactive, but do not delete these records.
TDOS and the Contractor will establish processing requirements for this functionality during
the design phase in accordance with the requirements defined for project deliverables.

Signature Requirements

1. The Applicant's signature shall be captured as a monochromatic Image in TIFF fine formal as
specified in Annex A of most current AAMVA DLAD Card Design Specifications.

2. The Applicant shall be allowed to view the signature as it appears as they are signing by
providing a signature fine in a confined area so that the entire signature that will aclually
appear on the DL/ID will be captured.

3. The Applicant andfor Workstation Operator shall be able to clear the signature and have the
Applicant re-sign if the signature is unacceptable.

4. The Signature shall appear on the Workstation Operator's monitor for acceptability.

Facial Capture Requirernents

1. Capture the Applicant's facial Image in color and in JPEG format as specified in the most
cuirent AAMVA DLAD Card Design specification document.

2. Provide functions that allow the Workstation Operalor to vary the contrast, hue, and
brightness levels of the facial Image.

3. Aliow the facial Image fo be viewed and verified by the Workstation Operator on the monitor
after capture, and to be re-captured if necessary before the Image is permanently saved.

27



A39,

AAQ.

4. Provide an override fo allow the Workstation Operator the ability to manually center and crop
the facial Image once captured, bul before the Image is saved.

5. Notify the Workstation Operator if the Applicant’s facial image is of inadequate quality or is
required o be re-captured before the Image is permanently saved.

Barcode Reader Solution Reguirement

The Contractor will provide, install, and support a tdrnkey barcode reader solution. This solution
will be used to read the PDF417 barcode printed on the back of the DU/ID, whether itis a 2-D or
1-D) bar code, and to read the barcode on non-DL/D documents. The information contained in
the barcode will be used in one of three ways:

1. To verify a Non-Tennessee issued DLIID preserited to the Workstation Operator.

2. Toverify a Tennessee DLAD presented to be renewed through the DLIS User
inlerface(s).

3. To read information contained in non-griver license barcodes such as those on
applications, renewal notices, and any other source document containing a barcode.

“The Contractor wil be responsible for equipping all DLS Workstations, including state spares,
Training Workstations, and test bed Workstations, With a barcode reader and all necessary
software Lo provide a fully functional solution.

A.39.a. Barcode Reader Hardware Reguiremenis
The barcode hardware shall meet the foliowing regquirements:

1. The barcode reader shail be a handheld device that weighs no more than three (3)
pounds and have a trigger to contral the reading of a document.

2. The barcode reader shall read the PDF417 barcode printed on the Interim and
Permanent DL/ID within two (2) seconds of the Workstation Operator pressing the
trigger.

3. The barcode reader shall read the PDF417 barcode using a non-contact scanning
method (i,e. the barcode reader shali scan the entire barcode without requiring
physical manipulation of the Document or the reader when the Workstation Operator
places the DLAD or other non-DLAD documents at a fixed distance from the front of
the barcode reader).

4. The solution shal inctude a deskiop device to store the barcode reader when notin
use. The device shall be poslifoned at a tistance that aliows scanning of the DLAD
and other documents while the reader is in its stationary position on the desktop.

§. Al powercords, power supplies, Interconnection cables and other accessories to
enable tHe barcode reader to function properly shall be provided and installed by the
Contractor.

TDOS User Interface {s), Barcode Reader Reguirements for Tennessee DLAD

The Contractor will be responsible for all development, software, and customization needed to
deliver this functionality, Minimum requirements for all DL/D {ransactions where a Tennessee
DLAD is presented:

1. The barcode reader solution shali scan unencrypted 1-D or 2-D barcodes and capture, at

minimum, the Applicant ID and the DLAD Class and any other information as defined by
TDOS during the design phase or as mandated by siate and federal legislation.

2. The barcode reader solufion shall populate the caplured data elements in the TDOS User
Interface (s} at the beginning of each DL/AD tssuance or inquiry event,

28



A4,

A4z,

3. The barcode reader solution shail perform ali functions within two (2} seconds from
successfully reading the 1-D or 2-D barcode and without disrupting any of the Workstation
issuance events that commenced during the transaction.

Barcode Reader Requirements for Other State’s DLAD

The Contractor will be responsible for all development, software, and cusfomization needed to
deliver this funclionality.

For all transactions where an AAMVA DLA compliant non-Tennessee DLAD is presenied, the
barcode reader solution shall meet the following requirements:

1. The barcode reader solution shall scan the unencrypted portion of the 1-D or 2-D barcoede fo
capiture the information from the barcode.

2. The barcode reader solution shall display selected data elements to the operatorin a dialog
box. Data elements to display include any or all of the following:

a) Customer 1D Number,

b) Customer Given Names.

c) Customer Family Name.

d)} Date of Birth.

e) Physical Description — Sex.

f) Physical Description - Eye Color.

g) Physical Description — Height (in inches).
h} Document issue Date,

i} ﬁocument Expiration Date.

i} Jurisdiction-Specific Restriction Codes.
k) Jurisdiction=Specific Endorsement Codes.
B Jurisdiction-Specific Vehicle Class

m) Federal Commercial Vehicle Codes

n) Document Discriminator.

3. The barcode reader solution shall perform all functions within two (2) secorids from
successfully reading the 2-D barcode, )

4. After viewing desired information, the Operator shall be able {o easily close the dialog box
without impacting any of the Workstation operafions commenced during the transaction and
immediately return focus to the application that the Workstation Operator was using just
before the barcode was scanned,

Central Production Facility

The Contractor will operate a Central Production Facility that will house all equipment necessary
to produce the Permanent DL/AD and Handgun Carry Permits In accordance with TDOS
requirements. The Contractor shall be responsible for all network connectivity {o the State
network, including hardware, instatlation, and support of the connection up to the demarcation
point of the Slate network.

A.42.a. Central Production Facility-Mandatory Requirement

The Contractor's Cenfral Production Facility shall be located within the Continental United
States for the life of the Contract.
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The Contractor shall not produce or cause to be produced any Tennessee Permanent
DLAD, Handgun Carry Permit or any other Tennessee Document outside the Continental
United States for the life of the Contract.

The Contractor shall staff the Ceniral Production Facility with personns! familiar with the
operation of all systems used to produce the Permanent DLADHGCP documents during
Driver Service Center operating hours for the entire term of the confract.

A42.b. Access o Central Production Facility

The Coniractor shall allow certain pre-approved TDOS personnsl immediate access to
the Contractor's Central Production Facility at anytime it is staffed and cooperate with
THOS in any audit of the Contractor's operation including, but not Himited fo, inventory
control of malerials used to produce Permanent DL/ID Documents.

A.42.c. Workspace Accommodations

The Contractor shall provide an office or worksite accommodations with appropriate
network, telephone, and electrical connections for TDOS workspace at its Central
Production Facility to be used by TDOS personnel when conducting audits, reviewing
pracedures, and conducting quality assurance reviews and other Contractor-related
business.

Image Collection

Driver Licensefldentification related Images shall be collected using Contractor Supplied Image
captiure devices,

Images shall include Applicant Portraits, Applicant Signatures, and scanned images of application
forms and related supporting documents such as birth certificates, reinstatement tocuments, etc.
Further, the. Contractor shall provide the state with images of both interith and Permanent DL/D
décuments at the time they are created.

Images shall be associated with a unique identifying Transaction ID. Each transaction shali be
assoctated with a particidar applicant, a particular Driver Service Center {D3C), and a parficular
date and time. The transaction shall be updated and completed using any of the several
examiner workstations in a Driver Service Center,

images shall be retained in the State's standard repositories for each image type. Portraits and
Signatures shall be stored in the Driver Information System (DLIS), currently in a Mainframe DB2
table. Document images shall be retained in the TDOS Document Management / Content
Management System, currently a FileNet P8 v.3.5 server or its successor. The Contractor shall
work with the Department of Safety Information Systems Division and the Office of Information
Resources to interface its software so that Images can be sfored and retrieved from the state's
repostiory, both in real time and in batch modes as required for over all system functionality.

A.43.a. Storage of Images

The Image System must store locally cache copies of all images, as well as updating
multiple central image storage services:

1. IBM DB2 Msinframe storage of Photo JPEG and Signature TIFF accessed and
updated using DB2 stored procedures accessed through DB2 Connect. These must
be associated and indexed with the applicant name, driver license number, the Driver
Service Center location, capture workstation, the specific transaction number, the
interim and permanant document identifiers, and the date fime of capture.

2. FileNet Storage of Applications and supporting documents. The Image system must
index these in the FileNet system fo associate these documents with the applicant,
the workstation, the driver license station, the specific transaction, and date time
stamped. The Image sysien shall allow Examiner annotation of these images.
Annotations shall not desfroy the underlying original image.
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3. FiteNet storage of copies of alf documents produced by the Image workstation,
including Interim identification documents. The Image system must index these In
the FileNet system o associate these documents with the applicant the workstation,
the driver license station, the specific transaction, and date time stamped.

4. FileNet storage of coples of all documents produced at the Contractor's identification
document Central Production Facility. This shall include the face and back of all
GLID documenits, indexed by Transaction, Applicant DLN, Applicant Name,
production date and fime, and DLAD format and document type. Further, alt reporis
shall be posted to and stored within FileNet.

5. Images shall be stored locally until verification has been received that they have
successfully uploaded.

A.43.b. Retrieval of irmages

1. The image system must be able to refrieve both current and historical Images from
the central system repositores or local cache.

2. Image refrieval shall ocour in real time from either the ceniral state image repositories
or tocal cache, af the discretion of the examiner or administrator operating the
system.

Images shall be refrieved using any selected key value.

On selaction of the unique Transaction Identifier any or all documents associated with
that transaction shall be retrieved at the examiner or administrator operating the
system’s selection.

5. The Coniractor-shall supply the TDOS with software for state owned examiner and
administrator workstations allowing the same retrieval, indexing, and annotation of
Images as the iImags capture workstation,

A.43.c. Sharing images

1. The system shall aliow saving any or all selected images as a file, group of files, or
compressed archive in the workstation operating system.

2. The syslem shall allow emailing any or all selected images as an email altached file,
group of files or compressed image via the State’s standard Email Client (currently
Novelt GroupWise),

3. The system shall allow faxing any or all selecled images, or fransmission via
NCIC2000 from specially designated centrafl office Law Enforcement help Desk
workstations. The Contractor will work with TDOS Information Systems, Tennessee
Bureau of Investigation, Tennessee Office of Information Resources and their
designated contractors and agents to provide this capability.

4 Al sharing of images through the Confraclor's software will be secure!'y logged for
Audit and réporting purposes.

A.43.d. Annotation of images

The Image system shall allow authorized Examiners or Administrators to affix text and
graphic annotations to document images.

Annotations shall not destroy the underlying original image, which shall remain separately
accessible.

A.43.e. File Format Standards / Image Compression

1. Applicant portraits and signatures images and storage shall be consistent and in
accord with the most current AAMVA standard for Driver License ldentification.
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2. The Conlractor shall work with TDOS Information Systemns and Tennessee Office of
Information Resources staff to develop interfaces for storage and retrieval of images
with the state's permanent image repositories,

3. Shared document files shall be stored, indexed, annotated, and refrieved from an
IBM FileNet server. The Contractor will describe their particular process for
achieving this for fechnical evaluation as part of the proposal response.

4. Applicant portraits shall be stored in JPEG format in ari IBM DB2 database. These
shall be stored in 12,288 byte varchar columns. These shall be stored in a manner
consistent with Tennessee's existing portrail images.

5. Applicant signatures shall be stored in TIFF format in an IBM DB2 database. These
shall be stored in 2560 byle varchar columns. These shall be stored in a manner
consistent with Tennessee's existing signature images.

Document {ssuance Function

Production of an Interim DL/AD is a real-ime process conducted at Driver Service Centers (DSC).
Requests for Permanent DLAD Documents are produced through a batch process at the Cenfral
Production Facility, The data to produce both interim and Permanent Documents will be provided
to the Contractor's sysiem electronically.

The Gontraclor’s system shall suppert the reprinting of Interim Documents due to equipment
malfunctions and other errors.

The Contractor shalt track, store, and produce an audit trail of all produced Documents, includifg
all variable information and Images usied to produce the Document, The document frail shall be.
retrievable at a minimum by Workstatiori Operator, Date/Time stamp, Applicant 1D, DLAD
number, or Applicant name and birth date.

A.dd.a. Interim DLAD Functional Requlremerits

Workstation Operators will use the Confractor's applications to produce the interim DL/ID.
The Contractor's application(s) shall guide Examiners, Image capture, and interim DL/ID
production. The Contractor's image Collection System shall also store pholos and
signatures to the TDOS Central Image System which resides in mainframe DB2 tables.
Since the DLIS contains all data and business rules used in determining an Applicant’s
eligibility, events in the Interim DLAD issuance process will be driven by the TDOS User
Interface(s).

A request will be generated from the TDOS User Interface(s), acted on by the
Contractor's Interim DL/ID application, which then sends an update back 1o the TDOS
User Interface{s). Gurrenily defined interface points include, but are not limited to; Image
capture, signature capture, and interim DL/AD print request and completion.

The Contractor shall provide for issuance of the interim DL/ID by meeting the following
requirements:

1. Al Applicant Images will be captured regardless of whether an Interim DLAD is
issued. The image shall be stored and available for real time retrieval. The
Contractor shall provide detalled specifications as to how to meet this requirement

2. Read and capture the pre-printed, machine-readable ICN, DUID Number, and the
Transaction 1D from the 2-D barcode without manual intervention as the finished
Inferitm Document is deposited into the printer's output tray. The interface back to
TDOS shall include an indication that the Interim DLAD has been printed, including
the ICN, DL/D, and Transaction {D. This should be done automatically.

3. Provide a method for the Worksiation Operator to quickly and easily input the {CN for
a given transaction in the event the system fails to capture these values
automatically.
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A44.b. Permanent DLAD Functional Requiremenis

All Permanent DLAD Documents are 1o be produced at the Contractor's Central
Production Facility, TDOS wili request the printing of specific Documents through batch
processing. Demographics, photos, and signatures for all Permanent DL/ID Documents
will be sent from the DLIS lo the Contracior in a bafch file(s). The Contractor shall
tetrieve the files through a Secured File Transfer Protocol (SFTP) site from TDOS and
produce the Permanent DLAD. A SFTP is TDOS' preferred method for secure data file
transfers; however, TDOS will accept allernate proposals to SFTP, if the same level of
security is maintained. 1f TDOS, at its sole discretion, deemns the alternative (s) proposed
to be-less secure than SFTP, the Contractor will be required 1o use STFP. Additional
requirements are as follows:

Provide a file of the stalus of each print request, including successfully printed, maited,
and any errors. The Contractor shall provide this information back to TDOS via the SFTP
site at the completion of the run,

The Coniractor shall provide TDOS a file of the exact image of each Permanent DL/AD
document/card produced during the run. The file will also Inciude the DLAD number and
other demographic data required for indexing in the State Enterprise Content
Management {ECM) System, (currently FileNet P8 version 3.5 or its successors).

Supplies

The Contractor shall furnish, deliver, and maintain all necessary operational supplies, also known
as consumables, required for the Coniractor's solution, Examples of consumables include, but
are not limited to, document stock (card and paper), laminaling materials (if necessary), and all
printer and/or toner cartridges.

Inventory Control

The Contractor shall define and enact appropriate auditing and inventory control procedures that
will be used to control and document the use of all security material and Document stock. All
items shall be regularly inventoried by the Contractor to ensure against theft or loss, to maintain
operational supplies, and to account for recelpt from the manufacturer and dissemination to the
issuing Sites. Inventory control records shall be balanced against the Gontractor accounting
records for each Document and all security material, All inventory reports shall be maintained on
a weekly, monthly, and year-to-date basis and shall be balanced monthly. TDOS will have full
access 1o all inventory control logs.

Secure Site Delivery

The Contractor shall provide secure inside defivery of all consumables to each Site. The TDOS
Site Supervisor shall sign a receipl for all deliverles, The following minimum requirements shall
be followed if the services of a commercial delivery carrier are used by the Contractor:

1. Each package shall include a detailed pécking list of all items, including the serial numbers of
any controlled items.

2. Each individuat package shall be assigned a unigue tracking number.

TDOS should be provided with immediate online access to all shipping and tracking
information.

4, Tracking information shall be kept up to date, and include the city and state of the shippirg
company's distribution facilities in the delivery path as each package is processed through it.

5. The Contractor shall ship the consumabtes required for production of Documents separately
to avoid the possibility of adequate consumables being intercepted {o create counterfeit
Documenis. For example, laminate, if used, shall not be included in the same shipment as
Document stock.

8. The Contractor shall immediately notify TDOS of missing shipments as soon as it becomes
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A49.

A.50.

A5,

A52.

AB3.

A54.

aware and advise TDOS of the steps being taken to locate the consumables and provide
copies of all associated packing lists to the appropriate TDOS manager.

7. insurance coverage and applicable taxes for supplies will be the responsibility of the
Contraclor.

Inventory Levels

The Confractor shalf maintain a minimum of three (3) month inventory of ali suppiies required to
produce both the Interim and Permanent DL/ID al its Central Production Facility. In addifion, the
Contractor shall maintain & minimum of thirty (30} day and maximum of sixty (60} day operational
inventory necessary to produce Interim Documents at each Driver Service Center {DSC) based
on the historical issuance averages at each DSC. Real iD or ifs successor(s) enroliment may
require the Confracior to re-assess the forecasted inventory levels in order to adequately service
demand. All supplies shall have shelf life of at least six (6) months for the date of receipt at each
DSC. All unused supplies will remain the property of the Cenfractor during the entire term of the
contract,

Consurnable Ordering

TDOS DSC supervisors shall be able to order consumablas, in addition to those automaticaily
supplied, to meet any forecasted or special issuance need.

Materials Availability

The Contractor shall guarantee that no Driver Service Center (DSC) will run out of any material
needed to produce a Document via automatic shipments, except in the case of force majeure,
which includes acts of God, riots, wars, earthquakes, or other circumstances beyond the control
of the Contractor,

Responsibility for Cost of Supplies

The Contractor shajl be responsible for the cost of all supplies provided by the Contractor
whether from proper use, improper use, waste, or defects and will only be compensated for
completed documents. TDOS staff wili exercise reasonable care in handling of the-consumables.

Interim Document Consumables

Interim Document-consumables, at time of use, shall be of current, high quality stock and should
not exhibit any sign of degradation or compromise to the quality or features of the secured paper.
Should the quality of the consumables be deemed unacceptable, TDOS will return the stock in
exchange for new inventory,

Interim Document Paper Stock Packaging

tnterim Document paper stock shall be packaged in quantities that closely meet, but do not
exceed, the maximum paper tray capacity of the [nterim Document printer provided by the
Contractor. Specific quantities will be determined during the development phase depending on
the type of equipment thatis selected. The physical characteristics of the Interim Document
stock shali be considered when calculating the maximum printer tray capacity. TDOS realizes
that there may be rare insiances where defects in the production process used to create the
btank Interim Document may result in a smaller package.

Destruction of Supplies

With the exception of toner cartridges, the Contractor shall completely destroy all used, partially
used, defective, and unusable supplies in a manner that renders all remnants utterly useless. All
destruction shall be performed by the Contractor at their Central Production Facility. The
Contractor may recycle toner carlridges in accordance with the manufacturer's recommendations
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so long as the loner cartridge does not incorporate technologies that are specifically designed fo
provide any of the security features on the Interim DLID,

A55.  Waste Disposal
The Contractor shall dispose of all waste in accordance with applicable EPA regulations and

guidelines.
A56.  Anfi-Theft Meagures

The Contraclor shall define and enacl appropriale measures and processes for ensuring security
of all consumables to prevent theft including:

1. Storage of consumables at the Central Production Facility,
2. Distribution from the manufacturer {o the Central Production acility.
3. Distribution to TDOS Sites.

A.57. Inventory Control Function

The Confractor shall provide an inventory accounting and management system as part of the
CPS for monitoring all consumables. This section details what TDOS envisions will be heeded o
parform inventory and managament of consumables used at all DSC logations.

A.57.a. Web-based Inventory Accounting

The Contractor shall provide as part of the CPS a secure web-based application to allow
authorized TDOS users-the ability to perform all inventory accounting and management
functions, which are defined in this section.

A.57.b. Site Consumables

For all Site-specific consumables, the Contractor will provide the foliowing minimum
functional requirements:

1. Account and report individually on all Interim DLD paper stock by ICN and on all
other controlled consumables used fo produce Interim and Permanent DLAD,

2. Assign Interim DLAD paper stock by ICN and any other controlled consumables used
to produce the Interim DL/ID to & DSC.

3. Allow TDOS staff to view Interim DL/D papear stock by ICN that is loaded into specific
printer.

4. Aliow TDQS stalf to enter the return of Interim DL/D paper stock by ICN and any
other controlled consumables used to produce Interim DL/ID back fo the DSC
inventory at the end of their shift.

5. Account for alf consumables used by the DSC which are the responsibility of the
Contractor,

6. Automatically account for and monitor the DSG's interim Document printer{s)
consumables and provide a visual indication fo the Workstation Operator when
consumables are approaching low levels so that the printers will not run out of any
necessary supplies. The Workstation Operator shall acknowledge the notification
prior fo continuing processing.

7. Account for all actual consumable usage and update the inventory system no less
than daily.

A.57.c. Site Consumable Tracking

For all Site-specific consumabies, the Coniractor will provide the following minimum
functional requirements for tracking consumables:
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1. Notify the appointed TDOS staff member of any missing conirolled consumables,
including any missing Interim DIAD paper stock by ICN immediately. Examples
include the difference between what was Issued to the Workstation Operator, used by
the DLS, and returned 1o stock by the Workstalion Operator. Nofifications shall
specifically list the individual item(s accounted for by ICN and the DSC focation that
was assigned the consumable.

2. Allow authorized users to submit return material requests for damaged/unusable
consumables to the- Contractor for return and replacement.

Aliow authorized users to track pending consumabie orders.

Allow authorized users o accept receipt of consumable shipment(s).

. Allow authorized users to view current inventory levels of consumables.
Allow authorized users to report suspected missing consurnables,

Allow authorized users to transfer consumables between DSC locations.

Allow authorized users to locally destroy-and audit damaged or unused consumables
according to procedures that will be determined during the devetopment slage.

A.B8. Security Plan

The Contractor shall develop a comprehensive securlty plan for Image Card Capture and
Production. The plan will address dperafional, physical, access, human security to the Confractor
supplied systems, Inventory Controt of sensitive Contractar equipment, supplies, Contractor
owned facilities, and Disaster Recovery of critical Contractor equipment, supplies, and facilities.

® NP » s w

A.5B.a. Goals & Responsihilities

1. The Contractor shall not aliow any difect or indiract access to images to anyone
except the state.

2. The Contractor shall insure relention and accessibility of all images captured, except
while stored In the State's central servers.

3. The Contractor shall prevent unauthorized production of interim and permanent photo
card identity documents.

4, The Contractor shall account for all identity documents produced, with consistent,
constant, and verifiable audit trails.

5. The Contractor shall be respensible for securing alt Permanent ldentification Card
documents within thelr Central Production Facility and until delivery to and posting
within a US Postal Facility.

6. All plans:and provisions for security shail be in accordance with the State’ Enterprise
Information Security Policies and the Final Rules and Regulations of the REAL 1D Act

of 2005.0r its successorls).
7. The Contractor shafl provide a method for automatically encrypting any personal

identifying information residing in the DSC when the system is not in use, and provide
the capabilily for data to be erased when no longer needed by the system.

A.58.0b. General Scope of Securlty Plan

1. Image Capture Device: The Contractor shall plan and provide for access security to
restrict operation of these devices to authorized users, security of personal
information captured, stored, and fransmitted by these workstations, and for reliability
and operational availability of these Workstations.

2. Image Capture Workstation Connection to Central Servers; The Contractor shall plan
and provide for secure and reliable tfransmission of Image Capture Workstation data
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A.59.

Reporting

between Image Capture Work stations and the State's central servers, including
Digitized License System, FileNet, and Cashier system, over the Stale's nelwark, The
Department of Safety will arrange and coordinate with the Office of information
Resources to facilitate this planning and security implementation.

Connection from TDOS Driver License Information System to Central Production
Facility: The Contractor shall plan and provide for secure and reliable transmission of
Permanent 1D Card data between the State's central servers and the Contractor's
Central Production Facility. The Contractor shall be responsible for network
connectivity ta the State, hardware, installation, and support of the connection up to
the demarcation point of the State network. The Depariment of Safety will arrange and
coordinate with the Office of Information Resources to facilitate this planning and
security implementation.

Central Production Facllity: The Contractor shall plan and provide security of their
Central Production Faculty, including personnel identification, background checks,
physical access, inventory controls, fraud avoidance, unauthorized access, afteration,
or copying of data, and disaster recovery.

. Help Desk, Repairs and Maintenance: The Contractor shall plan and provide for

security on the part of all authorized repair, maintenance, and support staff and
facilities for all services, equipment, supplies, and facilities supplied under this
contract, including criminal record checks and other provisions consistent with the US
DHS Final Rules and Regulations regarding the Real ID Act or its successor(s).

‘The Coniractor shall provide a detailed, integrated, reporting solution capable of producing a

varlety of pre-defined standard reports, with both on-demand and scheduled outputs in addition to
the requirements detalled in this section. The Contractor will work with TDOS in developing the

required reports during the design phase of the DLS.
A.5%.a. Report Delivery and Architecture Requirements

Access to and delivery of all reports shall meet the following minimum requirements:

1.

Secure web-browser based interface to allow autherized users the ability to access
alf reports. The secure interface will include encryption of all information transmitted
and will include the ability to control authentication based on user ID and password,
and through the use of other measures such as digital certificates, and/or approved

public iP addresses/IP address ranges.

Authorized usars have the ability to perform real-time ad-hoc reports through "Query
by Example" or other user friendly tools with all fields available. Each user will have
access to only those fields permitted based.on the user's rolefsecurity class.

Provide any required add-on modules or specific sofiware necessary for the end user
web browser o run and display all of the required reports,

The web-based tabular reports shall be downlcadable in an industry standard format,
such as C8V or tab delimited, which can be easily imported into Micrasoft Excel.

The system shall be capable of sending all reports to paper, screen, or file {i.e., Print,
View, Save as).

Reports that are large enough to impact production operations should be deferred
until after normal production hours, The user should be notified when the reporis are
available at the beginning of the next business day.

Provide scheduling options for regular running of selected reports as determined
during the design phase.

The system should allow authenticated users to request reports from any Sile.
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AbS9.c,

A59.d.

9. All Audit reports shall be available onling for the entire Contract Term. All other
reports shall be avallable onfine for a minimum of 12 calendar months.

10. Provide the abifity to print each DSC's end-of-day report at the DSC.
11, The system should be capable of reprinting any available report upon request.

12. Except for Audit reports, in addition to the requirements listéd above, the Contractor
shall backup each report in its native and downloadable formats that will be purged
the following month. The backup should be stored on industry standard high density
removable media (such as CD, DVD, etc) and be provided to TDOS or ils successor.

Report Content

Many of the reports required by TDOS to manage the system will be largely dependent
upon the Contractor's DLS sofufion. For this reason, the contenls outlined in this section
are not intended to provide Contractor a comprehensive listing of all reports, but to
present insight to TDOS' envisioned reporting requirements.

Reporting Hierarchy and Report Ranges

The Contracior will provide varying levels of reports such as statewide, district, county,
DSC, Workstation, and Workstation Operator on a daily, monthly and/or weekly schedule.
The reporting tool will provide for selection, sorting, and grouping of parameters within
each pre-configured report template to generate user specific tailored reports, Where
applicable, the Contractor's reporting tool(s) shall support the following minimum
requirements for all required reports:

1. For all transactions and activities associated with DSC operations, the
Contractor's reporting tools shall allow the requestor to easlly specify reports:
a) . By Workstation Operator. '
by . By DSC.
¢) . By the Applicant's Counly of residence,
d) . By District,
e) . Sialewide.
f) .Bydaterange.
g} . By time range.

2. When requested by TDOS, the reporting ool shall support both summary level and
detail level versions of each report. TDOS will define the information to be included on
the summary and detail level reports during the design phase.

Repot Categories

TDOS envisions report content to include the following categories:

1. Audit Reports.

2. Reconciliation Reports.

3. Exception Reports.

4. Inventory Reports.

5, Operations Reports.

Additional categories may be added as TDOS gains a full understanding of the

Contractor's DLS system. Any additional calegories added shall be at no
additional cost to TDOS,

38



A.59.e. Reconciliation Reports

The Contractor will be responsible for producing and delivering the following monthly
reconciliation reports {o TDOS:

AGO1

A.59.9.

A.59.h.

1.

A reconclliation report to balance transactions shown by the card production system
and those recorded by the DLIS.

Monthly reports indicating the number of interim and Permanent DL/ID successfully
produged by DSC, District, and Statewide,

Monihly reporis of Inlerim and Permanent documents that were defeclive,
categorized. by those defective due to TDOS or Applicant error, and those defective
due to error of the Confractor's system by DSC, District, and Statewide.

Exception Reporls

The Contraclor shall provide Exception Reports that include, but not be limited to:

1.
2.
3.

Any missing hardware or peripherals.
All Interim DL/D that had {o be reprinted.
Al Permanent DL/ID that had o be reprinted.

Inventory Reports

The Contractor shall provide invertory reports that are envisioned to include, but not be
limited to:

1.

mos o n

Forall consumables used to create-both the Interim and Permanent DLAD, the
inventory reports shall allow authorized user o view: )
a, Currentinventory levels of alt consumables.

Usage of all individual types of consumables.

Damaged consumables,

Returned consumables.

Missing consumables,

Monthly report of levels of supplies at each DSC.

g.  Monthly report of supply volumes at the Central Production Fagility.
Equipment location.

me a0 o

Equipment that is out of service.
Equipment utilization, measured during TDOS business houwrs.

Equipment that has nol been used since a specific date.

Operational Reports

The Contractor shall provide required operational reporis that are envisioned to include,
but not be limited to:

1.
2,

All logons to and logoffs from the DLS.

Daily setflement reports indicating amount of money expected and the total number
of each DLAD type issued.

System and Workstation availability reports including Contractor's system availability.
Trouble calls that were completely resolved during the initial call,
Trouble calfs that were escalated oulside the Contractor's Helpdesk for resolution.

39



A.B0.

6. Trouble calls/imaintenance reports such as mean-time-fo-repair, number of troubles
reported, number of {roubles each device experiences, average time o answer, efc.

7. Trouble calls open that are outside the performance requirements specified within the
Contract and the actions that are being taken to remedy the problem.

8. The general root cause of froubles. Categories for the general root causes may
include, but not ba limited to, Workstation Hardware, Peripherals, {C5 Hardware,
Workstation Applications, ICS Applications, CIS Database, End User Training, and
network. TDOS and the Contractor will jointly define the categories to report on
during the design phase.

9. interim and Permanerit DL/ID reports indicating the following:

a)
b}
¢}
d)
e)
f)

g)
h}
)

i)

k)

Quantity of all DLADs processed.

Quantity of each DL/ID by type processed.

Quantity of each DUID by class produced.

Workstation Operator responsible for issuing the DL/AD,
Workstation Operator responsible for capturing the DL/AD Image.
Each DL/AD Numiber issued.

Date and time each DL/AD was produced.

Quantity of DLAD Reprints

Quantity of DL/ID processed thal were subseguently voided and the reason for
the void,

Quantity of Interim stotk used.
Cruantity of high priority and special DLAD processed.

Training Requirements

The Contractor shall be responsible for delivering no less than four (4) different levels of fraining
to TDOS employees. Each {raining level will be tallored to a specific audience, which will
correlate with the TDOS employee’s specific job duties. The Contractor will deliver initial training

courses on all levels during the implementation phase of the project. The time frame and

schedule for the Contractor 16 conduct initial training courses will be detailed in. the project plan
that is jointly developed and agreed to by the Contractor and TDOS.

The following minimum requirements apply to each level of training provided by the Contractor;

1. initiglly, while implementing the system, the Contractor shall provide sufficient training on the
full use of hardware, Peripherals, and software.

2. The Contractor shall provide a hardcopy user guide and job aid to each student for each level
of training that contains information, procedures, and instructions specific to the instalied

system.

3. The Contractor shall provide a hardcopy user guide and job aid for each TDOS DSC location.

The Contractor shall provide softcopies of ail user guides and job aids for each Jevel of
training to TDOS, The CGontractor shall grant TDOS permission {o reproduce and distribute
unfimited additional copies of aill documentation and training material,

5. TDOS reserves the right to make audio and video recordings of any and all training sessions

for later use by TDOS,
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A.61. Training Levels
The TDOS requires a minimum four {4) different levels of training, as described in this section.
The Contractor is responsible for the development and delivery of all training required for the
operation of all components included in this Contract. Published training documentation is
preferred, but the Contractor may include handouts, diagrams, graphics, and/or other training
aids that have been developed for use with other customers.
A.B1.a. System Administrator Level
This course will be a minimum of 24 hours and shall provide a comprehensive overview
so that TDOS technical staff will have the knowledge necessary to operate and
troubleshoot the CIS and its associated systems in the event of an emergency.
A.61.b. Account Administrator Level
This course will be a minimum of 8 hours and shall cover functions associated with
administering user accounts for Workstation Operators, the TDOS Driver Services
Helpdesk functions, the web-based report interface, and any other proposed interfaces.
Account administration should include funciions such as adding users, modifying account
privileges, resetting account passwords, suspending account access, and deleting
accounis,
A.B1.c. Train the Trainer Level
This course will provide the knowledge necessary for TDOS staff to deliver general end-
user training, including the classroom set up, instructor's notes, training materials, and
common student guestions.
AB1.d. General End-User Training Level
This course shall cover the functions associated with proper operation and end-user
troubleshooting of the Contractor's application{s) and equipment for all functions
associated with the issuance of an Interim DL/AD and Handgun Carry Permit, facial image
caplure, signature capture, Site prinier operation, report generation, and othet proposed
functions.
TDOS staff will attend General End User training. The course will provide enough hands-
on experience with the Workstation, equipment, and software for alf students to become
famillar with the new system.
A62. Training Locations
The training locations and the approximate number of students for each level of training to be
received prior to full-implementation of the Contractor's solution are outlined below. The
Contractor will schedule the necessary number of training sessions at each location to ensure ail
students af each training level are thoroughly trained. ’
Training Locations
- R Approximate
_ o T : L oo 2] Number of
—Level | -~ Training Description 1 _Training Locations 1 Students
1 Syslem Administrator Nashvills, TN - TDOS Headguarters 10
Training
2 Account Administrator Nashville, TN - TDOS Headquarters 30
Training
3 Train the Trainer Nashville, TN - TDOS Headquarters 25
4 *Generat End User {nitial training shall be conducted inor 380
Training within close proximity to the following
Driver Services Centers:
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—Level | ' Training Description Training L.ocations . Students

{ Approximate
-Number of

*Students attending this
tralning will be divided 7320 Regions Lane, Knoxvilie, TN

among the 9 training 8502 Bonny Oaks, Chattanooga, TN
locations jisted and may | 624 Hari Lane, Nashville, TN

require multiple training 6340 Summer Avenug, Memphis, TN
sessions for single 4717 Lake Park Drive, Johnson City TN
location. 4600 5. Jefferson Avenue, Cookeville, TN
1701 Hampshire Pike, Columbia, TN

100 Benchmark Circle, Jackson, TN

1150 Foster Avenue, Nashville, TN

AB3.

AB4.

A.B5.

Ongoing Training

The Contractor shall provide training on upgrades that affect any end user functionality at no
additional cost to TDOS. Tha Contracior can meet this requirement b providing computer-based
training (CBT) and/or video training for DLS system upgrades. In the event of significant system
changes that cannot be effectively communicated by CBT or video, TDOS may request the
Contractor {o provide on-site training for the amount of time necessary to traln its trainers or
Workstation Operators as agreed to by TDOS and the Contractor.

Online Help and Tuforials

The system shall include online documentation and training materials such as context specific
help and search capability. Wherever possible, systerm users shail have immediate access to
documenits that supports the activitles they are using the system to accomplish. Both technical
and procedural information should be included. Provisions for obtaining additional information on
relaled topics shall be provided through easy-to-use navigation.

Documentation

The Contractor shall provide TDOS with as many updates to the hardcopy user guides and joh
aids, and Workstation Operator manuals that are needed, as determined by TDOS, due to
system upgrades at no additional cost to TDOS. Updates may be in the form of page inserts, or
replacement documenis, whichever is appropriate to maintain currency of the document. The
Centractor is responsible for printing the initial set of updated user gulde and job aids. The
Contractor shall make and distribute all electronic documentation, including on-iine help, which is
needed to keep documentation current due to system upgrades.

A.65.2, Technical Manuals
The Contractor shall meet the folfowing minimum requirements for all technical manuals:

1, The Contractor shall have complete technical manuals, which describe overall
aspects of the sysiem configuration, operating instruction, and problem diagnosis of
all separate components and features of the DL.S and the corresponding technical
specifications, such as equipment diagrams and specifications, maching
components, dimensions, electrical requirements, and temperature and humidity
changes.

2. The Contractor shali maintain comprehensive as-built documentation on all software
aspects of the DLS solution and will provide to TDOS electronic copies of said
documentation as revisions and changes are made. Documentation will include, but
not be limifed to, file structure, directory struciure, database record layout,
workstation architecture, system architectiire, registry settingsfentries, and services
utilized.
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A.B6,

A.B5.b.

AB5.c,

A.65.d.

3. The Contractor shall provide at feast five (5) full hardcopy sets of technical manuals
and documentation malerials to TDOS Central Office. The {echnical manuals and
documentation materals must alse be provided to TDOS in electronic format,

The Contractor shall maintain and provide soficopies of technical manuals.

The Contractor shall keep all hard and soft copies of technical manuals current, and
update each one whenever any change is made lo DLS, and shall make each
revision available onfine to TDOS a minimum of five (5) days prior to release. Each
revision to the technica! manuals shall be recorded and organized in a fashion that
easily allows the reader {o understand the technical specifications, system
architecture, software versions, file and database layouts, process procedures, and
other relevant information of the DL.S at any point in the DLS' history.

8. The Coniractor shall provide TDOS the original source code, and updated source
code when any application changes are made o any part of the DLS. Source code
shall be provided to TDOS within five (5} business days of implementation inlo the
production environment.

7. The Contractor shall not remove or redact any part of the technical manuals excepl fo
remove errors. Whenever an update is made 1o reflect a change in the DLS, the
obsotete information shall remain infact, accessible by TDOS, and be clearly marked
that the information is updated, the period of fime the information reflected the actual
DLS design, and a reference to where the updated information is located.

8. The Contractor shall make all changes 1o all copies of technical manuals supplied to
TDOS,

Workstation Operator's Manual

The Workstation Operator's manuat for each Workstation shall include all information
required for operating and troubleshooting the Workstation, and issuing Interim
Document, including, but-not limited to, step-by-step Instructions for solving common
problems. A complets list of possible error messages shall be supplied, together with

instructions for logating and correcting each error. The document should include training

and user sections for all functions, which may be supplemented by help files, or
documentation onling or in some other media. The Contractor shall provide hard and soft
copies of all user and fraining manuals to TDOS. The Contractor shall provide a
minimum of one Workstation operator manual for every Workstation in operation,

Interim DI/ID Jssuance Job Ald

The User Guide should contain step-by-step user procedures for using the Digitized
License System to issue an interim Document. The Job Aid should contain instructions
on how to complete the tasks a Workstation Operator shall perform daily to issue Interim

Documents. The-Job Aid should include, but not be fimited to system codes, acronyms,

high-level steps to complete each DLAD process, and a checklist of steps necessary (o
successiully complete the DLAD process to produce an interim Document,

Material Safely Data Sheets

The Contractor shall provide Material Safety Data Sheets (MSDS) for all materials and
consumabies that are required to be on file by OSHA. Copies of MSDS sheets shall be
located at each Driver License Station that does or should have possession of applicable
consumables andfor materials.

Brochures

The Contractor shall provide camera-ready-art for TDOS to produce brochures on the features of
the new DLAD for law enforcement, retallers, financial institutions, and other government
agencles and states. The Contractor shall, subject to TDOS approval, produce 100,000 full color
brochures depicting each type of DUID, specific identifiers for various components and sections
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of the Document, list of classes, endorsements, restrictions, efc., and securily features excluding
all covert security features.

The Contractor shall deliver these brachures within 45 calendar days after TDOS and the
Contractor have agreed on the final brochure design. The brochure content should be made
avaliable to TDOS on readfwrite electronic media, such as CD-ROM or other TDOS approved
removable media. images should be in .gif or jpeg format., Text should be in .ritf or HTML
formal,

Heipdesk

The Contractor shall be responsible for Supporting and maintaining all aspects of the DLS
coniained within the scope of this Contract. The Contractor must describe in detail its a‘pproach
to Helpdesk support through the life of the Contract. The Contract shall provide first (1%) and
second (2") level Helpdesk support during the life of the contract. Estalation procedures wili be
identifiad and finalized in the early phases of the project.

The -Confracior shall meet the following minimum general Helpdesk requirements:

1. The contractor shall maintain staffing levels that are adequate to accept all TDOS rouble
calis to the Contractor's Helpdesk during afl TDOS production hours.

2. The Contractor shall assign an on-site dedicated manager who will be responsible for
overseeing all day-to-day operations of the Central Production Facility, maintenance of all
equipment, and be. immediately accessible to the Contractor's Helpdesk.

3. The TDOS Project Manager shall have direct and unrestricted access to the Contractor's on-
site manager during all TDOS produglion hours.

4. The Contractor shall provide a single toli-free telephone number and email address for
reporting all system troubles.

5. The Contractor shall provide an updated emergency call list for 24 hours a day, 7 days a
week, 365 days.a year contact. The emergency contact list shall include, at minimum, a
primary and secondary after-hours contact number for each individual the Contractor
identifies and shall be updated whenever a designated coniact change ocours.

6. The Conlractor shall provide a mainienance fracking metric that can generate reports such as
mean-time-to-repalr, number of troubles reporied, number of troubles each device
experiences, ete. as may be reguested by TDOS,

7. The Confractor shall provide a dascription of the plan for meeting the Helpdesk requirements.
described herein, including a description of the proposed Help tracking system.

Maintenance and Repalr Plan

The Contractor will provide a Comprehensive Repair and Maintenance Plan that will include the
following:

1. Localions of repair faciliies across the state of Tennessee and thié number of full-time service
techniciaiis at each location. The technicians shall be fully equipped with spare paris, tools,
and test instruments. The number of service technicians proposed must be adeguate to
meet response times and to perform routine maintenance visits with the proposed frequency
schedule,

A description of how parts supply and availabifity will be assured on a local level.

3, Preventative maintenance procedures required by TDOS and the Contractor. The plan must
include routine maintenance service on a detailed frequency schedule by a qualified service
technician employad by the Contractor. Preventative maintenance work must not disable the
Examiner Workstation and the Image Collection System during office hours.
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4, Response time {0 equipment repair calls for all Driver Service Cenlers. In lieu of equipment
repair, the Contractor may propose providing backup ICS equipment in Driver Service
Centers for use when existing equipment is inoperable. In the event equipment is inoperable
or malfunctioning and no backup/reptacement equipment has been provided, the Contractor
shall provide repair service within two {2) to four {4) hours based on location in the State. I
the repair facility resides in the same city as the site requesting service, the Contractor shall
provide repair service in less than two (2) hours.

&, Procedures for TDOS to report malfunctioning equipment and Contractor's procedures to
follow-up on repalr requests to insure needed repairs oceur.

6. A description of how software updates, improvements, enhancements, or modifications will
be distributed and installed on the Examiner Workstations in Driver Service Centers.

7. Maintenance of all ICS equipment, including site printers, in the Driver Service Centers. The
Contractor shall ideritify provisions in the proposal that affect the maintenance contract. The
cost of transporting equipment to and from any repair facility shall be paid by the Contractor.
TDOS reserves the right to transport equipment for repair at its discretion,

8. Provide service consistent with normal hours of operation within the State, including offices
that are on Eastern Standard Time (EST). Allowances will be made for preventative
maintenance, based on manufacturer's recommended needs as proposed. However, all
preventative maintenance shall be scheduled in advance with the DSC supervisor and shali
not be disruptive.

9. Ciose out any maintenance activily with the DSC Supervisor or designee.

10, The Immediate replacement of any device in the event that any component is inoperative,
due to equipment Tailure, when the total number of hours of downtime exceads 10% of the
operational use time in any thifly (30) day period.

11. Provide repair, maintenance and technical support for the Document Imaging/Scanning
system. Service wilkbe provided within 2 hours fora non-functional piece of equipment, and
24 hours for all other maintenance.

Hardware Refresh Plan

The Contractor shali provide a Hardware Refresh Plan for the image Collection System,
Pocument Imaging/Scanning System, and Site Printers as specified in Attachment N. The
Hardware Refresh Plan shall include a refresh schedule specifying when hardware will be
refreshed and how new hardware will be deployed.

TDOS requires hardware 1o be refreshed at least every three (3) years and prior to the fourth (4™)
anniversary of the date of manufaciure. Statewide deployment of new hardware shall be
complate within thirty (30) days. The Contractor shall replace and install the new hardware.
TDOS defines new hardware as hardware that is within one (1) vear of the manufacturing date,

In addition, upori the request of the State, the Contractor shali replace any equipmeﬁt.

TDOS requires that the Image Collection System (ICS) hardware and software be compatible
with the Examiner Workstation as upgraded equipment is deployed.

Disaster Recovery and Business Continuity Plans

TDOS requires the Gontractor ta supply plans for disaster recovery and business continuity. The
plans shall detail how services will be continued if major problems are encountered anywhere in
the technology infrastructure or In the event of a disaster at any point in time during the life of the
contract.

In the event of a Disaster at a TDOS DSC site, the Contractor will be contacted by TRDOS. The
Contractor will be required to:

1. Coordinate with TDOS in the assessment of the situation as it refates to security, equipment,
materials and supplies that are the responsibility of the Contractor,
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2. Coordinate with TDOS in developing the recovery recommendations, including providing
current inventory information for the Site.

3. Assist TDOS in establishing a temporary Site for- Operations (if necessary) with Capture
Workstations and other equipment, sofiware, and Supplies,

4. Coordinate with TDOS for the removai and replacement of Workstation applications,
equipment, and supplies 1o re-establish the Site.

5, The Contractor shall include a plan for coordinating disaster recovery efforts with TDOS in
the event of a Disaster at a DSC site. The plan shall include contact information for the
proposed Contractor Disaster Recovery Manager.

6. The Contractor shafl also include a proposed plan 1o coitinue to provide services in the event
of a disaster at the Card Production Facility.

7. The Contractor shall maintain an up-to-dale business continuity ptan and participate with
TDOS in any State or depariment sponsored disaster recovery exercise.

Post Implementation Workstation Change Requirements

After the complete implementation of the DLS, TDOS may require the Conltractor fo install or

move Workstations and associated Peripheral Equipment and for Interim DLAD printers to

support changes in DSC issuance volumes and/or changes in TBOS DSC locations. TDOS will

provide a minimum of five (5) days notice to the Contractor that a DSC will reguire a change in
the quantity or location of installed Workstations and/or printers installed. Upon receiving an
authorized request from TDOS, the Contractor shall perform the folowing minimum requirements:

1. Coordinate with TDOS and the affected DSC Supervisor on.all aspects of the requesl.

2. Perform all work to move the Workstations and other specifiad hardware according to the
schedule specified by TDOS or within five (B) business days for receiving an authorized
reguest, whichever is later,

3. If Workstation equipment is a State spare housed by TDOS, pick up said equipment for the
TDOS DSC specified by TDOS,

4. Include at no charge the installation of State spare equipment.

5, Include at no charge the moving of Workstations and other specified hardware within any
DSC that are occasionally needed by TDOS.

6. Perform all on-site installation activities after DSC operation howrs, unless otherwise agreed
16 by TDOS.

7. ifihe request involves removing Workstation{s), ensure a!l locally stored DUID Issuance
fransaction Images and data have been successfully minded to the State’s Central Image
System.

Update all equipment inventory records as changes are made,

. Remove all trash associaled with the work performed from the Workstation area and dispose
‘of as required by TDOS.

10. Close ouf the request with the DSC Supervisor or designee,
11. Return or transfer all removed or excess Workstation equipment to TDOS,
Testing and Insiallation Requirements

Testing requirements are defined in two (2) phases, pre-implementation and post-implementation.
TDOS requires a test system that fully and accurately simulates the production DLS in a manner
that does not compromise the production database and that fully accommodates testing all facets
of the DLS. The pre-implementation phase describes testing requifrements to ensure successful
implementation of a new Digitized License System (DLS). The post-implementation phase
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describes testing requirements that will allow TDOS to manage and impltement change requests
as necessary throughout the life of the conltract.

The Coniractor shall define proposed test environments and a test management plan that allow
for the functions described herein and describe its approach to meeling the iesting requirements
indentified herein,

A.72.a. Pre-Implementation Testing Reguirements

The purpose for this phase of the project is to conduct tests including, but not limited to,
the foflowing functions for implementing a new Digitized License System (DLS) platform
te ensure:

1.

2.
3.
4

© & N o oo

Interoperability between all TDOS and Contractor Systems.
Successful introduction of a new system (hardware and software).
Sticcessful processing of Interim and Permanent transactions: and Documents.

Accurate and efficient output of data and transfer to and from the CIS and
Workstations,

Ability to capture and process transactions for repoiting,

Successful preparation, processing, and delivery of Permanent DL/D for mailing.
Successiul testing of backup and disaster recovery processes and systems.
Successful testing of web-based applications.

The Contractor shall conduct a security assessment of all applications prior to
deployment to identity and resolve vulnerabilities such as those found in the Open
Web Application Security Project {OWASP) top ten security vulnerabilities. In
addition, the Contractor shall conduct tésting of the effectiveness of the Contractor
developed security plan outlined in Seclion A58 prior to deployment.

A72.b. Pre-lmplementation Test Plan

The Gontractor shall prepare and present a test management plan that details the
aclivities, schedule, dependencies, risks, and contingencies, assumptions, and resources
required to conduct the test plan. TDOS and the Contracter will work together to define
the final test plan. At a minimum, the Confractor's test management plan shall include
the following:

1. Testschedule, approach, and a statement of required and assigned resources
with associated roles and responsibilities.

2. Test stages inciuding, but not limited to, the development of extensive test
scenarios and expected results that meet or exceed the requiremenis of this
Contract. TDOS shall approve in writing each test stage before the next test
siage can begin.

a} Unit Testing - Unit testing is ¢ompletely the Contractor's responsibility. The
Contractor shall ensure that the product within its control is functional and
meets or exceeds test specifications.

b) Integration Testing — The Contractor shall conduct integration testing to
ensure that ail compenents including software and hardware work together.

¢) System Testing — The Contractor shall conduct functional testing to ensure
that all components of the DLIS and DLS, including all peripherals and
external interfaces, work together, Integration testing shall be complete
before system testing begins.

47



AT2.c.

AT72.d.

AT2e.

d} Stress and Velume Testing - The Contractor shall conduct stress and
volume testing to ensure that the system can handie maximum amounts of
data and transaction processing and overload testing over a period of time.
At a minimum, stress and volume testing should simulate 250% of the
estimated peak number of Iransaclions that would be experienced in the fully
rolled-out production system.

e) Quality Assurance Testing ~ The Contractor shall work with TDOS to develop
a plan indentifying all the functionality thai shall be fested for.quality
assurance. TDOS requires that the Coniractor shall have already performed,
completed, and received approval for system testing before the QA testing
stage begins.

f} User Acceptance Testing — The Contractor shall work with TDOS to develop
a user aceeptance test plan and notify TDOS in writing when the DLS is
ready for user acceptance testing. The successful completion of this phase
indicates that the system is ready for pilot testing. TDOS staff, Information
Technology staff, and TDOS operations staff shall be involved with the
Contractor in this phase of lesfing.

g} Pilot Testing — The Contractor shall work with TDOS to develop a pilot test
plan to implement the live system at-one or more TDOS Driver Service
Centers prior to Full Impfementation. The pllot testing must be successful
before statewide rollout of the system can begin.

3. ldentification of testing tocls that will be used and their purpose.
4. Method to track and manage issues discovered during testing.
5. Method fo maintain and manage version control.

Testing Equipment

In order to faciiitate the pre-implementation user acceptance testing phase, TDOS will
provide a bank of 5 Workstations and test data that will accurately approximate real
production data. The Contractor shall provide all necessary sofiware and equipment and
two (2) printers which will be used for user acceptance testing by TDOS employees.
Multiple Workstations shall be configured as if they were all co-located in a'singte Driver
Service Center so that all aspects of hardware and software can be fully tested.
Additionally, two (2) functional Workstations and Contractor support of these are required
at TDOS Headquarters. These Workstations will be used by the TDOS [T department for
post-implementation development and testing purposes.

Pre-Implementation Pilot Testing

in order to facilitate the pre-implementation pilot testing phase, the Contractor will provide
hardware, software and all peripherals. The -exact number of Workstations and Pilot
Sites will be determined by TDOS during pre-implementation.

TDOS System Acceptance

The Contractor shalf meet TDOS system acceptance requirements before phased
implementation can begin. System acceptance will be conducted | two {2) phases:

1. User Acceptance Testing
2. Pilot Testing

Phase One {1} shall be successfuily completed before Phase Two (2) can begin. kach
phase shall meet the standard of performance defined below. The Contractor shall
receive pilot acceptance testing signoff in writing form TDOS before installation can

gommence,
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A72.f Standard of Performance Requirement
To complete acceplance testing, the Contractor's system shall perform successtully
without any unacceptable errors or defects, as will be defined and approved by TDOS in
the test plan deliverable, for ten (10) consecutive-working days in the lest system orina
manner that does not compromise the production database in accordance with TDOS
approved acceptance test plan. TDOS defines errors or defects to be conditions that
conflict with the approved business andior functional requirements that are used to
design, build, and implement the DLS,

TDOS defines error free testing 1o inciude, but is not to be limited o, meeting the
following conditions:

1. Testing shall exercise the entire system and include, but not be limited 1o, testing in
full system life cycle including compaltibility with the State WAN, the existing DLIS,
the TDOS User Interface(s), and all hardware and periphsral devices,

2, Hany software and hardware fails to meet the specified requirement of the Contract
or a Document cannot be produced in the specified time, TDOS may require the
Contractor to restart the system acceptance proceduré. The decision to restart the
system acceptance procedure will be at the sofe discretion of TDOS.

Post-impiementation Test Requirements

TDOS may require the Contractor 16 miake changes in the DLS after the system has been
implemented due to legislative mandates or changes to business processes. The Contractor wili
follow the same testing requirements as used during the pre-implemeniation phase and ensure
the following:

1. Minimal interruption to daily operations as a result of system festing.

2. Efficlent and thorough testing of sofiware and hardware upgrades, enhancements and
changes prior to production implementation utilizing each of the testing stages as
appropriate.

3. The test system shall be avallable for TDOS to conduct other training functions.

TDOS has the ability to test changes oulside of the production environment via a test
database that will be subject fo the same testing stages as defined for pre-implementation
testing. Access to a separale tesi database comprised of a subset of the production
database in the test system shall:

a) Support an initial database of 100,000 test records with the capacity to accommodate
muiltiple changes and additions to records over a one-year period that could expand
o as mary as 500,000 records.

b} Reside on a sepdrate partition of the production CIS or on a separate test platform
that maeets the saine systemn accessibility and functional requirements and the same -
system configuration settings as production.

¢} Mirror ali existing production versions of operating and application software;

d) Be refreshed with a new subse! of test records on-an annual basis, or more
frequently if request by TBOS, TDOS and the Contractor wilk mutually agree to a
more frequent database refresh if necessary.

e) Meet the same security as the production system with imited access to authorized
TDOS personnel.

Installation

The Contractor shall be responsible for complete installation of alt hardware and software at each
DSC and County Clerk Site, any centralized facility (QIR Data Center), and Card Production
Facility. The Contractor shall provide a phased implementation schedule that will be jointly
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developed with TDOS during the schedule development portion of the project planning meeatings.
Implementation shall be completed as soon as 30 calendar days but no later than 45 calendar
days after pilot testing signoff. The implementation schedule shall be approved by TDOS and
shall allow adequate time for Just-in-lime training for TDOS perscnnel who will be using the new
DLS. Full implementation includes, but is not limiled to, all workstations, peripherals, system
software, application sofiware, cables, and printers.

A7T4.a. Installation Reguirements
1. The Contractor shall provide a phased implementation management plan that shall
include, but not be limited to, objectives, scope, timetables, milestones, specific tasks
by DSC, and technical requirements.

2. The Contractor shall provide a minimum of one (1) hardware engineer. ona (1)
software engineer, and one {1) QA engineer who has worked on the development
and installation of the DLS to be on-site during the entire implementation period and
for up to 10 calendar days following Full Implementation if TDOS is satisfied with the
implementation results.

3. Atihe time of Full implementation, all equipment shall bé new and in good working
order. All equipment shall be installed in accordance with the specifications
contained in the original equipment manufacturer’s installation instructions.

4, Inslaflation shall be accomplished with minimal interruption of hormal day-to-day
operations, This may require after hours and weekend installation for all Driver
Service Centers,

Document Imaqging/Scarining

The Contracior shail provide Document Imaging/Scanning solution at the Driver Service Centers
that will interface with the State Enterprise Content Management (ECM) System (currently FlieNet
P8 version 3.5 or its successors).

FileNet is a.commercial-off-the-shelf enterprise content management system that is currently
being implementad by TDOS. The Driver Service Centers are not equipped with scanning
devices and this is a function that TDOS would like to implemnent 1o electronically capture and
forward Applicant provided credentials and other supporting dotuments to FileNet. All scanned
verification/breeder documents will remain the property of TROS. The volume for pages scanned
annually is estimated at 10 miliion. TDOS requires this system to be fully implemented one (1)
year after contract start date.

A.75.a. Document Imaging/Scanning Caplure Processing

The Contractor's document capture solution shall provide an integrated capiure
architecture to allow for the scan, automated assembly, quality assurance, release andfor
export, and indexing of verification/breeder documents, At minimum, the Coniractor's
solution. shall provide the following:

1. Acomman capiure application for use in ail TDOS and County Clerk Driver Service
Centers.

2. The solution must allow real-time scanning, automatic assembly and indexing of
customer documents,

3. Allow super users to edit scanned documents including adding pages, removing
pages, re-ordering pages, and accept or reject individual documents.

4. Allow a user to perform manual dogument assembly and indexing for specified types
of documents.

5. Aliow an administrator to specify the scan resolution up to 300 dpi and specify Image
output formatiing including bi-tonal, grey-scale, and color.
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12.

13.

14,

15,

16.

17.

18.

19,

20.

21,

22,

Allow an administrator to specify the output format of documents as ether single-page
or multi-page TIFF files.

Allow an administrator to specify the output format of documents as color TIFF
images using JPEG Image compression and controlled quality encoding such that
Images may be stored using JPEG compression using varying compression ratios
that produce Images at varying quality levels and file sizes.

Support bi-tonal Image compression using CCITT Group 1V compression as defined
the AAMVA National Standard for the Driver Licensefldentification Card,

Support the JPEG Image compression standard for conlinuous tone (1.e. cator)
Images as.defined In the AAMVA National Standard for the Driver
License/identification Card.

Automated document clean up including blank page detection, border removal, de-
skew, de-speckie, line/streak removal, and Image lightening/darkening/sharpening,
and re-scanning to correct improperly imaged documents.

Automated document separation and assembly through the use of barcodes and/or

patch codes either printed on a separator page or on the face of a document.

Automnatic indexing of documents using system-generaled values {including.a
grobally-unigue document identifier), values read from documents using optical
character recogrition, andfor values derived from database look-up.

Automated indexing of documents using optical character recognition of 1-
dimensional and 2-dimensional barcodes including, at a minimum, 3-of-8 and
PDF417 barcodes at a rate of no less than 98:9% accuracy.

Automatically identify and group "related documents” and systematicaily associate or
cross-reference such documents using a common system-generated identifier as an
index value for each related document.

Allow an administrator to inseri a guality assurance step in the capture workflow and
sample documents for quality assurance purposes using a TDOS-defined sampling
routine.

Record and maintain an audit trail of all actions-taken by an operator on & baich of
images and/orindividual Image In a balch.

Allow system administrator to manage from @ central location the configuration of
each caplure location such as adding and removing capture locations, managing
software configuration settings, and synchronizing software configuration settings
across all capture locations.

Upload documents from remote capture iocations to a central sif on either a
scheduled or ad hoc (l.e. user-initiated) basis.-

Collect and maintain metric data related to all steps in the capture flow and aflow an
administrator o view the status of all capture flows.

An automated method of releasing documents and index values to the state ECM,
currently FileNet P8 v.3.5 or its successors, with manual intervention.

An aufomated meathod to export documents and document values in batch mode o a
Secured File Transfer Protocol) SFTP site without manual intervention,

An auvtomated method to purge all locally captured document Images residing on
each workstation andfor any systems used by the Contractor to process-and fransmit
document Images and index values within len {10) business days after they have
heen successfully uploaded o FileNet.
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A75.b. Document imaging/Scanning Hardware

The Contractor shall provide, install and support scanners equipped with an aulomatic
document feeder that supports multiple sized documents in a single run, i.e. driver
license cards or permanent resident cards, efc. The Document Imaging Scanner shali
meet the following reguirements:

1. The Document Imaging Scanner shall accept and scan a document size up fo 11" by
14",

2. The manufacture's rated duly cycle for the Document imaging Scanner shall be a
minimum of 4000 pages per day duty cycle.

3, The Document Imaging Scanner shall support both simplex and duplex scanning.

4, The Document Imaging Scanner shall have the ability to scan documents of various
size and thickness, such as, passports, soclal security cards, driver licenses, and
identification cards. TDOS requires the capture of both sides of a document in a single
run.

5. The Document imaging Scanner shall oulput decuments at a color depth of 24 bits
per pixel.

6. The Document Imaging Scanner shall have a scanning speed of 60 simplex and 120
duplex images per minute in monochrome and grayscale at an optical resolution of
600 dpi, it shall have an optimal resolution of 300 dpi at a.speed of 40 ppm/80 ipm for
color scanning.

7. The Docurment Imaging Scanner shall be equipped with a minimum 50 sheet
document feeder and a minimum 50 sheet oulput tray.

Qver-the-Counter (OTC) issuance Solufion

The Contractor will provide an QTC solution to be located at TDOS Headguarters to facililate the
production of Employee Identification {El}.cards, undercover permanent DLAD for law
enforcernent, and other special handling issuances. The Contractor's OTC solution will produce
a permanent DLAD document for law enforcement that is ldentical to or identical to the untrained
eye.of the permanent document DL/ID produced at the Central Production Facility.

The Employee Identification {EN card will be issued to active TDOS employees and shall be in
formats that distinguish “covered employees” as defined by the REAL 1D Act of 2005 or its
successors from “non-covered civillan employees”, and commissioned employees. TDOS
requires a distinct design format that is virtually impossible to counterfait or alier in an
undetectable manner and readily identifies employees as belonging to one of the following
classifications: ‘

1, Covered Employee
2. Non-covered Civilian Employee
3. Commissioned Employee

The El cards represent a very small percentage of production with an estimated quantity of 1800
El cards produced during the first year of initial issuance. Subsequent issuances will be to replace
lost/stolen cards or o issue to new hires. '

The Contractor will provide the card printer, software, peripharal equipment, and all consumables
required {o produce an over-he-counter DL/AD/EL

Contractor will not be compensated under this contract until driver license cards are produced
and approved by the sfate.
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B. CONTRACT TERM:

This Contract shalf be effective for the period commencing on March 1, 2011 and ending on
February 28, 2016. The State shall have no obligation for services rendered by the Contractor
which are not performed within the specified period.

C. PAYMENT TERMS AND CONDITIONS:

C.1. Maximum Liability. In rio event shall the maximum liability of the State under this Contract
exceed twanty-lwo million two hundred forty-foiir thousand two hundred fifty dollars and no cents
{$22,244,250.00). The payment rates in Section C.3 shall constitute the enfire compensation due
the Contractor for the Service and all of the Contractor's obligations hereunder regardless of the
difficulty, materials or equipment required, The payment rates include, but are not limited to, all
applicable taxes, fees, overheads, and all other direct and indirect costs incurred or to be incurred

by the Contractor.

The Contractor is not entitled to be paid the maximum liabifity for any period under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents availabte funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Confract unless the State requiests woerk and the
Contractor performs:said work, I which case, the Contractor shall be paid in accordance with
the payment rates detailed in Section C.3. The State is under no obligation to request work from
the Contractor in any specific doilar amounts. or to request any work at all from the Contractor
during any period of this Contract.

C.2. Compensation Firm. The payment rates and the maximum liability of the State under this
Contract are firm for the duration of the Contract and are not subject to escalation for any reason

unless amended.

3. Payment Methodology. The Contractor shall be compensated based on the payment rates herein

for units of service authorized by the State in a total amount not fo exceed. the Contract Maximum
Liability established in Section C.1.

a. The Contracior's compensation shall be contingent upon the satisfactory completion of

units, milestones, or Increments of service defined in Section A.

b. The Contractor shall be compensated for said units, milestones, or increments of service
based upon the following payment rates:

. . Amount
Service Description . {per compensable increment)
March 1, March 1, March 1, | March 1, March 1,
2011 to 2012 to 2013 to 2014 to 2015t0
February February February February | February
29, 2012 28, 2013 28, 2014 28, 2015 29, 2016
Production for licenses printed $223/per 1$223/per {$223/per | $2.23/per | $2.23/per
at OTC iocation card card card card card
Licenses printed at Central $223/per |$223/per 15223 /per | §2.23/per | $2.23/per
Production Facility. card card card card card

863




C.4.

Ch

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel, meals,

or lodging.

Invoice Requirements. The Contractor shall involce the State only for completed increments of

service and for the amount stipulated in Section C.3, above, and as required below prior lo any
payment.

a.

The Contracior shall submit invoices no more often than monthly, with alt necessary
supporting documentation, to:

TN Deparlment of Safety

Driver License Issuance Division
1150 Foster Ave

Nashville, TN 37243

The Contractor agrees that each invoice submitted shall clearly and accurately (all
calculations must be extended and totaled correctly) defail the following required
information.

{n Invoice/Reference Number {assigned by the Contractor),
3] Invoice Date;
(3) Invoice Period {period to which all invoiced charges are applicable),

4 Contract Number (assigned by the State to this Contract);

(5) Account Name: Safety & Driver License fssuance,;

{6) Account/Customer Number (uniquely assigned by the Contractor to the above-
referenced Account Name);

(7} Contractor Name; .

(8} Contractor Federal Employer Identification Number or Social Security Number
(as referenced in this Contract);

(9} Contractor Contact (name, phone, andfor fax for the individual to contact with
billing questions);

(10)  Contractor Remittance Address;

(11)y  Complete Itemization of Charges, which ghall detail the following:

i Service or Milestone Description (including name fitle as applicable) of
each service invoiced;

i, Number of Completed Units, Incremenis, Hours, or Days as applicable,
of each service invoiced;

il Apbplicable Payment Rate (as stipulated in Section C.3.) of each service

invoiced,
iv. Amount Due by Service; and
v. Total Amaunt Due for the invoice period.

The Contractor understands and agrees that an invoice fo the State under this Contract
shall:

(1) include only charges for service described in Gontract Section A and in
accordance with payment terms and conditions set forth in Contract Section C;
{2) not inclugde any future work bt will only be submitted for completed service; and

{3) not include sales tax or shipping charges.

The Contractor agrees that timeframe for payment {and any discounts) begins when the
Staie is in receipt of each invoice meeting the minimum requirements above.

The Contractor shall complete and sign a "Substitute W-9 Form® provided to the
Confractor by the State. The taxpayer identification number contained in the Substitute
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W-9 submitted to the State shall agree to the Federal Employer identification Number or
Soclal Security Number referenced in this Contract for the Confractor. The Contractor
shall not invoice the State for services until the State has received this completed form,

f. All monthly invoices shall be submilted with a recongiliation report to balance transactions
shown by the card production system and those recorded by the DLIS. Payment will be
based on the number of cards TDOS identifies as being produced.

Pavment of Invoice. The payment of the invoice by the State shall nol prejudice the State's right
to object toor question any invoice or matter in relation thereto, Such payment by the State shall
neither be construed as acceptance of any part of {he work or service provided nor as an
approval of any of the amounts invoiced therein.

Invoice Reductions. The Contraclor's invoice shall be subject fo reduction for amounts included
in any Invoice or payment theretofore made which are determined by the State, on the basis of
audits conducted in accordance with the terms of this Contract, not to constitute proper
remuneration for compensable services,

Daductions. The State reserves the right to deduct from amounts which are or shall become due
and payable to the Contractor under this or any Contract between the Contractor and the State of
Tennessee any amounts which are or shalf become due and payable to the State of Tennessee
by the Contraclor.

Automatic Deposits. The Contractor shall complete and sign an "Authorization Agreement for
Automatic Deposit (ACH Credits) Form.” This form shall be provided to the Contractor by the
State. Once this form has been compleled and submitied to the Siate by the Contractor ali
paymentsto the Contractor, under this or any other Contract the Contractor has with the State of
Tennessee shall be made by Automated Clearing House (ACH). The Contractor shall not inveice
the State for services untif the Contractor has completed this form and submitted it to the State.

STANDARD TERMS AND CONDITIONS:

Reguired Approvals. The State is not bound by this Contract until it is approved by the
appropriate State officials in accordance with applicable Tennessee State laws and regulations,

Modification and Amendment. This Contract may be modified only by a written amendment
executed by all parties hereto and approved by the appropriate Tehinessee State officlals in
accordance with applicable Tennessee State laws and regulations.

Termination for Convenience. The State may terminate this Coniract without cause for any
reason. Said termination shall not be deemed a Breach of Contract by the State. The Stale shall
give the Confractor at least thirty (30) days written notice before the effective termination date.
The Contractor shall be entitled to receive compensation for satisfactory, authorized seivice
completed as of the termination date, but in no event shall the State be liable fo the Contractor for
compensation for any service which has not been rendered. Upon such termination, the
Contractor shall have no right fo any actual general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

Termination for Cause. If the Contracior fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor violates any terms of this Coniract, the
State shall have the right to immediately terminate the Contract and withhold payments in excess
of fair compensation for completed services. Notwithstanding the above, the Contractor shail not
be relieved of liability to the State for damages sustained by virtue of any breach of this Contract
by the Contractor.
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Subcontracting. The Contractor shall not assign this Contract or enter into a subcontract for any
of the services performed under this Contract without abtaining the prior written approval of the
State. If such subcontracts are approved by the State, they shall contain, at a minimum, sections

of this Contract below pertaining to "Conflicts of Interest," "Nondiscrimination," and "Records” (as

identified by the section headings). Notwithstanding any use of approved subcontractors, the
Contractor shall be the prime contractor and shall be responsible for all work performed.

Conflicts of Interest. The Condractor warrants that no part of the tofal Contract Amount shall be
pald directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed relative to
this Confract.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from pariicipation in, be denled benefits of, or be otherwise subjected io discrimination
in the performance of this Contract or in the employment praclices of the:Contractor on the
grounds of disability, age, race, color, religion, sex, national origin, or any ofher classification
protected by Federal, Tennessee State constitutional, or statutory law. The Contractor shall,
upon reguest, show proof of such nondiscrimination and shall post in conspicuous places,
available to all emplovees and applicants, notices of nondiscrimination.

Prohibition of illegal Immigrants. The requirements of Public Acts of 2006, Chapler Number 878,
of the state of Tennessee, addressing the use of Hllegal immigrants in the performance of any
Contract to supply goods or services to the state of Tennessee, shall be a material proviston of
this Contract, a breach of which shall be grounds for monetary and other penaltias, up to and
including termination of this Contract,

a, The Contractor hereby atiests, certifies, warrants, and assures that the Contractor shali
not knowingly utilize the services of an illegal fmmigrant in the performance of this
Contract and shall not knowingly utilize the services of any subcontractor who will utilize
the senvices of an llegal immigrant in the performance of this Contract. The Contractor
shal reaffirm this atiestation, in writing, by submitting to the State a completed and
signed copy-of the document at Attachment A, hereto, semi-annually during the period of
this Confract. Such attestations shall be maintained by the Centractor and made
available to state officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the period of this Contract, the Contrastor shall obtain and
retain a current, written attestation that the subcontractor shall not knowingly ulilize the
services of an illegal immigrant to perform work relative to this Contract and shall not
knowingty utilize the services of any subcontractor who will utilize the services of an
illegal immigrant to perform work relative to this Contract, Aftestations obfained from
such subcontractors shall be maintained by the Confractor and made available to state
officials upon request.

c. The Conlractor shali maintain records for all personnel used in the performance of this
Contract, ‘Said records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sancticns of Public Chapter 878 of 2008 for acts or omissions oceurring
after its-gffective date. This law requires the Commissioner of Finance and Administration
to prohibit a contractor from contracting with, or submitting an offer, proposal, or bid to
contract with the State of Tennessee to supply goods or services for a period of one year
after a contractor is discovered to have knowingly used the services of illegal immigrants
during the performance of this Contract.
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e For purposes of this Contract, "ilegal immigrant” shall be defined as any person who is
not either a United States cilizen, a Lawful Permanent Resident, or a person whose
physical presenca in the United Stales is authorized or allowed by the federal
Departiment of Homeland Security and who, under federal immigration laws andfor
regulations, is authorized to be employed in the U.S. or is otherwise authorized fo provide
servicas under the Contract.

Records. The Confractor shall maintain documentation for all charges under this Contract, The
books, records, and documenis of the Contractor, insofar as they relate to work pedformed or
money received under this Contract, shall be maintained for a period of three (3) full years from
the date of the final payment and shall be subject to audit at any reasonable time and upon
reasonable notice by the Stale, the Comptroller of the Treasury, or their duly appointed
representatives. The financial statements shali be prepared in accordance with generally
aceepled accounting principles.

Prevailing Wage Rates. All contracts for construction, ereclion, or demolition or to install goods
or materials that involve the expenditure of any funds derived from the State require compliance
with the prevailing wage laws as provided in Tennessee Code Annotated, Section 12-4-401 et

seq..

Monitoring. The Contractor's dctivities conducted and records maintained pursuant to this
Contract shall be subject to monioring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports fo the Stdte as
requested.

Strict Performance. Fallure by any parly to this Contract to insist in any one or more cases upon
the strict performance of any of the terms, covenants, conditions, or provisions of this Gontract
shall not be construed as a waiver-or relinquishment of any such term, covenant, cendition; or
provision. No term or condition of this Contract shall be held 1o be waived, modified, or deleted
except by a written amendment signed by the parties hereto,

independent Contractor, The parties hereto, in the performanca of this Contract, shall not act as
employees, partners, joint venturers, or associales of one another, It is expressly acknowledged
by the parties herete that such parties are independent contracting entities and that nothing in this
Contract shall be construed to create an employer/femployee relationship or to aliow either to
sxercise control or direction over the manner or method by which the other transacts its business
affalrs or provides its usual services, The employees or agents of one party shali not be deemed
or construed to be the employees or agents of the other parly for any purpose whalsoever,

The Contractor, being an independent contractor and not an employee of the State, agrees to
carry adequate public liability and other appropriate forms of insurance, including adequate public
tiability and other appropriate forms of insurance on the Contractor's employees, and 10 pay all
applicable taxes incident to this. Coniract.

State Liability. The State shall have no liability except as specifically provided in this Contract,
Force Majeure. The obligations of the parties {o this Contract are subject to prevention by causes
beyond the parties’ control that could not be avoided by the exercise of due care including, but
not limited 1o, natural disasters, riots, wars, epidemics, ar any other similar cause.

Stafe and Federal Compliance. The Contractor shall comply with all applicable State and Federal
laws and reguiations in the performance of this Contract.
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Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the Sfate of Tennessee. The Contractor agrees that it will be subject to the exclusive
jurisdiction of the courts of the State of Tennessee in actions that may arise under this Contract.
The Contractor acknowledges and agrees that any rights or claims against the State of
Tennessee or its employees hereunder, and any remedies arising therefrom, shall be subject {0
and limited to those rights and remedies, if any, avallable under Tennessee Code Annolated,
Sections 8-8-101 through 9-8-407.

Complefeness. This Contract is complete and contains the entire understanding between the
parties relating to the subject matter contained herein, including all the terms and conditions of
the parties’ agreement. This Contract supersedes any and all prior understandings,
representations, negotiations, and agreements between the parties refating hereto, whether
written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceabie
as a matter of law, the other terms and conditions hereof shall not be affected thereby and shall
remain in full force and effect. To this end, the terms and conditions of this Contract are declared

severable,

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these speciat terms and conditions conflict.with
any other terms and conditions of this Cantract, these special terms and conditions shall control.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contempiated by this Contract shall be in writing and shall be made
hy cerlified, first class mail, refumn receipt requested and poslage prepaid, by overnight courier
service with an assel fracking system, or by EMAIL or facsimile transmission with recipient
confirmation.. Any such communications, regardless of method of transmission, shall be
addressed to.the respective party at the appropriate mailing address, facsimile number, or EMAIL
address as sat forth below or to that of such other party or address, as may be hereafter specified
by writien nofice.

The Stale:

Michael Hogan, Director of Driver Services Division
Tennessee Depariment of Safety

1150 Foster Avenue

Nashville, Tennessee 37243
Michael.Hogantn.gov

Telephone # (615) 251-5140

FAX# {615) 263-2092

The Coniractor:

Bob Eckel, President

L-1 Secure Credentialing, inc.
296 Concord Road 3™ Floor
Billerica, MA 01821
beckal@®llid.com

Telephone # 878-215-2525 Office
Fax # 978-215-2409
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All instructions, notices, consents, demands, or other communications shall be considered
effectively given upon receipt or recipient confirmation ag may be regidred.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
andfor Federal funds. In the event that the funds are not appropriated or are otherwise
unavailable, the State reserves the right to terminate the Contract upon written notice to the
Contractor. Said termination shall not be deemed a breach of Confract by the State. Upon
receipt of the written notice, the Contractor shall cease all work assoclated with the Contract.
Shotild such an event occur, the Coniractor shall be entitied to compensation for all satisfactory
and authorized services completed as of the termination date. Upon such termination, the
Contractor shall have no right to recover from the State any actual, general, spedial, incidental,
consequential, or any ofher damages whatsoever of any descriplion or amount.

Tennessee Consolidated Retirement System. The Contractor acknowledges.and understands
that, subject to statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801,
et. seq., the law governing the Tennessee Consolidated Retirement System {(TCRS), provides
that if a retired member of TCRS, or of any superseded system administered by TCRS, or of any
local retirement fund established pursuant to Tennessee Code Annotated, Title 8, Chapter 35,
Part 3 accepls state employment, the member's retirement allowance is suspended during the
period of the employment. Accordingly and notwithstanding any provision of this Contract to the
contrary, the Contractor agrees that if it is later determined that the true nature of the working
relationship between the Conlractor and the State under this Contract is that of
“employeefemployer” and not that of an independent contractor, the Contractor may be required
to repay to TCRS the amount of retirement benefits the Contractor received from TCRS during
the period of this Contract,

Voluritary Buyout Program. The Contractor acknowledges and understands that, for a period of
two years beginning August 16, 2008, restrictions are imposed on former state employees who
received a State of Tennessee Voluntary Buyout Program (VBP) severance payment with regard
to contracts with state agencies that participated in the VBP,

a. The State will not contract with either a former state employee who received a VBP
severance payment or an enlity in which a former state employee who received a VBP
severance payment or the spouse of such an individual holds a controlling financiat
interest.

b. The State may contract with an entity with which a former state employee who received a
VBP severance paymeni is an employee or an independent contractor. Notwithstanding
the foregoing, the Contractor understands and agrees that there may be unique business
circumstances under which a return to work by a former state employee who received a
VBP severance payment as an employee or an independent contractor of a State
contracior would not be appropriate, and in such cases the Stale may refuse Contractor
personnel, Inasmuch, it shall be the responsibifity of the State to review Contractor
personnel to identify any such issues.

c. With reference to either subsection a. or b. above, a contractor may submit a written
request for a waiver of the VBP restrictions regarding a former state employee and a
contractwith a state agency thal participated in the VBP, Any such request must be
submitted to the Stale in the form of the VBP Contracting Restriction Waiver Request
format available from the State and the Internet at:
www.state in.usffinance/rds/ocriwaiver.himi. The determination on such a request shall
be at the sole discretion of the head of the state agency that is a Parly to this Contract,
the Commissioner of Finance and Administration, and the Commissioner of Human
Resources.
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Insurance. The Contractor shall carry adequate liability and other appropriate forms of insurance.
a. The Confractor shall maintain, at minimum, the following insurance coverage:

(1) Workers' Compensation/ Employers' Liability (including all states coverage) with
a limit not less than the relevant statutory amount or one million dollars
{$1,000,000} per occurrence for employers' liability whichever is greater.

{2) Comprehensive Commercial General Liability {including personal injury &
properly damage, premisesf/operations, independent contractor, contractual
liability and completed operations/producis) with a bodily injury/property damage
combined single limit not less than one million dotfars ($1,000,000) per
occurrence and two million dollars ($2,000,000) aggregate,

(3) Automobile Coverage (including owned, leased, hired, and non-owned vehictes)
with a bodily injury/property damage combined single limit not less than one
million dollars {$1,000,000) per occurrence.

(4 Professional Malpractice Liability with a fimit of not less than one million dollars
($1,000,000) per claim and two million dollars ($2,000,000} aggregate.

b. At any time State may require the Contractor to provide a valid Cerlificate of insurance
detailing Coverage Description; insurance Company & Policy Number; Exceptions and
Exclusions; Policy Effective Date; Policy Expiration Date; Limit(s} of Liablity; and Name
and Address of Insured. Failure 1o provide required evidence of insurance coverage shall
be a material breach of this Contract.

Confidentiality of Records. Strict standards of confidentiality of records shall be maintained in
accordance with the law. All material and information, regardless of form, medium or method of
communication, provided to the Contractor by lhe State or acquired by the Contractor on behalf of
the State shall be regarded -as-confidential information in accordange with the provisions of State
{aw and ethical standards and shall not be disclosed, and all necessary steps shafl be taken by
the Contractor to safeguard the confidentiality of such material or information in conformance with
State law and ethical standards.

The Cantractor will be deemed to have satisfied its obligations under this section by exercising
the same level of care to preserve the confidentiality of the State’s information as the Contractor
exercises to protect its own confidential information so long as such standard of care does not
viotate the applicable provisions of the first paragraph of this section,

The Contractor's obligations under this section do not apply to information in the public domain;
entering the public domain but not from a breach by the Contractor of this Contract; previously
possessed by the Contracior without written obligations to the State to protect it; acquired by the
Contractor without written resirictions against disclosure from a third party which, lo the
Contractor's knowledge, is-free to disclose the information; independently developed by the
Confractor without the use of the State’s information; or, disciosed by the State to others without
restrictions against disclosure.

it is expressly understood and agreed the obfigations sel forth In this section shall survive the
termination of this Contract,

State Ownership of Work Products. The Slate shall have ownership, right, title, and interest,
including ownership of copyright, in all work products, including computer source code, created,
desighed, developed, derived, documented, instalfed, or delivered under this Confract subject 1o
the nexl subsection and full and final payment for each “Work Product.” The State shall have
royalty-free and unlimited rights and license to use, disclose, reproduce, publish, distribute,
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modify, maintain, or create derivative works from, for any purpose whatsoever, all said Work
Produets.

a.

To the extent thal the Contractor uses any of its pre-existing, proprietary or independently
developed tools, materials or information (“Contractor Materials"), the Contractor shail
retain all right, title and interest in and to such Contractor Materials, and the State shall
acquire no right, title or interest in or to such Contractor Materials EXCEPT the
Contractor grants to the State an unlimited, non-transferable license 1o use, copy and
distribuie internally, solely for the State's internal purposes, any Contractor Materials
reasonably associated with any Work Product provided under the Coniract,

The Contractor shall furnish such information and data as the State may reguest,
inciuding but not limited to computer code, that is applicable, essential, fundamental, or
intrinsic fo any Work Product and Contractor Materials reasonably associated with any
Work Product, in accordance with this Contract and applicable sfate law.

Nothing in this Coniract shall prohibit the Contractor's use for its own purposes of the
general knowledge, skills, experience, ideas, concepts, know-how, and techniques
obtained and used during the course of providing the services requested under this
Contract.

Nothing in the Contract shall prohibit the Contractor from developing for itself, or for
others, materials which are similar fo and/or competitive with those that are produced
underthis Contract.

Ownership of Software and Work Products.

a,

Definitions.

{1} "Contractor-Owned Software,” which shall mean commercially available software

the rights to which are owned by Confractor, including but not limited to
comimercial "off-the-shelf’ software which is not developed using State's money
Of resources.

(2} *Custom-Developed Application Software,” which shall mean customized
application software developed by Contractor solely for State.

{3) “Rights Transfer Application Software,” which shall mean any pre-existing
application software owned by Contractor or & third party, provided {o State and
to which Contractor will grant and assign, or will facilitate the granting and
assignment of, all Fights, including the source code, to State.

{4 “Third-Party Software,” which shall mean software not.owned by the State or the
Contractor,

(5) “Work Product,” which shalt mean all deliverables exclusive of hardware, such as
software, software source code, documentation, planning, etc., that are created,
designed, developed, or documented by the Contractor for the State during the
course of the project using State's money or resources, including Custom-
Peveloped Application Software. If the system solution includes Rights Transfer
Application Software, the definition of Work Product shall also include such
software.
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Rights and Title to the Software

(1 All right, title and interest in and o the Contractor-Owned Software shall at all
times remain with Confractor, subject to any license granted herein.

(2) All right, title and inferest in and to the Work Product, and to medifications thereof
made by State, including without fimitation all copyrights, patents, trade secrets
and other intellectual properly and other proprietary rights embodied by and
arising out of the Work Prodict, shall belong lo State. To the extent such rights
do not automatically belong to State, Contractor hereby assigns, transfers, and
conveys all right, tilie and interest in and o the Work Product, including without
limitation the copyrights, palents, trade secrets, and other intellectual property
rights arising out of or embodied by the Work Product. Contractor shall execute
any other documents that State or its counsel deem necessary or desirable to
document this transfer and/or allow State fo register its claims and rights to such
inteflectudl property rights or-enforce them against third parties, and Contractor
shall cooperate fully in the foregoing endeavors.

(3) All right, fitle and interest in and to the Third-Party Software shall at all times
remain with the third party, subject to any license granted thereby.

Nothing In this Contract shall prohibit the Contractor's use for its own purposes of the
general knowledge, skills, experience, ideas, concepts, know-how, and technigues
obtained and used during the course of providing the services requested under this
Contract,

Nothing in the Confract shall prohibit the Contractor from developing for itseilf, or for
others, materials which are similar to andfor competitive with those that are produced
under this Confract.

Incorporation of Additional Documents. Included in this Contract by reference are the following

documents:

a. The Contract document and its attachments

b. All Clarifications and addenda made 1o the Contractor's Proposal

C. The Request for Proposal and its associated amendments

d. Technical Specifications provided o the Contractor

e The Contractor's Proposal

f. Microsoft Application Compatibility Toolkit

g. American Association of Motor VYehicle Administrator's (AAMVA’s) Personal Identification
~AAMVA North American Standard — DU/ID Card Design document

h. Final Rules and Regulations of the REAL 1D Act of 2005

in the-event of a discrepancy or ambiguity regarding the Contracior's duties, responsibilities, and
performance under this Contract, these documents shall govern in order of precedence detailed

above.
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Prohibited Advertising. The Contractor shall not refer to this Contract or the Contractor's
relationship with the State hereunder in commercial advertising in such a manner as to state or
Imply that the Contractor or the Contractor's services are endorsed. H is expressly understood
and agreed that the obligations set forth in this section shall survive the termination of this
Contract In perpetulty.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
It, its current and fufure principals, its current and future subcontractors and their principals:

a. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency,

b. have not within a three (3) year pericd preceding this Contract been convicted of, or had

a clvil judgment rendered against them from comimission of fraud, or a criminal offence in
connection with obtaining, atiempting 1o obtain, or performing a public (federal, state, or
focai) transaction or grani under a public transaction; violation of federal or state antitrust
statutes or commission of ambezzlement, thefl, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

c. are not presently indicted or otherwise criminally or civilly charged by a government entity
{federal, state, or local} with commission of any of the offenses detailed in section b. of
this. certification; and

d. have not within a three (3} year period preceding this Contract had one or more public
{ransactions (federal, slate, or local) terminated far cause or default.

The Contractor shall provide immediate written notice to the: State if at any time it learns that
there was an earlier faiture 1o disclose. information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded or disgualified.

Contragter Commitment to Diversity. The Contractor shall comply with and make reasonable
business efforts to exceed the commitment to diversity represented by the Contractor’s proposal
responding to RFP-34901-00031 (Attachment 6.2, Section B, item B.15.) and resulting in this
Contract,

The:Contractor shall assist the State in monitoring the Contractor's performance of this
commitment by providing, as requested, a quarterly report of padicipation in the performance of
this Contract by small business enterprises and businesses owned by minorities, women, and
persons with a disability. Such reports shall be provided to the state of Tennessee Governor's
Office of Business Diversity Enterprise in form and substanice as required by said office.

Limitation of Liability. The parties agree that the Contractor’s Hiability under this Contract shall be
fimited to an amount equal to two (2) timas the Maximum Liability amount detailed in Section C.1.
and as may be amended, PROVIDED THAT in no event shall this section limit the iability of the
Contractor for intentional torts, criminal acts, or fraudulent conduct,

Performance Bond. The Confractor shall provide to the State a performance bond guaranteging
full and faithful performance of alt undertakings and obfigations under this Contract and in the
amount egual to five million dollars ($5,000,000). The Confractor shall submit the bond no later
than. the day immediately preceding the Contract stanl date and inthe manner and form
prescribed by the State (at Attachment M hereto}, and the bond shail be issued through a
company licensed to issue such a bond in the state of Tennessee. The performance bond shall
guarantee full and faithful performance of all undertakings and obligations under this Contratt for:

a. the Contract term and all extensions thereof; or
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b. the firs{, calendar year of the Contract {ending Dacember 31st following the Contract start
date) in the amount of five million dollars ($5,000,000) and, therealter, a new
performance bond in the amount of five million dollars ($5,000,000) covering each
subsequent calendar year of the contract period, or, in lieu thereof, after the first year the
Conlractor may submit a standard surety bond continuation certfificate for each annual
renewal period of the contract. In which case, the Contractor shall provide such
performance bonds or standard surety bond continuation certificale to the Stale no later
than each December 10th preceding the calendar year period covered beginning on
January 1st of each year.

Failure to provide to the State the performance bond(s) or standard surety bond continuation
ceriificate as required herein prior to the Contract start dale and, as applicable, no later than
December 10th preceding each calendar year period covered beginning on January 1st of each
year, shall result in contract termination. The Conltractor understands that the stated amount of
the performance bond required hereunder shall not be reduced during the contract period for any
reason,

Copyrights and Patents. The Contractor agrees 1o indemnify and hold harmlass the State of
Tennessee as well as its officers, agents, and employees from and against any and all claims or
suils'which may be brought against the State for infringement of any laws regarding patents or
copyrights which may arise from the Contractor's performance of this Contract. In any such
action brought against the State, the Contraclor shali satisfy and indemnify the State for the
amount of any final judgment for infringement. The Contractor further agrees I{ shall be Hable for
the reasonable fees of aftorneys for the State In the event such service is necessitated to enforce
the terrs of this Contract or otherwise enforce the obligations of the Contractor to the State. The
State shall give:the Contractor written notice of any such claim or suit and full right and
opportunity to conduct the Contracior's own defense thereof, .

Hold Marmiess. The Contractor agrees to indemnify and hold harmless the State of Tennessee
as well as its officers, agents, and employees from and against any and all claims, liabilities,
losses, and causes of action which may arise, accrue, or result to any ‘person, firm, corporation,
or other entity which may be injured or damaged as a result of acts, omissions, or negligence on
the part of the Contractor, its employees, or any person acting for or on-Hs or their behalf relating
to this Confract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys for the State in the event such service is necessitated to enforce the terms of this
Coniract or otherwise anforce the obligations of the Contractor to the State.

In the event of any such suit or claim, the Contractor shall give the State immediate notice thereof
and shall provide alf assistance required by the State in the State's defense. The State shall give
the Contracfor written notice of any such claim or suit, and the Contractor shall have full right and
obligation to conduct the Contractor's own defense thereof. Nothing contained herein shall be
deemed to-accord to the Contractor, through its attorney(s), the right to represent the State of
Tennessee in any legal matter, such rights being governed by Tennesses Code Annolatad,
Section 8-6-106.

Partial Takeover. The Stale may, alits convenience and without cauSe, exercise a partial
takeover of any service which the Contractor is obligaled to perform under this Contract, including
but not limited to any service which is the subject of a subcontract between Contracior and a third
party, although the Contractor is not in Breach (hereinafter referred to as “Partial Takeover").
Said Partial Takeover shall not be deemed a Breach of Contract by the State. Contractor shall be
given at least 30 days prior written notice of said Partial Takeover with said notice {0 specify the
area(s) of service the State will assume and the date of said assumption, Any Partial Takeover
hy the State shall not alter in any way Contractor's other obligations under this Contract. The
Stale may withhold from amounts due the Contractor the amount the Contractor would have been
paid to deliver the sarvice as determined by the State. The amounts shall be withheld effective
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as of the date the Slate assumes the service. Upon Parlial Takeover, the Contractor shall have
no right to recover from the State any actual, general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

E.19. Unencumbered Personnel. All persons assigned by the Contraclor to perform services for the
State under this Contract, whether they are employees, agents, subcontractors, or principals of
the Contractor, shall not be subject io any employment contract or restrictive covenant provisions
which would preclude those persons for performing the same or similar services for the State
after the termination of this-Contract, either as a State employee, an independent contractor, or
an employes, agent, subcontraclor or principal of anciher contractor with the State. If the
Contractor provides the State with the services of any person subject to a restrictive covenant or
contractual provision in viofation of this provision, any such restrictive covenant or contractual
provision will be void and unenforceable, and the Contractor will pay the State and any person
involved all of its expenses, including atiorneys fees, caused by attempts to enforce such
provisions,

IN WITNESS WHEREOF,

L-1 SECURE CREDENTIALING, INC.:

, ’//f Ji/
CONTRACTOR SIGNATURE BATE 7
Boh Fckel, President '

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY {above)

DEPARTMENT OF SAFETY:
COMMISSIONER PBATE
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ATTACHMENT A

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME: L-1 Secure Credentialing, Inc.

FEDERAL EMPLOYER IDENTIFICATION NUMBER:

{or Sociat Security Number) 94-3342784

The Contractor, identified above, does hereby attest, certify, warrant, and assure
that the Contractor shall not knowingly utilize the services of an illegal immigrant
in the performance of this Contract and shall not knowingly utilize the services of
any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract.

GONTRACTOR SIGNATURE

NOTICE: This altestation MUST be sigaed by an individual empowered o contractually bind the Contractor, If said individual is:not
the chief executive or president, this document shall allach evidence showing the individual's authority to contractually bind the
Conlractor.

Bob Eckel, President

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION

66



DIAGRAM OF THE CURRENT DIGITIZED DL SYSTEM CONFIGURATION
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TDOS Digitized Driver License System Process Flow - Current
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et "GE{een Screen” AGCEss

¥
| L187T Jacada access fo IMS JACADA N
e CESTIEMAG Update TMS DL data Server*
function 1 | ———p]
o] .
wf;ﬁ?;?:,:@; Windows 2000 Server

VB A2G Client Gracle 9

Refrieve Customer #s! from DB2
Update payment to DB2

DB2 Connest Client
Losation « Datacenter

Retriavefipdgte :
cashiering lzbles :
Checks Workin process

presents data in GUI format
82 Connect client
Location - Data Center

Cepfure worksialion can be used

as an examiner workstation
.
el I

Camera

o]

_._.._____.4 Qutputs ’

Digimare
Caplure
Warkstation
DB2-Connect Ch’er_al
Select DBZ Print Records

B

DB2 | St UD DB2 Recards for A2G ang Diaimare
Connect Slore Ficlure & Signature
Server Retrieve images

Retrieve fmages

DB2 V108380

Imaga, signature, cashiering
Window T £.0 spba

HP 1 200Mhz CPY
256 mb RAM
Raid & 7 MI1C-4

Location-Data Center

1ME 7.1 68390

Data from Exisling
Diiver's License System
l.ocation -Date Center
Safety DL IMS updatod
Sets up records for DB2

N

DLADMG Cuslomer

Produces:

Permanent/Temparary License/1D)
Daily Audit Reponts

l.og fites

Works iike caplire workslation
excepl in balch mode
Permanent License/|>

Daily Audit Reports

Mailing Facility

Fax and Print Services

Imege and Signature Capture/Ceshierng Dala
Location - Data Centes

A2 tables updated

DIGIMARC - Tablo updated

Retrieves Images/
Demographics from DB2

Replics License
Examiner or Capture
. warkstation

Print or Fax cutput
Law Erforcement help

desk

FOR INTERNAL USE
ONLY

68



ATTACHMENT D

Driver License Station Process Map
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ATTACHMENT E

Driver License Office

10 Card
Printer

Examinoer Workstation

I

|

! { pigimars Camora
| | Workstat

LIST { Browsar)

SRS A ——

E iNovah Clisnt ¥~ —
i Quenptle e -
Lo o—

Administrative Compiter

Signature
Capture
Davice

WS Office

{ Top iy
Package:State i L

Wide Ama o "
i Neatwork y [ Atfachmate
4 Cr-matic [’m‘r‘"

Tieket [T TR e
Dispensor
e Qumatic
Test Test Console Test
| Network e nd PrIOtEC

3
I
{
i
!
i
i
| Switch 1 . i
. _—
i -
H
s A TS 13
i
i
H
|
'—----—'—-'—«—) \;) HILE
DOS TECHNICAL ARGITECTURE DEPLOYIMENT
Taip Packans OIR Data centor Vage
Page-1

70



ATTACHMENT F
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CURRENT TENNESSEE DRIVER LICENSE CARD FORMATS

Al
A2
Al
Ad
D3
D4
DS
D&
D7
Da
D9
DO
Go
GO
G5
G7
G6
G8
H5
HG
17
18
19
10

P1

R5
Ré
R7
R8
T4

T2
T3
T4
TG
T6
T7
T8
1

Vi

V2
V3
V4
V5
U1

Uz
U3
ud
Us
U6
u7
s

COMMERCIAL DRIVER LICENSE

COMMERCIAL DRIVER LICENSE

COMMERCIAL DRIVER LICENSE

COMMERCIAL DRIVER LICENSE

DRIVER LICENSE

DRIVER LICENSE

DRIVER LICENSE

DRIVER LICENSE

LEARNER PERMIT

LEARNER PERMIT

LEARNER PERMIT

LEARNER PERMIT

GDL-L.EARNER PERMIT

GDL-LEARNER PERMIT . ]
GDL-INTERMEDIATE RESTRICTED DRIVER LICENSE
GDL-INTERMEDIATE RESTRICTED DRIVER LICENSE
GDL-INTERMEDIATE UNRESTRICTED DRIVER LICENSE
GDL-INTERMEDIATE UNRESTRICTED DRIVER LICENSE
HARDSHIP DRIVER LICENSE

HARDSHIP DRIVER LIGENSE

IDENTIFICATION ONLY

IDENTIFICATION ONLY

IDENTIFICATION ONLY

IDENTIFICATION ONLY

HANDGUN CARRY PERMIT

RESTRICTED DRIVER LICENSE

RESTRICTED DRIVER LICENSE

RESTRICTED DRIVER LICENSE

RESTRICTED DRIVER LICENSE

INTERIM DRIVER LICENSE

INTERIM DRIVER LICENSE

INTERIM DRIVER LICENSE

INTERIM DRIVER LICENSE

INTERIM RESTRICTED DRIVER LICENSE

INTERIM RESTRICTED DRIVER LICENSE

INTERIM RESTRICTED DRIVER LICENSE

INTERIM RESTRICTED DRIVER LICENSE

CAPTURE ONLY

CERTIFICATE FOR DRIVING

CERTIFICATE FOR DRIVING (LEARNER PERMIT)
CERTIFICATE FOR DRIVING (RESTRICTED DL}
CERTIFICATE FCR DRIVING (TEMPORARY DL)
CERTIFICATE FOR DRIVING (TEMP RESTRICTED DL}
CERTIFICATE FOR DRIVING (DL)

CERTIFICATE FOR DRIVING (LEARNER PERMIT)
CERTIFICATE FOR DRIVING (HARDSHIF}
CERTIFICATE FOR DRIVING (RESTRICTED DL}
CERTIFICATE FOR DRIVING (TEMPORARY DL)
CERTIFICATE-FOR DRIVING {TEMPORARY RESTRICTED DL}
CERTIFICATE FOR DRIVING {GDL LEARNER PERMIT)
CERTIFICATE FOR DRIVING {GDL RESTRICGTED)

ADULT
UNDERZ1
ADULT
UNDER21
ADULT
UNDERZ1
ADULT
UNDERZ1
ADULT
UNDER21
ADULT
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
ADULT
UNDER21
ADULT
UNDER21
ADULT
ADULT
UNDER21
ADULT
UNDER21
ADULT
UNDER21
ADULT
UNDER21
ADULT
UNDER21
ADULT
UNDER21

ADULT
ADULT
ADULT
ADULT
ADULT
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21
UNDER21

ATTACHMENT G

PHOTO
PHOTC
NON-PHOTO
NON-PHOTO
PHOTO
PHCTO
NON-PHOTCG
NON-PHOTOQ
PHOTO
PHOTO
NON-PHOTO
NON-PHOTC
PHOTO
NON-PHOTC
PHOTO
NON-PHOTC
PHOTO
NON-PHOTC
PHOTO
NON-PHOTO
PHOTO
PHOTO
NON-PHOTO
NON-PHOTO
PHOTO
PHOTO
PHOTO
NON-PHOTO
NON-PHOTOQ
PHOTO
PHOTO
NON-PHOTO
NON-PHOTO
PHOTO
PHOTO
NON-PHOTO
NON-PHOTO
PHOTO
PHOTO
PHOTO
PHOTO
PHOTO
PHOTC
PHOTO
PHOTO
PHOTO
PHOTO
PHOTO
PHOTO
PHOTOQ
PHOTO
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ATTACHMENT G
CURRENT TENNESSEE DRIVER LICENSE CARD FORMATS CONTINUED

uUs CERTIFICATE FOR DRIVING (GDL UNRESTRICTED) UNDER21 PHOTO
Y0 TEMPORARY DL ADULT PHOTO
Yt TEMPORARY DL UNDER21 PHOTO
Y2 TEMPORARY LEARNER PERMIT ADULT PHOTO
Y3 TEMPORARY LEARNER PERMIT UNDER21 PHOTO
Y4 TEMPORARY 1D ONLY ADULT PHOTO
Y5 TEMPORARY 1D ONLY UNDER21 PHOTO
Y6 TEMPORARY RESTRICTED DL ADULY PHOTO
Y7 TEMPGRARY RESTRICTED DL UNDER21 PHOTO
Y8 TEMPORARY GDL LP UNDER21 PHOTO
Y9 TEMPORARY GDL INTERMEDIATE RESTRICTED UNDER21 PHOTO
0 TEMPORARY GDL INTERMEDIATE UNRESTRICTED UNDER21 PHOTO
Z1 INTERIM TEMPORARY RESTRICTED DL ADULT PHOTO
Z2 INTERIM TEMPORARY RESTRICTED DL UNDER21 PHOTO
Z3 TEMPORARY HARDSHIP UNDERZ21 PHOTO
Z4 INTERIM TEMPORARY DL ADULT PHOTO
5 INTERIM TEMFORARY DL UNDERZ21 PHOTO
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ATTACHMENT H
SAMPLES OF BASIC CARD TYPES
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ATTACHMENT |

CURRENT DATA ELEMENTS, RESTRICTIONS CODES, AND ENDORSEMENT CODES

Data Elements
Last Name

First Name
Middle Name
Suffix

Address, first line

Address, secand line
City
State
Zio Code
Social Security Nurmber
Driver License Number
License Class
Restrictions
Characlers each {up to 5
endorsements prirded)
Endorsements
Characiers each {up 1o 5
endorsements printed)
Daie of Birth

Expiration Date
{ssug Date

Height
Sex/Gender

Eye Color
21" Birthday
{if under 21 atissuance}

Restriction Codes™
M-Corrective Lenses
(Q2-Auto Transmission
03-Knob/Power Steering
04-Cuiside Mirrors

Endorsement Codes*
T - Multiple Trailer

N - Cargo Tank

S - School Bus

F - For Hire

X - Cargo Tank + _
Hazardous Materiat
P - Passenger

10-Dayiight Only

11-Custom Controis

12-Seat Cushion

14-insulin Dependent Diabetic

15-Special Restriction Order

16-Alcohol interlock Device

20-Medical Problems

26-Oral Exam {does not print}

27-Passed School Bus Driver Test
{converted to "S” endorsement)

28-Hearing Impairment

30-Active Military. (does not expire
while in military

40-Out-of-State Driver License (does
not print on license)

50-Vehicles without Air Brakes (printed
on license as L")

51-Infrastate

52-CMV-Government Vehicle Only {no
medicat card)

53-Intracity Zone Only

54-Intrastate only, Medical Limitation
55-Except Class A Bus

66-Except Class A and B Bus
57-Except Tractor Trailer

69-Not printad: = previous license
70-Schoo! Bus

88-TCA 40-38-201 et seq.

80-DL" Offender” printed on certain

IDs
B1-Not printed: = Handgun Carry * The Restriction and
Permit issued Entorsement Codes may

be amended in the fufure,



ATTACHMENT J
DRIVER SERVICE CENTER / COUNTY CLERK OFFICE LOCATIONS AND BUSINESS HOURS

DsC ZiP Days ‘Business
# DIST Street Address County City CODE Open Hours SPECIAL INFO
701* 1 7320 Region Lane Knox Knoxville 37914 M-F 8:00-4:30
702 1 207 Center Park Dr. $le. 2170 Bldg B- Knox Knoxville 37922 T-F 7:00-5:30
703*. .. 1 Five Points 2364 Martin Luther! Kfng Blvd Keox Knoxville 3ITE MF 8;00-4:30 .

i 7028 Maynardvifle Hwy, RS o S
704% - .1 “Halls Center Plaza Knox Knoxdille . 37818 MF - Bi06-5:00 -
05401 3001 Knoxville Deive, Suila1291 o Knox Knoxville . 37924 M-F - B00-9:00  SAT 10:00-4:00.

Co 300 W Main Street R, 234 : . : S . B
706* 4 . Old Knox Counly Courthouss ¢+ - ) Knox ‘Knoxville 37802 MF. - 8:00-4:30
740" 1 111 Ellison Rd., Campbell Lafolletts 37766 TF 7:00-5:30
Tan 1 704 N Charles Saviers Bivd Andersih Clinlen 37716 M-T 7:00-5:30
g 1 1070 N Gatleway Avenue Roane Rockwood 37854 TF 7:00-5:30
7400 1 318 Home Avenue Blount Maryville 37801 M-T 7:00-5:30
741" 1 1220 Graguale Drive Bavier Baviarville 37862 TF 7:00:5:30
750 1 B70 Main St A-21 o Campbell . - Jacksboro 37787 - MeF- 0 9:00-3:00
7E%0 1 1 1704 Main Sireet s ) ‘Claibome -~ . Terewelt: - 237878 < M:F.- o 8:00-4:00 -
752% .- 4r. 283Cour 8L D - Seolt Huntsville - - 37756 . Tues, = B:304:00  TH 10:30-6:30
753* -1 7001 Main Street, #119 Lo o Undon o ,Maynardmlle_": 37607 - M,T,TELO8:00.3:30  WED 8:00-11:00
754" 1 - 100Norih Main 8 Room 111 ~% [ - Anderson < Clinton -+ 37796 o MWEC L B00S00 .
TH6" 1.7, 728 Emory Valley Road © i ) ' Anderson - ‘Qak Ridge 37830 - U M-F - 8i00-8:00
501" 2 530 Cherckee Blvd Hamilten Chaltznooga 37405 T-F 7:00-6:30
502 2 8502 Bonny Qaks Dr. Hariflon Chattanocga 37416 M-F 8:00-4:30
510° 2 301 James Asbury Dr, NW Bradiey Cleveland 3732 T-F 7:00-5:30
511" 2 150 Plaza Circle MeMinn Athens 37303 T-F 7:00-5:30
520° 2 307 industrizl Blvd. LCofles Tullahoma 37388 T-F 7:00-5:30
530° 2 4950 Main Street, Bldg D Marion Jasper 37347 T-F 7;00-5:30
5B x B8 Cumberland Streat. : Grundy- _Altamont - - 37301 - MWFC 800-3:30 FRITIL 4:00
2 © . 103 College Strest, Sulte 1 fdonroe . Madisonville © 37354 "M, T; §i130-12:00 -
2575 South Mill Streat, Ste A - e ©7 L McMinn . . Athens 31303 - UMWES ~SAT 8:30-12:00
2 625Georgla Avenue Room 201 Hamilton . . Chattanooga *.37402 - ~WF. T i
2% Polk Co. Courihouss Roorit102; Hwy 4?1 g Polk Benlon - B¥RO7. U MFE
2.7 22 Cheny Sireet, P.O. Box248 Saquatchle  Duniap - CATIRT T M
3 624 Har Lane Oavidson Nashville 37216 M-F b :
3 6604 Centennial Bivd, Davidson Nashville 37208 M-F 8:00-4:30
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DSC
#
303
304
310

312

340
361

370 i
371

101
102
104
105
112
122
123
150
70
801
840
820
830*
8d0*
B45*

849*

850"

851

852

853
854%.. =

350
360
601
810
620

DOCOORU . HIOIGU OO ANNGE B D AN S DS D G0 WL W R

DIST Stroel Address

1601 Murfreasbore Rd,

312 Bth Avenue South Snodgrass Bldg.

220 W Dunbar Cave Rd.

31 Main Streat, P.0. Box 388

1035 Samsonite Bivd.
4676 Highway 41 North, Ste. C

511 8, Brown Street
523 Maitistream Dr.

6340 Surmmer Avenue
3200 E. Shelby Dr,

5018 W Unlon Read
3040 Wainut Grove Rd,
116 8. Cour Streat

220 Highway 51N, Ste 1
7027 Highway 64 W
1.N..Washington Ave.
150 Washington Avanue, Ste 103
3788 Highway 11-W
206 Cherokee Dr. Ste 3
4747 Lake Park Dr.
1240 Hal Henard Road
1901 State 81

.+ 214 Wes| Main St P.O. Box 710 .

- 2550 Eagt Morris Blvd,

: 141 Couri Ave., Room 101
7119, East Main St., #204
CZ22W. Mein St

. 418 Harfison St, Suite 98
2100 Main Street, Sulte 100

725 Elkins Dr.

855 Morth Blusjay Way
4800 Jeffarson Streat
1350 Sparla 81

31 Daniel Dr. Suife 101

Caunty
Davidson
Davidson
Montgomiery
Houston
Rutherford
Roberison
Robertson
Nashville
Shalby
Shelby
Sheiby
Shelby
Lake
Tiplon
Fayette
Haywood
Shelby
Sullivan
Carler
Washington
Greene
Hamblin

_-Jaffarson

Hamblen

‘Cocke
- Hawkins,

Johnson -

Hancock
Uricoi
Witson
Bumner
Putnam
Warran
Cumberland

- Bneedvitls -

AP Days

City CODE Open
Nashvilie 217 M-F
Nashvilie 37243 -F
Clarksville 37040 F
Erin iRn T8 -F
F

Muifreésboro 37129
Sprngfield 37172
Springfield . 37172

t
-

T

=

i

b

o
;ggggzzzqzﬁz

Davidson .

Memphis -
Memphis. -F
Millington -
Meamphis : -
Tiptonviile - F
Covinglon T-F
Qakland T-F
Brownaville. W, TH
Memphis: M-F
Blountviie 3761 T-F
Elizabathion 37643 T-F
Johnson City 375615 M-T
Greenaville 37743 T-F
Marristow: 47814 T-F
Dandridg 37726 M-F

- Worris 37814, . M-F
Newpo 821, MT, TLF

Rogersuille | 37857  ME
Mountain; ;

Erwin® '
Lebanon’
Galatin.
Cookevilie
Mchinrivilte 37110
Crossvilie 38555

Business
Hours
8:00-4:30
8:30-2:30
7:Q0-5:30
£:00-4:00
7:00-5:30
7:00-5.30
8:00-4:30

8i00-4:00 -

8:00-4:30
8:00-4:30
8:00-4:30
8:00-4:30
8:30-5:30
7:00-5:30
7:00-5:30
8:30-4:00

8:.00-4:15

7:00-5:3D
7:00-5:30
7:00-5:30
7:00-5:30
7:00-5:30

T 8:30-4:00
C 0004

700

. G:00-4:00
 Bi00-4:00
8:30-4:30,

L 800430,
9:00-4:30"

7:00-5:30
7:00-58:30
7:400-58:30
7:40-5:30
7:00-5:30

SPECIAL INFO

MON TiL 6
MONTIL &
MON Tit 6
MON TIL. 6

BAT 8:00-10:30
“BAT 10:00-2:00
WED 9:00-11:30

CLOSED 11:45-

1245

"SAT 2:00-12:00
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Dse
#

850 .
651

320
330
341
401
410
420
a2z
451
110
111
124
201
210
220
221

DIST  Streat Address

wmmmmmmmmmmquwﬂuﬂqwm@

“ 139 East Lake Ave,, Ste E

415 North Kingston St

114 Wast Christie Drive

3830 Carothers Parkway

5227 Murireesbora Rd, Sle. 103
235 East Galnes S1.

1701 Hampshire Pike

1304 Rallroad Avenug

4110 Tharlon Taylor Parkway

A107-Courthouse Annex

361 James M. Rice Rd.

16048 West Reelfoot Avenue
200 Harris Sireet

100 Benchmark Circle

22%1 Highway 45 Bypass South
1120 Tyson Avenug

8598 Highway 22

-1 East Counl Square, Sle, 101
* M West Washington S, Sie102
%47 Monroe Ave.; Ste, 2 k

433 East Maln Street -
"7 880 Pickwick SLInH2

Denates Eastern Time Zone
Denotes County Clerk Office

County
Clay
Margan
Dickson
Williamson
Rulharford
Lawrence
WMaury
Bedford
Lincoln
Marshatl
Dyar
Oblon
Hardeman
Madison
Gibson
Henry
Weskley

. Benton

Henry

" Hendersen

Chesler
Hardin

2P Days
City OCpen
Celing 1ML TF
Wariburg L MF
Dickson T-F
Franklin TF
Lavergne 37086 M-T
Lawrenceburg 38464 M-T
Columbia 36401 T-F

Sheibyville 37160 TF
Fayellevitle 37334 M-T
Lewishurg 3709t . T.TH
Dyersburg 38024 M-F
Union City 38261 M-F
Whileville 38075 T-F
Jackson 38301 M-F
Trenton 38382 M-T
Paris 38242 M-F
Dresden \
Camden -
Paris
L.exingion.
Henderson
Savannah

Business
Houts

B:00-4:00

8:30-4:00
7:00-5:30
7:00-5:30
7:00-5:30
7:00-5:30
7:00-5:30
7:00-5:30
7:00-5:30
§:00-4:00
8:00-4.30
B:00-4:30
7:00-5:3¢
7:30-5;00
7:00-5:30
B:30-5:00
7:00-5:30
8:30-3:30

8:00-4:00°

T 9:00-4:00
- 8:00-3:00 "

7:00-5:30-

SPECIAL INFO
SAT 8:00:12:00

FRITH. 4:30
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ATTACHMENT K

ESTIMATE OF EQUIPMENT NEEDS AND EXPECTED CARD PRODUCTION.

Expected Driver Service Centers

FY 2011** | FY 2012 FY 2013 FY 2014 FY 2015
Driver Servicé Centers 52 57 57 §7 57
County Clerk Locations 38 36 36 36 36
Central Office / Testing /
Training 2 2 2 2 2
DSC Examiner Work Stations 312 342 342 342 342
County Clerk Work Stations 36 49 40 40 40
Expected Equipment Neéds _

FY 2011 FY 2012 FY 2013 | FY 2014 FY 2015
Image Capture Cameras 202 222 222 222 222
Signature Capture Pads 366 401 401 | 401 401
Bar Code Readers 366 401 401 401 401
Source Document Scanners 202 222 222 222 - 222
Card Printers 2 3 3 3 3
Interim Doc Printers 202 222 222 222 222
Expected Card Production _ -

FY 2011 FY 2012 FY 2013 FY 2014 FY 2015
Card Prints ** L Bib.6 1,800,000 | 1,850,000 ; 1,900,000 | 1,950,600 | 2,000,000

* Current Fiscal Year For Reference Only

** Compound Annual Growth Rate {CAGR) of 1.1

Percent

***Note: The State Fiscal Year {FY) begins July 1* and ends June 30™ of the following vear. For

exampie, Fiscal Year (FY) 2011 begins July 1, 2010 and ends on June 30, 2011.
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ATTACHMENT L

GLOSSARY OF ACROYMNS AND TERMS

AAMVA
Cis
CPF
CPS
DHS

DL

DLIS
DLS

Dsc
ECM
El

EW

FILENET
HGCP
ICN

Ics
Y

LIST

PSC
OIR
SFTP
SLA
TROS

American Association of Motor Vehicle Administrators
Central image System

Card Production Facility

Card Production System

U.8, Department of Homeland Security

Driver License

Driver License Information System (Encompasses 3270
Mainframe IMS, DB2, and JACADA)

Digitized License System (Image and Card Production
Bystein)

Driver Service Center

Enterprise Content Management System

Employee Identilication Card

Examiner/Operator Workstation that is fully integrated,
including the existing TN Driver License software, cashiering,
software, etc:

The Stale's Entérprise Content Management (ECM) Systemn
Hand Gun Carry Permit

Inventory Confrot Number

Image Collection System
Identification Card

License Information System of Tennessee is Jacada which
presents mainframe 3270 screens in a Windows GUI format

Project Steering Cormmitiee
Office of Information Resources
Secure File Transfer Protocol
Service Level Agreement

Tennessee Department of Safety
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Bond No. 0543254
ATTACHMENT M

PERFORMANCE BOND
The Surety Company issuing bond shall be licensed to transact business in the State of Tennessee by the Tennessee
Department of Commerce and Insurance. Bonds shall be certified and current Power-of-Attorney for the Surety’s Attorney-in-
Fact attached.

KNOW ALL BY THESE PRESENTS:
That we, L-1 Secure Credentialing, Inc., 296 Concord Road, 3" Floor, Billerica, MA 01821

As Principal, hereinafter called the Principal, and International Fidelity Insurance Company, One
Newark Center, 20" Floor, Newark, NJ 07102-5207

as Surety, hereinafter call the Surety, do hereby acknowledge ourselves indebted and securely bound
and held unto the State of Tennessee as Obligee, hereinafter called the Obligee, and in the penal sum
of

Five Million Dollars ($5,000,000.00)

Dollar Amount of Bond: Good and lawful money of the United States of America, for the use and benefit
of those entitled thereto, for the payment of which, well and truly to be made, we bind ourselves, our
heirs, our administrators, executors, successors, and assigns, jointly and severally, firmly by these
presents.

BUT THE CONDITION OF THE FOREGOING OBLIGATION OR BOND IS THIS:
WHEREAS, the Obligee has engaged the Principal for a sum not to exceed

($22,244,250.00)

to complete Work detailed in the Scope of Services detailed in the State of Tennessee Request for
Proposals bearing the RFP Number:

RFP 34901-00031

a copy of which said Request for Proposals and the resulting Contract are by reference hereby made a
part hereof, as fully and to the same extent as if copied at length herein.

NOW, THEREFORE, if the Principal shall fully and faithfully perform all undertakings and obligations
under the Contract hereinbefore referred to and shall fully indemnify and hold harmless the Obligee
from all costs and damage whatsoever which it may suffer by reason of any failure on the part of the
Principal to do so, and shall fully reimburse and repay the Obligee any and all outlay and expense
which it may incur in making good any such default, and shall fully pay for all of the labor, material, and
Work used by the Principal and any immediate or remote sub-contractor or furnisher of material under
the Principal in the performance of said Contract, in lawful money of the United States of America, as
the same shall become due, then this obligation or bond shall be null and void, otherwise to remain in
full force and effect.

This bond is for the term beginning March 1, 2011 and ending December 31, 2011.
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AND for value received, it is hereby stipulated and agreed that no change, extension of time, alteration, or
addition to the terms of the Contract or the Work to be performed there under or the specifications
accompanying the same shall in any wise affect the obligation under this bond, and notice is hereby
waived of any such change, extension of time, alteration, or addition to the terms of the Contract or the

Work or the specifications.

IN WITNESS WHEREOF the Principal has hereunto affixed its signature and Surety has hereunto caused
to be affixed its corporate signature and seal, by its duly authorized officers, on this

First day of March, 2011.

WITNESS:

L-1 SECURE CREDENTIALING, INC.

INTERNATIONA? FIDELITY IﬁRANCE COMPANY

(Name of Principal)
/I

(Name of Surgty)

.

ﬁthorized Signature of f#incipal)

Tobn F “Trernees Tz

/ re of Attorney-in-Fact)
./McDonald

(Name of Signatory) /

lFo

(Name of Attorney-in-Fact)

11592- NAIC Number
41032- TN License Number
1035-41032- TN State Company ID

(Title of Signatory)

(Tennessee License Number of Surety)
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s POWER OF ATTORNEY
INTERNATIONAL FIDELITY INSURANCE COMPANY

HOME OFFICE: ONE NEWARK CENTER, 20TH FLOOR
NEWARK, NEW JERSEY 07102-5207

KNOW ALL MEN BY THESE PRESENTS: That INTERNATIONAL FIDELITY INSURANCE COMPANY, a corporation organized and existing
laws of the State of New Jersey, and having its principal office in the City of Newark, New Jersey, does hereby  constitute and appoint

E. Weymouth, MA.
its true and lawful atorney(s)-in-fact to execute, seal and deliver for and on its behalf as surety, any and all bonds and undertakings, contracts of indemnity and
other writings obligatory in the nature thereof, which are or may be allowed, required or permitted by law, stature, rule, regulation, contract or otherwise, and
the execution of such instrument(s) in pursuance of these presents, shall be as binding upon the said INTERNATIONAL FIDELITY INSURANCE
COMP;}NP'(_. as fully and amply, to all intents and purposes, as if the same had been duly executed and acknowledged by its regularly elected officers at its
principal office.

This Power of Attorney is executed, and may be revoked, pursuant to and by authority of Article 3-Section 3, of the By-Laws adopted by the Board of
Directors of INTERNATIONAL FIDELITY INSURANCE COMPANY at a meeting called and held on the 7th day of February, 1974.
The President or any Vice President, Executive Vice President, Secretary or Assistant Secretary, shall have power and authority
(1) To appoint Attorneys-in-fact, and to authorize them to execute on behalf of the Company, and attach the Seal of the Company thereto, bonds and
undertakings, contracts of indemnity and other writings obligatory in the nature thereof and,
(2) To remove, at any time, any such attorney-in-fact and revoke the authority given.
Further, this Power of Attorney is signed and sealed by facsimile pursuant to resolution of the Board of Directors of said Company adopted at a meeting
duly called and held on the 29th day of April, 1982 of which the following is a true excerpt:

Now therefore the signatures of such officers and the seal of the Company may be affixed to any such power of attorney or any certificate relating thereto by
facsimile, and any such power of attorney or certificate bearing such facsimile signatures or facsimile seanhall be valid and binding upon the Company and any
such power so executed and certified by facsimile signatures and facsimile seal shall be valid and binding upon the Company in the future with respect to any
bond or undertaking to which it is attached.

IN TESTIMONY WHEREOF, INTERNATIONAL FIDELITY INSURANCE COMPANY has caused this instrument to be
signed and its corporate seal to be affixed by its authorized officer, this 16th day of October, A.D. 2007.

INTERNATIONAL FIDELITY INSURANCE COMPANY

STATE OF NEW JERSEY
County of Essex % z %

Secretary

On this 16th day of October 2007, before me came the individual who executed the Frecedin instrument, to me personalg known, and, being by me duly
sworn, said the he 1s the therein described and authorized officer of the INTERNATIONAL FIDELITY INSURANCE COMPANY; that the seal affixed to
said instrument is the Corporate Seal of said Company; that the said Corporate Seal and his signature were duly affixed by order of the Board of Directors of

said Company.

IN TESTIMONY WHEREOF, I have hereunto set my hand affixed my Official Seal,
at the City of Newark, New Jersey the day and year first above written.

NOTARY
PUBLIC /° . \\W
A NOTARY PUBLIC OF NEW JERSEY

My Commission Expires Nov. 21, 2010

CERTIFICATION

1, the undersigned officer of INTERNATIONAL FIDELITY INSURANCE COMPANY do hereby certify that I have compared the foregoing copy of the
Power of Attorney and affidavit, and the copy of the Section of the By-Laws of said Company as set forth in said Power of Attorney, with the ORIGINALS ON
IN THE HOME OFFICE OF SAID COMPANY, and that the same are correct transcripts thereof, and of the whole of the said originals, and that the said Power

of Attorney has not been revoked and is now in full force and effect
IN TESTIMONY WHEREOF, I have hereunto set my hand this 1st day of March, 2011

Mesias ff ranes-

Assistant Secretary :




ATTACHMENTN

Hardware Refresh Plan

L-1 will fully comply with the hardware refresh and deployment requirements discussed in Section A.68 of the
Contract, L-1 will leverage our considerable experience in providing bardware maintenance services to DMV
customers to provide an optimal hardware refresh plan for TDOS. We recognize the need to plan ahead and to
take measures to protect our customers from emergent issues caused by changing technologias or equipment
wear, Our experience has shown the components of each system have different levels of risk with respect 1o

technological obsclescence or increased failing rate due to aging.

£-1 witl comply with the requirement to refresh hardware prior to the fourth anniversary of the date of manufacture
per confract requirements. We commit fo completing the deployment, including replacerment and installation, of
new hardware within thirty days, and agree with TDOS's definition of new hardware as hardware that is within one

year of the manufacturing date,

Software Applications

L.-1 owns most of the software that we deploy allowing us to control the fulure of our solutions. Because we are
not dependént on a third party to support required enhancemaenits, we can assure TDOS that we will protect thelr

systern from any possible obsolescence,

Highlights of the L~1 hardware refresh plan are:
«  Initial deployment of highly reliable devices
»  L-1's ownership.of most deployed software allowing us to control the future of our solutions
+  Replacement of all hardware prior to the fourth anniversary of the date of manufacturg

Al systems including deployed devices wilf be compatibie with Microsoft Windows 7 to prevent
technological obsolescence

«  L-1willintegrate all systems including deployed devices into new workstations deployed by TDOS
through the full term of the contract

«  L-1will apply preventive maintenance as required {o maximize availability of hardware

L-1 is committed {o the provision of hardware that we will maintain io meel the required SLAs for the full contract
term.
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ATTACHMENT O
District Map of Driver Service Centers and County Clerk Office Locations

Trwsgaie
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b 1
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ks

£ J——

X

[T
.m Driver Testing Center (41) &: Express Station {2)

A

% = County Clerk Partner (33)

Commercial Driver Testing Center (7} @= Also Provides FR Reinstatement Service

A = County Clerk Parther {no camera} (3)
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Attachment P
Background information

The following information details the Division's operations and issuance activity levels for the five (5)
previous fiscal years and by DCS locations.

Operations

Aftachment J lists the current and proposed TDOS Driver Service Centers (DSC) locations, Tennessee
Department of Safety Driver Service Cenlers are typically open 249 days per year, except for specific
holidays. Tennessee recognizes 12 holidays per year, some of which are observed by the Driver Service
Centers on allernate days.

A list of state observed holidays for the current calendar year can be found at:
httpiiwew tennessesanylime. ora/about/holidays.himl

Each DSC and County Clerk location is currently open within the following time frames:
7:00 A.M. - 5:30 P.M. EST and C8T Monday through Friday
7:30 AM. - 8:30 P.M. EST and CST Monday through Friday
8:00 A.M. - 4:30 P.M. EST and CST Monday through Friday
8:00 AM. - 5:30 P.M. EST and CST Monday through Friday

Select County Clerk offices are open on Saturday at various times that is between the hours of 8:00 A M.
and 4:00 P.M. CST. 8ee Atlachment J for a list of each County Clerk Office location and hours of
operation.

TDOS may modify operating days and hours to mee! business needs and are therefore subject to change
during the course of this contract.

Issuance Activity By Fiscal Year

The following charts outline the issuance activity levels for both the DL/ID and Handgun Carry Permits for
the past five (5} fiscal years.

issued by Issued by
Fiscal Year Total Licenses issued  Field Offices lssued by Mait internet
2004-2005 1,381,241 1,064,581 137,592 100,110
2005-2006 1,711,658 1,341,882 146,969 154 978*
2006-2007 1,632,184 1,410,156 102,042 119,966
2007-2008 1,667,636 1,424,080 115,663 127,730*
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2008-2009  1,625939 1,369,122 110,485 128,839*

“Inciudes Internet duplicates as well as renewals,

Total Applications Total issued by
Total Applications Reviewed & Processed Handgun
Fiscal Year Processed by Field Offices by Handgun Permit Unit  Carry Permit Unit™
2004-2005 31,793 38,618 35,738
2005-2008 33,795 65,000 64,089
2006-2007 44,457 57,321 49,093
2007-2008 45,886 59,467 42111
2008-2000 86,912 103,915 90,164

*Inciudes renewals by mail,

Tennessee has approximately 4.5 mitfion driver license and photo-identification only license holders. The
current image database has approximately 12,204,692 total facial images of which approximately
5,908,487 are current facial images and 6,298,205 are historical facial images. There are approximately
5,973,444 current signature images and 6,333,249 historical signature images In the image database.

In the event that the TDOS is required to comply with the Real ID Act, most Self-Service Channel
transactions may be suspended through 2014, it'is anticipated that Self-Service transactions wili be
insignificant during this period as the demand andfor requirement to obfdin a Real 1D compifant license
will generate more in-person transactions. '

Issuance Volume by Office

Average Current . .

_ o ‘ ggzz Daily g _ Number of *

SRR BRI s SRR Card '|. State-Owned -
County - - .t DECICounty Office -+ lssuance 1 | Workstations:
Knox Straw Plains 245 109 2,216 3 9
Knox West 40 200 167 2,781 1 5
Campbell Lafolletle 200 54 894 1 3
Anderson Clinton 196 87 1,424 1 5
Roane Rockwood 200 79 1,310 1 4
Blount Maryville 197 148 2,427 1 7
Blount Reinstatement | Maryville (New) 197 15 252 1 0
1 4




) Current
Average | Average' | Number
Daily . | Monthly = |- .of
| Card . | Card ...
{ Issuan :

- Current

=1 Number of

4. State-Owned

1-Workstations
T

S
(3

&

STRICT 1
TOTALS 865 18011 21 37
Hamilton Red Bank 200 114 1896 1 B
Hamilion Bonny Oaks 247 167 3430 2 15
Bradley Cleveland 198 111 1828 1 5
MeMinn Athens 198 74 1228 1 4
Coffee Tullahoma 200 a8 1630 1 5
'M'n Jasper 200 43 | 722 1 3
= T e ”w;;.- 7 o
3 0

obersn

Sl

TOTALS

?ﬁ:ﬁv:fm WM o
35

Sequatchie
DISTRICT 2
TOTALS 689 12570
' . Avefage_
Monthly :
o R et e Open 1o “card | . Ca_i'g'
1 County: DSC/County Office Issuance | lssuance’|
Davidson Hart Lane 237 173 3412
Davidson Cenlennial 199 235 3904
Davidson Southeast 245 187 3196
Davidson Downtown 221 70 1286
Montgomery Clarksville 200 189 3152
Dickson Dickson 199 80 1484
Willlamson Franklin 200 179 2986
Rutherford Murfreesboro 200 191 3175
Rutherford Lavergne 178 120 1776
Wilson Lebanon 145 162 1958
Sumner Gallatin 202 169 2851
Robertson eld 197 88 1439




_ . Current.
Days Average | Average | Number | .. -Current
_ _ Open Daily Mo_nl_hly of
o IFTERRRTL ¢ Card - | Card: Capture |
County - DSCICounty Office ™ Issuance | Issuance | Stations
Shelby Summer Av 224 242 4518 4
Sheiby Whitehaven 248 183 3776 1
Shelby Millingten 246 99 2028 1
Shelby Midtown 223 191 3542 1
Dyer Dyersburg 245 55 1123 1
Weakley Union City 244 33 672 1
Tipton Covington 183 81 1228 1
Fayefte Qakland 199 107 1774 1
1

Shelby

Reinstatement® Memphis FR 224 4 68 0 0

DISTRICT 4

TOTALS 1088 20526

Average Average.
| | Bavs| Toaly | wonthy
| e b Card |

County . = DSCiCounty Office . Issuance

Sultivan Blountville 208 152

Carter Elizabethton 203 a0

Washington Johnson City 240 130

Greene Greeneville 202 76

DISTRICT §
TOTALS

Morristown

DISTRICT 6

T

Putnam Cookeville 237 142 2214
Warren McMinhville 206 63 1072
Cumberland Crossville 203 77 1306
Fentress” Jamestown 135 35 395

TOTALS 204 5109 5 19
Lawrence Lawrenceburg 238 85 1290 1 4
Maury Columbia 242 112 2260 1 7
Bedford Shelbyvilie 241 42 839 1 3
Lincoln Fayetieville 240 41 830 1 3




DISTRICT 7

Days Average | Average: | N Current |

o péh' Daily Monthly- |- -2 * Number of
= { Card Card .- State-Owned .

- {lssuance | Issuance: ‘Workstations:

TOTALS 263 5269 5 17
Madison Jackson 248 123 2548 i g
Gibson Trenton 201 57 956 1 4
Henry Paris 240 50 985 1 3
Weakley Dresden 203 38 660 1 4
Hardin Savannah 203 63 1070 1 3
B
DISTRICT 8
TOTALS 368 7001 10 23
Central Office Central Office 247 ] 400 8232 1 i
Internet-Print Farm Internet-Print Farm 365 702 21362
NON BISTRICT
TOTALS 1102 20594
STATEWIDE TOTALS |+~ 7140 | 140713

AOHALLIeHR

_Location Closed
o e

S A

S

G

Driver License Districts

The Driver License program in Tennessee is cutrently divided into eight (8) driver ficense districts.
Attachment O contains a District Map depicting the geographical breakdown of the districts within the

state.

Tennessee Driver License Information System Technical Architecture

The existing State Driver License Information System (DLIS) will be used, with the exception of
replacement of Digitaf Driver Photo and Signature caplure software and equipment, Digital DL Relrleval
systems, and Driver License, Handgun Carry Permit, and ldentificalion document production system
including printers, these items will be provided by the Contractor. The State will be responsible for
reasonable changes fo other DLIS components {such as adding information to central database schema)
to accommodate the Photo Capture, Retrieval, and identity document Conitraclor systems. The current
Technical Arghitecture of Driver Service Centers Is found in Attachment E and view of the current
Digitized License System (DLS) process fiow is contained in Attachment C.

Network

The Depariment of Safety uses the State's Wide Area Network (WAN) for data communication, The
WAN is operated by the Tennessee Depariment of Finance and Administration Office of Information
Resources (OIR} on a charge back basis. This network is an Industry standard TCPAP v4 network
employing Local Area Networks in Driver Service Centers (OSC) are 160 MB Ethernet. 1P addresses are
assigned by a central Dynamic Host Configuration Protocol (DHCP) server in a private 10." range.
Network Address Transiation (NAT) is used forinternet access. Refer to Attachment F for the current
Technicai Architecture of the OIR Data Cenier.

89



County Clerk networks are maintained by the varlous county governments. The Contraclor must survey
each County Clerk participating in Digital DL Photo card issuance to insure refiable secure data
communications for their applications, See Attachment J for a list of County Clerks.

Software

The central DL dala stores are maintainad in an IBM Information Management System (IMS) and a
relafional database product which runs on the IBM mainframe databases (DB2) on the state's IBM Z
series mainframe. There are many COBOL programs involved in updating Driver records and in verifying
eligibility. Jacada is used to wrap these program's 3270 interfaces into a Graphical User Interface (GUI).
FC client based programs (supplied by the Contractor) inferface with these to issue licenses. The current
system Contractor also provides PC Client software to act as cash registers in a cashier sub-system with
a central cash data store — algo provided by the Contractor, This cashier subsystem was replaced with a
State standard Enterprise cashier system (iNovah)in 2009. Therefore, the new contract will not require
the Contractor to provide cashiefing software.

Interfaces

Photo and signature capiure, and the printing application on the camera workstation client must interface
with DB2 dalabases via DB2 Connect, A Jacada application-server interfaces with DB2 via a DB2
Connect server and with the IMS databases via a TN3270 Emulator. interfaces to additional Driver
License issuance related systems, including Cashier systems, Testing systems, and queuing and
scheduling systems must be provided by the Contractor with assistance from Department information
Systems staff and the Office of Information Resources (OIR).

Hardware

Currently the central Data center hosts (Refer to Attachment F, Data Center Technical Architecture):
Z-Series Mainframe running IMS services

Z-Series Mainframe running DB2 services

Shared DB2 Connect server in OIR data center

Safety Browser Server in OIR data center connected to both IMS and DB2 connect server
Safety Jacada Server in QIR data cenler connécted fo'both IMS and Db2 connect server

Sun Solaris, Oracle Application Server in OIR Datacenter connecled to DB2Z Connect, Oracle Shared
Database Server, and Windows Repori Server.

7. Shared Sun Server QOracle Database server in OIR data center [in test environment]
8. Report Server in OIR data center, currently running Crystal Reports server,

@ oo os W N o

Some of these will be upgraded or replaced to fit new requirements and/or the Contractor's architecture,
In particular the Browser server will be reptaced with an interface posting digital DL documents images to
the Depariment's Enterprise Content Management System (currently FileNet P8 version 3.5 oriis
SUCCESSOrS).

TDOS DL Workstations

Capture workstation - this PC provided by the Contractor; has a camera and a DL card printer altached
and the cashier devices. Runs primary function to the DB2 connect server - where its checks a DB2
table to see if anyone is in the queus 1o have a picture taken, iakes the picture, updates-the queue fable
and inserts the picture into another DB2 table.

Cashiering Workstation - this PC purchased from stale confract - has two primary functions; [1] provides a

web browser to connect fo Jacada Server, [2] has a client application supplied by the Contractor to
process cashiering functions, This application connects lo the DB2 connecl server to check work-in-
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process queue (DB2 tables) to get amount {o collect from the mainframe application.  The client
application on this workstation updates the mainframe DB2 table when the money is collected. The
client application also manages the cash drawer, the bar code reader, the receipt printer, the back of the

check and the application stamp printer.

Attachment B shows the current digitized DL system configuration. 1{is subject to changes due to
changes in the Contractor's pholo access and cashiering methods.
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