CONTRACT #9
RFS # 343.10-21112
Edison # 28672

Department of Health

VENDOR:
Optimum Technology, Inc.



STATE OF TENNESSEE

DEPARTMENT OF HEALTH
JOHN J. DREYZEHNER, MD, MPH
COMMISSIONER BII&B\EIFTQS(ISRAM

May 1, 2015

Mr. Jeff Spalding, Director

Fiscal Review Committee

320 Sixth Avenue North, 8" Floor
Nashville, TN 37243

Mike Perry, Chief Procurement Officer
Department of General Services

Tennessee Tower, Third Floor
Nashville, TN 37243

Dear Director Spalding and CPO Perry,

This request is for approval to execute an amendment number three (3) to the non-competitive
sole source contract with Optimum Technology, Inc. (RFS # 34310-21112, Edison # 28672) to
reflect a change in ownership of the Optimum Technology, Inc.. intellectual property known as
the prescription monitoring program software. The Tennessee Department of Health was
informed by Optimum Technology, Inc. that it sold its interest in their prescription monitoring
program intellectual property to Appriss, Inc., effective April 24, 2015. This amendment
modifies the contract to reflect that ownership change. No other terms and conditions changed.

We appreciate you consideration of our request for approval to proceed with this contract
amendment.

Sincerely,

< ) q : //?
John J. Dreyzehner, MD, MPH, FACO
Commissioner
JID/ls

5" Floor, Andrew Johnson Tower
710 James Robertson Parkway * Nashville, TN 37243
(615) 741-3111 * www.tn.gov/health




Supplemental Documentation Required for

Fiscal Review Committee

David Todd Bess
*Contact Name:

*Contact | 615-253-1300
Phone:

*Presenter’s | Eugene Neubert
name(s):

Edison Contract | 28672
Number: (if applicable)

RFS Number: | 34310-21112
(if applicable)

*Qriginal or | 9/12/11
Proposed Contract

*Current or | 9/11/16
Proposed End

Begin Date: Date:
Current Request Amendment Number: | 3
(if applicable)
Proposed Amendment Effective Date: | July 1, 2015
(if applicable)
*Department Submitting: | Tennessee Department of Health
*Division: | Health Licensure and Regulations

*Date Submitted:

5/1/15

*Submitted Within Sixty (60) days:

Yes

If not, explain:

*Contract Vendor Name:

Appriss, Inc. (formerly Optimum
Technology, Inc.)

*Current or Proposed Maximum Liability:

$1,876,250

*Estimated Total Spend for Commodities:

$1,374,625

*Current or Proposed Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY:2012 FY:2013 FY:2014 FY:2015 FY:2016 FY:2017

$152,000 $558,200 | $478,525 $311,400 $311,400 $64,725

*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documentation from Edison)

FY:2012 FY:2013 FY:2014 FY:2015 FY:2016 FY:2017

$48,000 $590,100 | $502,975 | $233,550 $ $

IF Contract Allocation has been

greater than Contract The contract allocation was based on an
Expenditures, please give the estimated multi-year distribution of funds
reasons and explain where surplus | and any unobligated funds were not spent.

funds were spent:

IF surplus funds have been carried
forward, please give the reasons
and provide the authority for the
carry forward provision:

N/A

IF Contract Expenditures exceeded
Contract Allocation, please give the | N/A
reasons and explain how funding

Revised April 2014




Supplemental Documentation Required for

Fiscal Review Committee

was acquired to pay the overage: ‘

*Contract Funding Source/Amount:

$476,025
State: Federal: $0.00
$440,225
Interdepartmental: Other: $960,000
If “other” please define: Other funds from fee supported state
appropriation of Health Related Boards.
If “interdepartmental” please define: Interdepartmental funds from Mental Health
and TennCare
Dates of All Previous Amendments Brief Description of Actions in Previous
or Revisions: (if applicable) Amendments or Revisions: (if applicable)
9/1/12 Amendment #1: To ensure compliance with the
intent of Public Chapter 880.
9/1/13 Amendment #2: To make changes to the
Controlled Substance monitoring Database
(CSMD) System.
Method of Original Award: (if applicable) | RFP
*What were the projected costs of the | $960,000

service for the entire term of the contract
prior to contract award?
How was this cost determined?

The estimated cost was determined from
the competitive bid process.

*List number of other potential vendors
who could provide this good or service;
efforts to identify other competitive
procurement alternatives; and the
reason(s) a sole-source contract is in the
best interest of the State.

N/A

Revised April 2014




[ Unit_ [Fiscal Yearfrom Perio To Period [Voucher ID] Line [istribution[ Invoice # [ PO No [Vendor ID] Vendor Name Address 1 [ city | St | Postal [ Merchandise Amt [ PymntDate |mnt Methdnnt ID/Wrr Pay Statuseemed Stdedeemed [ Handling |
34301 2012 993 317501 1 23596 58731 18489 Optimum Tecnology Inc  |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $48,000.00 16-Mar-12 System 2021169 Paid Reconcile 3/21/2012 RG
2012 $48,000.00
34301 2013 1 993 361286 1 1 23737 58731 18489 Optimum Tecnology Inc  |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $48,000.00 30-Jul-12 System 2284749 Paid Reconcile 8/8/2012 RG
34301 2013 1 993 361289 1 1 23667 58731 18489 Optimum Tecnology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $48,000.00 30-Jul-12 System 2284749 | Paid Reconcile 8/8/2012 RG
34301 2013 1 993 379259 1 1 23797 70278 18489 Optimum Tecnology Inc  |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $5,867.00 03-Oct-12 System 2410879 Paid Reconcile 110/11/201 RG
34301 2013 1 993 379257 1 1 23796 70278 18489 Optimum Tecnology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $10,133.00 03-Oct-12|System 2410879 Paid Reconcile 110/11/201 RG
34301 2013 1 993 401280 1 1 23790 70278 18489 Optimum Tecnology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $16,000.00 28-Nov-12 System 2514621 Paid Reconcile [12/5/2012 RG
34301 2013 1 993 401281 1 1 23831 70278 18489 Optimum Tecnology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $16,000.00 28-Nov-12 System 2514621 Paid Reconcile 112/5/2012 RG
34301 2013 1 993 404997 1 1 23853 70278 18489 Optimum Tecnology Inc  |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $16,000.00 13-Dec-12 System 2545151  Paid Reconcile 12/21/201 RG
34301 2013 1 993 425034 1 1 23910 70278 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $25,200.00 04-Feb-13 System 2637821 | Paid Reconcile 12/12/2013 RG
34301 2013 1 993 440893 1 1 23923 70278 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,200.00 15-Mar-13 System 2717304 Paid Reconcile 3/20/2013 RG
34301 2013 1 993 450369 1 1 23933 70278 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $15,000.00 04-Apr-13|System 2752184 | Paid Reconcile 14/11/2013 RG
34301 2013 1 993 452980 1 1 23956 70278 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,200.00 15-Apr-13 System 2771102 Paid Reconcile 4/20/2013 RG
34301 2013 1 993 455202 1 1 23877 70278 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $16,000.00 16-Apr-13 System 2772743 | Paid Reconcile 14/23/2013 RG
34301 2013 1 993 460331 1 1 24000 81212 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $25,200.00 06-May-13 System 2810260 Paid Reconcile |5/13/2013 RG
34301 2013 1 993 460262 1 1 24002 81211 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $44,500.00 06-May-13 System 2810260 | Paid Reconcile 15/13/2013 RG
34301 2013 1 993 470700 1 1 24021 82934 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus OH 43235 $25,200.00 04-Jun-13 System 2862283  Paid Reconcile |6/10/2013 RG
2013 $361,500.00
34301 2014 1 993 479667 1 1 24038 84257 18489 Optimum Technology Inc ' 100 E Campus View Blvd Ste 380 Columbus 'OH 43235 $25,200.00 22-Jul-13|System 2945902 Paid Reconcile |7/27/2013 RG
34301 2014 1 993 479976 1 1 24077 84721 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,200.00 02-Aug-13|System 2969593  Paid Reconcile 8/7/2013 RG
34301 2014 1 993 518043 1 1 24140 90457 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 07-Nov-13 System 3138004 | Paid Reconcile 11/14/201 RG
34301 2014 1 993 518046 1 1 24120 90457 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 07-Nov-13 System 3138004 | Paid Reconcile 111/14/201 RG
34301 2014 1 993 518051 1 1 24098 84720 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 07-Nov-13 System 3138004 | Paid Reconcile 111/14/201 RG
34301 2014 1 993 533918 1 1 24157 84720 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $24,450.00 18-Dec-13 System 3200948 | Paid Reconcile 12/26/201 RG
34301 2014 1 993 533918 2 1 24157 92060 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $1,500.00 18-Dec-13 System 3200948 | Paid Reconcile 12/26/201 RG
34301 2014 1 993 533915 1 1 24167 92210 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $126,000.00 20-Dec-13 System 3206574 | Paid Reconcile 12/26/201 RG
34301 2014 1 993 547785 1 1 24206 94248 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $41,125.00 03-Feb-14 System 3274866 | Paid Reconcile 2/10/2014 RG
34301 2014 1 993 558901 1 1 24203 96091 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 12-Mar-14 System 3333872 | Paid Reconcile 3/18/2014 RG
34301 2014 1 993 558903 1 1 24228 96091 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 12-Mar-14 System 3333872 | Paid Reconcile 3/18/2014 RG
34301 2014 1 993 562237 1 1 24185 96364 18489 Optimum Technology Inc 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 18-Mar-14 System 3344741 | Paid Reconcile 3/26/2014 RG
34301 2014 1 993 569473 1 1 24247 97627 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 10-Apr-14 System 3387012 | Paid Reconcile 4/16/2014 RG
34301 2014 1 993 571070 1 1 24262 98122 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 15-Apr-14 System 3395243 | Paid Reconcile 4/22/2014 RG
34301 2014 1 993 578784 1 1 24282 99975 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 23-May-14 System 3454567 | Paid Reconcile 5/30/2014 RG
34301 2014 1 993 589280 1 1 24307 101424 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 20-Jun-14 System 3503720 | Paid Reconcile 6/25/2014 RG
2014 $502,975.00
34301 2015 1 993 609024 1 1 24368 104817 18489 Optimum Technology Inc |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 28-Aug-14 System 3617658 | Paid Reconcile 9/5/2014 RG
34301 2015 1 993 614586 1 1 24338 105870 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 15-Sep-14 System 3639977 | Paid Reconcile 9/23/2014 RG
34301 2015 1 993 619500 1 1 24405 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 02-Oct-14 System 3669086 | Paid Reconcile 110/9/2014 RG
34301 2015 1 993 628822 1 1 24451 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 29-Oct-14 System 3712489 | Paid Reconcile 11/6/2014 RG
34301 2015 1 993 635605 1 1 24492 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 02-Dec-14 System 3762351 | Paid Reconcile 112/10/201 RG
34301 2015 1 993 646803 1 1 24524 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 26-Dec-14 System 3797856 | Paid Reconcile 1/1/2015 RG
34301 2015 1 993 656022 1 1 24555 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 10-Feb-15 System 3869490 | Paid Reconcile 2/19/2015 RG
34301 2015 1 993 663860 1 1 24604 104817 18489 Optimum Technology Inc | 100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 09-Mar-15 | System 3906429 | Paid Reconcile 3/16/2015 RG
34301 2015 1 993 668184 1 1 24636 104817 18489 Optimum Technology Inc |100 E Campus View Blvd Ste 380 Columbus |OH 43235 $25,950.00 30-Mar-15 System 3938351 | Paid Reconcile 4/7/2015 RG
2015 $233,550.00
Grand $1,146,025.00

* An invoice in the amount of $228,600 paid in FY13 was not paid correctly against the contract.

Invoices paid against the contract $1,146,025.00
Invoice # 23791 $228,600.00
Total $1,374,625.00



[ GLUnit [ Account [ Fund [ Dept [location C| UCNull [6-digit Use User Code| PgmNull [digit Progrf Program [ Contract | PO Ref |
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 70803000 (11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 70803000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 70803000 (11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 70803000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 [11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100045 100045 100045 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 FA1236909-
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 11000 34310330 19000 100046 100046 100046 100027 100027 100027 28672 34310-21112
34301 72203000 |11000 34310330 |19000 100046 100046 100046 100027 100027 100027 28672 34310-21112



1-15-15 AMEND REQUEST

Amendment Request

This request form is not required for amendments to grant contracts. Route a completed request, as one file in PDF format,
via e-mail attachment sent to: Agsprs.Agsprs@tn.gov

APPROVED

CHIEF PROCUREMENT OFFICER DATE
Agency request tracking # 34310-21112
1. Procuring Agency Tennessee Department of Health (TDH)
2. Contractor Appriss, Inc.
3. Edison contract ID # 28672
4. Proposed amendment # 3
5. Contract’s Effective Date September 12, 2011
6. Current end date September 11, 2016
7. Proposed end date N/A
8. Current Maximum Liability or Estimated Liability $1,876,250.00
9. Proposed Maximum Liability or Estimated Liability $ 1.876,250.00

10. Office for Information Resources Pre-Approval Endorsement

Request [ ] Not Applicable [<] Attached
— information technology service (N/A to THDA)

11. eHealth Pre-Approval Endorsement Request % :
— health-related professional, pharmaceutical, laboratory, or imaging Not Applicable D Attached

12. Human Resources Pre-Approval Endorsement Request .
— state employee training service & Not Applicable D Atlached

13. Explain why the proposed amendment is needed

Name change: Original vendor (Optimum Technology Inc.) sold their interest in the services
connected with the State’s CSMD to Appriss, Inc.

14. If the amendment involves a change in Scope, describe efforts to identify reasonable, competitive,
procurement alternatives to amending the contract. N/A

10f2




1-15-15 AMEND REQUEST

Agency request tracking #

34310-21112

Signature of agency head or designee and date

mﬂﬂ Hrm

2o0f 2




CONTRACT AMENDMENT COVER SHEET

Agency Tracking # Edison ID Contract # Amendment #
34310-21112 28672 FA1236909 3
Contractor Legal Entity Name Edison Vendor ID
Appriss, Inc. 121147

Amendment Purpose & Effect(s)

Name change: Original vendor (Optimum Technology Inc.) sold their interest in the services connected
with the State’s CSMD to Appriss, Inc. All software services will now be provided by Appriss, Inc.

Amendment Changes Contract End Date: I:' YES |Z| NO End Date: September 11, 2016
TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 0.00
Funding —

FY State Federal Interdepartmental Other TOTAL Contract Amount
2012 $152,000 $152,000
2013 $93,100 $273,100 $192,000 $558,200
2014 $119,400 $167,125 $192,000 $478,525
2015 $119,400 $192,000 $311,400
2016 $119,400 $192,000 $311,400
2017 $ 24,725 $40,000 $64,725

TOTAL: $476,025 $440,225 $960,000 $1,876,250

American Recovery and Reinvestment Act (ARRA) Funding:

[Jyes XIno

Budget Officer Confirmation:

There is a balance in the

appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other

obligations.

Speed Chart (optional)

Account Code (optional)

CPO USE




AMENDMENT THREE
OF CONTRACT FA1236909

This Amendment is made and entered by and between the State of Tennessee, Department of Health,
hereinafter referred to as the “State” and Appriss, Inc., (as amended herein) and referred to as the
“Contractor.” For good and valuable consideration, the sufficiency of which is hereby acknowledged, it is
mutually understood and agreed by and between said, undersigned contracting parties that the subject
contract is hereby amended as follows:

1. The following is added as contract section E.18.

E.18. Contractor Name. All references to Optimum Technology, Inc. shall be deleted and replaced with
Appriss, Inc.

2. The following is added as contract section E.19.

E.19. Edison Vendor ID. All references to Edison Vendor ID (EVID) 18489 shall be deleted and
replaced with EVID 121147.

Required Approvals. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective July 1, 2015. All other terms
and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

Appriss, Inc.:

SIGNATURE DATE

PRINTED NAME AND TITLE OF SIGNATORY (above)

DEPARTMENT OF HEALTH:

John J. Dreyzehner, MD, MPH, FACOEM, Commissioner DATE



12-20-14 REQUEST-OIR

OIR Pre-Approval Endorsement Request
E-Mail Transmittal

TO : Mark Rampey, OIR Contracts
Department of Finance & Administration

E-mail : Mark.Rampey@tn.gov

FROM : Carole Sumner, ITSD Administrative Services
Department of Health
E-mail : Carole.Sumner@tn.gov

DATE : May 1, 2015

RE : Request for OIR Pre-Approval Endorsement

Applicable RFS # 34310-21112

OIR Endorsement Signature & Date:

W gé«aﬂ/ (%) SYANAES

Chief Information Officer
NOTE: Proposed contract/grant support is applicable to the subject IT service technical merit.

Office for Information Resources (OIR) pre-approval endorsement is required pursuant to procurement
regulations pertaining to contracts with information technology as a component of the scope of service.
This request seeks to ensure that OIR is aware of and has an opportunity to review the procurement
detailed below and in the attached document(s). This requirement applies to any procurement method
regardless of dollar amount.

Please indicate OIR endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contracting Agency Health

Agency Contact (name, phone, e-mail) | Mike Newman, CIO

Attachments Supporting Request (mark all applicable)

Note: The complete draft procurement document and the applicable documents listed below must accompany this
request when submitted to OIR. Special Contract Requests and Amendment Requests without Agency Head
signature are acceptable. OIR is aware that these documents will not have CPO signature when submitted with this
request.

|:| Solicitation Document

|:] Special Contract Request

|Z] Amendment Request

|:| Proposed Contract/Grant or Amendment

l:] Original Contract/Grant and Previous Amendments (if any)

1of2




12-20-14 REQUEST-OIR

Applicable RFS # 34310-21112

Information Systems Plan (ISP) Project Applicability

To avoid delay of OIR pre-approval, the applicability of an ISP project to the procurement must be
confirmed with agency IT staff prior to submitting this request to OIR. If necessary, agency IT staff
should contact OIR Planning with questions concerning the need for an ISP project.

IT Director/Staff Name Confirming (required):
[_] Applicable — Approved ISP Project#
X] Not Applicable

Subject Information Technology Service Description

Provide a brief summary of the information technology services involved. Clearly identify included
technologies such as system development/maintenance, security, networking, etc. As applicable,
identify the contract or solicitation sections related to the IT services.
Vendor Name Change Only: Original vendor Optimum Technology, Inc. sold their
interest in the services connected with the State’s Controlled Substance Monitoring
Database (CSMD) to Appriss, Inc. The software developers and resources from Optimum
Technology Inc. transitioned to Appriss, Inc. and will continue the maintenance and
support for the State’s CSMD system.

20f2




GENERAL ASSEMBLY OF THE STATE OF TENNESSEE
FISCAL REVIEW COMMITTEE

320 Sixth Avenue, North — 8t Floor
NASHVILLE, TENNESSEE 37243-0057
615-741-2564

Sen, Bill Ketron, Chairman Rep. Mark White, Vice-Chairman
Senators Representatives
Douglas Henry Reginald Tate Charles Curtiss Pat Marsh
Brian Kelsey Ken Yager Jeremy Faison Mark Pody
Steve Southerland Brenda Gilmore David Shepard
Randy McNally, ex officio Matthew Hill Tim Wirgau
Lt. Governor Ron Ramsey, ex officio Charles Sargent, ex officio

Speaker Beth Harwell, ex officio

MEMORANDUM

TO: Mike Perry, Chief Procurement Officer
Department of General Services

FROM: Senator Bill Ketron, Chairman ?:\(-'
Representative Mark White, Vice-Chairman\\A\”J

DATE: July 25, 2013

SUBJECT: Contract Comments

(Fiscal Review Committee Meeting 7/15/13)

RFS# 343.10-21112 (Edison # 28672)

Department: Health

Division: Health Related Boards - Pharmacy

Vendor: Optimum Technology, Inc.

Summary: The vendor is responsible for information technology services
in connection with the Controlled Substance Monitoring Database
(CSMD). The proposed amendment provides enhancements and tools to
the CSMD users; increases the maximum liability by $167,125; and revises
payment methodology to provide for the one-time payment for these
enhancements.

Current maximum liability: $1,709,125

Proposed maximum liability: $1,876,250

After review, the Fiscal Review Committee voted to recommend approval of the
contact amendment.

ce: The Honorable John J. Dreyzehner, MD, MPH, Commaissioner



STATE OF TENNESSEE

DEPARTMENT OF HEALTH
JOHN J. DREYZEHNER, MD, MPH
COMMISSIONER BIE%\I’_{E?{E%IQM

Mr. Lucian Geise, Director

Fiscal Review Committee

Rachel Jackson Building, 8" Floor
320 Sixth Avenue North
Nashville, TN 37243

and

Mike Perry, Chief Procurement Officer
Department of General Services
Tennessee Tower, Third Floor
Nashville, TN 37243

Dear Director Geise and CPO Perry:

The Tennessee Department of Health competitively awarded a contract in September of 2011 to
Optimum Technology, Inc. {Contract FA-12-36909) for the information technology consulting services for
the Controlled Substance Monitoring Database {CSMD}, including development and maintenance. It isin
the best interest of the State to amend the current contract to facilitate necessary changes to the CSMD
to provide enhancements and tools to the CSMD administrators, providers and dispensers of controlled
substances that simplify administration, improve audit reporting, expand reporting capabilities and
improve problem tracking and resolution. The modifications to the CSMD will require one-time costs of
$167,125 which will be funded with interdepartmental revenues the department will receive from the
Department of Finance and Administration, Office of eHealth, using the federal American Recovery and
Reinvestment Act (ARRA) grant. No board revenues will be used to fund the costs associated with this
amendment. Therefore we request approval to amend the current contract to make necessary
enhancements to the CSMD which will improve the overall customer services experience, data coliection
and reporting.

We appreciate your approval to proceed with this amendment and thank you for your consideration.

Since ), /] //)

John J. Dreyzehner, MD, MPH
Commissioner

Mo

37 Floor, Cordell Hull Building
425 5% Avenue North * Nashville, TN 37243
(615) 741-3111 * www.tn.gov/health




Supplemental Documentation Required for

Fiscal Review Committee

- _ | Mike Newman *Contact | (615) 253-5417
Contact Name: Andrew Holt Phone: % 61 5; 253-1300
*Original Contract | FA1236909 *QOriginal RFS | 34310-21112
Number: Number:
Edison Contract 28672 Edison RFS 34310-21112
Number: (if applicable) Number: (f
applicable)
*Original Contract | September 12, 2011 *Current End | September 11, 2016
Begin Date: Date:
Current Request Amendment Number: | #2
(if applicable)
Proposed Amendment Effective Date: | September 1, 2013
(if applicable)
*Department Submitting: | Health
*Division: { BHLR/Health Related Boards/Pharmacy

*Date Submitted:

*Submitted Within Sixty (60) days:

If not, explain:

*Contract Vendor Name:

Optimum Technology, Inc.

*Current Maximum Liability:

$1,876,250

*Current Contract Allocation by Fiscal Year:

(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY:2012 FY:2013 FY:2014 FY:2015 FY2016 FY2017
$152,000 $558,200 | $478,625 | $311,400 $311,400 | $64,725
*Current Total Expenditures by Fiscal Year of Contract:
(attach backup documentation from STARS or FDAS report
FY:2012 FY:2013 FY:2014 FY:2015 FY:2016 FY:2017
$458,767
(up to
$207,633 May 24,
2013)
IF Contract Allocation has been
greater than Contract :
Expenditures, please give the | N/A
reasons and explain where surplus
funds were spent:
IF surplus funds have been carried
forward, please give the reasons N/A

and provide the authority for the
carry forward provision:

IF Contract Expenditures exceeded
Contract Allocation, please give the

Effective October 30, 2009




Supplemental Documentation Required for
Fiscal Review Committee

reasons and explain how funding
was acquired to pay the overage:

*Contract
Funding State: |  $476,025 Federal: $167,125
Source/Amount:

Interdepartmental: $273,100 Other: $960.000
If “other” please define:

Dates of All Previous Amendments Brief Description of Actions in Previous

or Revisions: Gf applicable) Amendments or Revisions: (if applicable)
Amendment # 2 effective September 1, Modifications and enhancements to the
2013 Controlled Substance Monitoring Database

(CSMD) to provide tools to the CSMD
Administrators that simplify administration,
improve audit capabilities, expand reporting
capabilities and provide improved problem
tracking capabilities.

Method of Original Award: (f epplicable) | Request for Proposal

*What were the projected costs of the | $960,000
service for the entire term of the contract
prior to contract award?

Effective October 30, 2009




Supplemental Documentation Required for

Fiscal Review Committee

For all new non-competitive contracts and any contract amendment that
changes Sections A or C.3. of the original or previously amended contract
document, provide estimates based on information provided the Department by
the vendor for determination of contract maximum liability. Add rows as
necessary to provide all information requested.

If it is determined that the question is not applicable to your contract document
attach detailed explanation as to why that determination was made.

Planned expenditures by fiscal year by deliverable. Add rows as necessary to indicate
all estimated contract expenditures.

Deliverable FY: 2012 FY: 2013 FY:2014 FY: 2015 FY:2016 FY:2
description:
Quarterly $21,000 per | $21,000 per | $21,000 per | $21,000 per | $21,000 per $21,000
System Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter
Maintenance times a times a times a times a times a year) =
and support of | year) = year) = year) = year) = $84,000
the Database $84,000 $84,000 $84,000 $84,000
Quarterly $27,000 per | $27,000 per | $27,000 per | $27,000 per | $27,000 per $27,000
Collection of Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter
Data from the | timesa times a times a times a times a year) =
Dispenser, year) = year) = year) = year) = $108,000
cleansing of $108,000 $108,000 $108,000 $108,000
Data collected
&
Transmission
of that Data to
the State by the
Contractor
Initial One- $228,6000 $167,125
Time Costs for One Time One Time
Computer Payment Payment
Hardware and
Software
Installation and
Implementation
Initial One- $44,500
Time Costs for One Time
OTECH-PMIX Payment
Interface
Component
HUB for
Interstate Data
Sharing
Quarterly $27,600 per | $27,600 per | $27,600 per | $27,600 per $27.600 1
System Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter
Maintenance times a times a times a times a year) =

Effective October 30, 2009



Supplemental Documentation Required for

Fiscal Review Committee

and Support of year) = year) = year) = $110,400

the Microsoft $110,400 $110,400 $110,400

Quarter $2,250 per | $2,250 per | $2,250 per | $2,250 per $2.250 pe
Maintenance Quarter (4 Quarter (4 Quarter (4 Quarter (4 Quarter
and Support of times a times a times a times a year) =

the OTECH- year) = year) = year) = $10,000

PMIX Interface $10,000 $10,000 $10,000

Component

HUB for

Interstate Data

Sharing

Initial One $15,000

Time Costs to One Time

develop, Payment

implement and

host a CSMD

Training

Database

Proposed savings to be realized per fiscal year by entering into this contract. If
amendment to an existing contract, please indicate the proposed savings to be realized
by the amendment. Add rows as necessary to define all potential savings per

deliverable.
Deliverable FY: FY: FY: FY: FY:
description:
* See last
page

Comparison of cost per fiscal year of obtaining this service through the proposed

contract or amendment vs. other options. List other options available (including other

vendors), cost of other options, and source of information for comparison of other
options (e.g. catalog, Web site). Add rows as necessary to indicate price differentials
between contract deliverables.

Proposed
Vendor Cost:
(name of
vendor)

FY:

FY:

¥Y:

FY:

FY:

*

Other Vendor
Cost: (name of
vendor)

FY:

FY:

FY:

FY:

FY:

*

Other Vendor
Cost: (name of
vendor)

FY:

FY:

FY:

FY:

FY:

*

Effective October 30, 2009



Supplemental Documentation Required for
Fiscal Review Committee

* Were the department to put this contract out for bid, then there could be additional
development costs from a new contractor. Having the database is a statutory
requirement, so the costs would have to be borne by either department staff or a new
contractor. Optimum developed the database for Tennessee and has been collecting and
cleansing data throughout the term of the contract, so continuing services with the same

contractor is more efficient.

Effective October 30, 2009
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7-1-11 REQUEST-NON-AMEND

Non-Competitive Amendment Request

NOT required for a contract with a federai, Tennessee, or Tennessee focal government entity or a grant.
Route a completed request, as one file In PDF format, via e-mail attachment sent to: Agsprs.Agsprs@state.tn.us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34310-21112-01

1. Procuring Agency Health

2. Contractor Optimum Technology, Inc.
3. Contract # FA1236909

4, Proposed Amendment # 2

5. Edison ID # 18489
6. Contract Begin Date September 12, 2011
7. Current Contract End Date September 11, 2016

- with ALL options to extend exercised

8. Proposed Contract End Date
- with ALL options fo extend exercised September 11, 2016

9. Current Maximum Contract Cost
- with ALL options to extend exercised $1,709,125

10. Proposed Maximum Contract Cost
- with ALL options to extend exercised $ 1,878,250

11. Office for Information Resources Endorsement . "
— information lechnology service (N/A to THDA) D Not Applicable Attached

12. eHealth Initiative Support . %
— health-related professional, pharmaceutical, laboratory, or imaging D Not Applicable Attached

13. Human Resources Support 7 .
— state employee training service Not Applicable D Attached

14. Explanation Need for the Proposed Amendment

This amendment is necessary to make necessary changes to the Controlled Substance
Monitoring Database (CSMD) system that will provide tools for the CSMD Administrators that
simplify administration, improve audit capabilities, expand reporting and provide improved
problem tracking capabilities. Examples of these enhancements include a faster way to
identify users in the system, reporting capabilities to identify abusers of the system and
capabilities to identify potential individuals to investigate. In addition, authorized out of state
users’ registration will be simplified and more securely managed.

10f2




7-1-11 REQUEST-NON-AMEND

Request Tracking # 34310-21112-01

15. Name & Address of the Contractor’s Principal Owner{s)
— NOT required for a TN state education institution

Josh Davda, President Optimum Technology, Inc. 100 E. Campus View Blvd., Suite 380
Columbus OH 43235

16. Evidence Contractor’s Experience & Length Of Experience Providing the Service

The contractor was founded in 1984 and has been providing services for over 25 years.

17. Efforts to Identify Reasonable, Competitive, Procurement Alternatives

The Optimum Technology, Inc. Controlied Substance Monitoring Database software is
proprietary and can only be maintained by Optimum technology, Inc.

18. Justification - specifically explain why non-competitive negotiation is in the best interest of the state

An RFP was issued for a Controlied Suhstance Monitoring Database (CSMD) system and
through this competitive process a contract was awarded to Optimum Technology, Inc.
Enhancements to the CSMD are necessary to simplify administration, improve audit
capabilities, expand reporting and provide improved problem tracking capabilities.

Agency Head Signature and Date - MUST be signed by the ACTUAL agency head as delailed on the current
Signature Certification. Signature by an authorized signatory is acceptable only in documented exigent circumstances

SN/

20f2



CONTRACT AMENDMENT

Agency Tracking # Edison ID Contract # Amendment #
34310-21112 28672 FA1236909 2
Contractor Legal Entity Name Edison Vendor ID
Optimum Technology, Inc. 18489

Amendment Purpose & Effect(s)

This amendment is necessary to make necessary changes to the Controlled Substance Monitoring
Database (CSMD) system that will provide tools for the CSMD Administrators that simplify administration,
improve audit capabilities, expand reporting and provide improved problem tracking capabilities.
Examples of these enhancements include a faster way to identify users in the system, reporting
capabilities to identify abusers of the system and capabilities to identify potential individuals to
investigate. In addition, authorized out of state users’ registration will be simplified and more securely

managed.

Amendment Changes Contract End Date: I:l YES NO End Date: September 11, 2016

TOTAL Contract Amount INCREASE or DECREASE per this Amendment (zero if N/A): $ 167,125

Funding —

FY State Federal Interdepartmental | Other TOTAL Contract Amount
12 152,000 152,000
13 93,100 273,100 192,000 558,200
14 119,400 167,125 192,000 478,525
15 119,400 192,000 311,400
16 119,400 192,000 311,400
17 24,725 40,000 64,725

TOTAL: 476,025 440,225 960,000 1,876,250

American Recovery and Reinvestment Act (ARRA) Funding: @ YES D NO

Budget Officer Confirmation: There is a balance in the OCR USE
appropriation from which obligations hereunder are required
to be paid that is not already encumbered to pay other
obligations.

== | FA123691002

Speed Chart (optional) Account Code (optional)




AMENDMENT TWO
OF CONTRACT FA1236909

This Amendment is made and entered by and between the State of Tennessee, Department of Health,
hereinafter referred to as the “State” and Optimum Technology, Inc., hereinafter referred to as the
“Contractor” It is mutually understood and agreed by and between said, undersigned contracting parties
that the subject contract is hereby amended as follows:

The following section and attachment has been added to the contract:
A12. Controlled Substance Monitoring Database 2013 Enhancements: Enhancements to the

Controlled Substance Monitoring Database (CSMD) will be developed and maintained as
described in Attachment Six, Sections 6.1 thru 6.21.

The text of Contract Section C.1 has been deleted and replaced with the following:

C.1.  Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed One Million Eight Hundred and Seventy Six Thousand Two Hundred and Fifty Dollars
($1,876,250). The payment rates in section C.3 shall constitute the entire compensation due the
Contractor for all service and Contractor obligations hereunder regardless of the difficulty,
materials or equipment required. The payment rates include, but are not limited to, all applicable
taxes, fees, overheads, and all other direct and indirect costs incurred or to be incurred by the
Contractor.

The Contractor is not entitled to be paid the maximum liability for any period under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the State requests work and the
Contractor performs said work. In which case, the Contractor shall be paid in accordance with
the payment rates detailed in section C.3. The State is under no obligation to request work from
the Contractor in any specific dollar amounts or to request any work at all from the Contractor
during any period of this Contract.

The text of Contract Section C.3 has been deleted and replaced with the following:

©i3. Payment Methodology. The Contractor shall be compensated based on the payment rates herein
for units of service authorized by the State in a total amount not to exceed the Contract Maximum
Liability established in section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory completion of
units, milestones, or increments of service defined in section A.

b. The Contractor shall be compensated for said units, milestones, or increments of service
based upon the following payment rates: .

Amount

Service Description (per compensable increment)*

Quarterly System Maintenance and Support of the Database (ref
Proforma Contract Sections A.1.b, A.3., and A4)) $ 21,000 per Quarter

Quarterly Collection of Data from the Dispenser, Cleansing of
Data collected, Data archiving, Data reporting, and Loading of

that Data to the Controlled Substance Monitoring Database #27,000 per Quarier
(CSMD) (ref Proforma Contract Sections A.1.c. and A.2))




Initial One-Time Costs for 2013 CSMD Enhancements (ref

Proforma Contract Aftachment Six Sections 6.1, 6.3, 6.4, 6.5,
6.6, 6.7, 6.8, 6.9, 6.10, 6.12, 6.14, 6.16, 6.19, 6.20, 6.21, 6.22.) $126,000 One-Time Payment
Payable upon completion date 9/30/2013.

Initial One-Time Costs for 2013 CSMD Enhancements (ref $41,125 One-Time Payment
Proforma Contract Attachment Six 6.2, 6.11, 6.13, 6.15, 6.17,
6.18.) Payable upon completion date 12/31/2013.

Quarterly System Maintenance and Support of the Microsoft
Software (ref Proforma Confract Sections A.1.i.(d), A.1.i.(e), $27,600 per Quarter

A.1i(f), A1i(g).)

Quarterly Maintenance and Support of the OTECH-PMIX
Interface Component HUB for Interstate Data Sharing (ref $2,250 per Quarter
Proforma Contract section A.1.j.(b).)

* NOTICE: The amount(s) per compensable increment detailed above shall be contingent upon
the State’s receipt of an invoice (as required in section C.5., below) for said service(s) within thirty
(30) days after the end of the calendar quarter in which the service(s) were rendered. At the sole
discretion of the State, the amount per compensable increment of any service for which the State
receives an invoice later than prescribed herein shall be subject to a reduction in amount of up to
100%. In the case of an untimely invoice, before any payment will be considered by the State,
the Contractor must submit a written request regarding the untimely invoice, which shall detail the
reason the invoice is untimely as well as the Contractor’s plan for submitting all future invoices no
later than prescribed herein, and it must be signed by an individual empowered to bind the
Contractor to this Contract.

C.5. Invoice Requirements. The Contractor shall invoice the State only for completed increments of
service and for the amount stipulated in section C.3, above, and present said invoices no more
often than monthly, with all necessary supporting documentation, to:

Department of Health

Andrew Holt, PharmD, Executive Director Board of Pharmacy
TN Board of Pharmacy

227 French Landing Drive, Suite 300

Nashville, TN 37243

a. Each invoice shall clearly and accurately detail all of the following required information
(calculations must be extended and totaled correctly).

(1) Invoice Number (assigned by the Contractor)

(2) Invoice Date

(3) Contract Number (assigned by the State)

(4) Customer Account Name: Department of Health, Board of Pharmacy

(5) Customer Account Number (assigned by the Contractor to the above-referenced
Customer)

(6) Contractor Name

(7) Contractor Federal Employer Identification, Social Security, or Tennessee Edison
Registration ID Number Referenced in Preamble of this Contract

(8) Contractor Contact for Invoice Questions (name, phone, and/or fax)

(9) Contractor Remittance Address

(10)  Description of Delivered Service

(11) Complete Itemization of Charges, which shall detail the following:

i. Service or Milestone Description (including name & title as applicable) of
each service invoiced

ii. Number of Completed Units, Increments, Hours, or Days as applicable,
of each service invoiced



iii. Applicable Payment Rate (as stipulated in Section C.3.) of each service
invoiced

iv. Amount Due by Service

v Total Amount Due for the invoice period

b. The Contractor understands and agrees that an invoice under this Contract shall:

{1) include only charges for service described in Contract Section A and in
accordance with payment terms and conditions set forth in Contract Section C;

(2) only be submitted for completed service and shall not include any charge for
future work;

(3) not include sales tax or shipping charges: and

(4) initiate the timeframe for payment (and any discounts) only when the State is in
receipt of the invoice, and the invoice meets the minimum requirements of this
section C.5.

Required Approvais. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with applicable Tennessee laws and regulations
(depending upon the specifics of this contract, said officials may include, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the

Comptroller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective September 1, 2013. All other
terms and conditions of this Contract not expressly amended herein shall remain in full force and effect.

IN WITNESS WHEREOF,

GCONTRACTOR/GRANTEE LEGAL ENTITY NAME:

e {OING scantes

SIGNATURE i DATE
“_dosH M DAvDY  Presldted

PRINTED NAME AND TITLE OF SIGNATORY (abbve)

STATE AGENCY NAME:

j(;(?thTDf\Lq%Ltm, MD MPH 5 4{ 3
AGENC*_; HEAD NAME & TJTLE /{,% AL DATE

WWLES‘S‘(.QP X~ _




Attachment Six
2013 CSMD Enhancement Requirements

6.1 Automated way for users to retrieve their username (HIGH)

a.  Security Suggestion on How to Accomplish: Provide First Name, Last Name and email
address and if that email address is in the system plus answer one securtty question it would
send username to the email account that matches the one in User Profile.

6.2 Create feature/tootl that allows CSMD Admin to search all user profiles by email address {Low)
a.  Any screen where search is a feature for the CSMD Admin the emait field should be present
to be used as a search criteria
6.3 Create new User Type for those users/potential users who have out of state data elements (if they
have TN Professional License but Out of State Driver License that is already handled in the system it
bypasses validating the Driver License) {High)
a.  Out of State Professional License but TN Driver License
b.  Out of State Professional License and out of state TN Driver License
i Include a drop down for user to indicate which state issued their professional
license
6.4 Practitioner/Pharmacist Multiple Locations {High)
a. Each User Type can have multiple locations
b. Pharmacist User Type ~ Each Location must contain Qrganization name as part of each

{ocation
Sereenshot below of showing fields needed for every Location. All yellow fields are reguired

and purple fields are aptional.
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d.  Practitioner can have multiple locations
i.  Each practitioner location must include Organization



Attachment Six
2013 CSMD Enhancement Requirements

. Question included for each location
1. Dovyou have a separate DEA number for this location
a. Yes- provide box for entry of DEA for this location {It appears you
may be able 10 use the Organization DEA Number that is already
include in the database for this but since | do not have a data
dictionary be sure.
b. No - Box either does not appear or is grayed out.
€. Screen shot following and all yellow flelds are required. If APN/PA
becomes separate User Type these fields would also apply to that
User Type for locations,
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Extenders (Al items HIGH in this numbered item)
e. Health Care Extender Registration and User Profile should include field to capture if the
extender is a licensed professional (RN, Licensed Pharmacy Tech, etc.) include state drop
down for this license. Need to include or indicate in text if Non-License what should be
entered (EX: NA, Not applicable, etc.).
i Need field to capture Health Care Extender — Practitioner could have: Registered
Nurse (RN}; Licensed Practical Nurse (LPN}; Nurse Aid; Emergency Medical



Attachment Six
2013 CSMD Enhancement Requirements

Technician (EMT} and Health Care Extender ~ Pharmacist could have Registered
Pharmacy Technician {(RPT) and each Extender category should have a Non-Licensed
option in the list (See following Visio screen captures for examples) Need Flexibility
to add additional licensed categories as the need arises.

Health Care Extender - Practitioner Screen of suggested location
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Attachment Six
2013 CSMD Enhancement Requirements

Flow of Registration for a Health Care Extender — Practitioner

Ve .

j Start Registration
N i

: : ;  Cheose Health Care :
| Goto i : . Enter First Name Enter Date of Birth Enter Last 4 digits of
! www.TNCSMD.com :...,Mg, Click Register Extender - —-l and Last Name ——bn. {MM/DBAYYY) i "
; ! i Practioner H
{
o~
PR
, : P ~ :
| Chigose Non-License | LChoose Yes/io. X
: . e - - Enter Driver License tnter:Professinnal &
ar Ch:;ose T'.fpe of ;—-—-}H\?rlver License ”3 ,>YES Choose Issuing State r——ji! Nurnber Leanse umber. -
cense N , :
. 7 e ’ . !
NG I
P | .
Enter Organization & ! : -, ChooseStatefrom | Enter Work Phone
Name ) -—-)-5 Enter Street Address -:«wlv' Enter City - Drop Down List ”"‘“""f FlerZip Code i Numnber

Enter Private and

| Confidential Email
Address

i Supervisor
i Name will
appear with
i | Location H i
Enter i i Supervisor's infermation. ol
| Supervisor's ! i Enter Driver License | i Name Appears Thoose fRepeat until sll
i _pe . e = ) ren Click "Add” Button where Red * N B Supervisors }
: Driver License | Issuing State i | supervisor : dded !
Humber ! S i was prior to with location . addes
1 ; hittihg Add "
! i k here you will
be assisting ;
that H
Supervisor, :
Pick 1 Security ;
H Enter Answer to
{ Question from Drog =3 :
H Down List Security Questlon :
Pick 1 Security
i Enter Answer to
“go: Question from Drop -~ N N
: Down List Security Question
i Pick 1 Security ; . wone | 4 Click "Register” to | PR N
i ) . Enter Answarto Provide Registration Enter Verification | ; | { Registration "y
d e t Reglstrati | i
% Quesg:r&irt;ﬁrop e Security Question Reason i Code rw*: submit Reglstration (mw\ Complete




Attachment Six
2013 CSMD Enhancement Requirements

Health Care Extender — Pharmacist Screen of suggested location
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Fiow Q_f Registraﬁti@n for a Health Care Extender - Pharmacist
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. www. TNCSMD.com -

i 1 Choose Health Care
= Extender -
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Click Register
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(MM/DDAYYYY)

Enter Last 4 digits of
S5

L choosa Nof ‘ceris_e:
P or Chiobse Type of
i License

o

P e
€hoose Yes/No.,_ o
Driver License #?(‘,wYES-% Choose Issuing State
N - i

-

~

-

“

-

Enter Driver License
Numbet

o e - Enter Professional |
of Professional” o
: : ticense Number

License
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Health Care Extenders need to be connected in such a way 1o their supervisor that the
supervisor will be able to view in a summary all requests/reports/lookups that his extenders
have performed by day or date range on his/her behalf (EXAMPLE: User Betty White logs in
and Dr. Smith walks up and ask Betty to look up patient. Betty hits New Request and the
first thing she does is pick Dr. Smith + location if he has more than one location from a drop
down that list all of the prescribers that she can act on their behalf, Enters patient data and
Creates report. Dr. Smith can log on and click View Request and he will see the report that
Betty White generated on his behaif,

Next Dr. Jones walks up and Betty clicks New Reguest and now she picks Dr. Jones + location
it he has more than one location from her list and repeats the process, Betty does not have
to log out to generate reports for the different prescribers that she is a3 Health Care
Extender,

-
-

.-~ Choose Supervisor that ..
“._needs the Patient Look-up .~

~

Request New — DFOP-DC_an W'Ith all
: Supervisors Listed

¥

Patient Look-up Searchjg 5
Criteria Window ~ ———» Enter Search Criteria
Appears |

Generate Report on
Patient

Health Care Extenders can have multiple supervisors (self-explanatory from above example.
Health Care Extenders Practitioner/Pharmacist could have any number of supervisors.
When Health Care Extender performing request {patient look up) functionality needed to
select which supervisor this work is on behalf of without fogging in and out of the system
{see Examplein b.)
{. It one supervisor revokes they would disappear from the list of choices for the
extender to make request on behalf of them
Health Care Extender Registration should allow for multiple supervisors {see [xample b.)
Health Care Extenders once in the system should be able to delete/add supervisors from
their “My Account” area
i.  Ability for Health Care Extender Practitioner/Pharmacist to add additional
supervisors or remove supervisors {(Example — they change employers and before
they leave Employer A they delete all their supervisors at Employer A. They go to
work for Emplover B and need to add all their Supervisors now at Emplover B.)
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rime

_My Account:
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M%m«x ilf."am i‘ii}r T Blrewd: Cigy:

Wtk Phono

Extenddon: Fax Muamber:

Pages fumban

& prhiste ad eonfidential et sddrousl Region:

Supervisors

Supervisor 1 Delete

Supervisor 2 Delete  *

Supervisor 3 Delate:

Supervisor 4 Delete

Supervisar 5 Delete
Supsrdisor falalionships

. Supervisor with List of Locations would

Brwnse Ty Lioerse Numhen 13 Bsting Srafer

: appear for Extender to choose if
i Supervisor has more than one location.

ey

Sepurity Dustivey

Extender would continue to Add Supervisors until all were added. Would not have access for
that Supervisor until that Supervisor logged in and Approved Extender. Once Extender approved
by Supervisor that Supervisor would appear in list for Extender to choose when creating 3
Reguest New {Patlent Lool-up)

This also affects the Supervisors when they want to View Request. They shouid be able to nick
Extender and be able to review all of the Patient Look-ups /Reports created by Extenders. This
would also include ali Patient Look-ups/Reports create by Advance Nurse Practitioners and
Physician Assistants being supervised by that Physician. Need complete repoit view that starls
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with Supervisor and would show all Health Care Fxtenders, APNs and Physician Assistants
associated with the Supervisor
This is the view now:

#wmraccouny 8 Losour

P

EiR REULERT
Mew Requiyt i

¥ tmestgiteds Recslieed Lired Marse: Regquestoed Tepe: \
Submitted dute Fiom sagfnitted date To: Reguests that e :

sEILBII0LE

" Request Status: Subnvitted By: ludde Delengtas:
3 Masages i) oy AR o
iwd L
¥ nfe Janmer
% Fag

A Zmsmted uner ) ) O B Showing 1.3 of 2

=HE

£

¢ White Fagyinag At By

4 By witize -Buts Fuitiiten

fems Por Page

in the lower section it would need to Show the Name of the person who created the request
and then the information that appears in the screen shot (Example Below). The supervisor could
select reports if he wanted to view them, Supervisor could choose to check mark one or ali of
the boxes and this would give him an option to Export to Excel {not the reports only the table
data as shown below). This could be used by supervisor to compare against his patient database

to ensure only his patients are being loaked up by his extenders,

g Hamudesk:

E kash: Pamm s

& diba Yo caminted gain To

’Qsz;;mé:fra;éi.mc Ay rtagan

*. . i

Requestor: James jones
Bt ;

S A

Fon Fprac

Reqeuiestor: Bob smith
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Health Care Extenders if revoked by one supervisor should still be able to log in system if
axtender has other supervisors that they are still performing wok on their behalf. The revoked
supervisors would no longer appear in the list for the Extender to choose when creating a
Heguest New {Patient Look-up)

i, Hf Health Care Extender who has only one supervisor and that supervisor revokes
access for a prompt to sppear when Health Care Extender enters user name and
password a question would appear “Do you have a New Supervisor” Response would

be Yes/No.

Forgat)Reset Passwerd?

i{f “"\E‘ Lsetname
L Pasgwvord

Mpt g mnher® Register Do dosk o misvwerd, please Diiitact the Addsindntraton

Frone: LH15-353-1308, Fmall S8 it n fon

Welenme tn Fennoasee CRUD rabving websiter

. Extender hits Login and if they do not have an Active Supervisor in the system then
the box would appear that says “Do you have a new Supervisor”

Response Yes = Window popping for them to enter New Supervisor

Supervisar Relationships

License Type: Litense Mumbes: 10 ssuing State:

e st

Sm:ur_ixy_(l;mfsﬁg;'ss o S ) . .
They would enter information but would not be allowed to enter CSMD until New
Supervisor approved them.

RESPONSE No = Provide a message that they will be unable to access the syster until

they have 2 Supervisor,

1. Wording to be provided by Exequtive Director for CSMD
k. Create imil of two on Health Care Extenders non-licensed {based this on information that
will now be captured upon registration)
i, Since capturing licensure status was not in previous version a box would need to
pop with data fields pictured below when logging in to capture information on
existing Health Care Extenders in the system {whether licensed or non-licensed and
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it licensed their license information. Need g prompt when they log in after thess
new fields are added)

Non-Licensed
RN !
LPN

 License ]ﬁyﬁe .

{ssuing State License Number

i

T Drop-Down
List of states

id. Create way to capture location of Practitioner/Pharmacist as number of non-
licensed could be based on 2 non-licensed per focation. When Extender is picking
supervisor before creating request it would show Supervisor and location in the pick
st

{. Need report for CSMD Admin to run that would show each supervisor and ali of their
extenders. Report would include (this would be usaed to audit health care extenders in the
sysiern)

i User ldentification

it How many Licensed and how many unlicensed associated with each supervisor

m. Prompt for supervisors to verify that delegates should still be active with this supervisor

i. Determine frequency {EX — Every X {variable with {imit of 12 months}-We would
determine frequency

i Atlogin boxor prompt to take them to their list of delegates and they would need
approve/revoke as appropriate

. By pass box XX number of times but then if no action taken in those times the
delegate will be locked out until action is taken on Mealth Care Extender status by
the supervisor

6.5 User Type Practitioner/Cccupation/APN or PA - fields to allow Physician Assistants {PA) and
Accredited Practical Nurses (APN) to enter Supervisor Information (HIGH)
3. APN or PA can have multiple supervisors Hike Health Care Extenders and would need to be
connected to supervisor in similar way as Mealth Care Extender

i Distinction for APN and PA as they area prescribers and have their own DEA but law
still requires them to have a Supervising Prescriber

b, APN and PA can have Health Care Extenders so this creates a tree of connections (EXAMPLE:
Practitioner Supervisor- could have APN or PA connected as well as Health Care Extenders
and then APN or PA could have Heaith Care Fxtenders connectad to them. in essence they
are all tied to Practitioner Supervisor
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{. Possible creation of new User Type for APN and PA occupation type to
accommaodate functionality
Supervisor must be able to audit APN and PA under their supervision (Scripts written and or
Reqguests Generated)
View request option should show the supervising prescriber for the APN/PA
Supervisor must be able to view all of his APN/PA requests
This would affect new registrations and existing users {User Profiles)
Registration for APN or PA shoukd have fields to provide Supervisor’s Driver License
User Profile for APN or PA should show supervising prescriber
Supervising prescriber has right to revoke APN or PA from his supervision.

CLINICAL NOTIFICATIONS {HIGH per sub items marked — remainder = LOW)

6.6 Definitions ~ Clinical Notification will only generate if the patient is below the threshaold and then
exceeds the threshold

4.

b.

Report of Clinical Notifications to show patient, type of notification, date notification
generated and all users in system that received the notification for that particular patient
{Ensure this has & tight audit trall)
i, Report should be exportable to PDF, Excel or Comma Delimited Format
it Functionality for CSMD Admins to search Clinical Notifications generated by patient,
prescriber or dispenser

ili.  Search should include date range

Rolling list, status and history of Clinical Notifications and provide link to actuat data.

6.7 Give nature of Clinical Notification {Morphine Equivalents, Multiple Providers and Multiple
Pharmacies, etc.)

4.

e,

Wouid like these to appear on the Dashboard that users see when they log in {Could we pre-
index these 1o make them faster for the user.
Process for Clinical NotHications would run nightly
Clinical Notification Preferences: When Clinical Notifications initially in place a box wouid
pop for them to choose how to receive Clinical Notifications and check boxes for them to
choose whoe should receive Clinical Notifications {(Need 1o make sure we can have tight audit
traii on the Clinical Notification Preferences {HIGH)
i Who (Default = Myself)
1. Myself
2. Health Care Extender {need to specify extender if they have more than one
and they could multiple extender receive)

3. Both
Clinical Notifications will be on Dashbeard and presented upon login {Possibly use Alert area
of Dashboard since TN does not user that functionality in the system.} {HIGH}
Clinical Notifications not checked within X {make varigble so it can he changed bt
originally we will use 3 days) days an email would be sent to say they have clinical
notifications.{would go to whoever was selected in the Clinical Notification Preferences)
Chinical Notification Preferences added to Registration forms for Practitioner, Pharmacist
and Resident Fellows for the choices of who receives and how for new registrants {Default
=iyself) (HIGH)
Clinical Netifications could be Red, Yellow or Green based on definitions particular to the
type of Clinical Notification. (HIGH)
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h. Clinical Notification could cause an email to generate and be sent to all users in the system
connected to the patient {prescriber or pharmacy} OR to CSMD Admin depending on type of
Clinical Notification

i. ¥ prescription attributed to wrong DEA whan revision occurs and if that prescription
recipient was included in a Clinical Notification that Clinical Notification would now
go to the appropriate individual identified by the correct DEA.

i Clinical Notifications would be presented upon login to the user as the Default setting and
appear in the Dashboard area

j.  Clinical Notification - Extra heading at top that flashes saying you have Clinical Notification.
EXAMPLE: | need to look at or | need to assign to Health Care Extender Clinical
Notification{s}. Build this as an item that can be turned off or on by State or request from
State o OTech

k. Clinical Notification viewed for a specific person and specific drug a practitioner could mark
and it would not pop up again.(if they moved below threshold and then exceeded threshold
they would pop up again)

[, Practitioner does not log on in X amount of time and X number of prescriptions being
prescribed. (Would need to look at their Health Care Extenders 1o ensure patient iockups
are being performed if not then item i. and ii below would need to happen)

i. Refilis will count toward the variable
ii. Would generate on a report on a monthly basis and email sent to CSMD ADMIN 1o
pick up report
1. Generate an automated letters list that the CSMD ADMIN could review and
select who should receive letters generated from the System
2. New Letter needed for placement into CSMD for this functionality.
m. Clinical Notifications and recipients: {HIGH)
i, Morphine Equivalent sent to those defined in the User's Clinical Notification
Preferences
ii. Excessive lookup of patients sent to CSMD Admin
6.8 Clinical Notification — Morphine Equivalents - would be generated based on patients prescription
data in the system and daily dosage based on days’ supply and generate a morphine equivalent
number based on the morphine equivalent calculator developed by the University of Washington.
(HIGH)
i Threshold parameter should be variable based on research
i, Must presented to CSMD Advisory Committee for Approval on variables to use in
system
fr.  Clinicat Notifications ~Red or Yellow
i, An action would occur after X armount of time if no action was taken on Clinical
Notification {Action still TBD}
i, CSMD Admin would get a report on Red and Yellow Clinical Notifications not viewed
by associated health care professional in the system
5.9 Clinical Notification - Excessive look up of patients (Would appear in Dashboard} (HIGH]
i Clinical Notification would appear in CSMD Admin Dashhoard when user looks up
over X (Threshold needs to be determined) number of patients in & given timeframe
6.10  Clinical Notification — Pregnant
i, Indicate in system if female and child hearing age {15-45 years of age] by a type of
color different from normal {possibly pink)
ii. Text warning (bold or red) that appears when patient is looked up that is femaie and
between {15-45 years of age): Possible text: “Please remember that narcotic
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pr@scﬁp‘tiohs for women of child bearing age could result in Neonatal Abstinence
Syndrome (NAS) shouid pregnancy occur; please discuss with your patient methods

to prevent unintended pregnancy.” This would print on the report above the
Disclaimer.
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1. Text should be editable for future flexibility
6.1t Clinical Notification— Multiple prescribers and dispensers
. X number of doctors, X number of years, X of pharmacies and X number of
morphine equivalents in a twelve month pericd of time. {Need the X's to be
variables as they may nead to be changed based on the information we are able to
mine from the data over time — Variahle not yet determined
i, Variables will need CSMD Advisory Board Approval
6.12  Clinfcal Notification would appear in CSMD Admin Dashiboard when user looks up over X
{Threshold needs to be determined) patients in a weekend time period
£.13  TOOL: Morphine Equivalent Calculator
a. Tool for Users to calculate morphine equivalents
L. Tool taken from University of Washington :
htip/fwww.agencymeddirectors.wa.gov/opioiddosing.asp
614  Reports
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4. Graphical Reports {Bar, Pie, etc.} with clickable regions to drill down to the data
. Who could generate?
1. User-—-Defined list of reports
2. CSMD Admin
3. Reports: Practitioner vs. Peers by Occupation and Specialty
a. Who can generate is TBD
b, Report fields
i. User
1. Patients
2. Drugs Prescribed
3. Date Range
4. Reporis should show NDC and drug name {not just NDC — these appear in Rx
Analysis and Patient Search)
€. Top X report revised to also include the fields listed below and be able 1o be run based on
these fields with the ability to base Top X on either Qccupation, Spacialty or both and
provide export functionality to Excel
i, Practitioner Street
ii. Practitioner City
Hi. Practitioner State
tv. Practitioner Zip
v, MNumber of Patients
vi. Number of Prescriptions
ii. Occupation
Hi. Specialty
£.15  DATA COLLECTION Database: Need two boxes in the system to denote that a dispenser has
received an Exemption or @ Waiver from the Controfied Substance Advisary Committee. This
Exemption allows them to not report and would need to expire it either at the end of the calendar
{verify rule) The Waiver requires them fo report in a manual way but they would still bave to report
and this would also expire at the end of the calendar year {verify rule). Fields needed for start and
end date as these can have varying lengths before dispenser has to reapply for the
Exemption/Waiver. This affects the Delinquent Pharmacy report; need OTech to determine where
these sit in either tnrxreport.com or tncsmd.com.
a. Need ability 1o report on who has an Exemption or Waiver or both
b, i exempled they would never appear in Delinquent Pharmacy Report
¢. HWaiver could still appear in Delinquent Pharmacy Report
4. DATA COLLECTION: Validate DEA number being submitted from dispenser against DEA data
to ensure a valid DEA Is being used
e. Change the template color {blue) to a different shade or a different color altogether to
distinguish it from the CSMD view database.
.16  Need popup to ask practitioners if they dispense
a. i they dispense mark the hox in the system
s Need way if Practitioner DEA is used as an upload as a dispenser that the Pharmacy
tahle is updated with appropriate information on the practitioner acting as a
dispenser (somewhat same as when prescriber answers question except this would
come into the thrxreport.com site)
k. Once box is marked the pharmacy table needs to populate with the practitioner information
¢, Need to be abie to run report to show all practitioners who are dispensing
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¢, Need report to show all practitioners who mark they dispense who have not reported in XX

timeframe
6,17 Reparis

3. Need for reports that are large to be able to run in the background and notify person when
report ready for viewing. Ability to run multiple patients at same time but they would
generate as separate reports and these would run in the background (TN Care needs this)

b. Change Report by Region Title to say “Report by County” as that is appropriate and correct.
ifregion is used in generating this report then West/Middle/East should be avallable options
for generating report.

6.18  Portal Messages {CHECK TO SEE WHAT FEATURES OF THIS ARE NOT IN THE NEW VERSION OF
THIS FEATURE)

a. Need Organization and User Name 10 appear on screen as many users in system with same
first name and fast name {(HIGH)

b, When you choose a User Type to send a message it should cause the users to appear in the
screen. This would allow you to pick users from a particular user type 1o send a message
mare easily

¢, When message sent need a report showing list that that the message was sent and
success/Tailure on each user who should have receive the message

d. I recipient responds to the message it needs to put in some type of identification s¢ you can
respond to them {currently it does not show the person and does not incluge user name or
amail.)

6.19  Manual override on the validation process for scenarios that do not fall into the current rules of
vatidation. There is always an exception 1o every rule. (HIGH)

6.20 DASHBOARD - Reports/Patient Lookup (Could this become part of the Dashboard or appear on
Navigation Bar?)

a. Practitioner/Pharmacist report 1o show the last X number of people they looked or their

Extender has looked up that would be presented when they log in
6.21  APPLICATION CHANGE: Disengage the "f certify” from the New Request window and present it
after the user puts in User Name and Password and hits “Submit” and that information is correct.
Present them with the “f Certify” statement that they check and it will apply for their entire session
within the CSMD. {HIGH)



7-1-13 REQUEST-OIR

OIR Pre-Approval Endorsement Request
E-Mail Transmittal

TO : Jane Chittenden, OIR Procurement & Contract Management Director
Department of Finance & Administration

E-mail : Jane.Chittenden@ftn.gov

FROM : Carole Sumner
E-mail : Carole. Sumner@in.qov
DATE : 06252013
RE : Request for OIR Pre-Approval Endorsement

Applicable RFS #  34310-21112

OIR Endorsement Signatﬁre & Date:

' MW 4/;4 fiz

Chief information Officé’r
NOTE: Proposed confract/grant support is applicable to the subject IT service technical merit.

Office for Information Resources {OIR) pre-approval endarsement appears to be required pursuant to
professional service contracting regulations pertaining to procurements with information technology as a
component of the scope of service. This request seeks to ensure that OIR is aware of and has an
opportunity to review the procurement detailed below and in the attached documents.

Please document OIR endorsement of the described procurement (with the appropriate signature above),
and return this document via e-malt at your earliest convenience.

Contracting Agency Health

Agency Contact (name, phone, e-mail) | Mike Newman, 253-5417, mike.newman@tn.gov

Subject Procurement Document (mark one)

[IRFP [ contract

D Competitive Negotiation Request Contract Amendment
[] Atternative Procurement Method Request [_] Grant

D Non-Competitive Contract Request D Grant Amendment

D Non-Competitive Amendment Request

Information Systems Plan (ISP) Project Applicability
D Not Applicable to this Request
[<] Applicable— ISP Project# DCO04C
Response Confirmed by IT Director/Staff (name): Mike Newman

10of2
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Applicable RFS #  34310-21112

Required Attachments (as applicable - copies without signatures acceptabie)

[] RFP, Competitive Negotiation Request, Alternative Procurement Method: Request,
Non-Competitive Contract Request, Non-Competitive Amendment Request
[ ] Original Contract/Grant or Amendment

D Proposed Contract/Grant or Amendment

Subject information Technology Service Description
{Brief summary of information technoiogy services involved. Clearly identify included technelogiss such as system

development/maintenance, secutity, networking, efc. As applicable, identify the contract & solicitation sections
related to the IT services.)

20of 2
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E-Health Pre-Approval Endorsement Request
E-Mail Transmittal

TO : Lovel VanArsdale, Office of e-Health Initiatives
Department of Finance & Administration

E-mail : Lovel Vanarsdale@tn.qov
FROM : Carole Sumner

E-mail : Carole Sumner@tn.gov
DATE : 06252013

RE : Request for eHealth Pre-Approval Endorsement

Applicable RFS # 34310-21112

Office of e-Health Initiatives Endorsement Signature & Date:

4
Mﬁ &i}}if’?? 5/2‘5/%:3
i i TV

£
Office of e-Health Initiatives

Office of e-Health Initiatives (eHeaith) pre-approval endorsement appears to be required pursuant to
professional service contracting regulations pertaining to procurements with medical/mental heaith-
related professional, pharmaceutical, laboratory, or imaging type services as a component of the scope of
service. This request seeks to ensure that eHealth is aware of and has an opportunity to review the
procurement detailed below and in the attached document(s).

Please indicate eHealth endorsement of the described procurement (with the appropriate signature
above}, and return this document via e-mail at your earliest convenience.

Contracting Agency Health

Agency Contact (name' phone’ e_ma”} Mike Newmal'l, 253'5417, mike.newman@tn.gov

Required Attachments (as applicable — copies without signatures acceptable)

D RFP, Competitive Negotiation Request, Alternative Procurement Method Request, or
Non-Competitive Contract/Amendment Request

X proposed contract or amendment

Medical/Mental Health-Related Service Description

This amendment is necessary to make necessary changes to the Controlled Substance
Monitoring Database (CSMD) system that will provide tools for the CSMD Administrators
that simplify administration, improve audit capabilities, expand reporting and provide
improved problem tracking capabilities. Examples of these enhancements include a faster
way to identify users in the system, reporting capabilities to identify abusers of the system
and capabilities to identify potential individuals to investigate. In addition, authorized out
of state users’ registration will be simplified and more securely managed.




GENERAL ASSEMBLY OF THE STATE OF TENNESSEE
FISCAL REVIEW COMMITTEE

320 Sixth Avenue, North — 8t Floor
NASHVILLE, TENNESSEE 37243-0057
615-741-2564

Sen. Bill Ketron, Chairman Rep. Curtis Johnson, Vice-:Chairman
Senators Representatives
Douglas Henry Reginald Tate Tommie Brown David Shepard
Brian Kelsey Ken Yager Jim Coley Tony Shipley
Eric Stewart Charles Curtiss Curry Todd
Randy McNally, ex officio Johnny Shaw Mark White
Lt. Governor Ron Ramsey, ex officio Charles Sargent, ex officio

Speaker Beth Harwell, ex officio

MEMORANDUM

TO: The Honorable Mark Emkes, Commissioner
Department of Finance and Administration

FROM: Senator Bill Ketron, Chairman \Lfc/%(
Representative Curtis Johnson, Vice-Chairman

DATE: July 10, 2012

SUBJECT: Contract Comments

(Fiscal Review Committee Meeting 7/9/12)

RFS# 343.10-21112 (Edison # 28672)

Department: Health

Vendor: Optimum Technology, Inc.

Summary: The vendor is responsible for information technology
services in connection with the Controlled Substance Monitoring
Database (CSMD). The proposed amendment includes upgrades to
increase the CSMD capacity; increases the reporting frequency for
dispensers; requires interstate data exchange; increases the maximum
liability by $749,125; includes payments for new services; and updates
the contract contact information.

Current maximum liability: $960,000

Proposed maximum liability: $1,709,125

After review, the Fiscal Review Committee voted to recommend approval of the
contract amendment.

cc: The Honorable John Dreyzehner, Commissioner
Ms. Jessica Robertson, Chief Procurement Officer



STATE OF TENNESSEE

DEPARTMENT OF HEALTH
JOHN . DREYZEHNER, MD, MPH BILL HASLAM
COMMISSIONER GOVERNOR

Mr. Lucian Geise, Director

Fiscal Review Committee

Rachel Jackson Building, 8" Floor
320 Sixth Avenue North
Nashville, TN 37243

and

Jessica Robertson, Chief Procurement Officer
Department of General Services

Tennessee Tower, Third Floor

Nashville, TN 37243

Dear Director Geise and CPO Rebertson:

The Tennessee Prescription Safety Act of 2012, Public Chapter 880, was signed into law by Governor Bill Haslam
on May 9, 2012. This law revised the Controlled Substance Monitoring Act of 2002 by emphasizing the importance
of the controlled substance monitoring database (CSMD) as a public health and safety tool among healthcare
providers and law enforcement. The law requires prescribers to check the CSMD before prescribing certain
controlled substances, increase the frequency that dispensers report to the CSMD, and allows the sharing of data
between states, All of these changes to current law will increase the traffic to the CSMD at a far greater rate than
the current CSMD configuration can support. Therefore modifications will be required to the CSMD to support the
increased usage of the CSMD and to support interstate data sharing of the CSMD.

The Department of Health competitively awarded a contract in September of 2011 to Optimum Technology, Inc.
(Contract FA-12-36909) for the provision of information technology consulting services for the CSMD, including
development and maintenance. It is in the best interest of the State to amend the current contract to facilitate
necessary changes to the CSMD to comply with the newly enacted law. The modifications to the CSMD will
require one-time costs of $281,700; $273,100 of which will be funded with interdepartmental revenues the
department will receive from the Department of Mental Health using the administrative portion of the federal
Substance Abuse Prevention and Treatment block grant. The remaining one-time costs of $15,000 and the annual
recurring costs of $119,400 will be funded using general fund state appropriations included in the Department’s
fiscal year 2013 recurring budget. No board revemues will be used to fund the costs associated with this
amendment. Therefore we request approval to amend the current contract to make the necessary changes to the
CSMD to comply with the Prescription Safety Act of 2012.

We appreciate your approval to proceed with this amendment and thank you for your consideration.

Sincerely,

John J. Dr zehher,ﬁMPH

Commissioner

3% Floor, Cordell Hull Building
5 5" Avenue North * Nashville, TN 37243
(615) 741-3111 * www.tn.gov/health




Supplemental Documentation Required for

Fiscal Review Committee

*Contact Name: Mike Newman *Contact | 253-5417
| Andy Holt Phone: | 253-1300
*Original Contract | 28672 *QOriginal RFS | 34310-21112
Number: Number:
Edison Contract | S2¢ Edison RF_S Same
Number: (if applicable) N‘;‘;‘;ll’i‘jz . l(g
*QOriginal Contract | September 12, 2011 *Current End | September 11,2016
Begin Date: Date:
Current Request Amendment Number: | #1
(if applicable)
Proposed Amendment Effective Date: | September 1, 2012
(if applicable)
*Department Submitting: | Health
*Division: | DHLR/Health Related Boards
*Date Submitted: | June 29, 2012
*Submitted Within Sixty (60) days: | Yes
If not, explain:
*Contract Vendor Name: | Optimum Technology
*Current Maximum Liability: | $960,000

*Current Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY: 2012

FY: 2013

FY: 2014

FY: 2015

FY: 2016

FY: 2017

$152,000

$192,000

$192,000

$192,000

$40,000

*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documentation from STARS or FDAS report

$192,000

FY: 2012

FY:

FY:

FY:

FY

$48,000

$

$

$

$

FY
$

IF Contract Allocation has been
greater than Contract
Expenditures, please give the
reasons and explain where surplus
funds were spent:

N/A

IF surplus funds have been carried
forward, please give the reasons
and provide the authority for the
carry forward provision:

N/A

IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding
was acquired to pay the overage:

N/A

*Contract
Funding State:

Federal:

Effective October 30, 2009




Supplemental Documentation Required for
Fiscal Review Committee

Source/Amount: | [
Interdepartmental: Other- $960.000
If “other” please define: Dedicated State Appropriations (Board Fees)
Dates of All Previous Amendments Brief Description of Actions in Previous
or Revisions: (if applicable) Amendments or Revisions: (if applicable)
N/A

Method of Original Award: (if applicable) | RFP

*What were the projected costs of the | $960,000
service for the entire term of the contract
prior to contract award?

Effective October 30, 2009



Supplemental Documentation Required for
Fiscal Review Committee

For all new non-competitive contracts and any contract amendment that changes
Sections A or C.3. of the original or previously amended contract document,
provide estimates based on information provided the Department by the vendor
for determination of contract maximum liability. Add rows as necessary to
provide all information requested.

If it is determined that the question is not applicable to your contract document
attach detailed explanation as to why that determination was made.

Planned expenditures by fiscal year by deliverable. Add rows as necessary to indicate
all estimated contract expenditures.

Deliverable FY:2012 FY:2013 FY:2014 FY:2015 FY:2016 FY:2017
description: .
Data base 152,000 558,200 311,400 311,400 311,400 64,725

Proposed savings to be realized per fiscal year by entering into this contract. If
amendment to an existing contract, please indicate the proposed savings to be realized
by the amendment. Add rows as necessary to define all potential savings per

deliverable.
Deliverable FY: FY: FY: FY: FY:
description:
N/A

Comparison of cost per fiscal year of obtaining this service through the proposed
contract or amendment vs. other options. List other options available (including other
vendors), cost of other options, and source of information for comparison of other
options (e.g. catalog, Web site). Add rows as necessary to indicate price differentials
between contract deliverables.

Proposed
Vendor Cost:
(name of
vendor)

FY:

FY:

FY:

FY:

FY:

Other Vendor
Cost: (name
of vendor)

FY:

FY:

FY:

FY:

FY:

Other Vendor
Cost: (name
of vendor)

FY:

FY:

FY:

FY:

FY:

Effective October 30, 2009




Payment Voucher Detail

Vouchers For a Payment

Page 1 of 1
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indow | Help | Gustonize Pagg | &

rewinld Rejated Documents

Bagk Lo layment ingury

Bank Name:; STATE TRUST Pymnt Ref ID; 0002021168
Bank Account #: 00538 Accounting Date; 0.3[1 62012
Pay Cycle: WRNTS  SeqNum: 2082 Payment Data: 031672012
Vendor Name:  Optimum Tecnology Ing Days Cutstanding: 4
Acdness; 100 & Campus View Blvd Ste 380 Payment Clear Date: 03/20/201%
Reconclle Date: 0321/2012
Columbusl OH 43235 USA  Value Date: 0316/2012
Payment Amount: 78,000.00 USD Paymant CHK
Method:
Deseription
el ]ﬁ!ﬁ‘ i«sﬁj:uw %ﬂm
Bueiness Vostar [ el |kuvﬁ.9 Sate ||n-.-:-.:.4 My J(; Faith e Zunan maty [Late Charge | Souns
|3asot  poarzsn 120302011 23596 48,000.00 4800000 USD Accounts Payable Vauchers

https://fs.edison.tn.gov/psc/fsprd/EMPLOYEE/ERP/c/CREATE_PAYMENTS.PYMNT ...
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7-1-11 REQUEST-OIR

TO : Jane Chittenden, OIR Procurement & Contract Management Director
Department of Finance & Administration

E-mail : Jane.Chittenden @tn.gov

FROM : Mike Newman
E-mail ; Mike.Newman@Tn.Gov

DATE : 06/27/2012
RE : Request for OIR Pre-Approval Endorsement

Applicable RFS # 34310-21112

OIR Endorsement Signature & Date:

MW /@ é/z’,f/ 2

Chief Information gfficer
NOTE: Propased contract/grant support is applicabie to the subject IT service technical merit.

Office for information Resourcaes {(OIR) pre-approval endarsemeant appears 10 be required pursuant to
professional service contracting regulations pertaining to procurements with information technology as a
component of the scope of service. This request seeks to ensure that OIR is aware of and has an
opportunity to review the procurement detailed below and in the attached documents.

Plaase document OIR endorsement of the described procurement (with the appropriate signature above),
and return this document via e-mail at your earliest convenience.

Contraciing Agency Health
Agency Contact (name, phone, e-maily | Mike Newman
Subject Pracurement Document (mark one)
[CIrrp [ contract
EI Competitive Negotiation Request IE Contract Amendment
I:] Alternative Procurement Method Request D Grant
L__] Non-Competitive Contract Request D Grant Amendment

Non-Competitive Amendment Request

information Systems Plan (ISP} Project Applicability
[Z Not Applicable to this Regquest
[ ] Applicable— ISP Project#
Response Confirmed by IT Director/Staff (name):

1of2




7-1-11 REQUEST-OIR

Applicable RFS #  34310-21112

Required Attachments (as appilcable ~ coples without signatures acceptable)

IX] RFP, Competitive Negotiation Request, Alternative Procurement Method Request,
Non-Competitive Contract Request, Non-Competitive Amendment Request
DX -Original Contract/Grant or Amendment

D Proposed Contract/Grant or Amendment

Subject information Technology Service Description

(Brief summary of information technology services involved. Clearly identify included technologies such as system
development/maintenance, security, networking, efc. As applicable, ldentify the coniract & solicitation sections
related to the [T services.)

We currently have a contract with Optimum Technology, Inc. for the provision of
information technology services to remotely host the Control Substance Monitoring
Database {CSMD) required by TCA 53-10-304. This contract amendment is made in order
to ensure compliance with the intent of Public Chapter 880, which was signed into law by
Governor Haslam on May 9, 2012. The law emphasizes the importance of the controlled
substance monitoring database (CSMD) as a public heaith and safety tool among
healthcare providers and law entorcement. The law requires prescribers to check the
CSMD before prescribing certain controlied substances, increases the frequency that
dispensers report to the CSMD, and allows the sharing of data between states. Al of
these changes o current law will increase traffic to the CS8MD at a far greater rate than
ihe current configuration can support. This scenario has been presented to our vendor
and appropriate changes to the hardware and software have been proposed to
accommodate the increased traffic and maintain performance expectations.

The CSMD is remotely hosted by Optimum Technology, Inc. and does not use NetTN. All
services are provided and maintained by Optimum Technology, Inc.

2of 2
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7-1-11 REQUEST-EHEALTH

7 E-Health Pre-Approval Endorsement Request

i
#H

# E-Mail Transmittal

TO : Lovel VanArsdale, Office of e-Health Initiatives
Department of Finance & Administration

E-mail : Lovel Vanarsdale@tn.qov

FROM : Mike Nerwman

E-mail : Mike.Newman@Tn.Gov

DATE : 06/27/2012
RE : Request for eHeaith Pre-Approval Endorsement

Applicable RFS # 34310-21112

Office of e-Health Initiatives Endorsement Signature & Date:

MW;«% (/e /212

Office of e-Health Initiatives

Office of e-Health Initiatives {(eHealth) pre-approval endorsement appears to be required pursuant to
professional service contracting requiations pertaining {o procurements with medical/mental health-
related professional, pharmaceutical, laboratory, or imaging type services as a component of the scope of
service. This request seeks to ensure that eHealth is aware of and has an apportunity to review the
procurement detailed below and in the attached documenti(s).

Please indicate eHealth endorsement of the described procurement (with the appropriate signature
above), and return this document via e-mail at your earliest convenience.

Contracting Agency Health

Agency Contact (name, phone, e-maif) | Mike Newman

Required Attachments (as applicable - copies without signatures acceptable)

RFP, Competitive Negotiation Request, Alternative Procurement Method Request, or
Non-Competitive Contract’/Amendment Reqguest

proposed contract or amendment

Medical/Mental Health-Related Service Description

We currently have a contract with Optimum Technology, Inc. for the provision of information
technology services to remotely host the Control Substance Monitoring Database (CSMD)
required by TCA 53-10-304. This contract amendment is made in order to ensure compliance
with the intent of Public Chapter 880, which was signed into law by Governor Haslam on May
9, 2012. The law emphasizes the importance of the controlled substance monitaring database
(CSMD) as a public health and safety tool among healthcare providers and law enforcement.
The law requires prescribers to check the CSMD before prescribing certain controlled

10f2




7-1-11 REQUEST-EHEALTH

] _Applicable-RES-#-34340-24442——— —

substances, increases the frequency that dispensers report to the CSMD, and allows the
sharing of data between states. All of these changes to current law will increase traffic to the
CSMD at a far greater rate than the current configuration can support. This scenario has been
presented to our vendor and appropriate changes to the hardware and software have been
proposed to accommodate the increased traffic and maintain performance expectations.

The CSMD is remotely hosted by Optimum Technology, Inc. and does not use NetTN. All
services are provided and maintained by Optimum Technology, Inc.

20f2



7-1-11 REQUEST-NON-AMEND

Non-Competitive Amendment Request

NOT required for a contract with a federal, Tennessee, or Tennessee local government entity or a grant.
Route a completed request, as one file in PDF format, via e-mail attachment sent to: Agsprs.Agsprs@state.tn.us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34310-21112-01

1. Procuring Agency Health

2. Contractor Optimum Technology Inc.
3. Contract # FA1236909

4. Proposed Amendment # 1

5. EdisonID ¥ 18489
6. Contract Begin Date September 12, 2011
7. Current Contract End Date September 11, 2016

= with ALL opfions to extend exercised

8. Proposed Contract End Date
~ with ALL options to extend exercised September 11, 2016

9. Current Maximum Contract Cost
— with ALL options to extend exercised $ 960,000

10. Proposed Maximum Contract Cost
— with ALL opfions to extend exercised $ 1,709,125

11. Office for Information Resources Endorsement . %
- information technology service (N/A to THDA) D Not Applicable Attached

12. eHealth Initiative Support .
— health-related professional, pharmaceutical, laboratory, or imaging D Not Applicable g Attached

13. Human Resources Support .
— state employee training service IE Not Applicable D Attached

14. Explanation Need for the Proposed Amendment

The amendment is necessary to make necessary changes to the Controlled Substance
Monitoring Database {(CSMD) system to comply with the Prescription Safety Act (PSA), Public
Chapter 880. The CSMD system is maintained by Optimum Technolegy, Inc. The P5A requires
all prescribers and dispensers to check the CSMD before dispensing or writing a prescription
for Schedule I, 111, IV and V controlled substances. In addition, the PSA allows for interstate
CSMD data sharing which will require CSMD changes.

15. Name & Address of the Contractor's Principal Owner{s)

10f2




7-1-11 REQUEST-NON-AMEND

Request Tracking # 34310-21112-01

— NOT required for a TN state education institution

Josh Davda, President Optimum Technology, Inc. 100 E. Campus View Blvd., Suite 380 Columbus OH
43235

16. Evidence Contractor’s Experience & Length Of Experience Providing the Service

The contractor was founded in 1984 and has been providing services for over 25 years.

17. Efforts to ldentify Reasonable, Competitive, Procurement Alternatives

The Optimum Technology, Inc. Controlled Substance Monitoring Database software is
proprietary and can only be maintained by Optimum Technology, Inc.

18. Justification - specifically explain why non-competitive negotiation is in the best interest of the state

An RFP was issued for a Controlled Substance Monitoring Database ({CSMD) system and
through this competitive process a contract was awarded to Optimum Technology, Inc.
Changes to the CSMD are mandated by the Prescription Safety Act, Public Chapter 880. It is in
the best interest of the State to amend the current contract to facilitate necessary changes to
the CSMD system to comply with the law.

Agency Head Signature and Date — MUST be signed by the ACTUAL agency head as detailed on the current
Signature Certification. Signature by an authorized signatory is acceplable only in documented exigent circumstances

2 of 2
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CONTRACT AMENDMENT

Agency Tracking # Edisen ID Contract # Amendment #

3431021112 28672 FA1238909 1
Contractor Legal Entity Name Edison Vendor ID
Optimum Teachnology, inc. 13488

Amendment Purpose & Effgct{s)

This contract amendment Is made in order to ensure compliance with the intent of Public Chapter 880,
which was signed into faw by Governor Haslam on May 9, 2012. The law emphasizes the importance of
the controlted substance monitoring database (CSMD) as a public health and safety tool among
healthcare providers and law enforcement. The law requires prescribers to check the CSMD before
prescribing certain controlled substances, increases the frequency that dispensers report to the CSMD,
and aliows the sharing of data between states, Al of these changes to current law will Increase traffic to
tha CSMD at a far graater rate than the current configuration can support, This scenario has been
presenied 10 our vendor and appropriate changes io the hardware and scflware have been proposed fo
accommodats the increased traffic and maintain performance expectations.

Ameandment Changes Contract End Date: D YES NO End Date: September 11, 2016
Amount of the TOTAL Contract Amount INCREASE or DECREASE per this Amendmant: $ 749,125
Funding —
FY Siate Fedoral Interdepartmental | Other TOTAL Contract Amount
12 152,000 152,000
13 93,100 273,100 192,000 558,200
14 118,400 162,000 311,400
15 118,400 192,000 311,400
16 119,400 192,000 311,400
17 24,725 40,000 54,725
TOTAL: 476,028 273,100 860,000 1,709,128
American Rocovery and Reinvestment Act {ARRA) Funding: D YES E NOC
Budget Officer Confirmation; Therse is a balance in the OCR USE
appropriation from which obligations hereunder are raquired
to be paid that is not already encumbered to pay other
obligations.
o - N ~ -
FA1236909-0C1
Speed Chart (optional} Account Code (optional}
HLCGOO0587 70889000

RECEIVED

JUL 20 2012

HEALTH LICENSURE
AND

REGULATION



AMENDMENT ONE
OF CONTRACT FA1236909

This Amendment is made and entered by and between the State of Tennessee, Department of Health,
hereinafter referred to as the "State” and Optimum Technology, Inc., hereinafter referred to as the
"Contractor” It is mutually understood and agreed by and between said, undersigned coniracting parties
that the subject contract is hereby amended as follows:

The text of Contract Section A.1.d has been deloted and replaced with the foliowing:

A.1.d. The Contractor shall be capable of accepting data in the American Society for Automation in
Pharmacy (ASAP) 2009 format.

The following Sections have been added to the coniract:

A1l The Contractor shall host computer hardware and software, provide customization and
instaliation to increase CSMD capacity by November 1, 2012 which shall inclugde:

{a} Four (4} Intel Xeon E7-2870 2.4GHz, 30M cache processors 10C256GB Memory
{(16x16GB), 1066MHz Database Servers with two (2) x 300 GB 10K RPM Serial-
Attach 3CS! 6Gbps Servers.

(b) Two (2} Intel Xeon X3470, 2.93GHz, 8M Cache, Turbo, HT with 32GB memory,
1066MHz, 2 x 300 GB 10K RPM Serial-Attach SCSI 6 Gbps Servers.

(c) Two (2) Barracuda 340 Load Balancer, 950 MBPS, Layer 7 Load Balancing, Intrusion
Datection Servers

{d} Four {4) SOL Server 2008 R2 Enterprise

{e) Six (6) Windows Server 2008 R2 Enterprise licenses

{f) 30 AMP Redundant A&B power circuit

(g 2MB per/second 5 carrier redundant

ATl {a} The Contractor shall provide and host the OTECH-PMIX interface component by
January 1, 2013 between the State wherein the Prescription Monitoring Program is
implemented and the HUB instalied by IS Institute (RxCheck), and Customization
and Modifications to PMP Software Application, which includes programming, QA
testing, implementation, integration and Project management.

{b) The Contractor shall provide maintenance and support for the OTECH-PMIX interface
Component beginning January 1, 2013.

The text of Contract Section A.2.a.{2) and A.2.a.(3) have been deleted and replaced with the following:
A2, Data Manadgement % %,\d- b Ca

o$flgR

A. Eata Collection

(2) The Contractor shall collect dispenser prescription data every seven (7) days, or
as otherwise directed by the State, from dispenisers required 10 report, and shali
review the data to determine conformity with format. if any data submitted does
not meet the prescribed format, the contractor shalf be responsible for contacting
the dispenser and oblaining a corrected submission, ¥ carrected data is not
received within 7 days from notification, the Contractor shall provide a list of
those dispensars 1o the State by the 15th day. The system shall have a
mechanism for the purpose of correcting inaccuracies by practitioners,
pharmacists, patients and others. Any change to this mechanism shall be
submitted to the State for approval and approved by the State prior to being
implemented.

{3) The Contractor shail collect dispenser prescription data in the format established
by the American Society for Automation in Pharmacy (ASAP) 2009 for Contralied
Subsgtances or as otherwise provided by applicable law. The data must be
securely collectad by telephone modem connection, diskette, CD-ROM,



tape, secure FTP, Virtual Private Netwark (VPN), or other format or methods
approved by the State. The Contractor shall ensure the authentication process
to support user sign-on accepis federated security identity assertions.

The following Sections have been added o the cantract as follows:

AT,

Alerting and Reporting.

h. The system shafl have the capability of practitioner-supervisor/praciitioner extender
and pharmacist-supervisor/pharmacist extender users. The practitioner extender or
pharmacist extender shall be allowed to request password access, but only be granted
password access after approval from the practitioner or pharmacist supervisor,
Practiioner or pharmacist supervisors may delegate an unlimited number of state-
licensed or state-registered users, but a machanism shall exist to ensure 2 maximum
of onfy two (2) non-licensed or registered users at any one time. The practitioner or
pharmacist superviscr shall have capability to add or revoke access 1o any of their
delegated users at any time. The supervisor shali also have the ability to audit the use
of the database by any of their authorized delegates via a report available to them as a
request history. Requests for patient information may be fuifilled directly to the
practifioner or pharmacist extender once they have been properly registered by the
practitioner or pharmacist supervisor to access patient information found in the
database.

The text of Contract Section A.8.a has been deleted and replaced with the following:

A8,

Interfaces.

a. The system must interface, at no cost to the State, with the following systems through
real-time, batch, or web services interface:

{1) DEA information extracted from the DEA subscription CD,

(2) NDC information purchased from a vendor that does give therapeutic class code,
{3) Department of Health, Division of Health Refated Board licensing database,

{4) US Postal Service address standardization data.

{5) Tennessee Depariment of Safety Driver License Database

The text of Contract Section A.8.d has been deleted and replaced with the following:

A.8.d The system shall be capable of interstate data exchange using the Prescription Monitoring

Information Exchange (PMIX) architecture with the PMPi and RxCheck Hubs. The system shall
include all necessary hardware andfor software to accomplish ihe interstate exchange of
CSMD data with states.

The following sections have been added to the contract

A0

Control Substance Monitoring Database Performance.

Based on peak hours of usage, the CSMD shall support up to 1,000 concurrent transactions per
second with a maximum query response time of 10.4 seconds per fransaction during peak hours
of operation.

Training Database

The Contractor shall develop and host a training database which shall be used to educate
healthcare providers about database functionality. The database shall only be populated with
data sent to the Contractor by the State; such data will be fictitious and used for educationai
purposes only. No data contained in the training database shall be incorporated in any way into
the statistics or reports from the main database, which are used for public health reporting
BUrpoSEs.




The text of Contract Section C.1 has been deleted and replaced with the following;

C.A Maximum Liability. In no aevent shall the maximum liability of the State under this Contract
exceed One Million Seven Hundred and Nine Thousand One Hundred and Twenty-five Dollars
{51,708,125). The payment rates in section C.3 shall constitute the entire compensation due the
Contractor for all service and Contractor obligations hersunder regardiess of the difficulty,
materials or equipment required. The payment rates include, but are not limited to, alf applicable
téxes, fees, overheads, and all other direct and indirect costs incurred or to be incurred by the

oniractor.

The Contractor is not entifed to be paid the maximum liability for any period under the Coniract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Conlractor under this Confract unless the State requests work and the
Contractor performs sald work. in which case, the Contractor shall be paid in accordance with
the payment rates detailed in seclion C.3. The State is under no obligation to request work from
the Contractor in any specific dollar amounts or to request any work at all from the Contractor
during any period of this Contract.

The text of Contract Section €.3 has been deleted and replaced with the following:
.3 Payvment Methodology. The Contracior shall be compensated based on the payment rates herein

for units of service authorized by the State in & total amount not to exceed the Contract Maximum
Liabllity established ins section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory completion of
units, milestones, or increments of service defined in section A.

b. The Contractor shali be compensated for said units, milestones, or increments of service
based upon the following payment rates:

Service D inti Amount
ervice Lescription {per compensable increment}”

Quarterly System Maintenance and Support of the Database (ref 21 600 Quarter
Proforma Contract Sections Alb, A3, and A4) $ 21,000 per

Quarterly Collection of Data from the Dispenser, Cleansing of
Data collected, Data archiving, Data reporting, and Loading of or Quarter
that Data to the Controlled Substance Monitoring Database $27,000p

{CSMD) (ref Proforma Contract Sections A.1.c. and A.2.)

Initial One-Time Costs for Computer Hardware and Software 7 )
Instailation and Implementation (ref Proforma Contract Sections $228,600 One-Time Payment

A.1.4(8)A 1i(B)LA 1.L{C}.
initial One-Time Costs for OTECH-PMIX interface Component

HUB for Interstate Data Sharing (ref Proforma Conlract Sections $44,500 One-Time Paymeant
A.1j(a})

Quarterly Sysiem Maintenance and Support of the Microsoft

Software (ref Proforma Contract Sections A.1.i.{d), A.1.i{8}, $27.600 per Quarter

AAL(D, A1ifg).)

Quarterly Maintenance and Support of the OTECH-PMIX
intarface Component HUB for Interstate Data Sharing {ref $2,250 per Quarter

Proforma Cornifract section A.1.£(b).)




Initial One-Time Costs to develop, implement and host 2 CSMD

Training Database (ref Proforma Contract Section A.11) $15,000 One-Time Payment

* NQTICE: The amount(s) per compensable increment detailed above shall be contingent upon
the State’s receipt of an invoice (as required in section C.5., below) for said service(s) within thirty
{30} days after the end of the calendar quarter in which the service(s) were rendered. At the sole
discretion of the State, the amount per compensable increment of any service for which the State
receives an invoice later than prescribed herein shall be subject to a reduction in amount of up to
100%. In the case of an untimely invoice, before any payment will be considered by the State,
the Contractor must submit a written request regarding the untimely invoice, which shall detail the
reason the inveice is untimely as well as the Contractor's plan for submitting ali future invoices no
later than prescribed herein, and it must be signed by an individual empowered to bind the
Contractor to this Contract.

The text of Contract Section C.5 has been deleted and replaced with the foliowing:

C.8.  lnvoice Reguirements. The Contractor shall invoice the State only for completed increments of
service and for the amount stipulated in section C.3, above, and present said invoices no more
often than manthly, with all necessary supporting documentation, to:

Department of Health

Andrew Holt, PharmD, Executive Director Board of Pharmacy
TN Board of Pharmacy

227 French Landing Drive, Sufte 300

Nashvilie, TN 37243

a. Each invoice shall clearly and accurately detail all of the foliowing required information
{calculations must be extended and totaled correctly).

{1) invoice Number {assigned by the Contractor)

{2} Invoice Date

{3y Contract Number {assigned by the State)

{4} Customer Account Name: Depariment of Health, Board of Pharmacy

{5} Customer Account Number (assigned by the Contractor to the above-referenced
Customer)

{6) Contractor Name

(7 Coniractor Federal Employer identification, Social Security, or Tennessee Edison
Registration 1D Number Referenced in Preamble of this Contract

{8} Contractor Contact for Invoice Questions (name, phone, and/or fax)

{9} Contractor Remittance Address
{10)  Description of Delivered Service
(11)  Complete ltemization of Charges, which shall detail the foliowing:

i Service or Mitestone Description {inciuding name & tille as applicable) of
aach service invoiced

il Number of Completed Units, Increments, Hours, or Days as applicable,
of each service involted

iil. Applicable Payment Rate (as slipulated in Section C.3.) of sach service

invoiced
iv. Amount Due by Service
v, Total Amount Due for the invaice period
b The Contractor understands and agrees that an invoice under this Contract shalt:
{1) include only charges for service described in Contract Section A and in

accordance with payment lerms and conditions set forth in Contract Section C;
(2} only be submitted for completed service and shall not include any charge for
future work;



{3 not include sales tax or shipping charges; and

{4} inifiate the timeframe for payment (and any discounts) only when the Stafe is in
recaipt of the invoice, and the invoice meets the minimum requirements of this
section C.5.

The text of Contract Section E.2 has been deleted and replaced with the following:

E.2. Communications and Contacts. All instructions, nofices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mall, retur receipt requested and postage prepaid, by overnight courier
service with an asset fracking system, or by EMAIL or facsimile transmission with recipient
confirmation. Any such communicalions, regardiess of method of transmission, shall be
addressed to the respective party at the appropriate mailing address, facsimile number, or EMAIL
address as set forth below or to that of such other party or address, as may be hereafier specified
by written nofice.

The State:

Andrew Holt, PharmD, Executive Director Board of Fharmacy
TH Board of Pharmacy

227 French Landing Drive, Suite 300

Nashville, TN 37243

Phone: {615) 253-1300

FAX: {615) 253-8782

Email: Andrew.Holt@tn.gov

The Contractor:

Josh M. Davda, President & CED
Optimum Technology, Inc.

100 E. Campus View Blvd, Suite 380
Columbus, OH 43235

Phone: (614) 785-1110

FAX. (614)785-1114

Email: Josh.Davda@otech.com

All instructions, notices, gonsents, demands, or other communications shall be considered
effectively given upon receipt or recipient confirmation as may be required.

Required Approvals. The State is not bound by this Amendment until it is signed by the contract parties
and approved by appropriate officials in accordance with appiicable Tennessee laws and regulations
{depending upon the specifics of this contract, said officials may inciude, but are not limited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptreller of the Treasury).

Amendment Effective Date. The revisions set forth herein shall be effective on the September 1, 2042,
All other terms and conditions of this Contract not expressly amended herein shall remain in full force and
effect.

IN WITNESS WHEREOF,

Optimum Technology, Inc.:
Oen) mnbh e My 17,0045
WRE * Neirg =77  © DATE

Jost M. DAvdd- P@M‘

PRINTED NAME AND TITLE OF SIGNATdRY {above)




Department of Health:
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CONTRACT

{fee-for-service cantract with an individual, business, non-profit, or governmantat entity of another state}

Begin Date ‘ End Date Agency Tracking # Edison Record ID
September 12, 2011 Saptember 11, 2018 34310-21112 28672
Contractor Legal Entity Name Edison Vendor i3
Optimum Technology, Inc. 18489
Subrecipient or Vendor CFDA#R FEIN or $SN {optional)
B Subrecipient 4] Vendor \ 311231081

Service Caption (one ling only)

Regulatory Board Computer System

FY State i Fedaral Interdepartrmental | Other TOTAL Contract Amourt
2012 152,000 152,000
2013 ‘ 182,000 182,000
2014 192,000 192,000
20145 182,000 192,000
2016 ' 192,000 192,000
2017 : 40,000 40,000

TOTAL: 960,000 960,000

American Recovery and Reinvesiment Act {ARRA) Funding: D YES NO

Cwnarship/Control
D African Amarican | Eii Asian D Hlspamc, : D Native American [] Female
7 j Person wibisability B Small Busmess D Government D NOT Minority/Disadvantaged

[ otser;

Selection Method & Process Summary (mark the correct rasponse to confirm the associasted summary)

& BEP i Tha procurement process was completed in accordance with the approved RFP
| document and associated regldations.

The predeﬁned competitive, impariial, negotlahon prt)cess was complei&d in

D Compem;ve Negotlataon accvordar&ce w&th ths aswclaied approved pmcedures and avaluahon cr:tena

D Aftematlve Competutwe Mathod The predefmad competlbve impamal pracurement process was completed in
‘ accordance w;m the assecnated, approved procedures and evaiuatlon criteria

b The ncru—cornpeirtwa confractor seiention was completed as anpmved and the
; procurement process ;ncladed a nsgotiat:on of bast pOSSibIe terms & pnce

D Other i The confractor selection was directed by law, courl order, setttement agreement or
i resulted from the state making the same agreement with all interested parties or all
. parties in & predetermined "class.”

D MNon- Compehtwe Negohatmn

Budget Officer Confirmation: There is a balance in the
appropriation from which obligations hereunder are reauired to be OCRUSE -FA
paid that is not already encumbered {o pay other ohbiligations.

vV

. Speed Ec;de o Account Code
HL.OOO00S87 70888000

PAGE 1 of 18



CONTRACT B
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF HEALTH
AND
OPTIMUM TECHNOILOGY, Inc.

This Contract, by and between the State of Tennessee, Department of Heaith, hereinatter referred to as the "State" and
Optimum Technology, Inc., hereinafter referred to as the “Contractor,” is for the provision of information technoiogy services
in connection with the maintenance of the State's data repository that collects, maintaing and reports Schedule I, Iif, IV and
v Contm!!?d substance prescription data dispensed in the State of Tennessee, as further defined in the "SCOPE OF
SERVICES."

The Contractor is a For-Profit Corporation
Contractor Place of incorporation or Organization: OHIO
Contractor Edison Registration 1D # 18489

A, BCOPE OF SERVICES:

A, Ganeral Scope

a. The Contractor shall provide all service and deliverables as required, described, and detailed herein and
shall meet all service and delivery timelines as specified by this Contract.

b. The Contractor shall host for the State ihe-Contrclled Substance Monitoring Database (CSMD) and shall
provide system maintenance and support on an as-needed basis including a help desk, new software,
software updates, and software patches.

L. The Contractor shall collect, accept, cleanse and inad prescription data submitted to the Controiled
Substance Monitoring Database (CSMD) by dispensers as reported in accordance with this contract and
consistent with the Controfled Substance Monitoring Act of 2002, Tenn. Code Ann. §53-10-304, af seq. and
Board of Pharmacy Rule 1140-11-.01, et seq. (Attachment 2)

d, The Contractor shall be capable of accepting data in the American Saciety for Automation in Pharmacy
(ASBAP) 2007 formal.

e, The Contracter and State mutually agree the State shall administer and direct the functioning of the
Controlied Substance Monitoring Database. This will include, but not be limited to, the approval or denial of
user registrants, the posting or rejection of alerts, and the posting of other messages as required.

f. The Contractor shall perform data conversion from the current Controlied Substance Database to the new
Controlied Substance Monitaring Database data structure at no cost to the State.

aq. The Contractor shall provide all training and training materials in the operation of the Controlled Substance
Monitoring Database system at no cost to the State.

h. The Contractor shall assume all project management responsibiliies and shall develop and maintain the
project plan throughout the impiementation of the Controlled Substance Monitoring Database system at no
cost fo the Stale.

AZ. Data Management

A. Data Collection

{1} The State wil] provide the Contractor with 2 list of dispensers whofthal are required 1o report to the
database. The Slate will provide an updated list of dispensers as requested by the Contractor, The
Contractor shalt collect-from the dispensers prescriptions for controlled substances listed in
Scheduie Ik, HI, IV, or V and any other data specified by State law as it may be amended from time
to time.




(2} The Contractor shall collect dispenser prescripfion dafa at least twice a month, or
as otherwise directed by the State, from dispensers required to report, and shali
review the data to determina conformity with format. If any data submitted does
not meet the prescribed format, the contractor shall be responsible for contacting
the dispenser and obtaining a comrected submission. If correcied data is not
received within 14 days from notification, the Contractor shall provide a list of
those dispensers to the Staie by the 15th day. The system shall have a
mechanism for the purpose of correcting inaccuracies by practitioners,
pharmacists, patients and others. Any change to this mechanism shali be
submitted to the State for approval and approved by the State prior {6 being
implemented,

{3} The Contractor shall collect dispenser prescription data in the format established
by the American Society for Automation In Pharmacy {ASAP) 2007 for Controlied
Substances or as otherwise provided by applicable law. The data must be
securely collected by telephone modem connection, diskette, CO-ROM,
tape, secure FTP, Virfual Private Network (VPN), or other format or methods
approved by the State. The Contractor shall ensure the authentication process to
support user sign-on accepts federated security identify assertions.

{4; The Contractor shall aiso accept written paper reports such as the universal claim
form, provided the dispenser has been granted a waiver from eiectranic
submission by the Conirolled Substance Database Advisory Commitiee
(CSDAC). The Contractor shall enter data submitted on paper into the CSMD
within 2 days of receipt. ‘

(5} The Contractor shall allow dispensers under commen ownership fo submit a
singie transmission, provided each dispensing practice site is clearly identified in
the data for each prescription dispensed.

(6) The Contractor shall record and provide documentation to the State of receipt of
each data transmission event from a dispenser. The Contractor shall retain &l
docurnentation until such time as the State provides written authorization for its
desiruction.

{7) The Contractor shall automatically accept faxes from dispensers using
a standardized form that can be processed using an API {(Application Programming interface) or
service, The Contractor must auteratically respond
to the dispenser with a fax-based response.

Data Clsansing. The Contractor shall be responsibie for converting licensing identifier numbers, Drug
Enforcement Agency (DEA} numbers and National Dirug Code (NDC) numbers to data fields. The system
must provide the State with notification that a DEA number has been entered incorrectly # the entries do not
meet the requiremerits. Data shall aiso be cleansad by standardizing address data using the U.S. Postal
Service information.

Ownership of the Data. The State owns all data collected, cleansed and loaded by the Cantracton;, including
any data transmitled from the dispensers to the Contractor, No data collected by the Contractor pursuant to
this Contract may be sold, disclosed, or given away by the Contractor, except where specifically authorized
by law.

Reporting, The Contractor shall submit an electronic report o the State at the end of each reporing period
identifying those dispensers who/that have not submitted the required dispenser prescription data and those
submissions that were rejected, including the reason for the rejection.

Arghive. The Contractor shall provide a secure data archiving function to archive data greater than two {2}
years old. The archive funclion shall use a date range to determine which records are o be archived.

Data Repository. The Contractor shall ensure all data in the CSMD s encrypied n compiiance with the
Heaith Information Technology for Economic and Clinical Health Act of 20069,

e



A3

A4,

A5,

AB.

A7,

Maintenance and Support. The Contractor will provide system maintenance and support for the duration of the
contract.

The Contractor shall provide a toll-free number and email address to dispensers by which dispensers may contact
the contractor to resolve problems and receive information concaming

data ransmission. The toll-free number shall be staffed Monday through Friday, 8:00 am. to 5:00 p.m., Central
Time. Voice mail access shall be available at all other timas and voice mails will be responded to within one (1)
business day.

Software Maintenance. The Contractor shall perform the following software maintenance for the Controlied
Substance Monitoring Database (GSMD) system:

a. Make necessary adjustments and repairs to keep the software operating withaut abnormal intercuptions and
lo correct latent deficiencies with respect to the software specifications:

b Make all necessary modifications, adjustments and repairs to keep the software operating in compliance
with applicable federal and state laws and regulations;

C. Respend to prablems, requests for technical support, or requests for information within fhree {3) business
days, by either correcting the problem, providing technical support or information requested, or providing a
plan, including a deliver date, for the problem correction, technica! support or information requested.
Responses (o the problems identified by the State as urgeni will be made within one (1) business day,

d Ensure the Controlled Substance Monitoring Database is avallable for use by users, 99.9% of the time,
exciuding scheduled planned downtimes for maintsnance.

Search Engine. The Contractor shall perform the fllowing Search Engine functions for the Controfled Substance
Monitoring Database (C5MD) system at no cost 1o the State.

a. The search engine shall be secure with Secure Socke? Layer (SSL), robust and capable of handling data
records numbering in the biliions.

b. Requests for palient reports shall be logged; giving the requestors name and usemame, date and time of
request, patient name and date of birth, and date range of search. This log shall be viewable or printable at
any time.

G. Archived dala, created by the Archive function shall be searchable.

Security.

a. Users must gain access fo the database via a secure encrypted electronic registration screen that is

automatically available to the database administrator, who may either approve or deny the registration.

. Users may request their password be emailed to them, after they answer one of three security questions
they answered when they registered for access,

Alerting and Reporting.

a. There shali be a package of statistical reports at no cost to the State that includes, but is not be limited to:

{1} # Prescriptions for a given time period by Zip Code, both 5 digit andfor 3 digit,
grouping prescriplions by therapeutic class code or camparable. The data shall
be available in an Excel spreadsheet as well as a color coded map of Tennessee,

{23 # Prescriptions for a given fime period by County, per 1000 population, using the
latest census data, and grouping prescriptions by therapeutic class code or comparable. The data
shall be available in an Excel spreadsheet as well as a color coded map of Tennessee.
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{3} Prescriptions for a given time period for a given patient (see Attachment 4 for a
suggested format).

{4) Prescriptions for a given time period for a given Praclitioner (see Attachment 5
for a suggested format).

{5) A specific prescription, found by searching the pharmacy DEA# and the
prescription #.

{6} A method for submitting an SQI. query, composing the SQL string, having
Boolean functions of AND / OR, and having access to every searchable field in
the database.

{7) A text message that will be part of the login screen where postings for scheduled
maintenance and other important information can be made.

(8} A texi message that is sent to new users upon their registration approval, giving
their login credentials, and any other message deemed necessary by the
application administrator. The user login identification and password must be sent
te the user separately,

The system shall include an Alert system that allows (1) the user to submit an alert, and the application

b.
administrator to approve the alerts and (2) an Alert to be sent from a prescriber to other prescribers or
dispensers listed on a patient profife,

G. The system shall have the capability of Investigator-Supervisorfinvestigator-Delegate users. The
investigator-Delegate submits a request for patient information, but i is forwarded to the Investigator-
Supervisor. The investigator-Supervisor reviews the request and the open case, and determines i there is
probable cause for the search of the database. If the Investigator-Supsrvisor approves the request, the
search is completed, the report constructed and sent to the email of the Investigator-Delegate. Investigator-
Delegates may be assigned to only one Investigator-Supervisor, but that assignment can be changed at any
time. This systern of oversight is typicatly used for law enforcement access.

d There shall be a NEWS function which allows the application administrator 1o post or broadcast
announcements, memos, and news articles via the PMP (Prescription Monitoring Program) Website.

. The systemn must have a report that identifies and retrieves the names of patients who
have had a combination of any number of practitioners, any number of pharmacies, and
any number of prescriptions, for a given time pericd. This report shall produce letters to
each practitioner and pharmacy for each individual, with the content of the letters easily
editable by the database administrator,

f. The system shall be capable of flagging a practitioner who has been disciptined by the practitioner's
licensing board. This flag shall be visible to all who view that practitioner's name, whether on a printed
report or screen view. Only the CSMD administrator may set or reset this flag.

g. The system shall be capable of reporting the Top “X* MDs, Top “X" APNs, Top "X" PAs,

Top” X' DOs, and Top “X” Dentists based on the numbar of dosages, where “X" is a
whole number. The system shall be capable of raporting the Top “X” Practitioners for
prescribing specific drug families, such as Hydrocodone or Oxycodone.
interfaces.
a. The system must interface, af no cost io the State, with the following systems through real-time, batch, or

wab services interface:

{1 DEA information exiracted from the DEA subscription CD,

{2} NDC information purchased from a vendor that does give therapeutic class code,
{3} Tennessee Board of Pharmacy licensing database,

{4} Department of Health, Division of Health Related Board licensing database,

o




A9

c.a.

C.3.

) US Postal Service address standardization data.

b. In addition to the Practitioner and Pharmacy type, there shall be a Dispensing Practitioner type that allows

for the search and retrieval of all that are of such fype. The organization name for this type shail be the
individual who holds the DEA# for that office.

o During the User Registration, after the user inputs histher licanse #, the system shall verify that the license
and DEA# are active and will populate commeon data fielkfs from the State’s RBS {(Regulatory Board System)
application. There shall be a report that shows active user registrants, but non-active license files.

d. The system shall be capable of the interstate exchange of PMP data (Prescription Monitoring Information
Exchange ~ PMIX). The system shall include all necessary hardware andior software to accomplish the
interstate of prescription data with states to be named at a later fime.

Quality Assurance and Testing. The Contractor shall perform, at no cost to the State, necessary quality assurance
testing for the Controlled Substance Monitoring Database system to ensure compliance with the State of Tennessee

Sscure Application Development Guide as referenced in Attachment 3, and which may be modified as necessary
from time to fime by the State.

CONTRACT PERIOD:

This Confract shail be effective for the period beginning September 12, 2011, and ending on September 11, 2018,
The Cantractor hereby acknowledges and affirms that the State shall have no obligation for services rendered by the
Contractor which were not performed within this specified contract periad.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shalf the maximum liability of the State under this Contract exceed Nine Hundred
Sixty Thousand Dollars {$960,000). The payment rates in section C.3 shall consfitute the entire compensation due
e Contractor for all service and Contractor obligations hereunder regardiess of the difficulty, materials or
equipment required. The paymerd rates include, but are not limited to, all applicable taxes, fees, overheads, and all
other direct and indirect costs incurred or o be incurred by the Contractor.

The Contractor is not entitled fo be paid the maximum liability for any pericd under the Condract or any extensions of
the Contract for work not requested by the State. The maximum liability represents avaiiable funds for paymant to
the Contracior and does not guarantee payment of any such funds to the Contractor under this Coniract unless the
State requests work and the Contractor performs said work. in which case, the Contractor shall be paid in
accordance with the payment rates detailed in section G.2. The State is under no obligation to request work from
the Contractor in any specific doltar amounis of to request any work at all from the Contractor during any pariod of
this Contract.

Compensation Firmy. The payment rates and the maximum ability of the State under this Contract are firm for the
duration of the Contract and are not subject to escalation for any reason unless amanded,

Paymeni Methodology. The Cantractor shall be compensated based on the payment rates herein for units of
service authorized by the State in a total amount not to exceed the Contract Maxirmum Liability established in section
C.1.

a, The Contractor's compensation shall be confingent upon the satisfactory completion of units, milestones, or
increments of service defined in section A,

b. The Contractor shall be compensated for said units, milestones, or increments of service based upon the
following payment rates:

Amount

Service Description {per compensable increment)*

Quarterly System Maintenance and Support of the Database (ref Proforma
Contract Sections A.1.b, A.3,, and A.4.) $ 21,000 per Quarter




| Quarterly Collection of Data from the Dispenser, Cleansing of Data collected,
Data archiving, Data reporting, and Loading of that Data to the Controlled
Substance Monitoring Database (CSMD) (ref Proforma Contract Sections

!‘- Alc and A2)

2

H ..
b

i

1

$ 27,000 per Quarter

C.4

o5

* NOTICE: The amouni(s per compensable increment detaited above shall be contingent upon the State's receipt
of an invoice (as required in section C.5., below} for said service(s) within thirty {30) days after the end of the
calendar quarier in which the service(s) were rendered. At the sole discretion of the State, the amount per
compensable increment of any service for which the State reseives an invoice later than prescribed herein shall be
subject fo a reduction in amount of up to 100%. In the case of an untimely invoice, before any payment will be
considered by the State, the Contractor must submit a written request regarding the urtimety invoice, which shall
detail the reason the invoice is untimely as well as the Contractor’s plan for submitting all future invoices no later
than prescribed herein, and it must be signed by an individual empowered to bind the Contractor to this Contract.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel, meals, or lodging.

Invoice Requirements. The Contractor shall invoice the State onty for completed increments of service and for the
amount stipulated in section C.3, above, and present said invoices no more often than monthly, with all necessary
supporting documentation, to:

Deparirent of Health

Mary N. Brewer, PMP Administrator
TH Board of Pharmacy

227 French Landing Drive, Suite 300
MNashville, TN 37243

a. Each invoice shall clearly and accurately detail all of the following required information (calculations must be
extended and fotaled correctly),

{1 Invoice Number (assigned by the Contractor)

(2) invoice Date

(3) Contract Number (assigned by the State)

{4) Customer Account Name: Department of Healfth, Board of Pharmacy

(53 Customer Account Number (assigned by the Contractor 10 the above-referenced Customer)
{8} Confractor Name
{7) Coniractor Federal Employer Identification, Social Security, or Tennessee Edison Registration 1D

Number Referenced in Preamble of this Contract
{8 Contractor Contact for Invoice Questions {name, phone, and/or fax)
(9} Contractor Remittance Address
{10} Description of Delivered Service
{11) Complete ltemization of Chargas, which shall detail #he following:

i Service or Milestone Description {including name & tile as applicable) of each service

invoiced
ii. Number of Completed Units, Increments, Hours, or Days as appiicable, of each service
invoiced
il Applicable Payment Rate (as stipulated in Section C.3.) of ach service invoiced
iv. Amaunt Due by Service
V. Total Amount Due for the invoice period
b The Contractor underslands and agrees that an invoice under this Contract shall:
{1 include only charges for service described in Contract Section A and in accordance with payment
terms and conditions set forth in Contract Section C;
{2} only be submitted for completed service and shall ot include any charge for future work;
{33 not include sales tax or shipping charges; and
{4) initiate the timeframe for payment (and any discounts) only when the State is in receipt of the

invoice, and the invoice meets the minimum requirements of this section C.5.

~J
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C7.

.8,

o
w

D.2.

D3,

2.4

D.5.

3.8,

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or question any
payment, invoice, or matter in relafion thereto. A payment by the State shall not be construed as acceptance of ani,
part of the work or service provided or as approval of any amount invoiced,

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included in any invoice or
payment theretofore made which are determined by the State, on the basis of audits conducted in accordance with
the terms of this Contract, not to constitute proper remuneration for compensable services.

Deductions. The State reserves the right to deduct from amounts, which are or shall bacome due and payable to
the Contractor under this or any contract between the Contractor and the State of Tennessee any amounts, which
are or shall become due and payable to the Stale of Tennessee by the Contracior.

Prerequisite Documentation. The Contractor shali not invoice the State under this Contract until the State has
received the following documentation properly completed,

a. The Confractor shall complete, sign, and present to the State an "Authorization Agreement for Automatic
Deposit (ACH Credits) Form” provided by the State. By doing so, the Contractor acknowledges and agrees
that, once said form is received by the Stete, all payments to the Contractor, under this or any other coniract
the Contractor has with the State of Tennessee shall be made by Automated Clearing House (ACH}.

b The Contractor shall complete, sign, and present to the State a "Substitute W<9 Form” provided by-the
State. The taxpayer identification number detailed by said form must agree with the Contracior's Federal
Employer Identification Number or Tennessee Edison Registration ID referenced in this Contract.

STANDARD TERMS AND CONDITIONS:

Reauired Approvals. The State is not bound by this Contract untit it is signed by the confract parties and approved
by appropriate officials in accordance with applicable Tennessee laws and regulations (depending upon the specifics
of this contract, said officials rmay include, but are not limited to, the Commissioner of Finance and Administration,
the Commissioner of Human Resources, and the Camptroller of the Treasury).

Medification and Amengdment. This Contract may be modified only by a written amendment signed by all parties
hereto and approved by both the officials who approved the base contract and, depending upon the specifics of the
coniract as amended, any additional officials required by Tenngssee laws and regulations {said officials may include,
but are rot limited to, the Commissioner of Finanice and Administration, the Commissioner of Human Resources,
and the Comptrolier of the Treasury).

Termiration for Convenience. The State may terminate this Contract without cause for any reason. Said
termination shall not be deerned a breach of contract by the State. The State shall give the Gontractor at least thirty
(30} days writter notice before the effective termination date. The Contractor shall be entitied to compensation for
satisfactory, authorized service completed as of the termination date, but in no event shali the State be liable to the
Contractor for compensation for any service which has not been rendered. Upon such termination, the Contractor
shall have no right to any actual general, special, incidental, consequential, or any other damages whatsoever of any
description or amount,

Yermination for Cause. ¥ the Contractor fails to properly perform its obligations under this Contractin a timely or
proper manner, or if the Contractor violates any terms of this Contract, the State shall have the right to immediately
terminate the Contract and withhold paymenis in excess of fair compensation for eom pleted services.
Notwithstanding the above, the Contractor shall not be relieved of liability fo the State for damages sustained by
virtue of any breach of this Contract hy the Contractor,

Subcaniracting. The Contraclor shall not assign this Coniract or enter into 2 subcontract for any of the services
petformed under this Contract without obtaining the prior written approval of the State. If such subcontracts are
approved by the State, each shall contain, at a minimum, sections of this Contract below pertaining to "Conflicts of
interest,” "Nondiscrimination,” and “Records” {as identified by the section headings). Notwithstanding any use of
approved subcontractors, the Contractor shall be the prime contractor and shall be responsible for all work
performed.

Contlicts of Interest. The Contractor warrants that no part of the total Contract Amount shall be paid directly or
indirectly to an employee or official of the State of Tennessee as wages, compensation, or gifts in exchange for
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acting as an officer, agent, employee, subcontractor, or consultant to the Contractor in connection with any work
contempilated or performed relative to this Confract., '

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if the Contractor is,
of within the past six months has been, an employee of the State of Tennessee or if the Contractar is an entity in
which a controliing interest is held by an individuai who is, or within the past six months has been, an employee of
the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shalf be excluded from
participation in, be denied benefits of, or be otherwise subjected lo discrimination in the performance of this Contract
or in the employment practices of the Contractor on the grounds of handicap or disability, age, race, color, religion,
sex, national origin, or any other classification protected by Federal, Tennessee State constitutional, or statutory law.
The Contracter shall, upon request, show proof of such nondiscrimination and shatt post in conspicuous places,
available to all employees and applicants, notices of nondiscrimination.

Prohibition of illegal Immigrants. The requirements of Tennessee Code Annofated, Section 12-4-124, ot seq.,
addressing the use of illegal immigrants in the performarnce of any Contract to supply goods or services to the state
of Tennessee, shall be a material provision of this Coniract, a breach of which shall b grounds for monetary and
ather penalties, up to and including termination of this Condract,

a. The Contractor hereby attests, certifies, warranis, and assures that the Contractor shall not knowirigly utilize
the services of an ilegal immigrant in the performance of this Contract and shalil not knowingly utilize the
services of any subcontractor who will ufilize the services of an iitegal immigrant in the performance of this
Contract. The Contractor shall reaffirm this aftestation, in wiiting, by submitting fo the State a completed
and signed copy of the document af Attachment 1, hereto, semi-annually during the period of this Contract.
Such attestations shall be maintained by the Confractor and made available to state officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, ang semi-artnuaily thereafter,
during the period of this Contract, the Contractor shalt obtain and retain a current, written attestation that the
subcontractor shall not knowingly utitize the services of an Hlegal immigrant to perform work relative to this
Contract and shall not knowingly utilize the services of any subconiractor who will utilize the services of an
iflegal immigrant to perform work refative to this Contract, Attestations obtained from such subcontractors
shall be maintained by the Contractor and made available to state officials upon request.

G The Contractor shall maintain records for all personnel used in the parformance of this Contract. Said
records shall be subject to review and random inspection at any reasonable time upon reasonable notice by
the State.

d. The Contractor understands and agrees that failure fo comply with this section will be subject to the

sanctions of Tennessee Code Annotated, Section 12-4-124, et seq. for acls or omissions ocourring after ifs
effective date. This law requires the Commissioner of Finance and Administration to prohibit & contractor
from contracting with, or submitting an offer, proposal, or bid to contract with the State of Tennessse to
supply goods or services for a period of one year after a contractor is discovered to have knowingly used the
services of illegal immigrants during the performance of this Contract.

a. For purposes of this Contract, "ilegal immigrant” shall be defined as any person who is not either a2 United
States citizen, a Lawful Permanent Resident, or a person whose physical presencs in the United States is
authorized or aliowed by the federal Department of Homeland Security and who, under federal immigration
laws andfor regulations, is authorized 1o be employad in the U.S. or is otherwise authorized to provide
services under the Contract,

Records. The Contractor shall maintain documentasion for all charges under this Contract. The books, records, and
documents of the Contractor, insofar as they relate to work performed or money received under this Contract, shall
be maintained for a period of three (3) full years from the date of the final payment and shall be subject to audit at
any reasonable time and upon reasonable nofice by fhe State, the Compitroller of the Treasury, or their duly
appointed representatives. The financial statements shall be prepared in accordance with generally accepted
accounting principles,
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Prevailing Wage Rates. All contracts for construction, erection, or demalition or to install goods or materials thai '

involve the expenditure of any funds derived from the State require compliance with the prevailing wage laws as
provided in Tennessee Code Annotated, Section 12-4-401 of seq..

Manitoring. The Contractor's activities conducted and records maintained pursuant to this Contract shall be subject
to monitoring and evaluation by the State, the Comptrolier of the Treasury, or their duly appointed representatives.

Progress Reports. The Cortractor shall submit brief, pertodic, progress reports to the State as requested.

Strict Performance. Failure by any party to this Contract fo insist in any one or more cases upon the strict
performance of any of the terms, covenants, conditions, or provisions of this Contract shall not be construed as &
waiver or relinguishment of any such term, covenant, condition, or provision. No ferm or condition of this Contract
shall pe held fo be waived, modified, or deieted except by a written amendment signed by the parties herato,

independent Contractor. The parties hereto, in the performance of this Contract, shalf not act as employess,
pariners, joint venturers, or associates of one another, itis expressly acknowledged by the partiss hereto that such
parties are independent contracting entities and that nothing in this Contract shall be construed to create an
employer/employee retationship or to allow either to exercise control or direction over the manner or method by
which the other transacts its business affairs or provides its usual services. The employees or agents of one party
shall not be deemed or construed to be the employees or agents of the other party for any purpose whatsoever.

The Contractor, being an independent contractor and not an employee of the State, agrees o carry adequate public
hiability and other appropriate forms of insurance, including adequate public liability and other appropriate forms of
insurance on the Contractor's employees, and to pay alf appiicable taxes incident o this Contract,

State Liability. The State shall have no liability except as specifically provided in this Contract.

Force Majeure. The obiigations of the parties to this Contract are subject to prevention by causes beyond the
parties’ control that could not be avoided by the exercise of due care including, but not limited to, natural disasters,
riots, wars, epidemics, or any other similar cause.

State and Federal Compliance. The Contractor shall comply with all appiicable State and Federal iaws and
reguiations in the performancs of this Coniract.

Governing Law. This Contract shall be governed by and construed in accordance with the laws of the State of
Tennessee. The Contractor agrees that it will be subject to the exclusive jurisdiction of the courts of the State of
Tennessee in actions that may arise under this Contract. The Contractor acknowledges and agrees that any rights
or claims against the Stale of Tennessee or its smployees hereunder, and any remedies arising there from, shall be
subjec 1o and limited to those rights and remedies, if any, available under Tennessee Codo Annotated, Sections 9-
8-101 through 8-8.-407.

Completeness. This Contract is complete and contains the entire understanding between the parties relating to the
subject matter contained herein, including all the terms and conditions of the parties’ agreement. This Contracl
supersedes any and all prior understandings, representations, negotiations, and agreements between the parties
relaling hereto, whether written or oral.

Severabiiity. if any terms and conditions of this Contract are held to be invalic ar unenforceable as a matter of law,
the other terms and conditions hereof shall not be affected thereby and shall remain in full force and effect. To this
end, the terms and conditions of this Contract are declared severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be construed as part of
this Contract.
SPECIAL TERMS AND CONDITIONS:;

Confiicting Terms and Conditions. Should any of these special terms and conditions confiict with any other terms
and conditions of this Cordract, these special terms and conditions shall control.

Communications and Contacts. Al instructions, notices, consents, demands, or other communications required or
contemplated by this Contract shail be in writing and shatl be made by certified, first class mail, retumn recaipt
requesied and postage prepaid, by ovarnight courier service with an asset fracking system, or by EMAIL or facsimile
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addressed to the respective party at the appropriate mailing address, facsimile number, or EMAIL address as sef
forth below or to that of such other party or address, as may ba hereafter specified by written notice,

The State:

Mary N. Brewer, PMP Administrator
TN Board of Pharmacy

227 French Landing Drive, Suite 300
Nashvilie, TN 37243

Phone: (615) 253-1305

FAX: {B15) 253-8782

Email: CSMD. admin@tn.gov

The Contractor;

Josh M. Davda, President & CED
Ogptirnum Technology, Inc.

100 E. Campus View Bivd, Suite 380
Columbus, O 43235

Phone: (614) 785-1110

FAX: (614) 785-1114

Email: Josh.Dawda@@otech.com

All instructions, notices, consents, demands, or other communications shall be considered effectively given upon
recaipt or recipient confirmation as may be required. :

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State and/or Federal
funds. In the event that the funds are not appropriated or are otherwise unavailable, the State reserves the right to
terminate the Contract upon written notise o the Contractor. Said termination shall not be deemed a breach of
Contract by the State. Upon receipt of the written notice, the Contracior shall cease all work associated with the
Contract. Should such an event cocur, the Contractor shall be entitied to compensation for all satisfactory and
authorized services compieted as of the termination date, Upon such termination, the Contractor shall have no right
io recover from the State any actual, general, special, incidental, conseguential, or any other damages whatsoever
of any description or amount,

Tennessee Consolidated Retfirement System. The Coniractor acknowledges and understands that, subject to
statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801, ef. suq., the law governing the
Tennessee Consolidated Retirement System (TCRS), provides that if a retired mermber of TCRS, or of any
superseded system administered by TCRS, or of any local retirernent fund established pursuant to Tennessee Code
Annotated, Title 8, Chapter 35, Part 3 accepts state empioyment, the member's retirement allowance is suspended
during the period of the employment. Accordingly and notwithstanding any provision of this Contract to the conlrary,
the Contractor agrees that if it is fater determined that the true nature of the working relationship between the
Centractor and the State under this Cordract is that of “employesiemployer” and not that of an independent
coniractor, the Contractor, if a retired member of TCRS, may bie required 1o repay to TCRS the amount of retirement
benefits the Contractor received from TORS during the period of this Contract.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be maintained in
accordance with applicable state and federal law. All material and information, regardiess of form, medium or
method of communication, provided to the Contractor by the State or acguired by the Contracter on behalf of the
State shall be regarded as confidential information n accordance with the provisions of applicable state and federal
law, state and federal rules and regulations, departmental policy, and ethical standards, Such confidential
information shall not be disclosed, and ail necessary sieps shall be taken by the Contractor {6 safeguard the
confidentiality of such materiai or information in conformance with applicable state and federal law, state and federal
rules and regulations, departmental policy, and ethical standards.

The Contractor's obligations under this section do not apply to information in the public domain; entering the pubiic
domain but not from a breach by the Contractor of this Contract; previously possessed by the Contractor without
writlen obligations to the State 1o protect it; acquired by the Contractor without written restrictions against disclosure

11
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from a third party which, fo the Contractor's knowledge, is free o disclose the information; independently developed .
by the Contractor without the use of the State's information; or, disclosed by the State to others without restrictions * 2
against disclosure. Nothing in this paragraph shall permit Contractor to disclose any information that is confidentiai

under federal or state law or regulations, regardiess of whether it has been disclosed or made available to the

Contractor due to intentional or negligent actions or inactions of agents of the State or third parties.

Itis expressly understood and agreed the obligations set forth in this section shall survive the termination of this
Contract.

HIPAA Campliance. The State and Contractor shall comply with obligations under the Health Insurance Portability
and Accountability Act of 1996 (HIPAA) and its aceompanying regulations.

a. Contractor warrants 1o the State that it is familiar with the requirernents of HIPAA and its accompanying
regulations, and will comply with alt applicable HIPAA requirements in the course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and coordination with Stafe
privacy officials and other compliance officers required by HIPAA and its regulations, in the course of
performance of the Contract so that both parties will be in compliance with HIPAA,

e The State and the Contractor will sign documents, including but not mited 1o business assaociate
agreements, as required by HIPAA and that are reasonably necessary fo keep the State and Contfactor in
compliance with HIPAA. This provision shall not apply if information received by the State under this
Contract is NOT “protecied health information” as defined by HIPAA, or if HIPAA parmits the State to
receive such information without entering into a business associate agreement or signing another such
documeant.

State Ownership of Work Products. The State shall have ownership, right, titie, and interest, including ownership of
copyright, in all work products, including computer source code, created, designed, developed, derived,
docurnented, installed, or defivered under this Contract subject to the next subsection and full and final payment for
each "Work Product.” The State shall have royalty-free and unlimited rights and license fo use, disclose, reproduce,
pubdish, distribute, maodify, maintain, or create derivative works from, for any purpose whalsoaver, all said Work
Products.

4. To the extent that the Contractor uses any of its pre-existing, proprietary or independently deveioped toots,
materiats or information ("Contractor Materials™), the Contractor shall retain all right, title and interest in and
ta such Contractor Materials, and the State shall acquire no right, title or interest in or to such Coniractor
Materials EXCEPT the Contractor granis to the State an uniimited, non-transferable license to use, copy and
distribute internally, solaly for the State's internal purposes, any Contractor Materials reasonably associated
with any Work Product provided under the Contract,

b. The Contractor shall fumish such information and data as the State may request, including but not limited fo
computsr code, that is applicable, essential, fundamental, or infrinsic to any Work Product and Contractor
Materials reasonably associated with any Work Product, in accordance with this Contract and applicable
state law.

c. Nothing in this Contract shall protibit the Contractor's use for its own purposes of the general knowledge,
skills, experience, ideas, concepts, know-how, and techniques cbtained and used during the course of
providing the services requested under this Contract.

d. Nothing in the Cortract shall prohibit the Contractor from developing for itself, or for others, materials which
are similer to and/or competitive with those that are produced under this Contract.

Ownership of Software and Work Products.

a. Definitions.

{1} "Contractor-Owned Software,” which shall mean commercially available software the rights to which
are owned by Contractor, including but not limited to commercial “off-the-shelf* software which is not
developed using Slate’s money or resources.

12
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{2} “Custom-Developed Application Software,” which shall mean customized application software
developed by Contractor solely for State.

{3) “Rights Transfer Application Software,” which shall mean any pre-existing application software
ownied by Contractor or a third party, pravided to State and to which Contractor will grant and
assign, or will faciiltate the granting and assignment of, all rights, including the source code, to

State.
(4 “Third-Party Software,” which shall mean software nof owned by the State or the Contractor.
(5 “Work Product,” which shall mean all deliverables exciusive of hardware, such as software, software

source code, documentation, planning, etc., that are created, designed, dsveloped, or documentad
by the Gontractor for the State during the course of the project using State’s money or resources,
including Custom-Developed Application Software. If the system solfution includes Rights Transfer
Application Software, the definition of Werk Product shall also include such soffware.

b. Rights and Title to the Software

{1) All right, title and interest in and to the Contractor-Ownad Software shail a1 all times remain with
Contractor, subject to any license granted herein.

{2) Al right, title and interest in and to the Work Product, and to modifications thereof made by State.
including without limitation all copyrights, patents, trade secrets and other intellectual property and
other proprietary rights embodied by and avising out of the Work Product, shall belong to State. To
the extent such rights do nat automatically belong to State, Contractor hereby assigns, transfers,
and conveys all right, tile and interest in and to the Work Product, including without limitation the
copyrights, palents, trade secrets, and other intellectual property fights arising out of or embodied by
the Work Product. Contractor shall execute any other documents that State or its counse! deem
necessary of desirable to document this fransfer andfor allow State to register its claims and rights
to such inteltectual property rights or enforce them against third parties, and Contractor shail
cooperata fully in the foregoing endeavors.

{3) All right, title and interest in and to the Third-Party Software shall at il imes remain with the third
party, subject to any license grantad thereby.

<. Nothing in this Contract shall prohibit the Contractor's use for its cwn purposes ¢of the general knowledge,
skiils, experience, ideas, concepts, know-how, and techniques obtained and used during the course of
providing the services requested under this Contract,

d. Nothing in the Contract shall prohibit the Contractor from developing for itself, or for others, materials which
are similar to and/or compeiitive with those that are produced under this Contract.

State Furnished Property. The Contractor shall be responsibie for the correct use, maintenance, and protection of
all articies of nonexpendable, tangible, personal properly furnished by the State for the Contractor’s temporary use
under this Contract. Upon termination of this Coniract, all property furnished shall be returned to the State in good
order and condition as when received, reasonable use and wear thereof excepted. Should the property be
destroyed, lost, or stolen, the Contractor shall be responsible to the State for the residual value of the property at the
time of loss,

Incorporation of Additional Documents. Each of the following documents is included as a part of this Contract by
reference. In the event of a discrepancy or ambiguity regarding the Contractor's duties, respensibilities, and
performance under this Contract, these ilems shall govern in order of precedence below.

a. this Conract docurnent with any attachments or exhibits {exciuding the items listed at subsections b.
through e., below);

b any clarifications of or addenda fo the Contracior's proposal seeking this Contract;

the State solicitation, as may be amended, requesting proposals in competition for this Contract;

o
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d. any technical specifications provided to proposers during the procurement process to award this Contracs |

e, the Contractor's proposal seeking this Contract.

Prohibited Advertising. The Centractor shall not refer to this Contract or the Contractor's relationship with the State
hereunder in commercial advertising in such a manner as to state or imply that the Contractor or the Contractor's
services are endorsed. ftis expressly understood and agreed that the obligations set forth in this section shall
survive the termination of this Contract in perpetuity.

Lobbying. The Contractor certifies, to the best of its knowledge and bedief, that:

&. No federally appropriated funds have been paid or will be paid, by or on behalf of the undersigned, o any
person for infiuencing or attempting to influence an officer or employee of an agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the awarding of any Federal contraci, the making of any Federal grant, the making of any federal loan, the
erttering into of any cooperative agreemant, and the extension, continuation, renewal, amendment, or
modification of any federal contract, grant, loan, or tooperative agreement,

b. if any funds other than federally appropriated funds have been paid or wilt be paid to any person for
influencing or attermpting to influence an officer or employee of any agency, a Member of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in conneclion with this Gontract,
grant, foan, or cooperative agreement, the Contractor shal complete and submit Standard Form-LLL,
“Disclosure Form to Report Lobbying,”" in accardance with its instructions,

c. The Contractor shall require that the language of this certification be included in the award documents for alf
sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants, loans, and
cooperative agreements) and that all subrecipients shall certify and disclose accordingly.

This certification is & material representation of fact upon which reliance was placed when this transaction was made
or entered into and is a prerequisite for making or entering into this transaction imposed by section 1352, title 31,
1.8 Code.

Debarment and Suspension. The Contractor ceriifies, fo the best of its knowledge and beiief, that it, its current and
future principals, its current and future subcontractors and their principals:

a. are not presently debarred, suspended, proposed for debarment, deciared inetigible, or voluntarily excluded
from covered transactions by any federal or state departrent or agency;

b. have not within a three (3) year period preceding this Contract been convicted of, or had a civil judgment
rendered against them from commission of fraud, or a criminal offence in connection with abtaining,
attempling to obtain, or performing a public (federal, state, or local} transaction or grant under a public
fransaction; violation of federal or state antitrust statutes or commission of embezzlement, theft, forgery,
bribery, faisification, or destruction of records, making false statements, or receiving stolen property;

C. are not presently indicted or otherwise criminally or civilly charged by a govemnment entity (federal, state, or
local) with commission of any of the offenses detalled in section b. of this certification; and

d. have not within a three (3) year period preceding this Contract had one or more public fransactions (federal,
state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that there was an earlier
failure to disclose information or that dus to changed circumstances, its principals or the principals of its
subcortraciors are excluded or disqualified.

Contractor Cormmitment to Diversity. The Contractor shall comply with and make reasonabie business efforts to
excaed the commiiment 1o diversity represenied by the Contractor's proposal responding to RFP-34310.21112
(RFP Attachment 6.2, Section B.15) and resulting in this Contract,

The Confractor shalf assisi the State in monitoring the Contracior's performance of this commitment by providing, as
requested, a guarterly report of participation in the performance of this Contract by small business enterprises and
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businesses owned by minarities, women, and persons with a disability. Such reports shall be provided to the stats.
of Tennessee Govamor's Office of Diversity Business Enterprise in form and substance as required by said office.

E.18.  Copyrights and Patents. The Contractor agrees to indemnify and hold harmless the State of Tennessee as well as
its officers, agents, and employees from and against any and alf claims or suits which may be brought against the
State for infringement of any laws regarding patents or copyrights which may arise from the Contractor's
performance of this Contract. In any such action brought against the State, the Contractor shail satisfy and
indemniy the State for the amount of any final judgment for infringement. The Contractor further agraes it shall be
liable for the reasonable fees of attorneys for the State in the event such service is necessitated to enforce the terms
of this Contract or otherwise enforce the obligations of the Contractor to the State. The State shall give the
Contractor written notice of any such ciaim or suit and full right and opportunity to conduct the Contractor's awn
defense thereof,

E.16. Hold Harmless. The Contractor agrees {o indemnify and hold harrnless the State of Tennesses as well asits
officers, agents, and emplovees from and sgainst any and all claims, liabilities, losses, and causes of action which
may arise, accrue, of result to any person, firm, corporation, or other entity which may be injured or damaged as a
result of acts, omissions, or negligence on the part of the Contractor, its employees, or any person acting for or on
its or their behalf relating to this Contract. The Contractor further agrees it shall be liable for the reasonable cost of
attorneys for the State in the event such service is necessitated to enforce the terms of this Contract or otherwise
enforce the obligations of the Contractor to the State.

In the event of any such suit or claim, the Contractor shail give the State immediate notice thereof and shal provide
all assistance required by the State in the State's defense. The State shall give the Contractor written notice of any
such claim or suit, and the Contractor shall have full right and obligation to conduct the Contractor's own defense
thereof. Nothing contained herein shall be deemed to accord o the Contractor, through its attorney(s), the right to
represent the State of Tennessee in any legal matier, such rights being governed by Tennessee Code Annotated,
Section 8-68-106.

£.17.  Disclosure of Personal Identity Information. The Contractor shall report fo the State any instances of unauthorized
disclosure of confidential information that come to the attention of the Contractor. Any such report shall be made by
the Condractor within twenty-four (24} hours after the instance has come to the attention of the Contractor. The
Contractor, at the sole discretion of the State, shall provide no cost credit monitoring services for individuals that are
deemed to be part of a potential disclosure. The Contractor shall bear the cost of notification to individuals having
personal identity information involved in & potential disclosure event, including individual letters and/or public notice.

N WITNESS WHEREOF,

OPTIMUM TECHNOLOGY, INC.:

Q}:‘:’:’/,{) W@\. /\/\%)“

ONTRACTOR SIGNATURE DATE

| 2»2—} 21 4

JOSH M. DAVDA, PRESIDENT & CEQ

DEPARTMENT OF HEALTH:
Suaon B rsn 2N/ 211

SUSAN R. COOPER, MSN, RN, COMMIESIONER ’ //Z)&/ DATE




ATTACHMENT,

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME: Optimum Technology, inc,

FEDERAL EMPLOYER IDENTIFICATION NUMBER:

{or Social Security Number) 311231081

The Contractor, identified above, does hereby attest, certify, warrant, and assure that the
Contractor shall not knowingly utilize the services of an illegal immigrant in the performance of
this Contract and shall not knowingly utilize the services of any subcontractor who will utilize
the services of an illegal immigrant in the performance of this Contract.

) I COOINAC
FONTRACTOR SIGNATURE N

NOTICE: This attestation MUST be signed by an individual sm powered 1o contractually bind the Contractor, ¥ said individual is not the chief executive or
president, this document shall attach evidence showing the mndividual's autharity fo contractually bind the Contractor.

Jdosr M. TIAVDA Peee 1 OEnT 4 Cen

PRINTED NAME AND TITLE OF SIGNATORY

%}}.Z'Z"] 2|

DATE OF ATTESTATION
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ATTACHMENT 2

Tennessee Code Amnotated
Title 53
Chapter 16 Legend Drugs
Part 3 Controlied Substance Menitoring Act of 2602

53-10-304. Adminisirative sttachment — Controlled substance database - Data
reguiremnents. —

(#) There is created within the department a contreiled substance database 13 be atached
administratively and for purposes of staffing to the board of pharmacy. The exceutive director
of the board shall be responsible for determin ing staffing,

(b} The board and the commirtee shal] establish, adminisier. maintain and direct the -
functioning of the database in accordance with this part. The board. upon concurrence of the
committee, may, under state procurement laws, confract with another state agency or privaie

entity 10 establish. operate, or maintain the database. Additionally, the board, upon concurrence

of the commitise, shall determine whether to operate the database within the board or contract

with another entity to operate the database. based on an analysis of costs and benefits.

(e} The purpose of the database is 10 assist in research, statistical anatysis and the education of
health care practitioners conceming pationts who, by virtue of their conduct in acquiring
controlled substances, may require counseling ot intervention for substance abuse, by collecting
and maintaining dats as described in this part regarding all cortrolled subsiances in Schedulss
11, HI and 1V dispensed in this state, and Schedufe V controlled substances identified by the
controlled substance database advisory commitiee as demonstrating a potential for abuse,

(d} The data required by this part shall be submitted in compliance with this part to the
commilies by any practilioner, or person under the supervision and vontrol of the practitioner.
pharmacist or pharmacy who dispenses a controlled substance contained in Schedules IL i1} and
IV, and Schedule V controlled substances identified by the controlled substance databage
advisory conunitiee as demonstrating a potential for abuse, The reporting requirement shall not
apply for the following:

(1) A drug administered directly to a patient:

(2} Any drug dispensed by a licensed health care facitity; provided, that the quantity
dispensed is limited to an amount adequate to treat the patient for a maximum of forty-
gight (48) hours:

(3) Any drog sample dispensed; or

{(4) Any facility that is registered by the United States drug enforcement administration as a
narcotic reatment program and is subject 1o the recordkeeping provisions of 21 CFR
1304.24,

Acts 2002, ch. 840, § 1 2004, ch. 673, §§ 24, 25, 2007, ¢h. 518, §3.
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THE TENNESSEE BOARD OF PHARMACY

CHAPTER 1140-11
CONTROLLED SUBSTANCE MONITORING DATABASE

TABLE OF CONTENTS
Defimitions 146-01-03  Alernative Identiticaiion of Patients
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DEFINITIONS.

The following definitions shall be applicable to this chapter:

(a)
{h)

)

(d}

{e)

()

(g

(k)

&

{m)

“Board” means the Board of Phannacy created by Tenn, Code Ann., Title 63, Chapter 10,
“Commissioner” means the Cominissioner of Commeres and Insurance;

“Committee” mesns the controlled substance manitering database advisory committer created
by Tenn. Code Ann. § 53.10-303;

“Controlled substance dispensed jdentifier” means the National Drug Code Number of the
controlied substance;

“Dambase” means the controlled substance datsbase created by Tern. Code Ann, Title 53,
Chapter $0, Part 3

“Department” means the Department of Commerce and Insurance;

“Dispense” means to physically deliver a controlled substance covered by this chapier © any
person, msuttion ar entity with the irtent that it be consumed away from the premises in which
it1s dispensed. “Dispense” does not include the act of writing a prescription by a praclitioner to
be filled at a pharmacy licensed by the Board:

“Dispenser” means any health care practitioner who has authority to ¢hispense controlied
substances, pharmacisis, and pharmacias that dispense to any address within this state;

“Truspenser identifier” means the Drug Enforcement Administration Registration Number of the
dispenser as defined in Tenn. Code Ann §53-1 0-302(7y,

“Patient” means a person, animal or owner of an animal whe is receiving medical treatment
from 3 prescriber;

“Patient identifier” means the patient’s {ull name; adidress: including zip code; date of birth, and
soctal security nuraber or an altemative identification number as defined by this rule;

“Person” means any individual, parmership, association, cerporation and the state of Termessee.
its departments, sgencies and employees, and the politica] subkivisions of Tennessee and their
departments, agencies and employees;

“Prescriber” means any health care practitioner who has the authority 1o ssue prascriptions for
controlied substances;



CONTROLLED SUBESTANCE MONITORING DATABASE CHAPTER 114011

(Rule 1140-11-.01, continued)

(1) “Preseriber wlentifier” mesns the Drug Enforcement Adm mistration Registration Number of the
prescriber as defined by this rule

Authoray: 7.4, $853-10-302 and 53-) 4-303(f). Administrative History: Onginal rule filed Diecember 22, 2005,
gffective March 7, 2006,

1140-11-.02

&)

e
(]
St

Authority:

ACCESS TODATABASE.
The following persons shall have access to the controlied subsiance database with regard to a patient:

{ay  the prescriber who is currently issuing the patent a controlled substance or controlied
substances or who anticipates issuing the patient & controlled substance or controlled
substances, -

(b} the dispenser who 15 currently dispensing a controlied substance or sontrolled substances to the
patient or who anticipates issuing the patient a controlied substance or conirolled substances;

{c) & person who has the patient’s written permission to have access to the patient’s records i the
catabase:

{(d)  the manager of any investigations or prosecution unit of 8 health-related board, commities or
other govemning body that Hcensss practitioners who has access to the database with the
committes’s permission pursuant to Tern, Code Ann, §53-10.308, may release the database
miormation thar that such manager receives 0 the state of Tennessee heakth-related boards,
health-related committees, the department, the department of health and representatives of
health-related professional recovery programs. or

{e}  adistrict atiorney who cbtains an order from cireuit or eriminal court ordering the release of the
information contained in the database. in compliance with Tenn. Code Ann, £33-10-306.

The persons listed in paragraph (1) of this rule shall have access to the information contamed in the
database by submitting a request for infermation in writing or by electronic means o the Commitiee
on a form developed by the Commitice and in compliance with the procedures developed by the
Commttes.  The Comnmittes shall not disseminate any Inforreation from the dafabase without the
submission of this written request. unless the dissemination of the mformation is directed by Court
Order.

T.CA §§33-10-303(0, 53-10-304(), 33-10-303fe), 33-10-306, and 53-10-308.  Administrative

History: Qriginal rule filed December 32, 2003, effective March 7, 2008,

1149-11-.83

)

March, 2006

ALTERNATIVE IDENTUTCATION OF PATIENTS.

It & patient does not have a social security number or refuses o provide hus or her social security
number 1o be used as & patient identifier, then the board shall use the patient’s driver’s license number
or telephone number as the patient identifier in the database.

s patient does not have a social security nuwnber, 4 driver’s license pumber or a ielaphone number,
then the board shall use the number “000-00-0000 as the patient iderifier in the datbase

IT a patient or a patient’s agent refuses to provide his or her social seewrtty number, diiver’s license
number or telephone number to his or her preseriber or dispenser, then the board shall use the number
EYG-99-90907 ug the patient identifier in the database.

[ge]
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(Rule 1140-171..03, conttnued)

4y

{5

T a pabient’s o0l security number is not available. then the board shall use the soc! sacurity
nuatber. driver’s license number or telephong pumber of the person obtaining the controlled substance
on behall of the patient as the patient identifier in the database or the numbers TONG-O0-0000" (dores
not have the data) or “9909.90.000g> {refusal to provide data), as spplicable,

if 2 patient is g child who does not have a social security number, then the board shal] use the parent’s
or guardian’s social security number, driver's license number, tefephone number, or number “000-0-
Q0B0™ {does not have data) or menber “999.09.0000" {refusal to provide data) as the patient identifier
in the database.

If a patient is an animal. then the board shall use the owner’s sotial secunty, driver’s license number,
telephane number, or number “000-00-0000 {does net have data) or number “999-99_559g" {refusal
to provide data) as the patient ilentifier in the database

Authority: T.CA §§33-10-303() and 53-10-305. Adeinistrative History: Original rule filed December 22, 2005:
effective March 7. 2006,

11481194

{1

o)

(3

4

SUBMISSION OF INFORMATION,

A dispenger who s licensed in the Stats of Tennessee, who is dispensing controlled substances witiin
or from outside of the Mate of Tennessee and who is reating patients in the State of Tennesses with
controtled substances shall submit the required information to the Commities prarsoant 1o Tenn Code
Ann. §53-10.305(s)

The dispenser shall submit the data that js requred by Tenn. Code Ann. §53-10-305 in one of the
Following {orms:

(#)  an electronic device compatible with the Commitiee's receiv ing device or the receiving device
of the Committes’s agent; .

(b)  double-sided, high density micro floppy disk:

{c}  one-half (1/2) nch, nine (9) track sixteen hundred {1600 or six thousand two famdred and
fifty (6,250) BPI magnetic tape; or

{(dj  other ¢lectronic or data fonmat approved by the Commitiee.

The dispemser shall transmit the data that is required pursuani to Tenn. Code Ann §33-10-305(a) in
the May. 1995 version of the Telecommunications Format for Controlled Substances established by
the American Society for Automation in Pharmacy (ASAP),

If the dispenser does not have an avtomated recordkeeping systemr capable of producing an electronic
report of the required data in the format established by the ASAP, then the dispenser may request a
waiver from the electtonic reporting requirement from the Commiitee.

If the Commitiee grants the dispenser a waiver from the ¢lectronic reporting requiremernt, then the
dispenser shall comply with an alternative miethod of reporting the data as detenmined by the
Committes, such as submitting the required data in writimg on a {orm approved by the Committee

Authority: T.C.4 §553-10-303¢1) and 33-10-305 Administrative History: Original ritle filed Diecember 22, 2005:
effective March 7 2006,

March, 2006
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introduction

Audience

The information in this appendix is intended for development teams and administrators
of web applications.

The State of Tennessee has gone to great lengths to secure its I T infrastructure. We
have state-of-the-art devices and software to prevent access to servers and databases
over the network. All network services, ports and protocols are buttoned down as
securely as we know how—except one: UFBP, the Universal Firewall Bypass Protocol,
These are our web applications and web services tunneling data over HTTP )

While web appiications increase our attack surface, good coding and configuration
practices can contain the degrae to which they do so. Many of the most common web
application attacks’, Cross Site Scripting, SQL injection, Cross Site Reguest Forgery.
atc., can be largely nesutralized with input and output validation and scrubbing. This is
why security policy 10.2.1 states that “Applications shali not pass raw input to other
processes including, but not limited to, other applications, web services, application
servers and databases.”

Proper input validation and output filtering will make our applications more stable our
data less at risk and our positions as IT professionals more sacure, particuiarly in the
avent of a breach,

' See OWASI's “The Ten Most Critlos! Web Application Security Vulnerabiiities *

Inbretuchon | Fage &
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input and Data Validation

nput and data validation is checking to see that provided data is what is axpectad and
appropriate for the destination. Some examples are, input dates are actually dates,
numbers contain only digits and punctuation, text fields have maximum lengths, and
narratives are filtered to exclude code. Business rules also provide validation keeping
values in known ranges or from lists of available choices.

Recommendations for Input and Data Validation

Use dlient side validation. 1t wili reduce end user frustration as well as requests to the
server. ltis much easier to write code on the user interface that communicates
validation errors, such as “invalid date” than it is to perform this validation on the server
and have the validation error percolate back up to the user interface.

Unfortunately, client side validation will not make your applications more secure.
Attackers do not always rely on the user interface, but they do find applications usefu
as they have embedded back end connection capability. With the connection
established. tha next step is to slip malicious code into the system via the URL field of a3
GET request, or the body field of a POST request. Your application must not act as a
conduit for these requests.

ingur et Dada Validation | Page 2
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The Validation Paradigm’

Constrain input
Restrict Characiers to "Known Good” Patterns

Validate Length, Format, Character Set, and Type
Regular expressions (regex) are a powerful and complex tool for constraining input.

Regexes can easily validate length, format {obviously), character sel {a-zA-Z) and type.
To help manage your collection of regex code. maintain a single validation library for
data of all different types, shapes, and sensitivity. There is so much sample cods for
regex on the Internet, that you might be tempted to copy an éxpression and pasle it into
your application. Thatis fine, but please take the ime to understand the code you
discover. Refer to your language reference for guidance. Take the time to document

the expressions in your code library, explaining the expression’s constituent parts,

For example, this regex can be used to validate a string intended to be an email
addrass:

using Sve e Texnt . hegularFrpressions

A4 asomsar vy
A4 method for validaling an emall sddress

Fi7 rtegex explanat Lo

11
{From the beginning of the line, foliowsd by...
ithe ~harachter ¢lass matching upper and lowes case

uncderacore, dash, snpd pericd each matching one or more

£

tlhe "at™ symbal followed by, ..
SA-lreNo3e ithe group which matches one or mere times
Pogroup (comprised of 2 character class where sach stem
mere Limes) and & pelioo. Pollowed by, .,

janother greup which matehss one ore more Fi
the character clsss matching upper anc lower cass lettels and a

jend of line.

ol IsValidimall(string emait)

R R L R N =R T 1 T A O N T O e

Madsateor: Parseticon ¢ Fage 2
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Reject/Replace Input

Allowed good characters can stil} be dangerous.
Replace potentially dangarous characters.

The following VBScript” function removes bad characters by accepting only alphabetic
characters, numbers, underscores and spaces;

Fugatlon Femovebadila: acter s fstvTamp)

M e

i = New Regixp
Ltern = *IOA-7a-50-% 30

8 = regEx . Replace (styTomn, ")

This could be too restrictive for some types of input, but would neutralize <script> and
punctuation commonly used in injection attacks. One trick used to bypass this type of
validation is to HEX encode the strings being passed to the web application. For
axample:

SELECT LOAD FILE{Oxe3,A00626 e F1420692R6; Will dump the contents of c\boot.ini.

The string beginning ox contains valid numeric and alphabefic characters and wouid
be hard to detect as invalid in many text fielde. Thisis why it is important to restrict

input by length and to known good vatues (dropdown Jists).

Assighment

After validation, assign input to a local variable and then work only with the local
variable. Using local variables will enforce type safety and maximum lengths.

Validation Paradigm Demonstrated
The code sample below demonstrates a simplified use of the validation paradigm.

protected vold bitnbogin_ Olickiobijest sender, Eventargs e}

i

ALring _ussrname = Srring. Enpty;
2tring _password = String. Popty;

Ji o oonstrain
i¥ validator.IgValid{ToputType. dimpieNams, txtdsername. Text . Trim{}})
{

ff oassign

_rvssinane = txtUsername.Text. Trimi);
1

/o wonstralin

LA

Fi

if :Vai;ﬂatcr.isValid{Input?yp@.?aﬁsword, trtbtassword. Text . Trim! 1)
!

swarel = LxtPaseword. Yext  Tragm(l;

Validation Paradigm | Page 4
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f/ Ure eleanad up variabies OHLY T

i f tIsAuthenlicated| asernams, LPBRSsSWOTa) )

// @llew access

i/ end btabtogin Uik

Consider a logon page with TextBox controls for user name and password {biUsername
and txtPassword). The logon button invokes the bin Legin_ Click method.

The btnLogin_Click method contains local variables _username and _password that wifl
hold the user-supplied data after validation. -

The Validator.IsValid method (not shown) would use whatever standard approach to
input validation you have coded for input types like user names and passwords as
described above under “Constrain Input.” Only after passing the validation methods
would the user-supplied data be assigned to local variables. These variables are then
passed to the actual authentication method “IsAuthenticated.” This method would do
the actual lookups in a database or directory.

Parameterize Queries

SQL Infection occurs when malicious instructions are passed {0 a database query
engine by way of a web application that does not sanitize input. Typically, a dynamic
query is constructed by appending user-supplied input to a SQL SELECT statement.
This common attack vector is a vulnerability in countless web applications, which is
frustrating since the solution is so simple, well known. and easily coded.

Validating input was discussed previously and following those practices would eliminate
a lot of SQL injection vulnerabilities. But even raw malicious input will be unlikely to
exploit an application if parameterized queries are used. Parameterized queries ensure
that any data passed from the user to the database through the application is treated as
data to search for not as instructions.

Consider this simple page that searches a database of people by first name.

Validaticn Paradigm | Page 8



Somniirg Aprletion Dy clopamesy 0

€ SOl Injection Dem - Wicrosof nternet Explorer provided by Stae of Tennesses a5
.‘ G - e o ingabiat o Y e Sean 2 .
i - . |

.. Favote: BB SR irgection Ders Noe Lot Pape - Satary ~ Tonisc 8o

r.
|

'

r Fun stk SQIL Injection

Enter the frst name of peopls to ssarch for
‘ Submit ] 1]

%o gual srbanet

e it occurs i e database, @ gndis pooulaied with the Fagutls
NE rew Count s distlaved

# Sqt Injection Domo - Microsoft Internet Explorer provided by State of Tannes

S

@ LA B O - lacmisst

i Favontes R 200 Iniecton Do

¥ e Seardh I

o | v Poge v Safely » Tgols - *5 -

Fuon with SGL Injection

k Enter the first name of people to search for R

- Steve {f_ulm 26
FirstName LastName Emailaddress Phone

Steve Swapn stwve swannZ state tn as G15.253.8844

Steve Masters  steve 2@ adventre-works com  184-555.0114

Steve Schmich  steve3 @ advennme-works com  988.3%5.0] o0

Steee Masters  steve0@advastore-works com  712-558.0170

Steve Masters  steved B adventire wworks com  484-555-0100

Steve Wagner  steved @ adventure-works com | ¢11 3 500 5530164

Steve Chen steved @ adventore-works corn I (11) 500 555.0125 ;
Steve i steve? @ achventure-works.com 1 (11) 500 £55.0100 |
S A SenSfadumros s anee 1 211V AM £EE 00 28 >

W Lot

This is the actual SOL gusty generaled a1 rontime

Selest PirstName, LastHName, Fmaillddress, Phone from Perzon . Costact Where
FizstNHame = ‘Steve’

Instead of enterdng a valld narme 1
abvayse avaiua v True ™ Al
Por 1 ow 1.

G search or an eitacker enters an expression that
sexarnple of suoh an expression s

Vakichathon Pasadigen | Page 6
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croseft Internst Expiwer provid&! by State of Teméssee '

i '@ SQL‘tﬂiection i}eurm M

i
. x
i S ¢ BN iabast viod w8 Lve Searee

. Favontes B SR teyecoen Do 5o . T - fage -

Fun with SQL igjection
- Enter the first name of people to search for
1N I

" ‘S;ocal niTane:

A 1G0%

The select slatement genarsted rom that X[y ession s

Selact FiystWame, LastNanme, Emailiddress, FPhons from
Person.Contact Where FirgiName = '' ap = 1t~

Vehen exscuisd, all 19972 tows are relurned
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A Fpy sicgornen! Siide

| # S0L Injection Demo - Microseft Intermet Explover provided by State of Tennessee : ..’LEZ'_J_’
, . . oL g ocaltas V, E I AT ey 2o
C L Favontes 2 50 imecton Demn 5o Lo v Pege v Ralely s Tgom -
: e Lt T T T R ST . - - - - o s AnaE o eeae - - e b cana ‘y,...‘.i;
; Fun with SQL Iujecton
i Enter the first name of peotdle £o search for
EER cSubmi ] 19977
FrrstName LastName EmailAddress Phone
' Gustave Achong gustavol) @ adventary -works com 39L.555.0132
it Catherine Abel catherineD @ adventure - works.com 47555017
Kin © Abercrowbis ki 2 @ adventure ~works com F34.888.0137
Humberte Acevedo humberto0'd adventore-works, com FRE-01
. , &
Pilar Ackenman pilar 1 % adventure-works com
Frances Adams frances) @ adventure-works com
Margaret Stnith margaret( @ adventure-works com
Curla Adams carlal & adventure- works com
a0 LAdems javi@edvesmweworkscom ] .
: % ocal iranst M

This vulnerability opens the door 10 the entire database and potentially the databasae
server itsell

This C# code contains bad, injectable code and good, ¥ parameterized code.
This is the BAD C# code that runs when the Submit button s clicked:

provected void SubmitButton Click{obiject sender, Eventargs e)
i

String connString «
ConfigurationManager . Connect iansty ings| "Rdventiurelorksco nnectionfString”) . Counn
ecticongtring;

Sglionnection conn = new Sqlﬁonneﬁtianfconnstring);

conn. Opernd);

RETING sgiSelest x "Salact YirstMsme, LastHame. Dailidddress. Phoos froe
Purson Conteot Whars FirstMame = ‘" 4 Critacie. Fexd + miny

SglCommand sqlfmd = new EglCommand({zglSelect, conn);

SglbataReader sqldr -
sqlCmd.ExecuteReader(Commandsehavior.ClcﬁeConnection;;

grd.Dataloureces = 39lbc;

grad.DataRind(};

EowCount . Text grad.Fows . Count . ToString();

sqlly . Cloge s ;

]
3

AbOVe, “Criteria.Test”is the TexiBox where the user or altacker puts the name or
malicious code The text is insertel directly into the select stalemant  As hosrendons a

Wishaalioe Dot whow | Doge 5
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i St Devabco

practcs as this is. it is unhelieveably widespremd,

The gowd news is thal the page and code are easily salvaged with just a change to the
sefect staterment and three lines ol code. even withou! using siored procedures, awhich
would accomplish the same thing

[he paramaterized code is shown below
protected void Submitfubton Click (ebjacr sender, Evenblrogs ef

Etring connftring =
ConfigurationManager . Connect iansg trings [ "AdventureNorksConnectiontyr ing™}. Conn
ectionsSoring;

Sgllonnection conn = new SqglConneck Lon {sonnString) ;

cONm.Dpend)

String sqlSmlact = “Seisct FlrotHams, Lastiame, Emeilhddrsss. Phone from
Furson Contact wWhera Firsthiame ~ Ffnama " ;

SylParsmetay param ¢ pay SgiParamut sy (¥ Snamec, SqibbPyne . VarChar)

purarn . Valus = Critmcis. Taxt:

SqlConmand sqltind = new Sqloommsnd{sglSelect, conni;

sqiomd . Fazamaberz . Add (paxam) ;

SglDataReader sglhpr =
#910md . BxecuteReader [CommandBehavior.Cl ogelConnestion) ;

grd.batsSource = sgllr;

grd.DataBindi);

RowCount . Text - grd. Rows .Count.. ToStringly;

eYIDr.Cloge () ;

Fame et et e e

AT S ) twralhost ;ﬁ‘:’_} @ ;Huve§ewf,ﬁ Rk

[

¥ Fevorites g 50k Ingnetion Demo Fe - & LM Poge~ Saferys ook @ [

- S H

Fun with SQ1L. Injection
Enter the firsi neme of people to search for

i
E fert=1. [_Submi:}o
; .

;i

I now falls 10 find anyone whose nameis ‘'or 1 = 1

See "Raplained - SQL hjection” on msdn.microsolt com lor videns and recommencledd
guidance on coding practices

%
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Encrypt Crédentials Stored in Configuration Files

Policy (8.1.7) Protection of Login Credentials
Login credentials stored in configuration fies shall be encrypted,

Obviously you have big problems If an attacker is able to read configuration files on your
server, but knowing user names, passwords, server names and IP addresses do not
have to be among them.

inan ASP.NET application. it is simple o encrypt selected <keys/> in web config and
machine config fles,

Look at the documentation on the “aspnet_regiis” command. Here are exaniaies of its
use to encrypt and decrypt a single key in an application’s web config file.

Encrypt the “connectionstrings” key:
aE0net _reglis —~pef foonnectionStrings” "wWek 2aprlicavion physios]

path”" -prov "DataProtectionConfigurat ionkr ovidey ®

Decrypt the “connectionstrings” key:
asenel regiis -vdf "oonpnectionsted naE" MWeb apelication whysical

paknn

" As described In SANS Instituts Defensible NET courseware
Copyright © 2008, the SANS nstitute
* See MBDN article *Removing Harmful Characiers feom User Input”

Validation Paradigm: | Page 10
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Control of Internal Processing”

“Security contrals shall be included to prevent cortuption due to processing errors or
deliberate acts "

The design and implementation of applications shoutd ensure that the risks of
processing failures leading to a loss of integrity are minimized Spedific areas to
consider include:
* the use of add. modify. and delete functions to implement changes to data;
¢ the procedures to pravent programs running in the wrong order or runhing after
failure of priot processing:
* the use of appropriate programs to recover from failures to ensure the correct
processing of data;
¢ protection against aftacks using buffer overrunsioverfiows.
An appropriate chacklist should be prepared, activiies documented, and the results
should be kept secure. Examples of checks that can be incorporated include the
following:
* data s valid, reasonable, and what is expected (8.g. within ranges and among
predefined choices);
« session or batch controls, to reconcite data file balances after transaction
updates;
*  balancing controls, to check opening batances against previous closing balances,
namaely:
< TUne-to-run controls;
file update totals;
< program-to-program controls;
+ validation of system-generated input data;
» checks on the integrity, authenticity or any other security feature of data or
software downloaded, or uploaded, between central and remote computers;
= hash totals of records and files:
checks to ensure that application programs are run at the correct time;
checks to ensure that programs are run in the correct order and terminale in case
of a failure, and that further processing is halted unt! the problem is resclved:
+ creating alog of the activities involved in the processing.

Data that has been correctly entered can be corrupted by hardware errors, processing
errors or through deliberate acts. The validation chacke required will depend on the
nature of the application and the business impact of any corruption of data.

¥ From ISO+EC IO 2005

Message Autherdicanon ; Fage 1)
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Message Authentication¥

Folicy (10.2.2.1 1} Inter-process Massage Authentication
"Inter-process message authentication shalf be used io verify that a message originated
from a brusted source and that the message has not been altered during transmission,

This section is about securing communication between processes. or services. A
commaen method for commucation between different applications over the
InterneVintranet is Web Services. Web Services were not designed with security in -
mind. Like most Internet technolegy, just getting Web Services to work at all was
considered a farge encugh miracle that security had to be added much later,

The fanguage of Web Services is XML {Extensible Markup Language). XML is simple to
fearn and is readable by humans and machines. This provides a minimal bartier to
entry for developers and hackers alike.

Web Services use SOAP to transfer the data. SOAP once stood for “Simple Object
Access Protocol” but this acronym was dropped with Version 1.2 of the standard, SOAP
is a stateless, one-way, XML-based message exchange.

Again, policy states " _verify that a message originated from a trusted source and that
the message has not been allered during fransmission.” SOAP messages can be

- altered. XML schemas can be altered. They are subject to URL/URI redirection within
SOAP messages to refer to different namespaces or network resources referenced in
the SOAP message itself.

The OASIS WS-Security specification is the open standard for Web Services security.
its goal is to let applications secure SOAP message exchanges by providing encryption,
integrity, and authentication support.

Input Validation

AML is created and consumed by programs that were wiitten by humans. Just as with
web applications, input validation in Web Services is critical to pravent injection and
other attacks. Pay the same attention to input/output validation when reading and
writing XML data as when processing data to and from users.

Management Responsibility

Agency policy should determine if and to what exient Web Services are offered to the
outside world. Web Services that expose the organization’s databases are subject to
the same security considerations as interactive web applications.

Message Authenticarion §Pags 12
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Architecture Issues

Separate SOAP Communications from Other Web Teaffic

Web Services are particutarly prone to Denial of Service {DoS) attacks. Huge, complex,
or intentionally recursive XML messages can tax a web server's XML parsing engine to
the extent that the server becomes slow or unresponsive. Running Web Services on
other than the default port for HTTP (TCP80) allows you to selectively turn Web
Services on and off and attacks against port 80 will not affect other ports and vice versa.
Unlike traditional DoS attacks, XML attacks can be small and need only be executed
once.

Harden the Web Services Servers

Hardening the servers is a fundamental part of information security. Here are a few
basic. important suggestions:

* Disable unnecessary services.

* Use [PSec packet filioring. Use full IPSec capability betwsan the front-end and
back-end servers.

+ As with services, disable any unnecessary ISAP] filters and extensions, and
unnecessary ASP.NET handiers,

* An XML parser is a program that interprets the contents of an XML file and
determines what to do with the input. Apply XML parser hoffixes as quickly as
reasonably possible. This is where malicious XML meets the compatter. XML
parser exploits are a common attack mechanism.

Application/service specific configuration

Disabie Test Certificates
Microsoft provides makecert . exe to facilitate development and testing web applications
and services. This capability should be disabled in production servers.

<mivroselt.wen, servicess
wgecur iy
«<x50% allowTestRoor="Fzlae” /o
S EHCLLIE Yy
sfmicuosofl . web. servicess

Set the verifyTrust atlribute to frue. Doing so requires the certificate’s enfire “chain of
trust” to be verified.

<microscit.web.seyvices?s
<zecuritys
verifyirust="trus" />

Message Authentication | Page 13
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Disable HTTP POST and HTTP GET Protocols
To disable support for a protocol for an individual Web application:

The following example” axplicily removes the HTTP-POST and HTTP-GET protocols:

<wekbderviosss
<protacolss
Lrerove nars=THripfoge .
CLemcve namgs"Htipsen® s
SAprortocels:

</webkiervices>

Disable the Service Help Page
To disable the service help page for an individual Web application

“weblervices:s
Rprohonsls s
Cremove nhames="Dosunentation® /-
<lprotooolss

“/webServicear

Alternatively, your service can redirect to a blank page:

wwebServices»
<wsdiBelpGenerator brei=Ydoss/MyElank  him® /s

<fwehServigass

implement SOAP Security

*» Sign all outgoing messages as they are fully editable by the receiving party.
Without cryptographic proof of the original message, the recsiving party can
claim falsehoods.

« Consider requiring XML signatures for incoming SOAP messages.

* There is no guarantee of end-to-end protection with SSL and (PSec. Therefore,
use XML. encryption for any sensitive information leaving the network.

Implement Schema Restrictions

The XML schema for a message is incredibly impartant for security. Documents that do
not conform to the scheima return an error to the client. Schemas can perform input
validation using regular expressions and by setting minimum and maximum values.

Message Authenticalion | Page 14
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As important as schema validation is, it hurts performance by as much as thres times
slower execution. High volume services are good candidates to be offloaded to an
XML-aware firewall or praxy.

" As described in SANS Institute Devensible NET courseware
Copyright £ 2008, the SANS Institute

" How 1o Disable Proloeol Suppert for Web Servicas MSON)

" How to; Disable the Service Help Page for & Web Service (MSDN;

Message Authertication | Page 15
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Security and Your System Development Life Cycle (SDLC)

Application development projects usually suffer from feature creep. or scope creep.
This is where the original set of features constantly grows. causing massive delays in
release of the product. The last feature you want lo add to an application late in the
development cycle is security. Security needs to be an intragal part of an application’s
architecture, from the servers and database 1o the user interface.

Consider the typical phases of an SDLC.
*  Requirements

»  Design

* implementation
e Verification

«  Release

*  Support

To include security, add training and response.
¢ Training {in secure coding and administration)
Requirements
Cesign
Implementation
Verification
Release
Support
Response (to incidents, such as a data breach)

¢ @ & 2 9 @ @

One large software and development tools vendor. Microsof, suggests these security
activites during the SDLC phases™
o Training
Core training
*  Requirements
Analyze security and privacy risk
< Define quality gates
s Design
Threat modeling
Attack surface analysis
» implementation
Specify tools
Enforce banned functions
Static analysis
= Verification
Dynamic/Fuzz testing
Verify thread models/attack surface
Release
Hesponse plan

Secusty and Your SDIC § Page 16
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o Final security review
o HRelease archive
¢«  Support
o Service packs
o Becurity updates
» Response (io incidents, such as a data breach)
o Repsonse sxecution

Policy 10.1.1.1 Security Controls in Requirements states “Analysis of reguirements for
all new systems, or changes to exisling systems shall include specification of controls to
audit, monitor and/or maintain systerms during regular operation and in failure mode
(e.g. logging access to the program., changes to data, application-specific data points,
instrumenting code). " -

What do we mean by “security controls?" Think of security controls as safeguards or
courtermeasures. Security controls are ways 1o manage risk, including policies,
procedures, guidelines, and practices. These can be of administrative, technical,
management, or legal nature. Here we are concemed with tachnical security controls,

Audit, Monitor and Maintain

Requirements should include the ability to audit an application’s activity. Typically, this
is done via log files or log tables in a database. Leg events to answer the guestion
“Who did what when?" Design a standard logging mechanisem that you can call
anywhere in the application and that the database engine can access independent of
the application, such as with triggers.

Consider run-time monitoring that can be tured on and off outside the application. Tum
togging of database activity on for monitoring, tuning, and troubleshooting, and off for
maximum performance,

Also consider instrumenting your code to help analyze performance in multi-user, mult-
processor, multi-server and caching scenarios, :

For a security-specific code instrumentation "how to” see the ariicle “Instrument

ASP.NET 2.0 Applications for Securjty”

Objectives

Identity the security related events that are raised automatically,
 Leamn about addifional security related events you might want to track.
* Raise custom events to track specific security relaled activity.
-
L

Instrument your code to detect password changes.
Instrument your code to detect when the membership system locks out an
acecount.

* Instrument your code to track access 1o sensitive business logic.

** The Microgoh Security Development Lifecyele (SOL): Process Guidance

Security and Your SOLC | Page 17
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