CONTRACT #6
RFS # 348.00-120103
FA # Pending
Edison # Pending

Tennessee Bureau of
Investigation (TBI)

VENDOR:
MorphoTrak, Inc.



TENNESSEE BUREAU OF INVESTIGATION
901 R.S. Gass Boulevard
Nashville, Tennessee 37216-2639
(015} 744-4000
BILL HASLAM TDD {615) 744-4001 MARK GWYK
Governor : Director

June 21, 2012

Ms. L.eni Chick

Contract and Audit Coordinator
8" Floor, Rache! Jackson Building
320 Sixth Avenue North
Nashville, Tennessee 37243

RE:  MorphoTrak, Inc.
Fiscal Review Committee Documentation

Ms. Chick:

| respectfully request thaf the TBI be placed on the agenda for the next meeting of
the Fiscal Review Committee to review the subject contract request. | have enclosed
documentation in this regard in accordance with the “Revised Checklist — Effective
10/30/09" for your review. This request is timely as the deadtine for being added to the
agenda for the next meeting of the Fiscal Review Committee is June 22, 2012.

TBI currently retains a contract with MorphoTrak, Inc. for maintenance and
support for the AFIS (automated fingerprint identification system). The AFIS has
three primary functions. First, it receives the fingerprints of everyone who is arrested from
each county Sheriff's office. It uses those fingerprints to either begin (or add to) an
individual's criminal history. Second, it receives and processes all civil (applicant and
volunteer) fingerprints required by law. The third function of the AFIS is to process
fingerprints that are collected at a crime scene and compare them to those in the existing
database.

As the current contract with MorphoTrak, inc. is set to expire June 27, 2012, the
proposed contract is another five-year contract beginning on June 28, 2012 and lasting
through June 27, 2017. In addition to continuing maintenance and support for the AFIS,
under the proposed contract, the Contractor will upgrade the TBI AFIS from a Printrak
BIS v 9.5 to the MorphoBIS.

MorphoBIS includes technological advances that will significantly enhance
accuracy and speed, thus enabling law enforcement to capiure and search finger
and palm prints more efficiently. it provides, among other features, a common
database for storing person and criminal case records as well as fully integrated
fingerprints, palm prints, face images, signatures, descriptive and other data.
Additionally, maintenance and support will continue to be needed for this system as
it is used by all law enforcement agencies around the state. MorphoTrak, Inc. has
provided excellent maintenance and supporl services under the current contract and
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possesses the unique experience to be effective under the proposed contract.
Considering the Bureau's satisfaction with the performance, it is in the best interest of the
State to grant the proposed contract.

Competitive procurement methods are not a viable option in this case because
the AFIS is a proprietary system that would have to be totally rebuilt should a new
vendor provide services outlined in the contract. All of TBI's existing fingerprinis
(almost 3 million) are in the format of our current vendor, MorphoTrak, Inc. Acquiring
another vendor would require a data conversion which could cost upwards of $6 million -
just for the conversion. Attempting to secure these services by other means is not
feasible. i would require significant intercuptions in the availability of critical information
for law enforcement and be a significant cost to the state.

If you have any questions or need any additional information, please do not
hesitate to contact me at 615-744-4296 or heather.thorme@tn.gov.

Sincefrely,
L W% “V%‘M(
Heather N. Thorne

Attorney
Tennessee Bureau of Investigation
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Supplemental Documentation Required for

Fiscal Review Committee

*Contact Name: Heather Thorne *C];)}?(ti(;t‘ 615.744.4105
*Original Contract | Pending *Qriginal RFS | 348.00-12010
Number: Number:
Edison Contract Pending Edison RFS
Number: (7 applicable) N‘;}I};‘;i‘z;;l(g
*Original Contract | 6/28/2012 *Current End | 6/27/2017
Begin Date: Date:
Current Request Amendment Number: | NA
(tf applicable)
Proposed Amendment Effective Date: | NA
(tf applicable)
*Department Submitting: | TBI
*Division:
*Date Submitted: | 6/22/2012
*Submitted Within Sixty (60) days: | No
If not, explain: | Negotiations took longer than expected
*Contract Vendor Name: | MorphoTrak, Inc.
*Current Maximum Liability: | $5,704,720

*PROPOSED Contract Allocation by Fiscal Year:
(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY: 2013

FY: 2014

FY: 2015

FY: 2016

FY: 2017

FY:

$ 3,879,800

$125,000

$542,640

$566,640

*Current Total Expenditures by Fiscal Year of Contract:

(attach backup documeniation from STARS or FDAS report

$590,640

IF Contract Allocation has been

greater than Contract

Expenditures, please give the
reasons and explain where surplus

funds were spent:

IF surplus funds have been carried
forward, please give the reasons
and provide the authority for the
carry forward provision:

Maximum liability for contract term not
limited to specific fiscal year

IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding
was acquired to pay the overage:

*Contract
Funding

State:

Federal:

Effective October 30, 2009




Supplemental Documentation Required for

Fiscal Review Committee

Source/Amount: | |

For all new non-competitive contracts and any contract amendment that changes
Sections A or C.3. of the original or previously amended contract document,
provide estimates based on information provided the Department by the vendor
for determination of contract maximum liability. Add rows as necessary to
provide all information requested.

If it is determined that the question is not applicable to your contract document
attach detailed explanation as to why that determination was made.

Interdepartmental: Other: $5,704,720

If “other” please define: Handgun
permit fee revenue

Dates of All Previous Amendments Brief Description of Actions in Previous
or Revisions: (if applicable) Amendments or Revisions: (if applicable)

Method of Original Award: (if applicable)

*What were the projected costs of the
service for the entire term of the contract
prior to contract award?

Effective October 30, 2009



Supplemental Documentation Required for
Fiscal Review Committee

Planned expenditures by fiscal year by deliverable. Add rows as necessary to indicate
all estimated contract expenditures.

Deliverable ¥Y: 2012 FY: 2013 FY:2014 FY: 2015 FY: 2016
description:

Upgrade for | $3,879,800
AFIS

Maintenance $125,000 $542,640 $566,640 $590,640
and Support
for AFIS

Proposed savings to be realized per fiscal year by entering into this contract, If
amendment to an existing contract, please indicate the proposed savings to be realized
by the amendment. Add rows as necessary to define all potential savings per
deliverable.

Deliverable FyY: FY: FY: FY: FY:
description:

Comparisons not
applicable — See
justification in
Non-
Competitive
Amendment
Request.

Comparison of cost per fiscal year of obtaining this service through the proposed
contract or amendment vs. other options. List other options available (including other
vendors), cost of other options, and source of information for comparison of other
options (e.g. catalog, Web site). Add rows as necessary to indicate price differentials
between contract deliverables.

Proposed
Vendor Cost:
{name of
vendor)

FY: FY: FY: FY: FY:

Other Vendor
Cost: (name FY: FY: FY: FY: FY:
of vendor)

Other Vendor
Cost: (name FY: FY: FY: FY: FY:
of vendor)

Effective October 30, 2009




OIR Pre-Approval Endorsement

Request
E-Mail Transmittal

FROM :

DATE :
RE :

Jane Chiftenden, OIR Procurement & Contract Management Director
Department of Finance & Administration

E-mail ; Jane.Chiftenden@in.gov

Heather N. Thorne
E-mail ; heather.thorne@tn.gov

21 June 2012
Request for QIR Pre-Approval £Endorsement

Applicable RFS 34800-12010
#

OIR Endorsement Signature & Date:

Chief Information Officer

NOTE: Proposed contracl/granf support is applicable fo the subject iT service technical merit.

Office for Information Resources (OIR) pre-appreval endorsement appears to be reguired
pursuant to professional service contracting regulations pertaining to procurements with

information technology as a component of the scope of service, This request seeks to ensure
that OIR is aware of and has an opportunity {o review the procurement detailed beiow and in the

attached documents.

Please document OIR endorsement of the described procurement {with the appropriate signature

above), and refurn this document via e-mail af your earliest convenience.

Contracting Agency Tennessee Bureau of Investigation
Agency Contact (name, phone, e- Heather Thorne
malil)

Subject Procurement Document (mark one}

I:l RFP IE Contract
D Compaetitive Negotiation Request D Contract Amendment
D Alternative Procurement Method D Grant

Request [ 1 Grant Amendment

IX] Non-Competitive Contract Reqguest

[ Non-Competitive Amendment
Request

Information

Systems Plan {ISP) Project Applicability




Applicable RFS  34800-12010
#

D Not Applicable to this Request
[ ] Applicable— ISP Projects#

Response Confirmed hy IT Direcior/Staff
(name): Brad Truitt

Required Aftachments (as applicable - copies without signatures acceptable)

] rFP, Competitive Negotiation Reqguest, Alternative Procurement Method
Reguest, Non-Competitive Contract Request, Non-Competitive Amendment
Request

l:] Original Contract/Grant or Amendment
% Proposed Contract/Grant or Amendment

Subject Information Technology Service Description
(Brief summary of informalion technology services involved. Clearly identify included technologies such as
system development/maintenance, security, networking, etc. As applicable, Ideniify the contract &
solicitation sections related to the IT services.)
The Contractor will upgrade the TBI AFIS {automated fingerprint identification system)
from a Printrak BIS v 8.5 to the MorphoBIS. Additionally, the Contractor will provide
maintenance and support for the AFIS,




7-1-11 REQUEST-RULE

Rule Exception Request

Route completed request, as one file In PDF format, via e-mail attachment sent to; Agsprs.Agsprs@state tn,us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34800-12014

1. Contract # Number not assigned

Upgrade, Maintenance and Support for AFIS {automated fingerprint

2. Service Caption identification system)

3. Contractor MorphoTrak, Inc.
4. Conftract Period (with ALL options to extend exercised) 60 months
5. Contract Maximum Liability (with ALL options fo extend exercised) $ 5,704,720
6. Rule 0620-3-3-.03(2)(a) OR 0620-3-3-.05

requiring compliance with relevant medel guidefines (only if required by oversight autherities)
{for which the
exceplion is
requested)

0620-3-3-.05(5)
requiring the prescribed Nondiscrimination contract provision

0620-3-3-.07(5)
prohibiting a contract term greater than five (5) years

0620-3-3-.07(8)
prohibiting & confract with a former stale employee in within six (8) months of termination

0620-3-3-.07(22)
requiring contractor {ravel reimbursement In accordance with state travel regulations

OTHER (cite the relevant rule below)

I I A 0 (0
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7-1-1% REQUEST-RULE

Request Tracking #

34800-12014

7. Explanation of
Rule Exception
Requested

Contractor request modification of section D.4. to read as follows:

DEFAULT BY A PARTY. If either partly fails to perform a material obligation under this
agreemenl, the other party may consider the non-performing party to be in defaull (unless
a Force Majeure causes such failure) and may assert a default claim by giving the non-
performing parly a written and detailed notice of defauit. Except for a default by the State
for failing to pay any amount when due under this agreement which must be cured
immediately, the defaulting party will have thirty (30) days after receipt of the notice of
default to either (i) cure the default or (i} if the default is not curable within thirty (30 days,
to provide a written cure plan. The defaulting parly will begin implementing the cure plan
immediately after receipt of notice by the other party that it approves the plan. If the State
is the defaulling party, MorphoTrak may stop work on the project until it approves the
State’s cure plan. If Contractor is the defaulling party, the Stale may stop payment on the
project until it approves the Contractor's cure plan,

FAILURE TO CURE. If a defaulting party fails to cure the default as provided above,
unless otherwise agreed in writing, the non-defauiting party may terminate any unfulfiled
portion of this Agreement. In the event of such termination, the defaulting party will
promptly return o the non-defaulting party any of its confidential information.

For System sales: If the State is the non-defaulling parly, terminates this
Agreement as permitted by this section, and completes the system through a
third party, State may as its exclusive remedy recover from seller either (i) the
diminufion of value of the system due to the breach if it does not comptete the
system through a third party, or (i) the reasonable costs incurred to complete the
system to a capability not exceeding that specified in this agreement iess the
unpaid portion of the contract price if it completes the system through a third
party. In either case, the State agrees to use ifs best efforts to mitigate damages
and to provide seller with detalled records substantiating the damages claim.

8. Justification

The Contractor has maintained a contract with the State since 2007. The
State has been very pleased with the product and level of maintenance and
support provided. If this rule exception is not granted, the Contractor will
not sign the contract. If the State were forced to bid the project and a new
contractor was to replace MorphoTrak, Ine., the system would have to he
rebuilt and ali records from the system would have to be shifted into the
new software product at an enormous cost to the State. The Rule Exception
Request has been reviewed and approved by the Agency.

Agency Head Signature and Date (contracting agency head or authorized signatory)

20f2




7-1-321 REQUEST-RULE

Rule Exception Request

Route completed request, as one file in POF format, via e-mail attachment sent to: Agsprs.Agsprs@state. tn.us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34800-12015

1. Contract # Number not assigned

Upgrade, Maintenance and Support for AFIS (automated fingerprint

2. Service Caption identification system)

3. Contractor MorphoTrak, Inc.
4. Contract Period {with ALL options o extend exercised) 60 months
5. Contract Maximum Liability (wilh ALL options fo extend exercised) $ 5,704,720
6. Rule K‘ 0620-3-3-.03(2){a) OR 0620-3-3-.05

requiring compliance with refevant model guidelines (only if required by oversight authorities)
(for which the
exception is
requested)

0620~3-3-.05(5)
requiring the prescribed Nondiscrimination contract provision

0620~3-3-.07(5}
prohlbiting a contract term greater than five (5} years

L]
L]
[ ] o620-3-3-.07(8)
]
L]

prohibiting a contract with a former state employee in within six (8} months of termination

0620-3-3-.07(22}
requiring contractor travel reimbursement in accordance with state trave! regutations

OTHER (cite the refevant rule below)

Tof3




7131 REQUIEST-RULE

Request Tracking #

34800-12015

7. Explanation of
Rule Excepfion
Reguested

Contractor request the following Terms and Conditions be added to the
Model Contract:

is licensed to Customer solely in accordance with the Software License Agreement,
Customer hereby accepts and agrees to abide by all of the terms and restriclions of the
Software License Agreement.

NON-MORPHOTRAK SOFTWARE. Any Non-MorphoTrak Software is licensed to
Customer in accordance with the standard license, terms, and restrictions of the copyright
owner on the effeclive date unless the copyright owner has granted to MorphoTrak the
right to sublicense the Non-MorphoTrak Sofiware pursuant to the Software License
Agreement, in which case it applies and the copyright owner will have all of Licensor's
rights and protections under the Software License Agreemenl. MorphoTrak makes no
representations or warranties of any kind regarding Non-MorphoTrak Software. Non-
MorphoTrak Software may include open source Software. Al open source Software is
licensed to Customer in accordance with, and Customer agrees to abide by, the
provisions of the standard license of the copyright owner and not the Software License
Agreement. Upon request by Customer, MorphoTrak will use commercially reasonabie
efforts to (i) determine whether any open source Software will be provided under this
Agreement; and if so, (i) identify the open source Software and provide to Customer a
copy of the applicable standard Hicense (or specify where such license may be found); and
(ii)) provide to Customer a copy of the open source Software source code if it is publicly
available without charge {although a distribution fee or a charge for related services may
be applicable).

COMMENCEMENT OF ACCEPTANCE TESTING. Seller will provide io Customer af
least ten (10) days notice before the acceptance tesls commence. System testing will
occur only In accordance with the acceptance test plan,

SYSTEM ACCEPTANCE. System acceptance will occur upon successful completion of
the acceptance tests described in the acceptance tesi Plan, Upon system acceptance,
the parties will memorialize this event by promplly execufing a system acceptahce
cerlificate. !f the acceptance fest plan includes separate tests for individual subsystems or

1 phases of the system, acceptance of the individual subsystem or phase will occur upon

the successful completion of the acceptance tests for such subsystem or phase, and the
parties will promptly execute an acceptance certificate for the subsystem or phase. |f
Customer believes that the system has failed the completed acceptance tests, Customer
will provide to Seller a wrilten nolice that includes the specific details of such failure. If
Customer does not provide to Selier such nofice within ten (10) business days after
completion of the acceptance fests, system acceptance will be deemed to have occurred
as of the completion of the acceptance tests. Minor omissions or variances in the System
that do not materiaily impair the operation of the System as a whole will not postpone
system acceptance or subsystem acceptance, but will be corrected according to a
mutually agreed schedule.

BENEFICIAL USE. Customer acknowledges that Seller's ability to perform ifs
implementation and festing responsibiiities under this Agreement may be impeded if
Customer begins using the system before system acceptance. Therefore, Customer will
not commence beneficial use before system acceptance without Seller's prior writlen
authorization, which Seller will nol unreasonably withhold. Seller is not responsible for
system performance deficiencies that occur during unauthorized beneficial use. Upon
commencement of beneficial use, Customer assumes responsibility for the use and
operation of the system and payment in full is due.

2of3




7-1-13 REGUUEST-RULE

Request Tracking #

34800-12015

8. Justification

The Contractor has maintained a contract with the State since 2007, The
State has been very pleased with the product and level of maintenance and
support provided. If this rule exception is not granted, the Contractor will
not sign the contract. If the State were forced to bid the project and a new
contractor was to replace MorphoTrak, Inc., the system would have to be
rebuilt and all records from the system would have to be shifted into the
new software product at an enormous cost to the State. The Rule Exception
Request has been reviewed and approved by the Agency.

Agency Head Signhature and Date (coniracting agency head or authorized signatory}
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7-1-31 REQUEST-RULE

Rule Exception Request

Route completed request, as one file in PDF format, via e-mait attachment sent to: Agsprs.Agsprs@state.in.us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34800-12016

1. Contract # Number not assigned

Upgrade, Maintenance and Support for AFIS {automated fingerprint

2. Service Caption identification system)

3. Contractor MorphoTrak, Inc.

4, Contract Period (with ALL options fo exfend exercised) 60 months
5. Contract Maximum Liability (with ALL options fo extend exercised) $ 5,704,720
6. Rule m 0620-3~3-.03(2){a} OR 0620~3~-3~.08

requiring compliance with relevant model guidelines (orly if reguired by oversight authorities)
(for whict the
exceplion Is
requested)

0620-3-3—-.05(5})
requiring the prescribed Nondiscrimination contract provision

0620--3--3-.07(5)
prohibiting a contract term greater than five {5) vears

0620-3-3-.07(8)
prohibiting a contract with a former state empioyee In within six {6) months of termination

0620--3--3-.07(22)
requiring contracter travel reimbursement in accordance with state travel regulations

oo

OTHER (cite the relevant rule below)

Tof3




111 REQUIEST-RULE

Request Tracking #

34800-12016

7. Explanation of
Rule Exception
Reguested

Contractor request the following Terms and Coenditions be added to the
Model Contract:

SYSTEM FUNCTIONALITY. Seller represents that the system will perform in accordance
with the Specifications in all material respects. Upon system acceptance or beneficial
use, whichever ocours first, this system functionality representation is fulfilled. Seller is
not responsible for system performance deficiencies that are caused by ancillary
equipment not furnished by Seller attached to or used in connection with the system or for
reasons beyond Sellers control, such as (i) an earthquake, adverse atmospheric
conditions, or other natural causes,; (i) Customer changes fo icad usage or configuration
cutside the Specifications; or (iii) any acts of parties who are beyond Seller's control.

EQUIPMENT WARRANTY. System Sales For one (1) year from the date of system
acceptance or beneficial use, whichever occurs first, Seller warrants that the equipment
under nomal use and service will be free from material defects in materials and
workmanship. If system acceptance is delayed beyond six (6) months after shipment of
the equipment by events or causes within Customer's control, this warranty expires
eighteen (18) months after the shipment of the equipment.

MORPHOTRAK SOFTWARE WARRANTY. System Sales  Unless otherwise stated in
the Soflware License Agreement, for one (1) year from the date of system acceptance or
beneficial use, whichever occurs first, Seller warrants the MorphoTrak Software in
accordance with the terms of the Software License Agreement and the provisions of this
Seclion 8 that are applicable to the MorphoTrak Software. If system acceptance is
delayed beyond six (8) months after shipment of the MorphaTrak Software by events or
causes within Customer's control, this warranty expires eighteen (18) months after the
shipment of the MorphoTrak Software.

EXCLUSIONS TO EQUIPMENT AND MORPHOTRAK SOFTWARE WARRANTIES.
These warranties do not apply to: (i) defects or damage resulting from use of the
equipment or MorphoTrak Software in other than its normal, customary, and authorized
manner; (i) defects or damage occutring from misuse, accident, liguids, neglect, or acts of
God; (i) defects or damage occurring from testing, maintenance, disassembly, repair,
installation, alferation, modification, or adjustment not provided or authorized in writing by
Seller; (iv) breakage of or damage to antennas unless caused directly by defects in
material or workmanship; (v} defects or damage caused by Customer's faiture to comply
with all applicable industry and OSHA standards; (vi) equipment that has had the serial
number removed or made illegible; (vii) batteries {because they carry their own separate
limited warranty); (viii) freight costs 1o ship equipment to the repair depot; (ix) scraiches or
other cosmetic damage to equipmeni surfaces that does nol affect the operation of the
equipment; and {x} normal or customary wear and tear,

8. Justification

The Contractor has maintained a contract with the State since 2007. The
State has been very pleased with the product and level of maintenance and
support provided. If this rule exception is not granted, the Contractor will
not sign the contract. If the State were forced to bid the project and a new
contractor was to reptace MorphoTrak, inc., the system would have to he
rebuilt and al records from the system would have fo be shifted into the
new software product at an enormous cost to the State. The Rule Exception
Request has been reviewed and approved by the Agency.

20f3




7311 REQUIFST-RULE

Request Tracking # 34800-120186

Agency Head Signature and Date (contracting agency head or authorized signafory)
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7-1-11 REQUITST-RULE

Rule Exception Request

Route completed request, as one file In POF format, via e-mail attachment sent t0: Agsprs.Agsprs@state.tn,us

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking #

34800-12017

1. Contract #

Number not assigned

2. Service Caption

Upgrade, Maintenance and Support for AFIS (automated fingerprint
identification system)

3. Contractor

MorphoTrak, Inc.

4. Contract Period (with ALL opfions to extend exercised) 60 maonths
5. Contract Maximum Liability (with ALL oplions fo extend exercised) $ 5,704,720
8. Rule 0620-3-3-.03(2)(a) OR 0620-3-3~.05

(for which the
exception is
requesfed)

Jood

requiring compliance with retevant mode! guidelines (only if required by oversight authorities)

0620-3-3-.05(5)
requiring the prescribed Nondiscrimination contract provision

0620-3-3-.07{5)
prohibiting a contract term greater than five (5) years

0620-3-3-.07(8)
prohibiting & contract with a former state employee In within six (6) months of termination

0620-3--3-.07(22)
requiring contractor travel reimbursement in accordance with state travel regulations

OTHER ({cite the relevant rule below)

1o0f2




7-1-11 REQUEST-RULE

Request Tracking #

3480012017

7. Explanation of
Ruie Exception
Requested

Contractor request the following Terms and Conditions be added to the
Model Contract:

WARRANTY CLAIMS. For Customer to assert a claim that the equipment or MorphoTrak
Software does not conform fo these warranties, Customer must notify Seller in writing of
the claim before the expiration of the warranty period. Upon receipt of such notice, Seller
will investigate the warranty claim. If this investigation confirms a valid warranty claim,
Seller will (at ils option and at no additional charge to Cusiomer) repair the defective
Equipment or MorphoTrak Software, replace it with the same or equivalent product, or
refund the price of the defective Equipment or MorphoTrak Software. Such action will be
the full extent of Seiler's liability hereunder. Repaired or replaced product is warranted for
the batance of the original applicable warranty period. All replaced products or parts will
become the property of Seller.

ORIGINAL END USER 1S COVERED. These express limiled warranties are extended by
Seller o the original user purchasing the system or products for commercial, industrial, or
governmental use only, and are not assignable or transferable.

DISCLAIMER QF OTHER WARRANTIES. THESE WARRANTIES ARE THE
COMPLETE WARRANTIES FOR THE EQUIPMENT AND MORPHOTRAK SOFTWARE
PROVIDED UNDER THIS AGREEMENT AND ARE GIVEN IN LIEU OF ALL OTHER
WARRANTIES. SELLER DISCLAIMS ALL OTHER WARRANTIES OR CONDITIONS,
EXPRESS OR IMPLIED, INCLUDING THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

8. Justification

The Contractor has maintained a contract with the State since 2007, The
State has been very pleased with the product and level of maintenance and
support provided. [f this rule exception is not granted, the Contractor will
not sign the contract, If the State were forced to bid the project and a new
contractor was to replace MorphoTrak, Inc., the system would have to be
rebuilt and all records from the system would have to be shifted into the
new software product at an enormous cost to the State. The Rule Exception
Request has been reviewed and approved by the Agency.

Agency Head Signature and Date (contracting agency head or authorized signatory)

%M/% fonf)o
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Non-Competitive Contract Request

NOT required for a contract with a federal, Tennessee, or Tennessee local government entity or a grant.
Route a completed request, as one file in POF format, via e-mail attachment ser to: Apsprs.Agsprs@statetnus

AFPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

Request Tracking # 34800--12010
1. Contracting Agency Tennessee Bureau of Investigation
2. Proposed

Contractor MorphoTrak, Inc.,

3. Proposed Gontract Period - with ALL options to extend
exercisad

The proposed comiract start date shall follow the approval 60 months
date of this request.
4, Maximum Contract Cost — with ALL options to extend $ 5,704,720
] 1

exercised

5. Office for Information Resources Endorsement

[ I Not Appiicabte  [X]

— Information fechnology (N/A to THDA) Attached
6. eHealth Initiative Support :

— health-related professional, pharmaceutical, laboratory, or ‘E Not Appllcaﬁi\)ie D

imaging ttached
7. Human Resources Support Not Applicable D

- state employee fraining Attached

8. Has the contracting agency bought the subject service before?

D @ YES, i was procured by...
NC

Negotiation

D RFP D Another Competitive Method @ Non-Compelitive

9. Service Description - brief gummary only — do NOT restate the proposed scope of setvice

The Contractor will upgrade the TBI AFIS {automated fingerprint identification system}
from a Printrak BIS v 9.5 to the MorphoBIS. Additionally, the Contractor will provide

maintenance and support for the AFIS.

10. Explanation of Need for or Requirement Placed on the State to Acquire the Service

MorphoBIS includes technological advances that will provide the best avallable
accuracy and speed, thus enabling law enforcement to capture and search
fingerprints and palm prints that will identify criminal offenders. it provides, among
other features, a common database for storing person and criminal case record as
weil as fully integrated fingerprints, palm prints, face images, signatures, descriptive




Request Tracking #

34800-12010

and other data. Further, maintenance and support Is needed for this system which is
used by all law enforcement agencies around the state.

11. Name & Address of the Contractor’'s Principal Qwner(s}
- NOT required for a TN stale educafion institution

Jean-Yves Guedon

Senior Vice President of Business Units

MorphoTrak, Inc.

113 South Columbus Street, 4" Floor

Alexandria, VA 22314

12. Evidence Contractor's Experience & Length Of Experience Providing the Service

The Contractor has maintained a contract with the State since 2007. The State has
been very pleased with the product and leve! of maintenance and support provided,

13. Efforts to ldentify Reasonable, Competitive, Procurement Alternatives

Competitive procurement methods are not a viable option in this case because the AFIS
is a proprietary system that would have to be totally rebulit should a new vendor
provide services outlined in the contract. All of our existing fingerprints {almost 3
million} are in the format of the current Contractor. Using another vendor would require a
total data conversion. A new vendor would charge approximately $2 per fingerprint card, or
$5 million — just for the conversion. The Contractor built the system and knows this
particular system. !t would be an enormous cost to the state if a new vendor were to
provide these services.

14. Justification - specifically explain why non-competitive negotiation is in the best interest of the state

If the State were to bid the project and a new contractor was to replace MorphoTrak,
inc., the system would have to be rebuiit and all records from the system would have
to be shifted into the new software product at an enormous cost fo the State.

Agency Head Signature and Date - MUST be signed by the ACTUAL agency head as dafailed on the
current Signature Cerlification. Signature by an authorized signatory is accoptabie only in documented exigent

circumsitances
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CONTRACT

(fee-for-service contract with an individual, business, non-profit, or governmental entity of
another stale)

Begin Date End Date Agency Tracking # Edison Record 1D
6/28/12 6/27/17 348.00-12010
Contractor L.egal Entity Name Edison Vendor 1D
MorphoTrack, Inc.

Service Caption (one line only)}

Provides for maintenance and support of the AFIS {Automated Fingerprint |dentification System)

Subrecipient or Vendor CFDA #
D Subrecipient f:]
Vendor
Funding =
TOTAL Contract
FY State Federal Interdepartmental | Other Amount
13 3,879,800 3,879,800
14 125,000 125,000
15 542,640 542,640
16 566,640 566,640
17 590,640 590,640
TOTAL: 5,704,720

American Recovery and Reinvestment Act (ARRA) Funding: || YES DI NO

Ownership/Control

D Nafive

D African American D Asian D Hispanic American D Female
[:I Person D Small
w/Disability Business D Government |z| NOT Minority/Disadvantaged

D Other;

Selection Method & Process Summary {mark the correct response to confirm the associated summary)}

[:I REP The procurement process was completed in accordance with the
approved RFP document and associated regulations.

D Competitive Negotiation The predefined, competitive, impartial, negotiation process was
completed in accordance with the associated, approved procedures and
evaluation criteria.

D Alternative Competitive The predefined, competitive, impartial, procurement process was
Method completed in accordance with the associated, approved procedures and
evaluation criteria.

The non-competitive contractor selection was completed as approved,
and the procurement process included a negotiation of best possible
terms & price.

& Non-Competitive Negotiation




D Other

The contractor selection was directed by law, court order, settlement
agreement, or resuited fraom the state making the same agresment with
all interested parties or all parties in a predetermined "class.”

Budget Officer Confirmation: There is a batance in
the appropriation from which obligations hereunder are
required to be paid that is not already encumbered to

pay other obligations.

Speed Chart (optional)

Account Code
{optional)

OCR USE - FA




CONTRACT
BETWEEN THE STATE OF TENNESSEE,
TENNESSEE BUREAL OF INVESTIGATION
AND
MORPHOTRAK, INC.

This Contract, by and between the State of Tennessee, Tennessee Bureau of investigation, hereinafter
referred to as the ‘State” and MorphoTrak, Inc., hereinafter referred to as the “Contractor,” is for the
provision of upgrade, maintenance, and support for the AFIS (automated fingerprint identification system),
as further defined in the "SCOPE OF SERVICES."

The Contractor is a For-Profit Corporation
Contractor Place of incorporation or Organization: Delaware
Contractor Edison Registration D #

A. SCOPE OF SERVICES:

A1, The Contractor shall provide all service and deliverables as required, described, and detailed
herein and shall meet all service and delivery timelines as specified by this Contract.

A2 The Contractor will upgrade the TB! AFIS from a Printrak BIS v9.5 to the MorphoBIS. The
MorphoBiS shall include the following new features:
» Expanded database capacities
s Compatibility with the ANSI/NIST 2011 and EBTS 9.3 specifications
* Mobile unit submission to the Repository for Individuals of Special Concern (RISC)
+ Rap-back functionality, including internal and NGi submissions (when defined)
¢ DNA collection and verification
s LiveScan Stations (Ruggedized) with mugshot, signature, and barcode acquisition
+ MorpholDent handheld mobile devices for use in the field

A3 Database Capacity and Throughput;
The system capacity requirements are detailed in the table below:

Tenprints (TP} 3,500,000 persons
7,000,000 incidents
Palmprints (PP) 1,250,000 persons
2,500,000 incidents
Unsoived Latent and Palms (ULAP) 35,000
Mugshots 750,000
Signatures 7.000,000
DAILY SEARCH THROUGHPUT
Tenprint vs. TP 1,500
Tenprint vs. UL 1,500
Palmprint vs. UP 1,500
Two-Finger vs. TP 500
Latent vs. TP 100
L.atent vs. UL 100
_Latent Palmprint vs. PP 50
_Latent Palmprint vs. UP . 50

A4, System Workflows:
All current TBI AFIS workflows will be updated to the MorphoBIS workflows as referenced in
Attachment Two. The Contractor will add a new workflow for DNA collection.



A5,

AB.

AT,

A8

A9

A0,

A1,

ANSI/NIST-ITL 2011 AND EBTS 9.3:
The system interfaces shall be compatible with the ANS! 2011 and EBTS 9.3 data
transmission standards.

NGI and RISC Compatibility:
The upgraded TBI MorphoBIS will submit search requests to the latest version of the NG! (FBI
IAFIS) system, and will include RISC submission for mobile units that submit to the T8I,

Rap-Back Functionality:
The upgraded TB! MorphoBIS will include updates to enrolled data records for a rap-back flag.
The system will generate an e-mail message when a search hits against a flagged record.

DNA Capture Workflow Updates:

The TBI criminal livescan workflow will be modified to check if a DNA sample is required during
each criminal booking. In addition, a new workflow will be provided to verify an individual's identity
during the DNA collection process. The DNA-collection information wili be linked to the
individual’'s persen record.

Interfaces:

The Data Exchange Services (DES) component of the system will provide interoperable
communication between the MorphoBIS and the following external interfaces. Tennessee
Criminal History Repository (TCHR), Tennessee Applicant Processing System (TAPS), foreign
{non MorphoTrak) livescans, and the FBI's Next Generation of Identification (NGI) system.

Electronic Data Migration:

The Contractor will reprocess the records in the existing TBI AFIS database to generate
MorphoBIS feature data. The Contractor can perform the data migration at their facility in
Anaheim, California using a TBI-provided electronic copy of the existing AFIS database.

The Contractor will replace existing Printrak BIS equipment with the following:
(1) MorphoBIS Servers, including:

Advanced Data Server (ADS)

Oracle 11g Enterprise Edition

Storage Area Network {(SAN)

Backup Server with Automated Tape Library
Morpho Biometric Search Services (MorphoBSS)
Data Processing Services {DPS)

Data Exchange Services (DES)

Application Server

System Cabinets

* 9 @ & & o & @ o

2) Three (3) Tenprint Expert Workstations, including:

Control Computer, LCD Monitor, Keyboard and Mouse

Fiatbed Scanner
Tenprint Expert Workstation Software
Review Software

4 & @& @

(3) One (1) Latent Expert Workstation, including:

Control Computer, LCD Monitor, Keyboard and Mouse
Latent Camera Assembly and Lighting

Latent Expert Workstation Software

Review Software

e & @ @



A2,

A3

Al4,

A5

A16.

AT

(4) Five (5) Review Workstation — Software License Only

{5} Two (2} Double-Sided Tenprint/Palmprint Card Printers

(6) Two (2) Color Video Printers

(7) Five (5) Livescan Stations — Ruggedized (LSS-R), including:

Ruggedized Steel Cabinet

FB! Appendix F Certified 500 ppi Tenprint/Palmprint Scanner
Deskiop Computer, 17" Touch Screen Monitor, Keyboard and Mouse
Livescan Application Software

Barcode Reader 10/2D

Tenprint Card Printer

¢ & & ° ¢ @

(8) Five (5) MorpholDent Terminals configured for TBl AFIS submission

The Contractor will provide maintenance and support for the MorphoBIS, Livescan Stations, and
MorpholDent Terminals, including maintaining the current performance of the system.
Maintenance and support services will be coordinated through a dedicated on-site technician
provided by the Contractor. The principal period of maintenance will be will be from 8:00 am to
5:00 pm Monday through Friday, with unlimited telephone support 24 hours a day, 7 days a week.

The Contractor will continue to provide maintenance and support of the Printrak BIS until
acceptance of the MorphoBIS. Modification or changes to the Printrak BIS during the fransition
will go through the Change Order process as defined in A.18.

The Contractor will provide software support that includes the following:

Unlimited Telephone Technical Support
Two Hour Telephone Response Time
Remote Dial-in Analysis

Software Standard Releases

Software Supplemental Releases
Automatic Call Escalation

Software Customer Alert Bulletins

® © & @ @+ @ w8

The Contractor will provide hardware support (on-site) M-F 8am-5pm including:

On-Site Response {24-hours)
On-Site Corrective Maintenance
On-Site Parts Replacement
Preventative Maintenance
Escatation Support

Hardware Service Reporting
Hardware Customer Alert Bulletins

® & & 9 @ 2 @

The Coniractor will provide parts support, including:

¢ Advanced Exchange Replacement Paris
s Telephone Technical Support for Paris Replacement
+ Parts Customer Alert Bulletins

The Contractor wilt provide for (3) attendees from TBI to attend the Annual Users Conference
each year of the contract to receive training and updated system information.



A18.

A19.

A20.

A21.

A22,

cz2

C.3.

The Contractor can provide system changes or enhancements through a Change Order process.
All Change Orders must be approved by the State before any work is started. Change Orders
must state an estimated amount of hours to be worked for the job to be completed. Payments for
approved Change Orders will be authorized o a cumulative cost not to exceed $125,000 over the
life of the contract. Any system enhancements added through a Change Order is considered a
part of the system and shall be included in maintenance and support at no additional cost.

The state shall provide facility resources necessary for equipment instaflation and operation
including access, space, environmental control, and electrical power as per the Contractor
specifications.

The state shall provide the necessary local area and wide area networking (LAN and WAN)
including service and backend connectivity.

The State agrees to abide by the Software License Agreement provided by the Contractor and
attached hereto as Attachment Three.

The Contractor and the State agree to abide by the Siatement of Work attached hereto as
Attachment Four to ensure that roles, responsibilities and deliverabies are clearly defined and
followed by both parties.

CONTRACT PERIOD:

This Contract shall be effective for the period beginning June 28, 2012, and ending on June 27,
2017. The Contractor hereby acknowledges and affirms that the State shall have no obligation
for services rendered by the Contractor which were not performed within this specified contract
period.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum liability of the State under this Contract
exceed FIVE MILLION SEVEN HUNDRED FOUR THOUSAND SEVEN HUNDRED TWENTY
DOLLARS ($5,704,720). The payment rates in section C.3 shall constitute the entire
compensation due the Contractor for all service and Contractor obligations hereunder regardless
of the difficulty, materfals or equipment required. The payment rates include, but are not limited
to, all applicable taxes, fees, overheads, and all other direct and indirect costs incurred or to be
incurred by the Contracior.

The Contractor is not entitled to be paid the maximum liability for any period under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the State requests work and the
Contractor performs said work. In which case, the Contractor shalf be paid in accordance with
the payment rates detailed in section C.3. The State is under no obligation to request work from
the Contractor in any specific dollar amounts or to request any work at all from the Contractor
during any period of this Contract.

Compensation Firm. The payment rates and the maximum liability of the State under this
Contract are firm for the duration of the Contract and are not subject to escalation for any reason
unless amended.

Payment Methodology. The Contractor shali be compensated based on the payment rates herein
for units of service authorized by the State in a total amount not to exceed the Contract Maximum

Liabiity established in section C.1.

a. The Contractor's compensation shall be contingent upon the satisfactory completion of
units, milestones, or increments of service defined in section A.



b. The Contractor shall be compensated for said units, milestones, or increments of service

based upon the following payment rates;

Service Description {per comp:n‘g:tl:tgtincrement)

Signing of Contract by July 31, 2012 $686,120
Signing and approval of Requirements Definition document by August 686,120
ﬁg;;tzo()r:rzAcceptance Test by December 31, 2012 686,120
Delivery and installation of MorphoBIS hardware by January 31, 2013 686,120
Delivery and installation of TBI livescans by January 31, 2013 121,300
Delivery and acceptance of MorpholD terminals by February 28, 2013 8,500
Delivery of training and user documentation material by March 21, 319,400
I2:(L)li1!35ystem acceptance of MorphoBIS by April 30, 2013 686,120
Maintenance and Support for Year 2: May 2013-April 2014 (warranty) 0
Maintenance and Support for Year 3: May 2014-April 2015 542 640
($45,220/month)
Maintenance and Support for Year 4: May 2015-April 2016 566,640
($47,220/month)
Maintenance and Support for Year 5: May 2016-June 2017 590,640
($49,220/month)

125,000

Approved Change Orders not to exceed $125,000 during contract
{$160/hour)

C.4. Travel Compensation. The Contractor shall not be compensated or reimbursed for fravel, meals,

or lodging.

C.5. Invoice Requirements. The Contractor shall invoice the State only for completed increments of
service and for the amount stipulated in section C.3, above, and present said invoices no more
often than monthly, with all necessary supporting dacurmentation, to:

Tennessee Bureau of Investigation

Attn: Fiscal Depariment — Contract invoices
901 R.S. Gass Boulevard

Nashville, Tennessee 37216

a. Each invoice shall clearly and accurately detail all of the following required information

{calculations must be extendad and totaled correctly).

{1) Invoice Number (assigned by the Contractor)

{2} Invoice Date
(3) Contract Number (assigned by the State)

(4 Customer Account Name: Tennessee Bureau of Investigation Information

Systems Division




C.6.

C.7.

c.s.

C.9.

(5) Customer Account Number (assigned by the Contractor to the above-referenced

Customer)

(6) Contractor Name

{7} Contractor Tennessee Edison Registration 1D Number Referenced in Preamble
of this Contract

(8) Contractor Contact for invoice Questions (name, phone, and/or fax)

(9) Contractor Remittance Address

) Description of Delivered Service
(11 Complete itemization of Charges, which shall detail the following:

3 Service or Milestone Description (including name & title as applicable) of
each service invoiced

i, Number of Completed Units, Increments, Hours, or Days as applicable,
of each service invoiced

ifi. Applicable Payment Rate {as stipulated in Section C.3.) of each service

invoiced
iv. Amount Due by Service
v, Total Amount Due for the invoice pericd
o. The Contractor understands and agrees that an invoice under this Contract shall;

)] include only charges for service described in Contract Section A and in
accordance with payment terms and conditions set forth in Contract Section C;

(2) only be submitted for completed service and shall not include any charge for
future work;

(3) not include sales tax or shipping charges; and

{4) initiate the timeframe for payment (and any discounts) only when the State is in
receipt of the invoice, and the invoice meets the minimum requirements of this
section C.5,

Payment of Invoice. A payment by the State shall not prejudice the State's right to object to or
question any payment, invoice, or matter in relation thereto. A payment by the State shall not be
construed as acceptance of any part of the work or service provided or as approval of any
amount invoiced.

invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included
in any invoice or payment theretofore made which are determined by the State, on the basis of
audits conducted in accordance with the terms of this Contract, not to constitute proper
remuneration for compensable services,

Deductions. The State reserves the right to deduct from amounts, which are or shall become due
and payable to the Contractor under this or any contract between the Contractor and the State of
Tennessee any amounts, which are or shall become due and payabie to the State of Tennessee
by the Contractor,

Prerequisite Documentation, The Contractor shall not invoice the State under this Contract untii
the State has received the following documentation properly completed.

a. The Contractor shall complete, sign, and present to the State an "Authorization
Agreement for Automatic Deposit (ACH Credits) Form" provided by the State. By doing
s0, the Contractor acknowledges and agrees that, once said form is received by the
State, all payments to the Contractor, under this or any other contract the Contractor has
with the State of Tennessee shall be made by Automated Clearing House (ACH).

b. The Contractor shall complete, sign, and present to the State a "Substitute W-9 Form”
provided by the State. The taxpayer identification number detailed by said form must
agree with the Contractor's Federal Employer ldentification Number or Tennessee Edison
Registration 1D referenced in this Contract.



b.2.

D.3.

D4

D.5.

D.6.

D7

D.8.

STANDARD TERMS AND CONDITIONS:

Reguired Approvals. The State is not bound by this Contract until it is signed by the contract
parties and approved by appropriate officials in accordance with applicable Tennessee laws and
regulations {depending upon the specifics of this contract, said officials may include, but are not
limited to, the Commissioner of Finance and Administration, the Commissioner of Human
Resources, and the Comptroller of the Treasury).

Modification and Amendment. This Contract may be maodified only by a written amendment
signed by all parties hereto and approved by both the officials who approved the base contract
and, depending upon the specifics of the contract as amended, any additional officials required by
Tennessee laws and reguiations (said officials may include, but are not imited to, the
Commissioner of Finance and Administration, the Commissioner of Human Resources, and the
Comptrolier of the Treasury).

Termination for Convenience. The State may terminate this Contract without cause for any
reason. Said termination shall not be deemed a breach of contract by the State. The State shall
give the Contractor at least thirty (30) days written notice before the effective termination date.
The Contractor shall be entitled to compensation for satisfactory, authorized service completed as
of the termination date, but in no event shall the State be liable o the Contractor for
compensation for any service which has not been rendered. Upon such termination, the
Contractor shall have no right to any actual general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor violates any terms of this Contract, the
State shall have the right to immediately terminate the Contract and withhold payments in excess
of fair compensation for completed services. Notwithstanding the above, the Contractor shall not
be relieved of liability to the State for damages sustained by virtue of any breach of this Contract
by the Confractor,

Subcontracting. The Contractor shall not assign this Contract or enter into a subcontract for any
of the services performed under this Contract without obtaining the prior written approval of the
State. If such subcontracts are approved by the State, each shall contain, at a minimum, sections
of this Contract below pertaining to "Conflicts of Interest,” "Nondiscrimination,"” and "Records” (as
identified by the section headings). Notwithstanding any use of approved subcontractors, the
Contractor shall be the prime contractor and shall be responsible for all work performed.

Conflicts of interest. The Contractor warrants that no part of the total Coniract Amount shall be
paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed ralative to
this Contract.

The Contractor acknowledges, understands, and agrees that this Contract shall be null and void if
the Contractor is, or within the past six months has been, an employee of the State of Tennessee
or if the Contractor is an entity in which a controliing interest is held by an individual who is, or
within the past six months has been, an employee of the State of Tennessee.

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination
in the performance of this Contract or in the employment practices of the Contractor on the
grounds of handicap or disability, age, race, color, religion, sex, national origin, or any other
classification protected by Federal, Tennessee State constitutional, or statutory law. The
Contractor shall, upon request, show proof of such nondiscrimination and shall post in
conspicuous places, available to all employees and applicants, notices of nondiscrimination.

Prohibition of llegal immigrants. The requirements of Tennessee Code Annotated, Section 12-4-
124, et seq., addressing the use of illegal immigrants in the performance of any Contract to



D.S.

D.10.

D11

supply goods or services fo the state of Tennessee, shall be a material provision of this Contract,
a breach of which shall be grounds for monetary and other penalties, up to and including
termination of this Contract.

a. The Contractor hereby attests, certifies, warrants, and assures that the Contractor shall
not knowingly utilize the services of an ilegal immigrant in the performance of this
Contract and shall not knowingly utilize the services of any subcontractor who will utilize
the services of an illegal immigrant in the performance of this Contract. The Contractor
shali reaffirm this attestation, in writing, by submitting to the State a completed and
signed copy of the document at Attachment One, hereto, semi-annually during the period
of this Contract, Such attestations shall be maintained by the Contractor and made
available to state officials upon request.

b. Prior to the use of any subcontractor in the perfarmance of this Contract, and semi-
annually thereafter, during the period of this Contract, the Contractor shall obtain and
retain a current, written attestation that the subcontractor shall not knowingly utilize the
services of an illegal immigrant to perform work relative to this Contract and shall not
knowingly utilize the services of any subcontractor who will utilize the services of an
illegal immigrant to perform work relative to this Contract. Attestations obtained from
such subcontractors shall be maintained by the Contractor and made available to state
officials upon request.

c. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Said records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Coniractor understands and agrees that failure to comply with this section wiil be
subject to the sanctions of Tennessee Code Annotated, Section 12-4-124, et seq. for acts
or omissions occurring after its effective date. This law requires the Commissioner of
Finance and Administration to prohibit a contractor from contracting with, or submitting an
offer, proposal, or bid {0 contract with the State of Tennessee to supply goods or services
for a period of one year after a contractor is discovered to have knowingly used the
services of illegal immigrants during the performance of this Contract.

e. For purposes of this Contract, "illegal immigrant" shall be defined as any person who is
not either a United States citizen, a Lawful Perrmanent Resident, or a person whose
physical presence in the United States is authorized or aliowed by the federal
Department of Homeland Security and who, under federal immigration laws and/or
regulations, is authorized to be employed in the U.S. or is otherwise authorized to provide

services under the Contract.

Records. The Caontractor shall maintain documentation for all charges under this Contract. The
books, records, and documents of the Contractor, insofar as they relate to work performed or
money received under this Contract, shall be maintained for a period of three (3} full years from
the date of the final payment and shall be subject to audit at any reasonable time and upon
reasonable notice by the State, the Comptroller of the Treasury, or their duly appointed
representatives. The financial statements shall be prepared in accordance with generally
accepted accounting principles.

Prevailing Wage Rates. All contracts for construction, erection, or demaoiition or to install goods
or materials that involve the expenditure of any funds derived from the State require compliance
with the prevailing wage laws as provided in Tennessee Code Annotated, Section 12-4-401, et

seq..

Monitoring. The Contfractor's activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptrolier of the
Treasury, or their duly appointed represeniatives.
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D.13.

D.14.

D.15.

D.16.

D.17.

D.18.

D.16.

D.20.

D.21.
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Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any party to this Contract to insist in any one or more cases upon
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any such term, covenant, condition, or
provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the parties hereto.

independent Confractor. The parties hergto, in the performance of this Contract, shall not act as
employees, partners, joint venturers, or associates of one another. It is expressly acknowledged
by the parties hereto that such parties are independent contracting entities and that nothing in this
Contract shall be construed to create an employer/employee relationship or to alfow either to
exercise control or direction over the manner or method by which the other transacts its business
affairs or provides its usual services. The employees or agents of one party shall not be deemed
or construed to be the employees or agents of the other party for any purpose whatsoever.

The Contractor, being an independent contractor and not an employee of the State, agrees to
carry adequate public liability and other appropriate forms of insurance, including adequate public
liability and other appropriate forms of insurance on the Contractor's employees, and to pay all
applicable taxes incident to this Contract.

State Liabiiity. The State shall have no liabifity except as specifically provided in this Contract.

Force Majeure. The obligations of the parties to this Contract are subject to prevention by causes
beyond the parties’ control that could not be avoided by the exercise of due care including, but
not limited to, natural disasters, riots, wars, epidemics, or any other similar cause.

State and Federal Compliance. The Contractor shall comply with all applicable State and Federal
laws and regulations in the performance of this Contract.

Governing Law. This Contract shall be governed by and construed in accordance with the laws
of the State of Tennessee. The Contractor agrees that it will be subject to the exclusive
jurisdiction of the courts of the State of Tennessee in actions that may arise under this Contract.
The Contractor acknowledges and agrees that any rights or claims against the State of
Tennessee or its employees hereunder, and any remedies arising therefrom, shall be subject to
and limited to those rights and remedies, if any, available under Tennessee Code Annotated,
Sections 9-8-101 through 9-8-407.

Completeness. This Contract is complete and contains the entire understanding between the
parties relating to the subject matter contained herein, including all the terms and conditions of
the patties’ agreement. This Contract supersedes any and all prior understandings,
representations, negotiations, and agreements between the parties relating hereto, whether

written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions hereof shall not be affected thereby and shalll
remain in full force and effect. To this end, the terms and conditions of this Contract are declared

severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Confract, these special terms and conditions shall control.
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E.3.

E4.

E.5.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by EMAIL or facsimile transmission with recipient
confirmation. Any such communications, regardless of method of transmission, shall be
addressed to the respective party at the appropriate mailing address, facsimile number, or EMAIL
address as set forth below or to that of such other party or address, as may be hereafter specified
by written notice.

The State:

Brad Truitt

Tennessee Bureau of Investigation
901 R.S. Gass Bivd

Nashville, TN 37216

Telephone # (6156) 744-4008

The Contractor:

Jean-Yves Guedon

Senior Vice President of Business Units
MorphoTrak, Inc.

113 South Columbus Street, 4" Floor
Alexandria, VA 22314

Telephone # (703) 797-2600

All instructions, notices, consents, demands, or other communications shall be considered
effectively given upon receipt or recipient confirmation as may be required.

Subject to Funds Availability. The Contract is subject to the apprepriation and availability of State
and/or Federal funds. In the event that the funds are not appropriated or are otherwise
unavailable, the State reserves the right to terminate the Contract upon written notice to the
Contractor. Said termination shall not be deemed a breach of Contract by the State. Upon
receipt of the written notice, the Contractor shali cease all work associated with the Contract.
Should such an event occur, the Contractor shall be entitied to compensation for all satisfactory
and authorized services completed as of the termination date. Upon such termination, the
Contractor shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages whatscever of any description or amount.

Tennessee Consolidated Retirement System. The Contractor acknowledges and understands
that, subject to statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801,

et. seq., the law governing the Tennessee Consclidated Retirement System (TCRS), provides
that if a retired member of TCRS, or of any superseded system administered by TCRS, or of any
local retirement fund established pursuant to Tennessee Code Annotated, Title 8, Chapter 35,
Part 3 accepts state employment, the member's retirement allowance is suspended during the
period of the employment. Accordingly and notwithstanding any provision of this Contract to the
contrary, the Contractor agrees that if it is later determined that the true nature of the working
relationship between the Contractor and the State under this Contract is that of
"empioyee/employer” and not that of an independent contractor, the Contractor, if a retired
member of TCRS, may be required to repay to TCRS the amount of refirement benefits the
Contractor received from TCRS during the period of this Contract.

Confidentiality of Records. Sirict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State shall be regarded as confidential information
in accordance with the provisions of applicable state and federal law, state and federal rules and
regulations, departmental policy, and ethical standards. Such confidential information shall not
be disclosed, and all necessary steps shall be taken by the Coniractor to safeguard the
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E.6.

E.7.

E8.

confidentiality of such material cr information in conformance with applicable state and federal

law, state and federal rules and regulations, departmental policy, and ethical standards.

The Contractor's obligations under this section do not apply to information in the public domain;
entering the public domain but not from a breach by the Contractor of this Contract; previously
possessed by the Contractor without written obligations to the State to protect it; acquired by the
Contractor without written restrictions against disclosure from a third party which, to the
Contractor's knowledge, is free to disclose the information; independently developed by the
Contractor without the use of the State's information; or, disclosed by the State to others without
restrictions against disclosure. Nothing in this paragraph shall permit Contractor to disclose any
information that is confidential under federal or state law or regulations, regardless of whether it
has been disclosed or made available to the Contractor due to intentional or negligent actions or
inactions of agents of the State or third parties.

It is expressly understood and agreed the obligations set forth in this section shall survive the
termination of this Contract.

State Ownership of Work Products. The State shall have ownership, right, title, and interest,
including ownership of copyright, in all work products, including computer source code, created,
designed, developed, derived, documented, installed, or delivered under this Contract subject to
the next subsection and full and final payment for each "Work Product.”" The State shall have
royaity-free and unlimited rights and license to use, disclose, reproduce, publish, distribute,
modify, maintain, or create derivative works fram, for any purpose whatsoever, all said Work
Products.

a. To the extent that the Contractor uses any of its pre-existing, proprietary or independently
developed tools, materials or information ("Contractor Materials"), the Contractor shall
retain all right, title and interest in and to such Contractor Materials, and the State shall
acquire no right, title or interest in or to such Contractor Materials EXCEPT the
Contractor grants to the State an unlimited, non-transferable license to use, copy and
distribute internally, solely for the State's internal purposes, any Contractor Materials
reasonably associated with any Work Product provided under the Contract.

b. The Contractor shail furnish such information and data as the State may request,
including but not limited to computer code, that is applicable, essential, fundamental, or
intrinsic to any Work Product and Contractor Materials reasonably associated with any
Work Product, in accordance with this Coniract and applicable state law.

o Nothing in this Contract shall prohibit the Contractor's use for its own purposes of the
general knowledge, skills, experience, ideas, concepts, know-how, and techniques
obtained and used during the course of providing the services requested under this
Contract.

d. Nothing in the Contract shall prohibit the Contractor from developing for itself, or for
others, materials which are similar to and/or competitive with those that are produced
under this Contract.

State Furnished Property. The Contractor shall be responsible for the correct use, maintenance,
and protection of all articles of nonexpendable, tangible, personal property furnished by the State
for the Contractor's tempoerary use under this Contract. Upon termination of this Contract, all
property furnished shall be returned to the State in good order and condition as when received,
reasonable use and wear thereof excepted. Should the property be destroyed, lost, or stolen, the
Contractor shall be responsible {0 the Stafe for the residual value of the property at the time of
loss,

Lobbying. The Contractor certifies, to the best of its knowledge and belief, that:

a. No federally appropriated funds have been paid or will be paid, by or on behalf of the

undersigned, to any person for influencing or attempting to influence an officer or
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E10.

employee of an agency, a Member of Congress, an officer or employee of Congress, or
an employee of a Member of Congress in connection with the awarding of any Federal
contract, the making of any Federal grant, the making of any federal loan, the entering
into of any cooperative agreement, and the extension, continuation, renewal,
amendment, or modification of any federal contract, grant, loan, or cooperative
agreement.

If any funds other than federally appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member
of Congress in connection with this contract, grant, foan, or cooperative agreement, the
Contractor shall complete and submit Standard Form-LLL, * Disclosure Form to Report
l.obbying," in accordance with its instructions.

The Contractor shall require that the language of this certification be included in the
award documents for all sub-awards at all tiers (including subcontracts, sub-grants, and
contracts under grants, loans, and cooperative agreements)} and that all subrecipients
shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into and is a prerequisite for making or entering into this
fransaction imposed by section 1352, title 31, U.S. Code.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:

a,

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federat or state department or
agency,

have not within a three (3) year period preceding this Contract been convicted of, or had
a civil judgment rendered against them from commission of fraud, or a criminal offence in
connection with obtaining, attempting to obtain, or performing a public {federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, thefi, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;

are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, cr local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded or disgualified.

Limitation of Liability. The parties agree that the Contractor’s liability under this Contract shall be

limited to an amount equal to two (2) times the Maximum Liability amount detailed in section C.1.
and as may be amended, PROVIDED THAT in no event shall this section timit the liability of the
Contractor for intentional torts, criminal acts, or fraudulent conduct.

IN WITNESS WHEREOF,

MORPHOTRAK, INC.:
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CONTRACTOR SIGNATURE

DATE

PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

TENNESSEE BUREAU OF INVESTIGATION:

MARK GWYN, DIRECTOR

DATE
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ATTACHMENT ONE

ATTESTATION RE PERSONNEL USED IN CONTRACT
PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME:
MorphoTrak, inc.

FEDERAL EMPLOYER IDENTIFICATION
NUMBER:
{or Social Security Number)

The Contractor, identified above, does hereby attest, certify, warrant, and
assure that the Contractor shall not knowingly utilize the services of an
illegal immigrant in the performance of this Contract and shall not
knowingly utilize the services of any subcontractor who will utilize the
services of an illegal immigrant in the performance of this Contract.

CONTRACTOR SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. if said
individual is not the chief executive or president, this document shall attach evidence showing the individual's authority to
contractually bind the Contractor,

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION
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Attachment — 2

5 Workflows

The workflow diagrams in this section illustrate updates to existing workflows and new
workflows as required by the T8I

The following workfiow diagrams inciude updates, indicated by bold itafic text;
¢ Criminal LiveScan
#  Criminal Card Entry
¢ Applicant TAPS
= Applicant Card Entry
« Mobile Two-Finger Search

The following workflow diagram is new:;

¢ DINA Collection

in the following diagrams, gray boxes denote functions and systems external tc MorphoTrak.
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5.4 Applicant Card Entry
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5.5 DNA Collection
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5.6 Mobile 2-Finger Search
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"= MorbhoTrak SOFTWARE LICENSE
Q&Q‘m SAFRAB Group AGREEMENT

i

In this agreement, the term “Licensor’ means MorphoTrak, Inc., (*MorphoTrak™), “Licensee,”
means the Customer; “Primary Agreement” means the agreement {o which this exhibit is
attached; and “"Agreement” means this Exhibit and the applicable terms and conditions
contained in the Primary Agreement. The parties agree as follows:

For good and valuable consideration, the parties agree as follows:
SECTION 1. DEFINITIONS

1.1 ‘Designated Products” means products provided by MorphoTrak to Licensee with which
or for which the Software and Documentation is licensed for use.

1.2 “Documentation” means product and software documentation that specifies technical
and performance features and capabilities, and the user, operation and training manuals for the
Software (including all physical or electronic media upon which such information is provided).

1.3 “‘Open Source Software” means software with either freely obtainable source code,
license for modification, or permission for free distribution.

1.4 “‘Open Source Software License” means the terms or conditions under which the Open
Source Software is licensed.

1.5  “Primary Agreement” means the agreement to which this exhibit is attached (Biometrics
Products and System Sales Agreement).

1.6 “Security Vulnerability” means a flaw or weakness in sysiem security procedures,
design, implementation, or internal controls that could be exercised (accidentally triggered or
intentionally exploited) and result in a security breach such that data is compromised,
manipulated or stolen or the system damaged.

1.7 “Software” (i) means proprietary software in object code format, and adaptations,
translations, de-compilations, disassemblies, emulations, ar derivative works of such software:
(i) means any modifications, enhancements, new versions and new releases of the software
provided by MorphoTrak; and (iii) may contain one or more items of software owned by a third
party supplier. The term "Software" does not include any third party software provided under
separate license or third party software not licensable under the terms of this Agreement.

SECTION 2. SCOPE
MorphoTrak and Licensee enter into this Agreement in connection with MorphoTrak's delivery of
certain proprietary Software or products containing embedded or pre-loaded proprietary

Software, or both. This Agreement contains the terms and conditions of the license MorphoTrak
is providing to Licensee, and Licensee’s use of the Software and Documentation.
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SECTION 3, GRANT OF LICENSE

3.1.  Subject to the provisions of this Agreement and the payment of applicable iicense fees,
MorphoTrak grants to Licensee a personal, limiled, non-transferable (except as permitted in
Section 7) and non-exclusive license under MorphoTrak's copyrights and Confidential
Information {as defined in the Primary Agreement) embodied in the Software to use the
Software, in gbject code form, and the Documentation solely in connection with Licensee's use
of the Designated Products. This Agreement does not grant any rights to source code.

3.2, If the Software licensed under this Agreement contains or is derived from Open Source
Software, the terms and conditions governing the use of such Open Source Software are in the
Open Source Software Licenses aof the copyright owner and not this Agreement. 1If there is a
conflict between the terms and conditions of this Agreement and the terms and conditions of the
Open Source Software Licenses governing Licensee's use of the Open Source Software, the
terms and conditions of the license grant of the applicable Open Source Software Licenses will
take precedence over the license grants in this Agreement. |If requested by Licensee,
MorphoTrak will use commercially reasonable efforts to: (i} determine whether any Open Source
Software is provided under this Agreement; (i) identify the Open Source Software and provide
Licensee a copy of the applicable Open Source Software License (or specify where that license
may be found); and, (iif} provide Licensee a copy of the Open Source Software source code,
without charge, if it is publicly available {(although distribution fees may be applicable).

SECTION 4. LIMITATIONS ON USE

4.1. Licensee may use the Software only for Licensee's internal business purpcses and only
in accordance with the Documentation. Any other use of the Software is strictly prohibited.
Without limiting the general nature of these restrictions, Licensee will not make the Software
available for use by third parties on a “time sharing," "application service provider," or “service
bureau" basis or for any other similar commercial rental or sharing arrangement.

4.2, Licensee will not, and will not aliow or enable any third party {o: {i) reverse engineer,
disassemble, peel components, decompile, reprogram or otherwise reduce the Software or any
portion to a human perceptible form or otherwise altempt io recreate the source code; (ii)
modify, adapt, create derivative works of or merge the Software; (i} copy, reproduce,
distribute, lend, or lease the Software or Documentation to any third party, grant any sublicense
or other rights in the Software or Documentation to any third party, or take any action that would
cause the Software or Documentation to be placed in the public domain; (iv) remove, or in any
way alter or obscure, any copyright notice or other notice of MorphoTrak's proprietary rights; (v)
provide, copy, transmit, disclose, divulge or make the Software or Documentation available to,
or permit the use of the Software by any third party or on any machine except as expressly
authorized by this Agreement; or (vi) use, or permit the use of, the Software in a manner that
would result in the production of a copy of the Software solely by activating a machine
containing the Sofiware. Licensee may make one copy of Software to be used solely for
archival, back-up, or disaster recovery purposes,; provided that Licensee may not operate that
copy of the Sofiware at the same time as the original Software is being operated. Licensee may
make as many copies of the Documentation as it may reasonably require for the internal use of
the Software.

4.3. Unless otherwise authorized by MorphoTrak in writing, Licensee will not, and will not

enable or allow any third party to; (i) install a licensed copy of the Software on more than one
unit of a Designated Product; or (ii) copy onto or transfer Software installed in one unit of a
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Designated Product onto another device. Licensee may temporarily transfer Software instatied
on a Designated Product to another device if the Designated Product is inoperable or
malfunctioning, if Licensee provides written notice to MorphoTrak of the temporary transfer and
identifies the device on which the Software is transferred. Temporary transfer of the Software to
another device must be discontinued when the original Desighated Product is returned to
operation and the Software must be removed from the other device. Licensee must provide
prompt written notice to MorphoTrak at the time temporary transfer is discontinued.

SECTION &. OWNERSHIP AND TITLE

MorphoTrak, its licensors, and its suppliers retain all of their proprietary rights in any form in and
to the Software and Documentation, including, but not limited to, all rights in patents, patent
applications, inventions, copyrights, trademarks, trade secrets, frade hames, and other
proprietary rights in or relating to the Software and Documentation (including any corrections,
bug fixes, enhancements, updates, modifications, adaptations, translations, de-compiiations,
disassemblies, emulations to or derivative works from the Software or Documentation, whether
made by MorphoTrak or another party, or any improvements that result from MorphoTrak's
processes or, provision of information services). No rights are granted to Licensee under this
Agreement by implication, estoppel or otherwise, except for those rights which are expressty
granted to Licensee in this Agreement. All intellectual property developed, originated, or
prepared by MorphoTrak in connection with providing the Software, Designated Products,
Documentation or related services, remains vested exclusively in MorphoTrak, and Licensee will
not have any shared development or other intelfectual property rights.

SECTION 6, LIMITED WARRANTY; DISCLAIMER OF WARRANTY

6.1.  If Licensee is not in breach of any of its obligations under this Agreement, MorphoTrak
warrants that the unmodified Software, when used properly and in accordance with the
Documentation and this Agreement, will be free from a reproducible defect that eliminates the
functionality or successful operation of a feature critical to the primary functionality or successful
operation of the Software. Whether a defect occurs will be determined by MorphoTrak solely
with reference to the Documentation. MorphoTrak does not warrant that Licensee’s use of the
Software or the Designated Products will be uninterrupted, errorfree, completely free of
Security Vulnerabifities, or that the Software or the Designated Products will meet Licensee’s
particular requirements. MorphoTrak makes no representations or warranties with respect to
any third party software included in the Software.

6.2 MorphoTrak's sole obligation to Licensee and Licensee’s exclusive remedy under this
warranty is to use reasonable efforts to remedy any material Software defect covered by this
warranty. These efforts will involve either replacing the media or attempting to correct
significant, demonstrable program or documentation errors or Security Vulnerabilities. If
MorphoTrak cannot correct the defect within a reasonable time, then at MorphoTrak's option,
MorphoTrak will replace the defective Software with functionally-equivalent Software, license to
Licensee substitute Software which will accomplish the same objective, or terminate the license
and refund the Licensee's paid license fee,

6.3.  Warranty claims are described in the Primary Agreement.
6.4. The express warranties set forth in this Section § are in lieu of, and MorphoTrak

disclaims, any and all other warranties {express or implied, oral or written) with respect
to the Software or Documentation, including, without limitation, any and all implied
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warranties of condition, title, non-infringement, merchantability, or fithess for a particular
purpose or use by Licensee {whether or not MorphoTrak knows, has reason to know, has
been advised, or is otherwise aware of any such purpose or use), whether arising by law,
by reason of custom or usage of trade, or by course of dealing. In addition, MorphoTrak
disclaims any warranty to any person other than Licensee with respect to the Software or
Documentation.

SECTION 7. TRANSFERS

Licensee will not transfer the Sofiware or Documentation to any third party without
MorphoTrak's prior written consent. MorphoTrak's consent may be withheld at its discretion and
may be conditioned upon fransferee paying all applicable license fees and agreeing to be bound
by this Agreement.

SECTION 8. TERM AND TERMINATION

8.1 Licensee's right o use the Software and Documentation will begin when the Primary
Agreement is signed by both parties and will continue for the life of the Designated Products
with which or for which the Software and Documentation have been provided by MorphoTrak,
unless Licensee breaches this Agreement, in which case this Agreement and Licensee's right to
use the Software and Documentation may be terminated immediately upon notice by
MorphoTrak.

8.2 Within thirty (30) days after termination of this Agreement, Licensee must certify in
writing fo MorphoTrak that all copies of the Software have been removed or deleted from the
Designated Products and that all copies of the Software and Documentation have been returned
to MorphoTrak or destroyed by Licensee and are no longer in use by Licensee.

8.3 Licensee acknowledges that MorphoTrak made a considerable investment of resources
in the development, marketing, and distribution of the Software and Documentation and that
Licensee's breach of this Agreement will result in irreparable harm to MorphoTrak for which
monetary damages would be inadequate. if Licensee breaches this Agreement, MorphoTrak
may terminate this Agreement and be entitled to all available remedies at law or in equity
{(including immediate injunctive relief and repossession of all non-embedded Software and
associated Documentation unless Licensee is a Federal agency of the United States
Government).

SECTION 9. UNITED STATES GOVERNMENT LICENSING PROVISIONS &
RESTRICTED RIGHTS LEGEND

This Section applies if Licensee is the United States Government or a United States
Government agency. Licensee's use, duplication or disclosure of the Software and
Documentation under MorphoTrak’s copyrights or trade secret rights is subject to the
restrictions set forth in subparagraphs (e)1) and (2) of the Commercial Computer Software-
Restricted Rights clause at FAR 52.227-19 (JUNE 1987), if applicable, unless they are being
provided to the Department of Defense. If the Software and Documentation are being provided
to the Depariment of Defense, Licensee's use, duplication, or disclosure of the Softlware and
Documentation is subject to the restricted rights set forth in subparagraph (c)(1)(ii) of the Rights
in Technical Data and Computer Software clause at DFARS 252.227-7013 (OCT 1988), if
applicable. The Software and Documentation may or may not include a Restricted Rights
notice, or other notice referring to this Agreement. The provisions of this Agreement will
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continue to apply, but only {o the extent that they are consistent with the rights provided to the
Licensee under the provisions of the FAR or DFARS mentioned above, as applicable to the
particular procuring agency and procurement transaction.

SECTION 10. CONFIDENTIALITY

Licensee acknowledges that the Software and Documentation contain MorphoTrak's valuable
proprietary and Confidential Information and are MorphoTrak’s trade secrets, and that the
provisions in the Primary Agreement concerning Confidential Information apply.

SECTION 11. GENERAL

11.1. COPYRIGHT NOTICES. The existence of a copyright notice on the Software will not be
construed as an admission or presumption of publication of the Software or public disclosure of
any trade secrets associated with the Software.

11.2. COMPLIANCE WITH LAWS. Licensee acknowledges that the Software is subject to the
laws and regulations of the United States and Licensee will comply with all applicable laws and
regulations, including export laws and regulations of the United States. Licensee will not,
without the prior authorization of MorphoTrak and the appropriate governmental authority of the
United States, in any form export or re-export, sell or resell, ship or reship, or divert, through
direct or indirect means, any item or technical data or direct or indirect products sold or
otherwise furnished to any person within any territory for which the United States Government
or any of its agencies at the time of the action, requires an export license or other governmental
approval. Violation of this provision is a material breach of this Agreement.

11.3. GOVERNING LAW. This Agreement is governed by the laws of the United States to the
extent that they apply and otherwise by the internal substantive laws of the State to which the
Software is shipped if Licensee is a sovereign government entity, or the internal substantive
laws of the State of Delaware if Licensee is not a sovereign government entity. The terms of the
U.N. Convention on Contracts for the International Sale of Goods do not apply. In the event that
the Uniform Computer Information Transaction Act, any version of this Act, or a substantiaily
similar law (collectively "UCITA") becomes applicable to a party's performance under this
Agreement, UCITA does not govern any aspect of this Agreement or any license granted under
this Agreement, or any of the parties' rights or obligations under this Agreement. The governing
law will be that in effect prior to the applicability of UCITA.

11.4. THIRD PARTY BENEFICIARIES. This Agreement is entered info solely for the benefit
of MorphoTrak and Licensee. No third parly has the right to make any claim or assert any right
under this Agreement, and no third party is deemed a beneficiary of this Agreement.
Notwithstanding the foregoing, any licensor or supplier of third party software included in the
Software will be a direct and intended third party beneficiary of this Agreement.

11.5. PREVAILING PARTY. In the event of any dispute arising out of the subject matter of
this Agreement, the prevailing party shall recover, in addition to any other damages assessed,
ifs reasonable attorneys’ fees and court costs incurred in arbitrating, litigating, or otherwise
settling or resolving such dispute.

11.86 SURVIVAL. Sections 4, 5, 6.3, 7, 8, 9, 10, and 11 survive the termination of this
Agreement.
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Tennessee Buresu of Investigation
Proposal #00-1106-128
June §, 2012

9.1 Introduction

The purpose of the Statement of Work is to define the standard work performed on a project
by both the Customear and MorphoTrak. The goal is o ensure that roles, responsibilities and
deliverables are clearly defined so that the project is delivered on time, on budget and with
the highest customer satisfaction.
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Tennessee Bureay of Investigation
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ojec
Management
Services

rovide a Program/Project Manager
{PM) to coordinate all design definition,
engineering efforts, procurement,
factory integration and testing,
shipment, instaliation, site integraticn,
acceptance testing, training, transition
and support activities

1. Provide & Program Manager to
provide approval of all
deliverables, Final Asceptance
and any Change Orders

2. TBI PM should also
a. Serve as MT's primaty point

of contact

Documentation

2. The PM will also: b. Coordinate Customer
a. Serve as primary customer contact activities, including site
and deveiop a close team preparation, installation
environmant between all our support, integration testing
personnel and TBI personnei to suppott, acceptance
facilitate a continuous transfer of testing, and training of TBI
knowledge throughout the contract personnel.
b. Conduct the project's status ¢. Liaison with TBI 3rd party
meelings and pravide status reporis agencies
¢. Create and maintain and Action d. Work with our personnel to
ltem Log verify the resolution of
d. Resolve deviations from the project Action ltem list issues
scope and administer change e. [Ensure the MTs personnel
confrol have the necessary site
access and a safe work
environment
Project Design 1. Draft alt Design Documentation listed 1. Provide information

in the List of Deliverables and provide
to Customer for review, comment and
approvai

regarding the current
system performance and
functlionality

2. Review, provide feedback
on, and approve the Project
Design Documents by the
schedute deadline and in
accordance with the
procedure described in
Section 3.

3. Issue Change Requests for
any required changes to the
approved documents in
accordance with the
procedure described in
Section 7.

Electronic Data
Migration

Develop and submit a Data Migration Flan

Review and approve the Data
Migration Plan

Purchasing

1.

Verify that the proposal BOM is still
valid and that no items have gone
End-of-life (EOL). Replacement items
will be identified If necessary and you

1. Obtain the Customer provided
hardware, if any, ensuring it
meets the requirements
specified in the approved
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Tennessee Bareau of Investigation
Proposal #00-1108-128
June §, 2012

will he notified of the changes.

Design Documentation

and approval. The Test Plan is
designed to validate the approved
requirements.

Perform Cerlification testing per the

2. Procure the hardware and 3rd party if required, ship Customer
software listed on the BOM provided hardware to MT for
3. Inventaory the material factory staging
4. Stage the equipment as needed for Approve the scheduling of the
factory testing hardware/COTS/MT software
delivery.
Provide a temporary storage
area for the delivered hardware
if required,
Enginteering 1. Configure the MT COTS software per Bevetop, test and implement
Integration the requirements in the approved any interfaces required from
Design Documents the Customer systems to the
a. Develop, test and implement all new MT systemn as required by
the workfiows the 1CD{s)
bh. Develop, test and implemant the Provide Test Files/Simulators
interfaces {on MT software side) for the external systems o
required for the system operation allow MT to perform testing
as defined in the interface prior to the on-site integration
Control Documents (ICD(s)) Configure the data storage,
¢. Provide Simulators/Test Files far network (LAN/WAN]), security,
MT software side to allow the user managsement and backup
Customer to perform the tests of according to the Requirements
the external systems interfaces Definition Document
prior t0 the on-gite integration.
Simulators will reflect
functionality onty and unless
otherwise specified, will not
simulate performance of the
actual system.
d. Configure and test the language,
user interfaces, access rights,
scanning and printouts formats
and reports for MT software
according to the Reguirements
Design Document (RDD)
a.  Configure the data storage,
backup, securily, and user
management for {the items that
are under MT responsibiiity.
2. Load the software and
converted/migrated data, if applicable,
con the staged equipment and perform
basic funclionality testing to verify the
system is ready for Certification testing
3.  Conduct a Test Readiness Review
Factory Testing 1. Draft a Test Plan for Customer review Review, provide feedback on,

and approve the Test Flan
Attend the FAT and participate
ir the testing.

For each test scenario, either

'lé'a'gé g
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approved Test Plan. Note that
interfaces are simulated for all factory
testing.

Note any issues and their severity in
MTs System Product Report (SPR}
database and frack the resolution
Conduct a Factory Acceptance Test
(FAT) per the approved Test Plan
Track any issues found during FAT on
a punchiist and provide a plan for
resolution

Tennessee Bureau of Investigation
Proposal #00-1106-123
Juna 5, 2012

provide approval or note
discrepancies

Site Preparation

N —

Perform site surveys as needed

" Provide site preparation

dogumentation identifying the power,
natwork, AC, space, cabling, access,
security and equipment layout
requirements for the implementation of
the system

Identify the locations for each
item procured. Provide an
address, contact name and
contact phone number for each
site

Provide the access (o the sites
for site surveys by MT if
necessary and assist in the
SUIVeys

Provide the required
layout/information on the sites
as well as the any known
constraints

Review the site preparation
documentation and confirm that
there are no compliance issues
Prepare the sites and the inter-
connection of the siles
according to the site preparation
documentation

Customer is responsible for the
local area and wide area
networks. Performance will he
affected by network bandwidth.
MorphoTrak requires a
rrinimum t00Mb local area
network for a central site
cormection, and at least 4.6Mb
dedicated network cannaction
for each remote review station.
Customer is responsible for
network and power reliability
and availability, Failure in these
areas cannot be counted
against MorphoTrak's reliahility
and availability contractual
requiremenis

Provide a formal notice for MT
indicating that the site
preparation has been
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completed, vafidated and the
inter-connection is operationat
hefore equipment is shipped to
the sifes

If the network is not functioning
per fhe specifications when MT
arrives for installation, requests
for correction should be
addressed within one day.
Delays will impact the scheduie
and may result in charges for
the additional 1abor, hofel, and
per dierm expenses for the
duration of the extension for the
empioyees on site,

Shipping and
Delivery

N

Provide a schedule for shipping and
delivery 1o each site

Securely crate or palietize alt
deliverables

Approve the schedule for
shipment and delivery of the
hardware and software for each
site

a punchlist and provide a plan for
regolution

3. Provide shipping manifests that Provide assistance as required
identify all items, including serial to ensure shipments clear
numbers customs

4. Arrange for the secure shipping of all Receive all material and
hardware, 3rd party and MT soflware immediately notify MT of any
to the designated target sites visible damage to shipping

5. Obtain any necessary export ficenses containers

Provide termporary storage for
the delivered hardware if
required
Installation and 1. Propose the installation schedule in Confirm the installation
On-Gite advance of delivery schedute in advance of delivery
Integration 2. Unpack, inventory and install ai Provide the access to the sites
testing equipment for MT and MT sub-contractors

3. Power up the equipment and verify as required
connectivity belween components Provide the support for site and

4.  Troubleshoot any installation issues security issues

6. Run on-site integration tests with the Ensure imely 1T support
external systems avallability for addressing

8. |dentify any open issues priorto network issues
Acceptance Testing Arrange for access to test beds

for interfaced systems {e.g.,
FBI, CCH, etc.)
Provide access to the site 8am
to Bpm, Monday through
Salturday, with escort if required
Site Acceptance |1. Organize the SAT and run the tests Participate in the SAT, signing
Test (BAT) according to the approved Test Plan off on passed tests and
2. Track any issues found during SAT on identifying any failled

requirements
Validate the fixes during re-
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Training
Documentation

Fix the punchlist issue, re-run the
failed tests and issue a report far SAT
re-test

Tennessee Bureau of Investigation
Proposal #00-1106-1213
June 5, 2012

testing and sign-off the SAT

Deliver the user's guides for MT
Applications

Deliver the administration’s guides for
the system

Customer may make unlimited
electronic copies for internal
use

Training 1. Draft a training schedule based upon 1. Review, comment on and
T8I specific organizational and approve the training schedule
contractual requirements 2. Ensure the avaiiability of the
2. Provide 3 days of operator workstation trainees and confirm they meet
training and 3 days of system any prerequisite requirements
administrator training per the approved | 3. Provide a meeting room and
schedule projection equipment for the
3. Provide attendance sheets and training classroom training.
carlificates 4. Trainees are ancouraged to
4. Provide, coliect and raview feedback provide feedback on the
forms training courses
5. Trainers provide contact information
for follow up questions
Cutover 1. Provide a cutover plan and schedule 1. Provide the staffing necessary
2. Assist TBl staff in placing the system in o support cutover
production status 2. Noftify rerote sites of any
3. Monitor the system performance for a downtime scheduled and how
minimum of 3 days to ensure te report problems
transactions are being processed 3. Coordinate communications
properly with the managers of any
4. lssues are reported to the Customer interfaced systems to support
Support Center for Warranty Support the transition from test mode io
tracking live mode
5. Complete a final residual conversian 4. Assist in oblaining records for
and load records tha residual canversion
6.  Submit a request for Final Acceptlanice | 5. Provide Final Acceptance
Travel 1. Organize MT personnel travel 1. Qrganize any Customer
2. Pay for MT Personnel travel expenses personnel travel

Pay for Customer personnsl
travel expenses
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8.2.1 S8ystem Operations, Monitoring and Administration
Tasks

ystem

Run system operations reports

Supervision

Operations

Report

LANAVAN All LAN/WAN administration,
Administra- supervision and support
tion &

User

System adminisirators will be

Consumables

Management responsible for user
management including:
a.  Creating users
b. Establishing and madifying
user access rights
¢.  Enabling and disabling
user accounts
d. Deactivating users
Help Desk Provide Call Center support per TBI Provide an end-user help desk,
sefvice agreement, including a 1-800 which shall:
number and email access a. Serve as the first level
Record and track all service calls in support, providing
our database assistance to operations
Dispateh local Customer Support personnel for workstation
Engineers as required per TBI related questions and
service support agreement issues
b.  Notify and coordinate the
notification of support
resources, within TBI
organization and to MT as
dictated by the situation.
c.  Provide call follow-up and
escalate issues to MT ag
necessary V
Delivery of Provide data backup tapes, Ink

cartridges, paper, hatleries and
other consumables

System
Monitoring

System administrators should

muonitor key components of the

system, including:

a. In-process transactions

h. Servicas, interfaces and
databases

¢. Noftifications when an
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abnormal event is detected

System and
Transaction
Management

System administrators will
manage key components of the
system, including:

& Stopping and re-launching
of all transactions in the
system

b. Enabling and purging
transactions

c. Changing transaction
priority

d. Starting and stopping of all
services, interfaces and
databases of the system

Storage Space
Monitoring

Monitor storage space
indicators to look for alerts of
failure or of approaching
capacity thresholds and make
appropriate notifications

Data Backup
Management

Perform periodic backups of the
system databases and verify
the backups
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9.2.2

Note: Maintenance tasks occur under warranty or if a customer has a post-warranty
maintenance confract.

Tennessee Bureau of invastiqation
Proposat #00-1106-128
June 8, 2012

System Warranty and Maintenance Tasks

Preventive
Maintenance

updates and load any software
patches required to ensure software
is performing per specification

Hardware Perform ali necessary preventive

Preventive hardware maintenance

Maintenance

Software Perferm log anatysis, software 1. Confirm which software

updates may be loaded and
approve the schedule

specification within the conditions of
the warranty and/or maintenance
contract

Perform log analysis and technical
investigations &s necessary {o
diagnose system events

Produce software updates and fixes
within the conditions of the warranty
andfor maintenance contract. This
may include source code analysis
anhd patch creation

Test and install software updates

Anti-Virus MT runs Windows anti-virus software | 1. Responsible for virus
on their systems before shipping, management once the system
typically Norton. We ship our is installed on TBI site,
systems with the Norton software including definition downloads,
and one year of virus definition. virus checking and reporting
Upgrades are available.
Note: MceAfee if also certified to
run on MT products if you wish to
utilize that software
Performance Conduct monthly reviews of system 1. Review and approve
Analysis & capacity, usage, performance configuration changes
Tuning indicators and event logs to identify
potential problems before they
hapnen
Routinely evaluate performance
indicators, make recommendations
for altering system parameters and
copfigurations to maintain optimum
performance. Implement approved
changes
Remedial Repair, replace or upgrade hardware
Maintenance as necessary te ensure that faited or
Support degraded hardware is performing per
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and fixes in the production
environment within the conditions of
the warranty and/or maintenance
contract

Ternessee Bureau of Investigation
Froposal #00-1106-128
June &, 2012

Spares Maintain and manage an appropriate
Management inventory of spare parts and install
spare parts as necessary in the
avent of a system failure
Data As necessary, perform record 1. Nofify MT of any known
Management analysis fo address issues such as anomalies, such as missed

missed identifications or other record
processing anomalias

If the need arises, we will be
responsible for restoring systemn data
to correct any data ioss or corruption
of the permanent datahases within
the limits of the warranty and/or
maintenance contract

identifications
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9.3 Standard List of Deliverables and Approvals

GAF AN

Shormnniak

Tennessee Bureaa of nvestigation
Proposal #00-1106-1283

Table 1: Standard Lis{ of Deliverables and Customer Approvals

dune §, 2012

1 Project Plan and Mitestones Schedule Yeas
2 Requirements Definition Document (RDD) Yes
3 Data Dictionary Yas
4 Interface Control Document(s) (ICDs) ~ 1 per Yes
interface
Note: Customer should provide an ICD for
any existing CCH interface
5 Status Reports No
6 Site Preparation Survey and Yos
Recommendations
Data Migration Plan Yes
Acceptance Test Procedure Yes
Training Plan Yes
10 Instaliation / Transition Plan Yes
11 Operatar User Manuals NG
12 System Administrator User Manuals No
13 Hardware as described in the Proposal andfor No
requirements specification
14 Software as described in the Proposal andfor No
requirerments specification
15 3" party software licenses No
16 Training Courses No
17 Finai Acceptance Certificate Yes

MorphoTrak may develop any or all of these documents as a way to clearly define the
functionality and work fo be delivered under this contract. The schedute will contain the

following.

1) Documents to be delivered under this contract

2} The dates by when these documents will be delivered

3} The dates the documents need to be agreed upon by the Customer and MorphoTrak

in order to maintain the scheduls

Page 53

Morpho'Trak, inc, Confidential and Propriatary Information — Reproduction and Disclosure Strictly Prohibited



Tennessee Bureau of Investigation
Proposal #00-1106-128

\::? A1 F AN June 5, 2012

I TE RIS T

Our planning process is based upon a single review cycle for each document. Generally
speaking the process Is as follows:

1) MorphoTrak will deliver a document to the Customer {o review

2} Customer will have two weeks to review and respond back

3) MorphoTrak will then update the document and return it fo the Customer
4) The Customer will have one week to review and approve the document

5) If no agreement is reached, a MorphoTrak representative will come to TBI site and
mest with you until an agreement is reached. Customer approval must not be
unreasonably delayed

if the Customer and MorphoTrak do not approve the documents by the scheduled date(s),
the schedule will need to be re-planned once agreement is achieved. The schedule slip
may be more or less than the actual approval delay based on the affected dependencies.

Any additional documents required by the Customer will need to be defined and require a
Change Order.
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9.4 List of Customer Milestones

1) Data Migration / Conversion (if in scope) ~ Availability of cards and or electronic data
at required quality level.

2) Approval of all documents listed on the Customer Approval List (Table 1 above)

3) Site Readiness (to be confirmed for each site)

4) Network Readiness (to be confirmed for each site)

8) Customer Contractor Readiness (3" party contractors who may be responsible for

interfaces or other functionalily)
6) Availability of customer resources for FAT, SAT, installation, training and Cutover

The tasks in the Customer Milestone list are incorporated into the Master Schedule. If these
tasks are not completed by the dates listed in the schedule, the schedule may need to be re-
planned once the tasks are completed. The schedule slip may be more or less than the
actual detay based on the affected dependencies.

Significant schedule changes required as a result of missed Customer Milestones may result
in a billable Change Order.
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Acceptance Process

The acceptance process is characterized by running an acceptance test, documenting any
anomalies with a plan to fix, signing the acceptance certificate, and putting the project into
warranty support mode. Here is the process:

1

2)

3)

4)

Customer and MorphoTrak run the previously agreed-to acceptance test procedure
using an agreed-upon set of test data. This procedure includes a detailed set of tests
covering all of the requirements specified in the Requirements Definition Document.

Any Severity 3, 4, or 5 {defined in table below) anomalies encountered are
documented in the acceptance punchlist. A plan to fix these anomalies by a specific
date is then entered into the punchiist.

The acceptance certificate is then signed with:
a. A reference to the punchlist

b. a statement saying that all invoices up untit that time of acceptance will be
paid by the Customer

c. a help desk support number the customer can call with any system questions

Once this acceptance cerdificate is signed, the customer may use the system in a
production environment, that is, the system can go live

If the Customer does nof want o sign the acceptance because of a major issue
{Severity 1 or 2) then

a. MorphoTrak will work o fix this issue as soon as possible

b. Customer is not authorized to put the system into production
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Tabie 2. Serverity Definifions

s Severe: Any failure that renders an entire system or an essential
everity 1 - )
component of a system non-operational.
Gritical: Any failure that renders a crucial compeonent of the system
Severity 2 non-operationat or seriously impacts the overall system, has no work-
around, but does not render it unusable.
Non-Critical; Failure occurs when a system component is not
Severity 3 functioning but there is a work-around. This also applies to inadequate
documentation to install, integrate, or use the system.
. inconvenience: Any failure which does not significantly impact normal
Severity 4 T — L . \
operation but which makes it inconvenient or confusing to use.
Severity § Enhancement: A feature or capability to be added to the system which
y is nat in the current product specification.
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Change Order Process

MorphoTrak's implementation Plan incfudes a change controlfissue resolution process that
defines the procedures by which the project scope may be changed. It includes the
paperwork, tracking systems, and approvals necessary for authorizing changes.

The Change Order process will ensure that the overali effect of the change is considered
prior to the change being made and that the effect on the project waork plan and scheduie is
considered.

The Change Order Process includes the following steps:

1)

2)

3)

Customer Change Requests are documented and submitted to the MorphoTrak
Program Manager

The project team evaluates the proposed change and its impact to the project
schedule and cost, The MorphoTrak Program Manager will draft a Change Order for
customer review including a description of the solution and the price, if any. No cost
Change Orders may be provided to track changes.

MorphoTrak and the Customer will review and then formally reject, postpone, or
accept changes based an need, overall effect, cost and schedule. The Change Order
is finalized and purchased by being sighed by both parties prior to the Change
Order's expiration date.

Once the Change Order has been approved, the MorphoTrak Program Manager will
make any necessary adjustment to the Design Documents, project work plan and
any other impacted deliverables (i.e. BOM).
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9.7 Schedule

Assuming a start date of July 8, 2012,
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