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RECEIVED
NOV 3 0 2009

- FISCAL REVIEWY

STATE OF TENNESSEE
DEPARTMENT OF FINANCE AND ADMINISTRATION
DIVISION OF BENEFITS ADMINISTRATION
William R. Snodgrass Tennessee Tower
312 Rosa L Parks Avenue, Suite 2600
Nashville, Tennessee 37243

Dave Goetz Phone: 615.741.3590 Laurie Lee
COMMISSIONER Fax: 615.253.8556 EXECUTIVE DIRECTOR
MEMORANDUM

To: James White, Executive Director, Fiscal Review Committee

From: Laurie Lee X&(

Date: November 30, 2009

RE: CoverKids and QSource Non- Competitive Contract

Please find attached a Non-Competitive Contract for CoverKids and QSource. This contract
addresses actions taken on February 4, 2009, when President Obama signed into law H.R.
2, the "Children's Health Insurance Program Reauthorization Act of 2009." We could not
implement this process without seeking guidance from the Center of Medicare and Medicaid
Services (CMS), which was received in the State Health Official (SHO) letter on October 21,
20089.

The legislation states the Children’s Health Insurance Program (CHIP) plans must implement
an external quality review process. This review must be conducted by a qualified and
independent external quality review organization (EQRO), which means that the EQRO may
not have a financial relationship with the health plan under review.

This contract allows QSource to conduct an external quality review with BlueCross
BlueShield of Tennessee and National Guardian Life Insurance Company to ensure our
members are receiving quality, accessible care by the health and dental plans.

While we recognize this contract is presented to the Fiscal Review Committee with less than
60 days for review, the final negotiations with the Contractor were dependent on the final
reauthorization of the SCHIP legislation and guidance from the CMS. The legislation also
requires certain action steps to be in effect at the time of their health plan renewal. The
CoverKids contract with BlueCross BlueShield of Tennessee was extended for a fourth year
effective January 1, 2010.

Thank you for your consideration of this request to contract with QSource with a proposed
start date of January 1, 2010. '




Supplemental Documentation Required for

Fiscal Review Committee

o _ *Contact
. "Contact Name: | arlene Alvarez Phone: | 615.253.8358
*Original Contract . *Original RFS |
Number: . Number:
. Edison RFS

N ‘Edison Contract 17627
Number: (if applicable)

% Number: (if | 31701-50013

applicable)

,*O_riginal Contract
' Begin Date; | January 1, 2010

“*Current End

Current Request Amendment Number:
(if applicable)

Not appillcable

Date: December 31, 2011

| Proposed Amendment Effective Date:
~ , " (if applicable)

Not applicable

*Department Submitting:

Finance & Administration

_*Division;

Benefits Administration

T *Date Submitted:

November 30, 2009

*Submltted W|th|n erty (60) days:

No

f not explalnv; 5

‘| Federal guidelines require compliance by Jan.

1, 2010

*Contract Vendor Nameﬁ'

QSource Center for Healthcare Quality

*Current Maximum Llabrlrty:

$745 049. 00

*Current Contract Allocation by Fiscal Year:

(as Shown on Most Current Fully Executed Contract Summary Sheet)

FY: 2010 FY: 2011 FY:2012 | FY:

FY EY

$338,219.50 $354,794.50 | $52,035.00 | $

_*Current Total Expenditures by Fiscal Year of Contract: -
(attach backup documentation from STARS or FDAS report) .

FY: FY: FY: FY:

$ $ $ $

IF Contract Allocation has been
“greater than Contract Expendrtures
please give the reasons and explain.
~where surplus funds were spent:

Not Applicable

IF surplus funds have been carried
forward, please give the reasons and
provide the authority for the carry
forward provision:

Not Applicable

'IF Contract Expenditures exceeded
Contract Allocation, please give the
reasons and explain how funding was
acqurred to pay the overage:

Not Applicable

" *Contract State $186,262.25 |

~_Funding

. Federal: $558,786.75

Effective October 30, 2009




Supplemental Documentation Required for

Fiscal Review Committee

Source/Amount:

& Interdepertmentalz

._ 'Ot:her.

If “othef’ please deflne

Dates of AII Prewous Amendments or | - Brief Description of Actions in Previous

ReVISlonS (if appllcable)

Amendments or Rewsmns (/f applicable) -

- Method Of Orlglnal Award (/f app//cab/e)

Non-Competitive Contract

'*What were the prolected costs of the

etvtce_for the’ ent|re term of the contract
: pnor to contract:__award'?_

$745,049.00

Effective October 30, 2009




Supplemental Documentation Required for
Fiscal Review Committee

For all new non-competitive contracts and any contract amendment that changes
Sections A or C.3. of the original or previously amended contract document, provide
estimates based on information provided the Department by the vendor for
determination of contract maximum llablllty Add rows as necessary to provide all
information requested .

If it is determined that the questton is not apphcable to your contract document attach
}detalled explanatlon asto why that determination was made IS SR :

Planned expendttures by flscal year by deliverable. Add rows as necessary to
indicate all estimated contract expendltures i

: Dellverable,, FY: 2010 FY:2011. | FY:2012 |~ FY: | FY:
_ description;- o . B ANt SR DR
Contract
Admlnlstratlon (pd. $25,265.00 $7,569.00
1% Q)

Annual Quality
Survey (pd. 151 & | $122,828.00 | $126,264.00

2nd Q)

Annual Network
Adequacy (pd. $147,746.00 | $141,684.00

18t & 2™ Q)

Provider Data

Ad Hoc
Reporting (pd. $7,950.50 $16,290.50 $8,340.00

Monthly as
needed)

Technical

Monthly)

Technical Report
(pd. Monthly) $13,836.00 | $28,362.00 | $14,526.00

Monthly Health

Report
(pd. Monthly)

Proposed savings to be realized per fiscal year by entering into this contract. If
“amendment to an existing contract, please indicate the proposed savings to be
‘realized by the amendment. Add rows as necessary to define aII potentlal
savings per deliverable. - ‘ :

Children Health Insurance Program Reauthorization Act (CHIPRA) was srgned in February, 2009. .
Section 403 applies certain managed care quallty safeguards to CHIP as reflected:in subparts D and E

in section 1932 that apply to Medicaid manage care.’ Under section:1932 (c), federal law requires . .
each State CHIP program to develop and |mp|ement an external quahty review of the quality of care
provided by our medical and dental health plans. This review must be conducted by a qualified and

Effective October 30, 2009




Supplemental Documentation Bequired for
Fiscal Review Commitiee

independent external quality review organization (EQRO) as defined by the authorizing legislation. As
this review must be completed by an entity outside of State government, Benefits Administration could
not perform the required external quality review so no direct savings are anticipated. In addition, as
this is a federal requirement of all CHIP plans, the State Jeopardlzes the 3:1 federal match on the
program if we do not comply. :

Deliverable | = FY: FY: [ FY: | FY: FY:
description: : -

Comparison of cost per fiscal year of obtaining this service through the

_proposed contract or amendment vs. other options. List other options

available (including other vendors), cost of other options, and source of
.information for comparison of other options (e.g. catalog, Web site). Add rows
- as necessary to indicate price differentials between contract deliverables.

Because of the time constraint in implementing the new federal requirement associated with CHIP

reauthorization, the Department determined that a non-competitive negotiation with QSource, the

contractor currently performing the same function for TennCare was both the most expedrtlous and
: cost-effectlve solution for the State. :

Benefits Administration does not have a benchmark for these costs other than the current contract ofa
much greater magnitude-with TennCare. The State reviewed an initial estimate of the costs submitted
by QSource for this work and negotiated with QSource a lower price for the two years of the contract
term. The two year term of this contract will coincide with the final two year extensions of the
CoverKids administrative contract at which time both of these would be competitively procured.

In addition, the Bureau of TennCare has contracted with QSource since October 2005 through a
competitive procurement. QSource was the only proposer responding to the RFP issued by
TennCare. TennCare felt that the prices submitted by QSource were very competitive given the
,addztronal responS|b|l|t|es included in the procurement compared to costs prewously paid.

_ QSource is the only external quallty review orgamzahon headquartered W|th|n the state of Tennessee
A competitive procurement at this time could result in a separate vendor not as acquainted with the IT .
"requrrements of Tennessee resulting in hlgher |mplementat|on costs and a significant delay in
lmplementatron :

Proposed..

Vendor o | ,‘ N o | .
Cost: (name FY: . FY. FY: . FY: . FY:
of vendor) ’

Other .

Vendor | oo | o AR SR i .
Cost: (name FY: , :FY. B Fy: | FY:
of vendor)

Other

Cost: (name | FY: SR FY LR SR P
of vendor) .

Effective October 30, 2009




NON-7-16-09

'NON-COMPETITIVE CONTRACT REQUEST

This request is NOT required for a contract with a federal, Tennessee, or Tennessee local government entité_or a grant.
[9.Y ol Y

| AW oY

N LTVEL)
NOV 3 0 2009

FISCAL REVIEW

APPROVED

COMMISSIONER OF FINANCE & ADMINISTRATION

AGENCY REQUEST TRACKING # 31701 - 50013

1 PROCURING AGENCY | Finance and Administration, Berefits Administration

2 4 Provide Federal External Quality Review (EQR) regulations and protocols for Children
SERVICE .

Health Insurance Program (CHIP)..

3 APPROVAL CRITERIA X] non-competitive negofiation is in the best interest of the state

(select one)
D only cne uniquely qualified service provider able to provide the service

4 PROPOSED CONTRACTOR Qsource Center for Healthcare Quality

5 CONTRACT BEGIN DATE N
(attach explanation if < 60 days after F&A receipt) January 1, 2610

6 CONTRACT END DATE x4 o
(with ALL options to extend exercised) December 31, 2011

7 . o KoL NN - st . 0 y ~nd
MAXIMUM CONTRACT COST $380,595.00 1% year, $364,448.00 2™ year
(with ALL options to extend exercised) Total amount $745,049.00

8 SERVICE DESCRIPTION
QSource will conduct an external quality review of the CoverKids medical and dental health organizations, as required
by federal law.

9 EXPLANATION OF NEED FOR OR REQUIREMENT PLACED ON THE STATE TO ACQUIRE THE SERVICE
In Children Health Insurance Program Reauthorization Act (CHIPRA), Section 403 applies certain managed care
quality safeguards to CHIP as reflected in subparts D and E in section 1932 that apply to Medicaid manage care.
Under section 1932 (¢}, federal law requires each State CHIP program to develop and implement an external quality
review of the quality of care provided by our medical and dental health plans. This review must be conducted by a
qualified and independent external quality review organization.

10 HAS THE PROCURING AGENCY EVER BOUGHT THE SERVICE BEFORE ? |:| YES or NO
IF SO, WHAT PROCUREMENT METHOD WAS USED ? . . .
REQUIRED INFORMATION

11 NAME & ADDRESS OF THE CONTRACTQR’S PRINCIPAL OWNER(S) (NOT required for a TN state education institution)
Dawn Fitzgerald, Chief Executive Officer
Qsource Center for Healthcare Quality




NON-7-16-08

v &uENCY REQUEST TRACKING # 31701 - 50013

3175 Lenox Park Blvd., Suite 309
Memphis, TN 38115

12

EVIDENCE OF THE CONTRACTOR’S EXPERIENCE & LENGTH OF EXPERIENCE PROVIDING THE SERVICE

For more than three decades QSource has worked to ensure that people with Medicare receive the highest quality of
care possible. In 1999, Qsource contracted with CMS to serve as the national Disadvantaged Populations Support

PRO.

13

OFFICE FOR INFORMATION RESOURCES SUPPORT (required for information technology service)

& ATTACHED or I:I NOT APPLICABLE (N/A oniy to non-information technology service & THDA)

14

eHEALTH INITIATIVE SUPPORT (required for health-related professional, pharmaceutical, laboratory, or imaging service)

|_] aTtacHED or [X] NOT APPLICABLE

15

HUMAN RESOURCES SUPPORT (required for state employee training service)

D.ATTACHED or NOT APPLICABLE

16

DESCRIPTION OF EFFORTS TO IDENTIFY REASONABLE, COMPETITIVE, PROCUREMENT ALTERNATIVES

The Contractor currently provides external quality review for Bureau of TennCare since October 1, 2005. The Bureau
has found their work to be satisfactory and their familiarity with Tennessee and with other federal programs will be a
benefit for the management of the CoverKids program within Benefits Administration.

17

JUSTIFICATION FOR NON-COMPETITIVE NEGOTIATION RATHER THAN A COMPETITIVE PROCESS

CHIPRA was signed on February 2009. Within CHIPRA, section 403 Application of Certain Managed Care Quality
Safeguards to CHIP became effective July 1, 2009. The Federal Government requires all states to implement the
external quality review at the time of their health plan renewal. CoverKids contract with Blue Cross Blue Shield of
Tennessee contract renews January 1, 2010. Because of this tight timeframe, the Division was unabile to complete
and implement a contract resulting from a competitive, RFP process.

In addition, Bureau of TennCare has contracted with QSource since October 2005 and has found their work to be
satisfactory. QSource is the only external quality review organization headquartered within the state of Tennessee. If
CoverKids procured this contract, it's strongly possible to have a contract with an outside external quality review
organization that could be costly with a lot of outside travels to conduct this review.

AGENCY HEAD SIGNATURE & DATE
(MUST be signed & dated by the ACTUAL procuring agency head as detailed on the current Signature Certification on file with OCR— signature by an
authorized signatory acceptable only if exigent circumstances documented)

7y




11/28/2089 13:43 616-741-5164 STATE OF TENN PAGE @1/a1,

081807

FAX/EMAIL TRANSMITTAL

to Request OIR Procurement Endorsement

Jane Chittenden, Director # 741-6164
OIR Procurement & Contract Management FAX 1
Marlene D. Alvarez - ' FAX # 615.253.8556

October 28, 2009

31701- 50013

RE : Procurement Endorsement — QSource Center for HealthCzre
Quality; i.e., External Quality Review of CoverKids Health Plan.

INFORMATION SYSTEMS PLAN PROJECT: N/A

NUMBER OF FAX PAGES (including cover) : N/A

The nature and scope of service detailed in the attached service procurement
document(s) appears to require Office for Information Resources (OIR) review and
support, because the procurement involves information technelogy or information
systems services.

This communication seeks to ensure that OIR is aware of the procurement and has an
opportunity to review the matter. Please determine whether OIR is supportive of the
procurement. If you have any questions or concerns about.this matter, please call
Cindy Kessler at 615.532.5553.

Please indicate below your response to this proposed procurement, and return this
communication at your earliest convenience (note the return FAX number above).

Thank you for your help.

Attachment(s)

Must include the entire contract or amendment document and where applicable, the non-
competitive contract or amendment reguest form. The-original contract and any prior-
amendments that were applied 1o the same section of the contract must be provided with
an amendment. Electronic copies of the contract, amendments, and request form without
signature are acceptable.

RFP documents must be hrovided in electronic form.

OIR Endorsement: .

W\WJL WC%) i (\\10\03

OIR Chief Information Officer ’ " Date




CONTRACT

another state)

(FA-type fee-for-service contract with an individual, business, non-profit, or governmental entity of

Agency Tracking #
31701-50013

Edison ID
17627

Contractor

QSource Center For HealthCare Quality

Contractor Federal Employer Identification or Social
Security #

C- or[_] V- 620924699

Service

Develop and implement an external quality review of the quality of care provided by our medical and

dental health plans.

Contract Begin Date Contract End Date Subrecipient or Vendor CFDA #(s)
January 1, 2010 December 31, 2011 [Isubrecipient [X]
Vendor
FY State Federal | Interdepartmental Other T0T:rl;1§::tt ract

2010 '$84,554.87 $253,664.63 $338,219.50
2011 $88,698.62 $266,095.88 $354,794.50
2012 $13,008.75 $39,026.25 $52,035.00
TOTAL: $186,262.24 $558,786.76 $745,049.00

American Recovery and Reinvestment Act (ARRA) Funding - D YES . NO

I

OCR USE
FA

Agency Contact & Telephone #

Marlene Alvarez — Manager of Procurement & Contracting
Tennessee Department of Finance & Administration,
Benefits Administration

312 Rosa L Parks Avenue, Suite 2600

Nashville, Tennessee 37243

615.253.8358

Agency Budget Officer Approval (there is a balance in the
appropriation from which this obligation is required to be paid
that is not otherwise encumbered to pay obligations previously
incurred)

Speed Code Account Code
FA00001746 70803000
Contractor Ownership/Control
D African D Person w/ - . [:] Small
American Disability D Hispanic Business D Government
D Asian D Female D Native & NOT Minority/Disadvantaged D

American Other




Contractor Selection Method

[rre

. —_ D Alternative Competitive
I:l Competitive Negotiation *
Method
<] Non-Competitive Negotiation
*. P g [ ] other *
*Procurement Process Summary

The Department used a Non-Competitive Negotiation process for procurement. The Contractor is partnering with
the State to develop and implement an external quality review of the quality of care provided by our medical and

dental health plans. The vendor has worked with the State of Tennessee, TennCare Bureau in the past and have
proven to have the extensive experience and expertise to perform the required work.




CONTRACT
BETWEEN THE STATE OF TENNESSEE,
DEPARTMENT OF FINANCE AND ADMINISTRATION
COVERKIDS
AND
QSOURCE CENTER FOR HEALTHCARE QUALITY

This Contract, by and between the State of Tennessee, Department of Finance and Administration,
CoverKids, hereinafter referred to as the “State” and QSource Center for Healthcare Quality, hereinafter
referred to as the “Contractor,” is for the provision of External Quality Review of CoverKids Health Plan
Administrator and CoverKids Dental Plan Administrator, as further defined in the "SCOPE OF
SERVICES."

The Contractor is a Non- Profit Corporation
Contractor Federal Employer Identification or Social Security Number: 620924699
Contractor Place of Incorporation or Organization: Tennessee

A.

AAd.

A2

SCOPE OF SERVICES:

The Contractor shall provide all service and deliverables as required, described, and detailed by
this Scope of Services and shall meet all service and delivery timelines specified in the Scope of
Services section or elsewhere in this Contract.

The services to be provided under this contract include multiple tasks and deliverables that are
consistent with the following:

a. Applicable Federal External Quality Review (EQR) regulations and protocols for Children
Health Insurance Program (CHIP).

b. Contractor Risk Agreements (CRA) with the CoverKids Health Plan Administrator (HPA)
and the CoverKids Dental Plan Administrator (DPA).

This contract will allow the State to be compliant with Federal EQR regulations and rules and to
measure HPA specific compliance. The specifications for deliverables required in this contract
may evolve from year to year in response to program changes such as HPA participation or
enrollment levels or changes in Federal or State requirements. Amendments to this contract may
be required to reflect such aforementioned changes. The Contractor will be required to perform
all tasks and functions identified in the contract according to specified levels of quality and
comprehensiveness as determined by the State. Quality and comprehensiveness are determined
via the timely submission of Contractor reporting requirements in section A.9. Penalties for failure
to provide these reports in a timely and comprehensive fashion will result in substantial penalties
to the Contractor, as outlined in Attachment B.

The Contractor shall, under the direction of the State, conduct the CoverKids External Quality
Review Organization (EQRO) functions during the term of this Contract and provide for an orderly
transition of the EQRO functions to any new Contractor, or the State, at the end of the contract
period.

Contract Phases and Requirements

The geheral scope of work required under this contract and the relative responsibilities of the
State and the Contractor, including milestones and deliverabies for each of the phases are
defined in subsequent -sections.

Operations and Maintenance Phase

During the Operations and Maintenance Phase, the Contractor shall carry out the responsibilities
related to the EQRO functions and perform all Contractor functions not specifically excluded or
defined as State responsibilities. This refers to any functions not otherwise documented in this

Page 1 of 35




A.3.

contract that would be essential to meeting the EQRO functions/activities as defined by legislation,
e.g., the Balanced Budget Act (BBA). General and specific responsibilities for both the State and
the Contractor are defined in this section. The Contractor shall be responsible for producing all
regularly scheduled reports.

General State Responsibilities

a. The State shall be responsible for the overall management and general administration of
the CoverKids Program including establishment of policy and approval of overall
administrative procedures. The State’s general responsibilities include:

(1)

Establishing and interpreting program pdlicy.

(2) Authorizing administrative procedures.

(3) Monitoring of overall program péerformance.

4) Contracting with the CoverKids HPA and the DPA.

(5) Reviewing changes in federal regulations and devising methods to comply with
the changes.

(6) Approval of contractual arrangements for the CoverKids program.

, (7 Preparing budgets for the CoverKids program.

(8) Liaison with the Legislature, other State agencies, and the public.

(9) Coordinatioh of cases of fraud and noncompliance investigation with the A
Contractor, providers, recipients, legal authorities, and the Federal Government.

(10)  Performing fiscal audits of the Contractor.

(11)  Operating and maintaining an administrative structure sufficient to assure
Contractor compliance with contractual responsibilities.

(12') Providing for liaison and cdmmunications with the Contractor in connection with
mutual contractual responsibilities.

(13) Establishing, monitoring, and managing receivable accounts to recover program
funds owed by providers, enrollees and other third parties.

(14)  Providing the Contractor with the names of individuals, who are authorized to act
on the behalf of the State with respect to this Contract, together with a description
of their respective responsibilities and authorities.

(15)  Administering this Contract and providing direction as required to facilitate
Contractor operations.

(1 6) Making EQRO results available to interested parties upon request. Information
released must comply with Federal HIPAA regulations regarding confidentiality of
protected health information.

b. Specific State Responsibilities include:
(1) Provide interfaces with State and Federal agencies as necessary for the

Contractor.

Page 2 of 35




A4,

(2) Provide Contractor with a list of primary interfaces from the State for each
functional area.

3) Oversee Contractor's performance; approve Contractor's work plan quarterly,
conduct periodic audits of Contractor's performance; monitor compliance with
contract terms and conditions and all applicable State and Federal laws and

regulations.

(4) Notify Contractor of all performance deficiencies; approve Contractor's corrective
action plan.

(5) Direct Contractor to make ongoing modifications and enhancements to

Contractor procedures if required to support program policy, rules and
regulations; improve program and operational performance; resolve problems;
and address overall program effectiveness and quality.

(6) Prepare specific requirements and definition (with Contractor assistance) for
ongoing modifications and enhancements to the EQRO functions.

7) Approve release of any reports, data, forms, files, or other information related to
the Contract to any agency or entity outside the State.

(8) Provide Contractor with requirements for ad hoc data and report requests and
approve specifications.

(9) . Review and approve all deliverables; provide Contractor with identification of
discrepancies that require corrective action; approve Contractor's corrective
action plan.

(10)  Provide Contractor with request reduirements for "on request" processes.
(11) Provide record retention and destruction guidelines.

(12)  Impose liquidated damages and/or other corrective action required on the HPA
and DPA as a result of deficiencies and/or failure to comply with CoverKids
requirements.

(13)  Provide Contractor with contact names, associated phone numbers and e-mail
addresses for the HPA and DPA. _ ‘

General Contractor Responsibilities

The Contractor shall perform the External Quality Review Organization functions in accordance
with all Federal and CoverKids requirements. The Contractor’'s general responsibilities include
but are not limited to:

a.

Within 15 days of the beginning this contract, the Contractor will develop a
comprehensive work plan as a basis for executing the contract. The plan will outline key
tasks and sub-tasks, with associated timeframes for completion and delivery assigned to
each task, as deemed necessary to deliver the required work product to the State.

Within 30 days of the beginning of this contract, the Contractor will supply the State with a
transition plan to provide for an orderly transition of the EQRO.

Operate and maintain a system of internal controls (manual and automated), approved by
the State, to safeguard access to data and ensure the integrity, completeness, and
accuracy of the data, the processing, and the output products.

Perform analysis of existing and new Federal and State policies, procedures, and
regulations to determine their impact on the EQRO components of the CoverKids

Page 3 of 35




program, and related State and Contractor-performed functions; provide a written impact
analysis to the State with analysis of alternatives and recommendations for changes and
enhancements to support the requirements.

e. Conduct quality training for State and Contractor personnel on a continuing basis to
maintain satisfactory levels of proficiency for all Contractor functions such as:

(1) Training as it relates to EQR Activities including: CMS EQR Protocols, EQR
Balanced Budget Act Overview

2) Training as it relates to conducting Performance Improvement Projects (PIPs)

3) Training as it relates to Performance Measure Validation

(4) Training as it relates to Provider Data Validation

(5) Training as it relates to completing Plans of Correction
(6) Training as it relates to quality improvement activities
f. Operate and maintain an internal control program approved by the State to ensure

accuracy of all EQRO functions and processing that meets the State's requirements;
internal quality control program shall encompass all annual special reviews, studies,
reports, and any other outputs that are produced.

g. Develop the external quality review survey tools for surveying the HPA and DPA based on
current contractual procedures, applicable court orders, the CoverKids 1115 Waiver, and
State and Federal regulations. The plan shall include: specific compliance monitoring
activities, @ mechanism for obtaining background information from the State, HPA
document review, conducting HPA interviews, the collection of accessory information,
analyzing and compiling of findings by HPA and reporting evaluation results to the State.
The Contractor shall advise the State on an ongoing basis of changes to improve and
enhance the audits.

h. Perform all the functions of the EQRO in accordance with State requirements and per
State-approved standards and procedures.

i. Conduct periodic and special quality reviews of the HPA and DPA per the State's
schedule and provide written reports of findings and recommendations for corrective
action within the predefined timeframe.

- Maintain internal records in such a fashion as to provide complete audit trails of activities,
account for all transactions, and document all charges.

K. Maintain disaster recovery procedures acceptable to the State.

I Implement and maintain processes and policies compliant with HIPAA regulations.
Ensure the proper handling of protected health information.

Specific Contractor Responsibilities

The Contractor shall perform its CoverKids EQRO functions in accordance with Federal and State
laws, regulations and policies pertaining to CHIP.

In the event the Contractor has need of an interpretation of any laws, regulations and/or policies,
the request will be made to the State. The State shall provide timely notification to the Contractor
of all changes and/or amendments in Federal and State laws, regulations, policies, State Plan and
the HPA Contractor Risk Agreements. The Contractor shall maintain, on a current and ongoing
basis, a full and detailed knowledge of applicable Federal and State laws, regulations, policies,
State CHIP Plan and the HPA Contractor Risk Agreements.
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A.6.

The Contractor will develop review criteria to assess contract compliance and compliance with
current industry, Federal, and State requirements for the HPA. Criteria must include, but not be
limited to review of enrollee rights and protections, quality assessment and performance
improvement, structure and operation standards, measurement and improvement standards and
compliance with the appeal process. The survey process shall include: document review,
interviews with key HPA and DPA personnel, and an assessment of the adequacy of information
management systems. Review, analysis, and recommendations for improvement of the HPA and
DPA structure and overall integration of the health care delivery system shall include but not be
limited to, review and assessment of the following documents/activities for the previous calendar
year:

a. HPA and DPA Structure
) | Quality Improvement Program Description (QIPD)
(2) Utilization Management Program Description (UMPD)
(3) The associated work plans for the QIPD and UMPD
4) The annual evaluation of the HPA and the DPA Quality Improvement Program
(5) Adequacy of HPA and DPA material resources and staffing
(6) Oversight of Quality Program by the HPA and DPA governing body
b. Appropriate documentation will include: Meeting date, and time, agenda items,

subsequent discussion and documentation of any actions taken or items that require
follow-up, along with an indication of who is responsible for such follow-up.

c. Oversight of all HPA and DPA's initial and re-credentialing processes to include:
(1) Onsite credentialing file review.
(2 ‘ Review of committee minutes.
(3) Timeliness of credentialing/re-credentialing process.
(4) Incorporation of quality assessment (Site visit and medical record documentation
practices).
(5) Assessment of guality of care and service issues which may include but not be

limited to physician/provider specific confirmed and trended quality of care and
service concerns, appeals data, over/under utilization data, and pharmacy
utilization data. )

(6) HPA and DPA’s process for medical record review of primary care physicians and
high volume specialists.

d. HPA and DPA Disease Management Programs for the following components: (at

minimum Diabetes, Maternity Management, and Asthma Programs are required by the
State for the HPA)

(1) Relevance to HPA population.

(2) Consistency with nationally recognized clinical practice guidelines.
(3) Assessment of member adherence to treatment plans.

Page 5 of 35




A7.

(4)

(5)

Systematic identification of eligible population, initially and at least annual
thereafter.

Program materials clearly provide information to members about how to use the
services, how they were identified for participation, and how to opt in or out of the
program.

(6) Annual measurement of participation rates.

(7) Interventions provided to enrollees based on stratification.

(8) Providers are informed and educated about the program.

(9) Program effectiveness is measured using at least one performance measure that
is relevant, quantitative, population based, uses valid methodology, and has been
analyzed against a benchmark or goal

e. HPA and DPA mechanism for identifying potential under/over utilization trends within

provider network and actions taken when performance falls below established standards

f. HPA and DPA process for review and update of medical necessity criteria
g. HPA and DPA process to ensure continuity and coordination of care
h. HPA case management services

1)
(@)
)
(4)
(5)
(6)

Selection criteria

Available resources

Penetration rate

Turn-over rate (length of time in case management)
Frequency of enrollee contact

Evidence of network physician/provider participation

i A sample of ten (10) denial files for the HPA and DPA

- Adequacy of HPA and DPA provider networks

1

Compliance with required access standards

(2) Compliance with required wait time standards

3 Analysis of open/closed panels by HPA

4) Compliance with established standards for appointment availability
k. HPA and DPA operational and departmental policies and procedures

l. Analysis of HPA and DPA communication to enrollees and providers outlining member
rights and responsibilities

Contractor shall establish a procedure to verify that the HPA and DPA is delivering the health
benefits required by their contract with the State, that each is delivering the benefits within the
required timeframes, and that the HPA has an adequate provider network to ensure the effective
and efficient delivery of healthcare services to CoverKids enrollees. The Contractor may use the
National Committee for Quality Assurance (NCQA) standards or other nationally recognized
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A8.

- CoverKids provider enrollment file (to be provided by CoverKids) each quarter. The survey tool

standards that will produce a statistically valid review to evaluate the adequacy of the HPA and
DPA network and benefit delivery compliance with the Contractor Risk Agreement. This review
shall include, but not be limited to, the following specialties:

a. Primary Care Providers , |
b. . Selected High Volume Specialty Providers ?
c. Dentists

d. Mental Health Providers

The Contractor shall provide a quarterly validation of the accuracy of the provider information
reported by the HPA and DPA. A survey tool shall be developed by the Contractor and approved
by the State prior to implementation of the first quarterly telephonic survey and as necessary
thereafter. At the beginning of each quarter, the Contractor will conduct a telephonic survey of the
provider network data received from the HPA and DPA. A random sample large enough to
produce statistically valid HPA and DPA-specific results shall be drawn from the most current

will include, but not be limited to, the following:

a. Providers included in the sample shall be active, in plan providers of the following
specialty types:

1 Primary care providers and physician extenders

2) Specialty care providers including, but not limited to, OB, Cardiology,
Gastroenterology, Neurology, Neurosurgery, Oncology/Hematology,
Ophthalmology, Orthopedics, Otolaryngology, and Urology

3) All reported dental providers

b. Elements to be validated shall include, but should not be limited to, the following:
(1) Verification of provider address and specialty
2) Contract status
3) Panel age restrictions (less than 21 years 6f age and 21 years of age and older)
(4) . Telephone number
(5) Panel status (open/closed)
(6) Appointment availability for routine and urgent care

7) Prenatal & delivery services (OB/GYN or prenatal providers) for the HPA

c. To determine if the Program encompasses activities required to meet contract
compliance and compliance with current industry, federal, and state requirements for the
CoverKids program as part of the Annual Quality Surveys completing an annual review
and evaluation of the HPA’s and DPA’s Quality Improvement Program Descriptions,
Utilization Management Program Descriptions, associated Work Plans and Annual
Evaluations.

d. Utilizing data files to analyze and summarize enrollment utilization, and health outcome
data for routine and ad hoc reporting.

e. Provide technical assistance to the HPA and the DPA as directed by the State regarding
performance improvement.
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A9

f. Hosting meetings with the HPA and DPA inter-related oversight agencies to inform them
of pertinent/current issues. The meetings shall provide an opportunity for training, )
discussion of CoverKids contract or policy requirements, sharing of best practices, and
will be conducted in time frames and settings mutually agreed upon with CoverKids.

g. Providing and maintaining adequate liaison and communication with the State in
connection with the Contractor's specified contractual responsibilities.

h. Providing and maintaining books, records, claims, documents and other evidence
pertaining to the Contract to the extent and in such detail as shall properly reflect
conformance with the Contract and make these available for inspection by the State or its
designee.

i. Providing the State with the documented costs in a plan to be approved by Center of
Medicare and Medicaid Services (CMS) to support the claim for Federal Financial
Participation. The Contractor must be able to provide documentation to support wages,
benefits and all other expenditure items.

k. Performing all EQRQ operations activities and related systems
maintenance/modifications on-site at the facilities in Nashville, Tennessee approved by
the State.

l. Identifying and informing the State of any procedure, which may reduce the cost, and/or
increase the effectiveness of administering the EQRO function to the CoverKids program.

m. Providing the State with the names of individuals, who are authorized to act on behalf of
the Contractor, together with a description of their responsibilities and authorities.

n. . Performing all other activities not otherwise designated as State responsibilities, which
are necessary for optimal operation of the EQRO functions.

Contractor Reporting Responsibilities

For each key activity, the Contractor shall prepare both an executive summary and a full written
report detailing findings for the HPA and DPA. Reports shall identify best practices and
opportunities for improvement, as well as recommendations specific to the HPA program. Unless
otherwise specified all reports shall be submitted to the State in both hard copy and electronic
format. The number of hard copy reports and the electronic format shall be determined for each
report and shall be mutually agreed upon by the Contractor and the State. Examples of reports
follow:

a. Annual External Quality Review Report. A draft report shall be due within 30 days
following completion of the HPA's and DPA'’s onsite review. The final report shall be due
60 days following completion of the HPA's onsite review. The report shall also assess
HPA compliance with contractual and all EQR-related mandatory and optional activities,
including but not limited to the methodology of how data was collected, aggregated,
analyzed and conclusions drawn as to the quality, timeliness, effectiveness and access to
the care furnished by the HPA. The report must utilize the following five point scoring or
rating system for each component assessed as part of the survey: 90-100 Total
Compliance, 80-89 Substantial Compliance, 65-79 Partial Compliance, 55-64 Minimal
Compliance and 0-54 Non-Compliance.

(1) Performing an annual quality survey of the HPA and DPA to determine
contractual compliance, preparing a written report of findings, and forwarding said
report to the State no later than 30 days after completion of the survey, unless
otherwise agreed to in writing by the State. If an organization is National
Committee for Quality Assurance (NCQA) accredited, the Contractor will review
the organization for contractual compliance.
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(2) Within 45 days of the beginning of this contract, the Contractor shall submit the
proposed review criterion to the State for approval.

(3) By 60 days after the beginning of this contract, the Contractor shall present the
proposed schedule for the quality survey to the State for approval.

(4) Appointments with the HPA and DPA shall be scheduled 30 days in advance of
visit.

(5) The State shall be notified of any changes to the approved appointment schedule
immediately.

(6) An HPA and DPA specific draft report of the survey findings along with
recommendations for improvement shall be provided to the State thirty (30) days
from HPA’s and DPA'’s onsite survey. The final report shall be submitted to the
State sixty (60) days foliowing the review of the HPA and DPA.

7 The report of the quality review should include but not be limited to the following
components:

i. A detailed assessment of the strengths and weaknesses of the HPA
i. Recommendations for improving the quality of care by the HPA

iii. An assessment of the degree to which the HPA and the DPA effectively
addressed the recommendations for quality improvement made during
the previous year's EQR

Network adequacy review reports are due annually by June 1 and shall be submitted
directly to the Commissioner of the Department of Commerce and Insurance, the
Comptroller of the Treasury, and the Director of the Bureau of CoverKids.

Quarterly validation of the accuracy of the provider information reported by the HPA shall
be submitted to the State by the end of each quarter of the calendar year. The report shalll
include detail regarding all errors and discrepancies identified for the HPA during the
survey process (see contract section A.8.).

Production of ad hoc reports as requested by the State for such purposes as assessing
the health care needs of the CoverKids population or subsets of the population,
identification of best practices and/or opportunities for improvement within contracted
HPAs, or achieving compliance with State or Federal Regulations. Ad hoc reports shall be
completed within a timeframe that is commensurate to the complexity of the report and
shall be prepared at no additional cost to the State. The State and the Contractor shall
develop and agree to the reporting timeframes on a report-by-report basis.

Annual EQR Technical Report utilizing the results of the annual network adequacy report,
the annual quality survey, and information and results from the validation of Performance
Improvement Projects (PIPs) and performance measures as required in accordance with
42 CFR 438.364. The Annual EQR Technical Report shall be submiited to the State by
August 15" of each year. The report should be in accordance with current CMS guidelines
and at a minimum the following should be included in the report:

A description of the manner in which the data from all activities conducted in accordance
with 42 CFR 438.358 (validation of PIPs and performance measures and compliance with
standards audit) were aggregated and analyzed and conclusions were drawn as to the
quality, timeliness, and access to care furnished by the HPAs. The report must also
include the following for each activity conducted in accordance with 42 CFR 438.364:

(1) Objectives
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A.10.

A1,

A2,

(2) Technical methods of data collection

(3) Description of the data obtained

(4) Conclusions drawn from the data

(5) An assessment of the HPA’s strengths and weaknesses

(6) Recommendations for improving quality of health care services

7 Comparative information as the State deems methodologically appropriate

(8) An assessment of the degree to which the HPA has addressed effectively the
recommendations for quality improvement made by the EQRO during the
previous year

9) An annual cost allocation plan to be approved by CoverKids and CMS to support
the claim for Federal Financial Participation.

(10)  Monthly Health Care Policy Reports containing articles or summaries of

information related to national and state issues and standards for CoverKids

- populations, Section 1115 waivers, changes in requirements under the Balanced
Budget Act 1997, etc. shall be provided to the State as new information emerges
in order to keep the State totally informed and current. Reports may include
information on best practices or other information that could improve the financial
stability of the CoverKids program and quality of care rendered to the CoverKids
population. -

Contractor Quality Control Requirements

The Contractor shall develop and maintain a plan for quality control to be approved by the State
including, but not limited to, reviewer training and determination of sample sizes needed in order
to produce results that can be extrapolated to the entire population being examined. The plan

shall cover, at a minimum, the following areas: »

a. Annual quality reviews

b. Special reviews

c. Report development and generation
d. Deliverable production

e. Provider Network analysis

Detailed Procedures

The Contractor shall develop written detailed internal procedures for all reviews, audits,
performance measurements, and surveys identifying all steps in each process. The style and
level of detail should be aimed at the Contractor’s staff and the detailed procedures for each
activity must be approved by the State before that activity is initiated.

Contractor Staffing

a. The Contractor shall maintain sufficient professional and technical staff to carry out the
duties and responsibilities of the EQRO function and agree to the following requirements:

(1) The Contractor warfants and represents that all persons assigned by it to the
performance of this Contract shall be employees of the Contractor and shall be
fully qualified to perform the work required herein.
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@)

®)

4)

The State shall have the absolute right to approve or disapprove the Contractor's
and any subcontractor's key personnel assigned to this Contract, to approve or
disapprove any proposed changes in key staff, or to require the removal or
reassignment of any key Contractor employee or subcontractor personnel found
unacceptable by the State.

To the extent possible the Contractor shall notify the State in writing of any
change in key personnel at least 30 days prior to the change. The Contractor
shall upon request, provide the State with a resume of any members of its staff or
a subcontractor's staff assigned to or proposed to be assigned to any aspect of
the performance of this Contract.

Providing and maintaining an administrative structure, including personnel of
sufficient background, training, size, scope and authority to perform its
contractual responsibilities to the satisfaction of the State. The Contractor will
provide the State with the names of individuals who are authorized to act on
behalf of the Contractor, together with a description of their responsibilities,
authorities, and the amount of time by each employee, devoted to the project in
Full Time Equivalents (FTE's). The State shall have final rights to the hiring and
termination of key employees. The Contractor’s key personnel shall include a
Physician Consultant, a Contract Manager, and sufficient resources to fulfill
contractual obligations. The Contractor must prove access to a biostatistician and
epidemiologist. Resumes for all key personnel must be reviewed by the State
within ten (10) business days of the start of the contract.

Personnel commitments made shall not be changed except as herein above provided, or
due to the resignation of any named individual.

Annual, Follow up, and Special Review Staff

(1)

@)

@)

The Contractor shall maintain office space and personnel sufficient to fulffili all
contractual obligations in Nashville, Tennessee, at a location to be mutually
agreed upon by the State and the Contractor sufficient to complete all regularly
scheduled and specially requested quality reviews as described in this Contract.
At a minimum, the Contractor shall provide and maintain an on-site staff of
sufficient professionals at all times. The combined experience of this staff must
include previous working experience in healthcare quality assurance,
management and improvement; knowledge and understanding of the NCQA
Standards for Accreditation of Managed Care Organizations and Behavioral
Health Organizations and the accreditation process; the current Health Plan
Employer Data and Information Set (HEDIS) technical specifications; familiarity
with International Classification of Diseases (ICD), Current Procedural
Terminology (CPT) and hospital revenue codes; practical or clinical health care
experience; understanding of managed care plans; and knowledge of Medicaid,
Medicare, or similar program, and understanding of the managed care
organizations systems. The EQRO must have experience and expertise in the
epidemiological and statistical measurement of health and service status
indicators in defined populations.

At least two-thirds of the staff must have five (5) or more years of relevant
experience.

The review staff must be supervised by individuals with five (5) or more years of
experience in quality assurance management or review and at least three (3)
years of management experience.
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A13.

A14,

c. Analysis and Technical Staff

In addition to the professional staff for the reviews, the Contractor shall provide sufficient
analysis and technical staff with experience and expertise in the epidemiological and
statistical measurement of health and service indicators, including behavioral health, in
defined populations to support the requirements in this Contract. This must include in-
depth understanding of the scope and methodologies of data collection, the interpretation
of data, and the social and economic factors that affect the interpretation of the data.
Contractor must ensure that activities are conducted in accordance with generally
accepted principles of research design and statistical analysis in order to produce valid,
reliable, and generalizable information. At a minimum, the Contractor shall provide staff
with the skills and experience to perform the following functions:

(1) Provide technical recommendations to CoverKids regarding identified
opportunities for improvement within the HPA assessed performance and
methodology of reporting.

(2) Provide the State with current information on the development and
implementation of quality assurance programs in other states, national standards
and measures, industry practices and other information pertinent to the EQRO
functions. :

©)) Provide ad hoc and special reports as requested by the State.
Contractor Employee Incentive Programs

Prior to implementing any employee incentive system designed to increase processing
productivity, the Contractor shall submit a detailed description of the incentive system to the State
for approval. This description shall include but is not limited to monetary incentives, quality control
reviews for accuracy, reasons that the incentive may be discontinued, assurances that accuracy
will be maintained in accordance with this Contract, and progress reports to be submitted to the
State relating to the incentive program.

Transition Phase

Prior to the conclusion of the Contract, or in the event of a termination for any reason, the
Contractor shall provide assistance in the turnover of the CoverKids EQRO functions to the State

.or the new Contractor. The Contractor shall be responsible for all work in progress. This includes

report requests, analysis projects, special studies, and any other tasks which fall within the scope
of work of this Contract and are currently in progress at the time of Transition.

a. State Responsibilities

(1) Review and approve the transition phase and schedule to facilitate and organize
the transfer of the EQRO functions to the State or the new Contractor.

(2) Make State staff and designated Contractor staff available for training the new
Contractor in the operation of the EQRO functions.

(3) Review and approve Contractor's turnover progress reports which document the
completion of each turnover task.

b. Contractor Responsibilities

(1) Prepare and submit a detailed written Transition Phase plan within thirty (30) days
of beginning of this contract.

(2) The plan shall define the turnover approach, define all tasks and subtasks, and
provide a schedule for the turnover effort to achieve State requirements.-

Page 12 of 35




A.15,

A.16.

A7,

Other General Requirements

@)
(4)

(5)

(6)

@)

®)

(©)

(10)

(11)

Flexibility

Provide a current listing of all software used to support the EQRO functions.

As requested, transfer all files, data, and other materials of the CoverKids EQRO
function to the State or its designated agent.

Provide copies of all procedures for performing the functions of the EQRO.

Provide training to the State or its designated agent in the performance of all
contract-related functions including, but not limited to, the procedures for the
EQRO, periodic reviews of HPA and DPA, ad hoc report generation and analysis.

Provide an estimated inventory of all work in progress and its projected status at
the end of the contract within one (1) week after the beginning of the Transition
Phase.

Update the work in progress inventory estimates weekly throughout the Transition
Phase.

Provide a final, detailed inventory and accounting of all work in progress; and
completed work.

Prepare and submit a final report summarizing turnover task resuits and certifying
the completion of all turnover responsibilities.

Cooperate with the State and new Contractor throughout the Transition Phase to
ensure a smooth transition.

The Contractor must perform the EQRO functions so as to provide for sufficient flexibility to
rapidly conform to changes in Federal and/or State law, regulations, policies, and priorities. In
addition, the State expects to see increasing demands for information reporting and data analysis.
The Contractor must be able to quickly and accurately respond to requests for information.

EQRO System Implementation

The Contractor shall provide a written document that identifies all technologies, hardware and
software applications utilized under the EQRO contract detailing how it was established and
implemented for review and approval by the State. The Contractor shall notify the State of any
changes in technology standards used in the performance of this Contract.

Technology and Methods ~ Maintenance, Upgrades, Changes and Rights:

a.

The Contractor shall maintain the EQRO Systems, including but not limited to:

(1)

()

Implementing new technologies and methods that are generally available not in
alpha test, beta test, or trials of any form unless explicitly approved by the
CoverKids office and will improve the Contractor’s ability to meet reporting
responsibilities. Such implementations of technologies and methods must be
approved by CoverKids, and if judged to be necessary by CoverKids, the State.

Implementing modifications to technologies and methods that are necessary to
preserve any interoperability with State and CoverKids systems and facilities
necessary for the Contractor to meet EQRO reporting responsibilities. This
includes maintaining communications with the State and CoverKids sufficient to
be aware of and prepared for any changes to the technological environment of
the State and CoverKids.
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A.18.

A.19.

A.20.

A.21.

A.22,

3) Updating the EQRO Systems’ components such that they are based on recent
technologies and methods that are generally available in conformance with state
standards and the State Architecture and supported by the suppliers and not
subject to sunset or termination of support for a period of not less than twelve
(12) calendar months. (See Contract Attachment C for the State of Tennessee
Enterprise Architecture).

b. The Contractor may incorporate into the EQRO Systems any new technologies, methods,
or products the contractor deems necessary or desirable with the approval, in advance, of
CoverKids, and if judged necessary by CoverKids, the State.

c. EQRO Systems, and components thereof, incorporated in the EQRO Systems by any
means such as, but not limited to, licenses for use or purchase for ownership, shall
become the exclusive property of CoverKids and the State upon termination of the
Contract regardless of the reason for termination.

Security and Confidentiality

The Contractor shall provide physical site and data security sufficient to safeguard the operation
and integrity of all CoverKids-related data as specified and approved by the State. The Contractor
shall also consider that all of the information, data, forms, and files are confidential and may not
be released or used for any purpose other than carrying out the duties and responsibilities as
defined in this Contract without the express consent of the State. The Contractor must ensure
that all employees have access to information on a "need to know" basis and that all reasonable
efforts are maintained to ensure confidentiality. Any subcontractors, vendors, and anyone other
than an employee of the Contractor must not have access to the data or information related to this
Contract without explicit State approval.

The Contractor shall ensure compliance with Federal and Tennessee State Law as related to
confidentiality of information and security. .

Security for On-Line Access

The Contractor shall restrict access to workstations, terminals, on-line functions, and files as
designated by the State and as required to maintain confidentiality and security. Security shall be
imposed at both workstation and terminal and operator levels. On-line access over unsecured
communications paths or media must be secured in a manner acceptable to the CoverKids office.

Records Retention Requirements

The Contractor shall maintain historical records encounter data, reference files, and any other
files as required for backup and recovery purposes to support the analysis and reporting
processes and to support State and Federal audit trail requirements.

Data Processing Standards Introduction

This section describes the general data processing standards, which the Contractor shall
continually meet during the Transition, Operations and Maintenance, and Transition Phases of the
EQRO Contract. These standards supplement the specific performance standards specified in
this Contract.

System Standards

The Contractor must adhere to all applicable CoverKids and State standards and architectures for
hardware, operating systems, programming languages, software tools or other components
proposed by Contractor for constituting the EQRO Systems. Any exceptions to these standards
must be explicitly approved by CoverKids office. All hardware and software proposed by
Contractor for constituting the EQRO Systems must be reviewed and approved by CoverKids
office.
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A.23. Reliability

At all times, the EQRO Systems shall continue to be protected against hardware, software, and
human error. The system shall include appropriate checkpoint/restart capabilities and other
features necessary to guarantee reliability and recovery, including telecommunications reliability
and disaster recovery.

The Contractor shall foliow change control procedures that minimize the possibility of human
error. All changes must go through a rigorous testing and quality control procedure prior to
implementation into production. The Contractor shall develop and follow production procedures
that include verification, quality checking, and balancing for each job and for each report or other
output. The Contractor must be able to demonstrate that sufficient positive measures are taken in
every step of the processing to ensure the completeness and correctness of the results.

A.24. Documentation
The Contractor shall:

a. Ensure that current documentation is maintained for all packaged software and custom-
developed software constituting the EQRO Systems.

(1) Minimum documentation requirements for packaged software are:

i. All vendor documentation regarding installation, configuration and
operation of software,

ii. Data model and definitions as specifically implemented for the State,

jii. Full documentation of software configuration as installed for the State,

iv. Documentation of any customizations for the State,
V. Import, export or interface specifications, and
Vi, Supporting documentation as required to support maintenance and
operations.
’ 2 Minimum documentation requirements for all custom-developed software

including reports, queries, control files, parameters, and scripts are:
i. Data model and definitions,
ii. Current program listings,

iii. Program narrative,

iv. Import, export or interface specifications,
V. Definitions of values used for codes and switches, and
Vi. Supporting documentation as required to support maintenance and
operations. :
b. Ensure that operating documentation is maintained for all regularly performed data

analyses and reporting processes executed.

C. Ensure that layouts and data definitions are maintained, at a minimum, for all master files
and all databases.
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A.25.

A.26.

A.27.

Documentation Updates

The Contractor shall, at all times, provide that all copies of the System Documentation are current
and the Contractor shall incorporate all updates. Four (4) copies of the documentation and all
updates shall be provided for the State. Each copy shall consist of hardcopy of all documents
other than code and electronic copies of any documents that originated electronically such as but
not limited to word processor files, spreadsheets, and entity relationship diagrams, electronic
copies of all code that is necessary for building the EQRO system and appropriate for use in the
environment in which the EQRO system is built, such as but not limited to, compiler input,
commercially obtained code libraries, loader/binder inputs, and build scripts. The Contractor shall
be responsible for maintaining and updating each of the State's copies.

Audit Requirements

The Contractor shall provide data, in a specified electronic media with State approved content and
format, to the State within five (5) working days of receipt of request as required to support
internal or external audits.

The Contractor must produce the source or hardcopy documentation and records which will
substantiate information in the requested files, or which is missing from the above files, within ten
(10) days of receipt of request from the State. Such documentation shall be made available to the
State at the State's facility in Nashville, Tennessee.

Facilities used by the Contractor in delivery of services to the State will be subject to periodic
review and audit by both State and Federal authorities. The Contractor will be required to provide
reasonable access to facilities and personnel and will be responsible for responding to audit
inquiries and findings.

Data Security

At all times, EQRO Systems and all data contained therein shall continue to be protected against
unauthorized access. All systems and facilities shall include appropriate and reasonable access
control measures and other features necessary to ensure security, including active monitoring and
incident response. The Contractor will be required to execute and enforce the provisions of the
CoverKids Business Associate Agreement. Contractor duties shall include, but not be limited to,
the following:

a. Maintain, in facilities used by the Contractor for the EQRO functions, system security
software which prevents unauthorized access to the system and identifies any such
attempts at access.

b. Require all Contractor employees and all subcontractor personnel to sign relevant
CoverKids and State agreements for access to systems and data, acknowledging their
duties with regard to security, confidentiality, and acceptable use, with copies maintained
in their personnel files. '

c. Maintain complete confidentiality of all passwords and IDs used by Contractor employees
and all subcontractor personnel. Employees shall not be permitted to share passwords or
IDs among themselves except as explicitly authorized by the State. The Contractor shall,
ensure that only authorized personnel are granted access to systems or data and will
maintain appropriate policy and procedure to ensure that access is revoked when no
longer needed or appropriate for the performance of EQRO functions.

d. Limit and control access to the facilities used for EQRO functions. Security measures
shall include, but not be limited to, entry logs or identification badges. In addition, all
server and shared data storage equipment shall be housed in space with controlled
access, with doors locked at all times.

e. Limit and appropriately protect data stored on personal computers, or other equipment
not housed in locked space, with controlled access.
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Secure all data files (i.e. magnetic tapes and disks) controlled by the Contractor.in a
fireproof vault when not in use.

Secure all reports, whether test or production, in printed or electronic format, which are
not forwarded to the State and contain provider or enrollee information until properly
disposed of. Disposition shall be in accordance with State requirements.

Maintain backups of data and software per the disaster recovery plan and secured in the
data storage vault. Off-site copies of these backups shall also be arranged. The
confidentiality of data in offsite copies will be protected by technological means under the
control of the Contractor and as approved by the State office of the ClIO and CoverKids
office of the CIO.

A.28. Disaster Recovery

a.

A disaster recovery plan that meets OIR standards and is approved by the State shall be
updated and maintained by the Contractor. The Contractor shall continually review the
disaster recovery plan and make necessary updates to provide that the plan always
contains accurate and up-to-date information. The plan shall include, but not be limited
to:

(1) Checkpoint/restart capabilities
(2) Retention and storage of backup files and software
3 Hardware/network backup plan for the EQRO System

(4) Backup procedures for all schedule-critical manual operations in the event of a
computer or telecommunications outage or a disaster at either the Metro Center
site or the EQRO site

(5) Recovery procedures for loss of manual files and hardcopy documents
(6) Annual test of the disaster recovery plan

The Contractor shall be required to update, test and maintain the disaster recovery plan
designed to minimize any disruption to the processing of State transactions. The disaster
recovery plan shall address all processing, files, and software maintained on the EQRO

System.
The disaster recovery plan and procedures shall, at a minimum, provide the following:
(1) Continued processing assuming the loss of the primary processing site.

(2) A detailed backup plan and procedures, including the off-site storage of crucial
transaction and master files. The plan and procedures shall include a detailed
schedule for backing up critical files and their rotation to an off-site storage
facility.

3) The maintenance of current system software, including source code, and
documentation at an off-site location.

4) The disaster recovery plan developed by the Contractor must be approved by the
State and other applicable State agencies, likewise any changes to the disaster
recovery plan must be approved by the State or other agencies approved by the
State.
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A.29.

A.30.

A.31.

A.32.

A.33.

Data Communications

Network connectivity, including leasing of lines/capacity and the provision of communications
devices, from the ingress/egress site(s), specified by CoverKids and the State, to the
ingress/egress site(s) specified by Contractor and approved by CoverKids and the State, must be
approved by CoverKids and the State. The configuration of Contractor ingress/egress site(s),
including but not limited to hardware and software must be approved by CoverKids and the State.
For any facilities operated by the Contractor exclusively for the benefit of the State, all equipment
involved in network connectivity become the property of CoverKids and the State upon termination
of the Contract regardless of the reason for termination. At termination of the Contract, regardless
of the reason for termination, the Contractor will provide CoverKids and the State, if so desired by
CoverKids and the State, the right to assume ownership of leases of lines/capacity for facilities
operated exclusively for the benefit of the State.

CoverKids will provide access to data and systems required for the performance of EQRO
functions, in a manner consistent with current policy and procedures.

Equipment and Software

The Contractor shall be solely responsible for the State-owned or provided hardware and
equipment that is used and controlled by the Contractor during the term of the Contract. Any
hardware and related equipment needing to be replaced or repaired because of abuse, theft, or
loss attributable to the Contractor or due to their negligence shall be at no cost to the State. The
Contractor shall transition all State-owned hardware and equipment at the termination of the
Contract, regardless of the reason for termination, in satisfactory working condition.

All hardware and software proposed by Contractor for constituting the EQRO Systems and data
communications with CoverKids and the State must be approved by CoverKids and the State. The
acquisition of all such hardware and software is the responsibility of the Contractor unless
otherwise authorized by CoverKids and the State.

All hardware and software acquired by the Contractor to meet the responsibilities of the Contract
shall become the exclusive property of CoverKids and the State upon termination of the Contract
regardless of the reason for termination. '

Lease and Maintenance Agreements

The Contractor shall be responsible for obtaining and maintaining licenses and maintenance
agreements for use of any software or hardware purchased or leased for this Contract that is in
addition to the software or hardware currently in operation at the time the Contract commences.
The Contractor shall ensure that all license and maintenance agreements remain in effect for
twelve (12) months past the term of the Contract.

Supplies and Forms

Computer Expendable Supplies

The Contractor shall provide all expendable supplies needed to support the EQRO operations at
the Contractor's facility to include, but not be limited to diskettes, computer paper stock, laser
printer paper, toner, printer ribbon, etc.

Inventory of Forms and Supplies

The Contractor shall provide and maintain, at all times, an inventory of all forms that are required
to support the functions of the EQRO related to this Contract. The Contractor shall be responsible

for providing and maintaining an adequate inventory of forms, supplies etc. to be available for use
on January 1, 2010, the operational date of the contract.
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Modifications to Forms

The Contractor shall provide and maintain the flexibility throughout the Contract, to modify the
content or format of any form or document used in performing the EQRO functions and to develop
and produce any other forms required by the State. All changes shall be made at the direction of
and be approved by the State. The Contractor should consider this requirement when
determining the level of inventories to be maintained.

Competency and Independence Requirements

" The Contractor must demonstrate experience with Medicaid recipients, policies, data systems and

processes, HPA delivery systems and financing, Quality Assurance and Quality Integrity, research
design and methodology.

The Contractor must possess sufficient physical, technological and financial resources to conduct
EQRO and EQR related activities as well as other clinical and non-clinical skills necessary to carry
out the EQRO and EQR related activities and to oversee the work of any subcontractor.

The Contractor must not review an entity it exerts control over the other through stock ownership,
stock options, voting trusts, common management, or contractual relationships in which they: (i)
deliver any health care service to Medicaid recipients, (ii) conduct, on the state’s behalf, ongoing
Medicaid managed care program operations related to oversight of the quality of HPA services,
except for EQR related activities, (i) have a present, or known future, direct or indirect financial
relationship with an HPA that it will review as an EQRO. [Financial relationship means a direct or
indirect ownership or investment interest (including an option or non-vested interest) in any entity.
This direct or indirect interest may be in the form of equity, debt, or other means and includes any
indirect ownership or investment interest no matter how many levels removed from a direct
interest, or a compensation arrangement win an entity.

CONTRACT TERM:

This Contract shall be effective for the period commencihg on January 1, 2010 and ending on
December 31, 2011. The State shall have no obligation for services rendered by the Contractor
which are not performed within the specified period.

PAYMENT TERMS AND CONDITIONS:

Maximum Liability. In no event shall the maximum liability of the State under this Contract exceed
Seven Hundred Forty-Five Thousand Forty-Nine Dollars ($745,049.00). The payment rates in
Section C.3 shall constitute the entire compensation due the Contractor for the Service and all of
the Contractor's obligations hereunder regardless of the difficulty, materials or equipment
required. The payment rates include, but are not limited to, all applicable taxes, fees, overheads,
and all other direct and indirect costs incurred or to be incurred by the Contractor.

The Contractor is not entitled to be paid the maximum liability for any period under the Contract or
any extensions of the Contract for work not requested by the State. The maximum liability
represents available funds for payment to the Contractor and does not guarantee payment of any
such funds to the Contractor under this Contract unless the State requests work and the
Contractor performs said work. In which case, the Contractor shall be paid in accordance with the
payment rates detailed in Section C.3. The State is under no obligation to request work from the
Contractor in any specific dollar amounts or to request any work at all from the Contractor during
any period of this Contract.

Compensation Firm. The payment rates and the maximum liability of the State under this
Contract are firm for the duration of the Contract and are not subject to escalation for any reason
unless amended. '

Payment Methodology. The Contractor shall be compensated based on the payment rates herein
for units of service authorized by the State in a total amount not to exceed the Contract Maximum
Liability established in Section C.1.
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The Contractor's compensation shall be contingent upon the satisfactory completion of
units, milestones, or increments of service defined in Section A.

The Contractor shall be compensated for said units, milestones, or increments of service
based upon the following payment rates:

Service Description CY 2010 CY2011
Contract Administration (paid 1 Q) $25,265 $7,569
Annual Quality Survey $61,414 $63,132
(paid 1% & 2™ Q)

Annual Network Adequacy (paid 1% $73,873 $70,842
&2"Q)

Provider Data Validation (paid $4,216 $4,422
Quarterly)

Ad Hoc Reporting (paid monthly as $ 15,901 total allotted | $ 16,680 total aliotted
needed) for CY for CY
Technical Assistance (paid monthly) $1,840 $1,930
Technical Report (paid monthly) $2,306 $2,421
Monthly Health Care Policy Report $187 $196
(paid monthly)

TOTAL ANNUAL ALLOCATION $380,600 $364,449

The Contractor shall not be compensated for travel time to the primary location of service
provision.

Travel Compensation. The Contractor shall not be compensated or reimbursed for travel, meals,
or lodging.

Invoice Requirements. The Contractor shall invoice the State only for completed increments of

service and for the amount stipulated in Section C.3, above, and as required below prior to any
payment. .

a.

The Contractor shall submit invoices no more often than monthly, with all necessary
supporting documentation, to:

* Ms. Marlene Alvarez

Division of Benefits Administration
William R. Snodgrass Tennessee Tower
312 Rosa L Parks Avenue, Suite 2600
Nashville, TN 37243

The Contractor agrees that each invoice submitted shall clearly and accurately (all
calculations must be extended and totaled correctly) detail the following required
information.

' (1) Invoice/Reference Number (assigned by the Contractor);
2 Invoice Date;

(3) Invoice Period (period to which all invoiced charges are applicable);

(4) Contract Number (assigned by the State to this Contract);
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(5) Account Name: Finance and Administration, Benefits Administration;

(6) Account/Customer Number (uniquely assigned by the Contractor to the above-
referenced Account Name);

7) Contractor Name;

(8) Contractor Federal Employer Identification Number or Social Security Number (as
referenced in this Contract);

(9) Contractor Contact (name, phone, and/or fax for the individual to contact with
billing questions);

(10)  Contractor Remittance Address;
(11)  Complete itemization of Charges, which shall detail the following:

i. Service or Milestone Description (including name /title as applicable) of
each service invoiced;

ii. Number of Completed Units, Increments, Hours, or Days as applicable,
of each service invoiced;

ii. Applicable Payment Rate (as stipulated in Section C.3.) of each service

invoiced;
iv. Amount Due by Service; and
V. Total Amount Due for the invoice period.
c. The Contractor understands and agrees that an invoice to the State under this Contract
shall:
1) include only charges for service described in Contract Section A and in
accordance with payment terms and conditions set forth in Contract Section C;
(2) not include any future work but will only be submitted for completed service; and
(3) not include sales tax or shipping charges.
d. The Contractor agrees that timeframe for payment (and any discounts) begins when the

State is in receipt of each invoice meeting the minimum requirements above.

e. The Contractor shall complete and sign a "Substitute W-9 Form” provided to the
Contractor by the State. The taxpayer identification number contained in the Substitute
W-9 submitted to the State shall agree to the Federal Employer Identification Number or
Social Security Number referenced in this Contract for the Contractor. The Contractor
shall not invoice the State for services until the State has received this completed form.

Payment of Invoice. The payment of the invoice by the State shall not prejudice the State's right

to object to or question any invoice or matter in relation thereto. Such payment by the State shall
neither be construed as acceptance of any part of the work or service provided nor as an approval
of any of the amounts invoiced therein.

Invoice Reductions. The Contractor's invoice shall be subject to reduction for amounts included in
any invoice or payment theretofore made which are determined by the State, on the basis of
audits conducted in accordance with the terms of this Contract, not to constitute proper
remuneration for compensable services.

Deductions. The State reserves the right to deduct from amounts which are or shall become due
and payable to the Contractor under this or any Contract between the Contractor and the State of

‘Tennessee any amounts which are or shall become due and payable to the State of Tennessee

by the Contractor.
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Automatic Deposits. The Contractor shall complete and sign an "Authorization Agreement for
Automatic Deposit (ACH Credits) Form." This form shall be provided to the Contractor by the
State. Once this form has been completed and submitted to the State by the Contractor all
payments to the Contractor, under this or any other Contract the Contractor has with the State of
Tennessee shall be made by Automated Clearing House (ACH). The Contractor shall not invoice
the State for services until the Contractor has completed this form and submitted it to the State.

STANDARD TERMS AND CONDITIONS:

Required Approvals. The State is not bound by this Contract until it is approved by the
appropriate State officials in accordance with applicable Tennessee State laws and regulations.

Modification and Amendment. This Contract may be modified only by a written amendment
executed by all parties hereto and approved by the appropriate Tennessee State officials in
accordance with applicable Tennessee State laws and regulations.

Termination for Convenience. The State may terminate this Contract without cause for any
reason. Said termination shall not be deemed a Breach of Contract by the State. The State shall
give the Contractor at least Ninety (90) days written notice before the effective termination date.
The Contractor shall be entitled to receive compensation for satisfactory, authorized service
completed as of the termination date, but in no event shall the State be liable to the Contractor for
compensation for any service which has not been rendered. Upon such termination, the
Contractor shall have no right to any actual general, special, incidental, consequential, or any
other damages whatsoever of any description or amount.

Termination for Cause. If the Contractor fails to properly perform its obligations under this
Contract in a timely or proper manner, or if the Contractor violates any terms of this Contract, the
State shall have the right to immediately terminate the Contract and withhold payments in excess
of fair compensation for completed services. Notwithstanding the above, the Contractor shall not
be relieved of liability to the State for damages sustained by virtue of any breach of this Contract
by the Contractor. .

Subcontracting. The Contractor shall not assign this Contract or enter into a subcontract for any
of the services performed under this Contract without obtaining the prior written approval of the
State. If such subcontracts are approved by the State, they shall contain, at a minimum, sections
of this Contract below pertaining to "Conflicts of Interest," "Nondiscrimination," and “Records” (as
identified by the section headings). Notwithstanding any use of approved subcontractors, the
Contractor shall be the prime contractor and shall be responsible for all work performed.

Conflicts of Interest. The Contractor warrants that no part of the total Contract Amount shall be
paid directly or indirectly to an employee or official of the State of Tennessee as wages,
compensation, or gifts in exchange for acting as an officer, agent, employee, subcontractor, or
consultant to the Contractor in connection with any work contemplated or performed relative to
this Contract. :

Nondiscrimination. The Contractor hereby agrees, warrants, and assures that no person shall be
excluded from participation in, be denied benefits of, or be otherwise subjected to discrimination in
the performance of this Contract or in the employment practices of the Contractor on the grounds
of disability, age, race, color, religion, sex, national origin, or any other classification protected by
Federal, Tennessee State constitutional, or statutory law. The Contractor shall, upon request,
show proof of such nondiscrimination and shall post in conspicuous places, available to ali
employees and applicants, notices of nondiscrimination.

Prohibition of lllegal Immigrants. The requirements of Public Acts of 2006, Chapter Number 878,
of the state of Tennessee, addressing the use of illegal immigrants in the performance of any
Contract to supply goods or services to the state of Tennessee, shall be a material provision of
this Contract, a breach of which shall be grounds for monetary and other penalties, up to and
including termination of this Contract. .
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a. The Contractor hereby attests, certifies, warrants, and assures that the Contractor shall
not knowingly utilize the services of an illegal immigrant in the performance of this
Contract and shall not knowingly utilize the services of any subcontractor who will utilize
the services of an illegal immigrant in the performance of this Contract. The Contractor
shall reaffirm this attestation, in writing, by submitting to the State a completed and signed
copy of the document at Attachment A, hereto, semi-annually during the period of this
Contract. Such attestations shall be maintained by the Contractor and made available to
state officials upon request.

b. Prior to the use of any subcontractor in the performance of this Contract, and semi-
annually thereafter, during the period of this Contract, the Contractor shall obtain and
retain a current, written attestation that the subcontractor shall not knowingly utilize the
services of an illegal immigrant to perform work relative to this Contract and shall not
knowingly utilize the services of any subcontractor who will utilize the services of an illegal
immigrant to perform work relative to this Contract. Attestations obtained from such
subcontractors shall be maintained by the Contractor and made available to state officials
upon request.

c. The Contractor shall maintain records for all personnel used in the performance of this
Contract. Said records shall be subject to review and random inspection at any
reasonable time upon reasonable notice by the State.

d. The Contractor understands and agrees that failure to comply with this section will be
subject to the sanctions of Public Chapter 878 of 2006 for acts or omissions occurring
after its effective date. This law requires the Commissioner of Finance and Administration
to prohibit a contractor from contracting with, or submitting an offer, proposal, or bid to
contract with the State of Tennessee to supply goods or services for a period of one year
after a contractor is discovered to have knowingly used the services of illegal immigrants
during the performance of this Contract.

e. For purposes of this Contract, "illegal immigrant" shall be defined as any person who is
not either a United States citizen, a Lawful Permanent Resident, or a person whose
physical presence in the United States is authorized or allowed by the federal Department
of Homeland Security and who, under federal immigration laws and/or regulations, is
authorized to be employed in the U.S. or is otherwise authorized to provide services under
the Contract.

Records. The Contractor shall maintain documentation for all charges under this Contract. The -
books, records, and documents of the Contractor, insofar as they relate to work performed or
money received under this Contract, shall be maintained for a period of three (3) full years from
the date of the final payment and shall be subject to audit at any reasonable time and upon
reasonable notice by the State, the Comptroller of the Treasury, or their duly appointed
representatives. The financial statements shall be prepared in accordance with generally
accepted accounting principles.

Prevailing Wage Rates. All contracts for construction, erection, or demolition or to install goods or
materials that involve the expenditure of any funds derived from the State require compliance with
the prevailing wage laws as provided in Tennessee Code Annolated, Section 12-4-401 et seq..

Monitoring. The Contractor’s activities conducted and records maintained pursuant to this
Contract shall be subject to monitoring and evaluation by the State, the Comptroller of the
Treasury, or their duly appointed representatives.

Progress Reports. The Contractor shall submit brief, periodic, progress reports to the State as
requested.

Strict Performance. Failure by any party to this Contract to insist in any one or more cases upon -
the strict performance of any of the terms, covenants, conditions, or provisions of this Contract
shall not be construed as a waiver or relinquishment of any such term, covenant, condition, or
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provision. No term or condition of this Contract shall be held to be waived, modified, or deleted
except by a written amendment signed by the parties hereto.

Independent Contractor. The parties hereto, in the performance of this Contract, shall not act as
employees, partners, joint ventures, or associates of one another. It is expressly acknowledged
by the parties hereto that such parties are independent contracting entities and that nothing in this
Contract shall be construed to create an employer/employee relationship or to allow either to
exercise control or direction over the manner or method by which the other transacts its business
affairs or provides its usual services. The employees or agents of one party shall not be deemed
or construed to be the employees or agents of the other party for any purpose whatsoever.

The Contractor, being an independent contractor and not an employee of the State, agrees to
carry adequate public liability and other appropriate forms of insurance, including adequate public
liability and other appropriate forms of insurance on the Contractor’'s employees, and to pay all
applicable taxes incident to this Contract.

State Liability. The State shall have no liability except as specifically provided in this Contract.

Force Majeure. The obligations of the parties to this Contract are subject to prevention by causes
beyond the parties’ control that could not be avoided by the exercise of due care including, but not
limited to, natural disasters, riots, wars, epidemics, or any other similar cause. ‘

State and Federal Compliance. The Contractor shall comply with all applicable State and Federal
laws and regulations in the performance of this Contract.

Governing Law. This Contract shall be governed by and construed in accordance with the laws of
the State of Tennessee. The Contractor agrees that it will be subject to the exclusive jurisdiction
of the courts of the State of Tennessee in actions that may arise under this Contract. The
Contractor acknowledges and agrees that any rights or claims against the State of Tennessee or
its employees hereunder, and any remedies arising therefrom, shall be subject to and limited to
those rights and remedies, if any, available under Tennessee Code Annotated, Sections 9-8-101
through 9-8-407.

Completeness. This Contract is complete and contains the entire understanding between the
parties relating to the subject matter contained herein, including all the terms and conditions of the
parties’ agreement. This Contract supersedes any and all prior understandings, representations,
negotiations, and agreements between the parties relating hereto, whether written or oral.

Severability. If any terms and conditions of this Contract are held to be invalid or unenforceable
as a matter of law, the other terms and conditions hereof shall not be affected thereby and shall
remain in full force and effect. To this end, the terms and conditions of this Contract are declared
severable.

Headings. Section headings of this Contract are for reference purposes only and shall not be
construed as part of this Contract.

SPECIAL TERMS AND CONDITIONS:

Conflicting Terms and Conditions. Should any of these special terms and conditions conflict with
any other terms and conditions of this Contract, these special terms and conditions shall control.

Communications and Contacts. All instructions, notices, consents, demands, or other
communications required or contemplated by this Contract shall be in writing and shall be made
by certified, first class mail, return receipt requested and postage prepaid, by overnight courier
service with an asset tracking system, or by EMAIL or facsimile transmission with recipient
confirmation. Any such communications, regardiess of method of transmission, shall be
addressed to the respective party at the appropriate mailing address, facsimile number, or EMAIL
address as set forth below or to that of such other party or address, as may be hereafter specified
by written notice.
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The State:

Marlene D. Alvarez, Procurement & Contracting Manager
Tennessee Department of Finance & Administration
Division of Insurance Administration

312 Eighth Ave. No., 26" Floor WRS Tennessee Tower
Nashville, TN 37243-0295

Marlene.Alvarez@tn.gov

Telephone # 615-253-8358

FAX # 615-253-8556

The Contractor:

Dawn FitzGerald, Chief Executive Officer
QSource Center for Healthcare Quality
3175 Lenox Park Blvd., Suite 309
Memphis, TN 38115

DFitzgerald @QSource.org

Telephone # 901-273-2650

FAX # 901-761-3786

All instructions, notices, consents, demands, or other communications shall be considered
effectively given upon receipt or recipient confirmation as may be required.

Subject to Funds Availability. The Contract is subject to the appropriation and availability of State
and/or Federal funds. [n the event that the funds are not appropriated or are otherwise
unavailable, the State reserves the right to terminate the Contract upon written notice to the
Contractor. Said termination shall not be deemed a breach of Contract by the State. Upon
receipt of the written notice, the Contractor shall cease all work associated with the Contract.
Should such an event occur, the Contractor shall be entitled to compensation for all satisfactory
and authorized services completed as of the termination date. Upon such termination, the
Contractor shall have no right to recover from the State any actual, general, special, incidental,
consequential, or any other damages whatsoever of any description or amount. -

Tennessee Consolidated Retirement System. The Contractor acknowledges and understands
that, subject to statutory exceptions contained in Tennessee Code Annotated, Section 8-36-801,
et. seq., the law governing the Tennessee Consolidated Retirement System (TCRS), provides that
if a retired member of TCRS, or of any superseded system administered by TCRS, or of any local
retirement fund established pursuant to Tennessee Code Annotated, Title 8, Chapter 35, Part 3
accepts state employment, the member's retirement allowance is suspended during the period of
the employment. Accordingly and notwithstanding any provision of this Contract to the contrary,
the Contractor agrees that if it is later determined that the true nature of the working relationship
between the Contractor and the State under this Contract is that of “employee/employer” and not
that of an independent contractor, the Contractor may be required to repay to TCRS the amount
of retirement benefits the Contractor received from TCRS during the period of this Contract.’

Voluntary Buyout Program. The Contractor acknowledges and understands that, for a period of
two years beginning August 16, 2008, restrictions are imposed on former state employees who
received a State of Tennessee Voluntary Buyout Program (VBP) severance payment with regard
to contracts with state agencies that participated in the VBP.

a. The State will not contract with either a former state employee who received a VBP
severance payment or an entity in which a former state employee who received a VBP
severance payment or the spouse of such an individual holds a controlling financial
interest. ’

b. The State may contract with an entity with which a former state employee who received a
VBP severance payment is an employee or an independent contractor. Notwithstanding
the foregoing, the Contractor understands and agrees that there may be unique business
circumstances under which a return to work by a former state employee who received a
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VBP severance payment as an employee or an independent contractor of a State
contractor would not be appropriate, and in such cases the State may refuse Contractor
personnel. Inasmuch, it shall be the responsibility of the State to review Contractor
personnel to identify any such issues.

C. With reference to either subsection a. or b. above, a contractor may submit a written
request for a waiver of the VBP restrictions regarding a former state employee and a
contract with a state agency that participated in the VBP. Any such request must be
submitted to the State in the form of the VBP Contracting Restriction Waiver Request
format available fromthe State and the Internet at:
www.state.tn.us/finance/rds/ocr/waiver.html. The determination on such a request shall
be at the sole discretion of the head of the state agency that is a Party to this Contract,
the Commissioner of Finance and Administration, and the Commissioner of Human
Resources.

Insurance. The Contractor shall carry adequate liability and other appropriate forms of insurance.
a. The Contractor shall maintain, at minimum, the following insurance coverage:

(1) Workers' Compensation/ Employers' Liability (including all states coverage) with a
limit not less than the relevant statutory amount or one million dollars
($1,000,000) per occurrence for employers’ liability whichever is greater.

(2) Comprehensive Commercial General Liability (including personal injury &
property damage, premises/operations, independent contractor, contractual
liability and completed operations/products) with bodily injury/property damage
combined single limit not less than one million dollars ($1,000,000) per
occurrence and two million dollars ($2,000,000) aggregate.

(3) Automobile Coverage (including owned, leased, hired, and non-owned vehicles)
with a bodily injury/property damage combined single limit not less than one
million dollars ($1,000,000) per occurrence..

- b. At any time State may require the Contractor to provide a valid Certificate of Insurance

detailing Coverage Description; Insurance Company & Policy Number; Exceptions and
Exclusions; Policy Effective Date; Policy Expiration Date; Limit(s) of Liability; and Name
and Address of Insured. Failure to provide required evidence of insurance coverage shall
be a material breach of this Contract.

Confidentiality of Records. Strict standards of confidentiality of records and information shall be
maintained in accordance with applicable state and federal law. All material and information,
regardless of form, medium or method of communication, provided to the Contractor by the State
or acquired by the Contractor on behalf of the State shall be regarded as confidential information
in accordance with the provisions of applicable state and federal law, state and federal rules and
regulations, departmental policy, and ethical standards. Such confidential information shall not be
disclosed, and all necessary steps shall be taken by the Contractor to safeguard the confidentiality
of such material or information in conformance with applicable state and federal law, state and
federal rules and regulations, departmental policy, and ethical standards.

The Contractor’s obligations under this section do not apply to information in the public domain;
entering the public domain but not from a breach by the Contractor of this Contract; previously
possessed by the Contractor without written obligations to the State to protect it; acquired by the
Contractor without written restrictions against disclosure from a third party which, to the
Contractor's knowledge, is free to disclose the information; independently developed by the
Contractor without the use of the State’s information; or, disclosed by the State to others without
restrictions against disclosure. Nothing in this paragraph shall permit Contractor to disclose any
information that is confidential under federal or state law or regulations, regardless of whether it
has been disclosed or made available to the Contractor due to intentional or negligent actions or
inactions of agents of the State or third parties.
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It is expressly understood and agreed the obligations set forth in this section shall survive the
termination of this Contract.

HIPAA Compliance. The State and Contractor shall comply with obligations under the Health
Insurance Portability and Accountability Act of 1996 (HIPAA) and its accompanying regulations.

a. Contractor warrants to the State that it is familiar with the requirements of HIPAA and its
accompanying regulations, and will comply with all applicable HIPAA requlrements in the
course of this Contract.

b. Contractor warrants that it will cooperate with the State, including cooperation and
coordination with State privacy officials and other compliance officers required by HIPAA
and its regulations, in the course of performance of the Contract so that both parties will
be in compliance with HIPAA.

c. The State and the Contractor will sign documents, including but not limited to business
associate agreements, as required by HIPAA and that are reasonably necessary to keep
the State and Contractor in compliance with HIPAA. This provision shall not apply if
information received by the State under this Contract is NOT “protected health
information” as defined by HIPAA, or if HIPAA permits the State to receive such
information without entering into a business associate agreement or signing another such
document.

State Ownership of Work Products. The State shall have ownership, right, title, and interest,
including ownership of copyright, in all work products, including computer source code, created,
designed, developed, derived, documented, installed, or delivered under this Contract subject to
the next subsection and full and final payment for each “Work Product.” The State shall have
royalty-free and unlimited rights and license to use, disclose, reproduce, publish, distribute,
modify, maintain, or create derivative works from, for any purpose whatsoever, all said Work
Products.

a. To the extent that the Contractor uses any of its pre-existing, proprietary or independently
developed tools, materials or information ("Contractor Materials"), the Confractor shall
retain all right, title and interest in and to such Contractor Materials, and the State shall
acquire no right, title or interest in or to such Contractor Materials EXCEPT the Contractor
grants to the State an unlimited, non-transferable license to use, copy and distribute
internally, solely for the State's internal purposes, any Contractor Materials reasonably
associated with any Work Product provided under the Contract.

b. The Contractor shall furnish such information and data as the State may request,
including but not limited to computer code, that is applicable, essential, fundamental, or
intrinsic to any Work Product and Contractor Materials reasonably associated with any
Work Product, in accordance with this Contract and applicable state law.

c. Nothing in this Contract shall prohibit the Contractor's use for its own purposes of the
general knowledge, skills, experience, ideas, concepts, know-how, and techniques
obtained and used during the course of providing the services requested under this
Contract. -

d. Nothing in the Contract shall prohibit the Contractor from developing for itself, or for
others, materials which are similar to and/or competitive with those that are produced
under this Contract.

Competitive Procurements. This Contract provides for reimbursement of the cost of goods,
materials, supplies, equipment, or contracted services. Such procurements shall be made on a
competitive basis, where practical. The Contractor shall maintain documentation for the basis of
each procurement for which reimbursement is paid pursuant to this Contract. In each instance
where it is determined that use of a competitive procurement method was not practical, said
documentation shall include a written justification, approved by the Commissioner of Finance and
Administration, for such decision and non-competitive procurement.
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State Furnished Property. The Contractor shall be responsible for the correct use, maintenance,

and protection of all articles of nonexpendable, tangible, personal property furnished by the State
for the Contractor's temporary use under this Contract. Upon termination of this Contract, all
property furnished shall be returned to the State in good order and condition as when received,
reasonable use and wear thereof excepted. Should the property be destroyed, lost, or stolen, the
Contractor shall be responsible to the State for the residual value of the property at the time of

loss.

Workpapers Subject to Review. The Contractor shall make all audit, accounting, or financial
analysis workpapers, notes, and other documentation available for review by the Comptroller of
the Treasury or his representatives, upon request, during normal working hours either while the
analysis is in progress or subsequent to the completion of this Contract.

Prohibited Advertising. The Contractor shall not refer to this Contract or the Contractor's

relationship with the State hereunder in commercial advertising in such a manner as to state or
imply that the Contractor or the Contractor's services are endorsed. It is expressly understood
and agreed that the obligations set forth in this section shall survive the termination of this
Contract in perpetuity.

Lobbying. The Contractor certifies, to the best of its knowledge and belief, that:

a.

No federally appropriated funds have been paid or will be paid, by or on behalf of the
undersigned, to any person for influencing or attempting to influence an officer or
employee of an agency, a Member of Congress, an officer or employee of Congress, or
an employee of a Member of Congress in connection with the awarding of any Federal
contract, the making of any Federal grant, the making of any federal loan, the entering
into of any cooperative agreement, and the extension, continuation, renewal, amendment,
or modification of any federal contract, grant, loan, or cooperative agreement.

If any funds other than federally appropriated funds have been paid or will be paid to any
person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member
of Congress in connection with this contract, grant, loan, or cooperative agreement, the
Contractor shall complete and submit Standard Form-LLL, " Disclosure Form to Report
Lobbying," in accordance with its instructions.

The Contractor shall require that the language of this certification be included in the award
documents for all sub-awards at all tiers (including subcontracts, sub-grants, and
contracts under grants, loans, and cooperative agreements) and that all subrecipients
shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this
transaction was made or entered into and is a prerequisite for making or entering into this
transaction imposed by section 1352, title 31, U.S. Code.

Debarment and Suspension. The Contractor certifies, to the best of its knowledge and belief, that
it, its current and future principals, its current and future subcontractors and their principals:

a.

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any federal or state department or
agency;

have not within a three (3) year period preceding this Contract been convicted of, or had a
civil judgment rendered against them from commission of fraud, or a criminal offence in
connection with obtaining, attempting to obtain, or performing a public (federal, state, or
local) transaction or grant under a public transaction; violation of federal or state antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification, or
destruction of records, making false statements, or receiving stolen property;
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E.16.

E.17.

c. are not presently indicted or otherwise criminally or civilly charged by a government entity
(federal, state, or local) with commission of any of the offenses detailed in section b. of
this certification; and

d. have not within a three (3) year period preceding this Contract had one or more public
transactions (federal, state, or local) terminated for cause or default.

The Contractor shall provide immediate written notice to the State if at any time it learns that
there was an earlier failure to disclose information or that due to changed circumstances, its
principals or the principals of its subcontractors are excluded or disqualified.

Copyrights and Patents. The Contractor agrees to indemnify and hold harmless the State of
Tennessee as well as its officers, agents, and employees from and against any and all claims or
suits which may be brought against the State for infringement of any laws regarding patents or
copyrights which may arise from the Contractor’s performance of this Contract. In any such

action brought against the State, the Contractor shall satisfy and indemnify the State for the
amount of any final judgment for infringement. The Contractor further agrees it shall be liable for
the reasonable fees of attorneys for the State in the event such service is necessitated to enforce
the terms of this Contract or otherwise enforce the obligations of the Contractor to the State. The
State shall give the Contractor written notice of any such claim or suit and full right and opportunity
to conduct the Contractor's own defense thereof.

Breach. A party shall be deemed to have breached the Contract if any of the following occurs:

— failure to perform in accordance with any term or provision of the Contract;
— partial performance of any term or provision of the Contract;

— any act prohibited or restricted by the Contract, or

— violation of any warranty.

For purposes of this Contract, these items shall hereinafter be referred to as a “Breach.”

(1)

)

a. Contractor Breach— The State shall'notify Contractor in writing of a Breach.

In event of a Breach by Contractor, the State shall have available the remedy of
Actual Damages and any other remedy available at law or equity.

Liquidated Damages— In the event of a Breach, the State may assess Liquidated
Damages. The State shall notify the Contractor of amounts to be assessed as
Liquidated Damages. The parties agree that due to the complicated nature of the
Contractor’s obligations under this Contract it would be difficult to specifically
designate a monetary amount for a Breach by Contractor as said amounts are
likely to be uncertain and not easily proven. Contractor hereby represents and
covenants it has carefully reviewed the Liquidated Damages contained in above
referenced, Attachment B and agree that said amounts represent a reasonable
relationship between the amount and what might reasonably be expected in the
event of Breach, and are a reasonable estimate of the damages that would occur
from a Breach. It is hereby agreed between the parties that the Liquidated
Damages represent solely the damages and injuries sustained by the State in
losing the benefit of the bargain with Contractor and do not include any injury or
damage sustained by a third party. The Contractor agrees that the liquidated
damage amount is in addition to any amounts Contractor may owe the State
pursuant to the indemnity provision or other section of this Contract.

The State may continue to withhold the Liquidated Damages or a portion thereof
until the Contractor cures the Breach, the State exercises its option to declare a
Partial Default, or the State terminates the Contract. The State is not obligated to
assess Liquidated Damages before availing itself of any other remedy. The
State may choose to discontinue Liquidated Damages and avail itself of any other
remedy available under this Contract or at law or equity; provided, however,
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Contractor shall receive a credit for said Liquidated Damages previously withheld
except in the event of a Partial Defauit.

(3) Partial Default— In the event of a Breach, the State may declare a Partial Default.
In which case, the State shall provide the Contractor written notice of: (1) the
date which Contractor shall terminate providing the service associated with the
Breach; and (2) the date the State will begin to provide the service associated
with the Breach. Notwithstanding the foregoing, the State may revise the time
periods contained in the notice written to the Contractor.

In the event the State declares a Partial Default, the State may withhold, together
with any other damages associated with the Breach, from the amounts due the
Contractor the greater of: (1) amounts which would be paid the Contractor to
provide the defaulted service; or (2) the cost to the State of providing the
defaulted service, whether said service is provided by the State or a third party.
To determine the amount the Contractor is being paid for any particular service,
the Department shall be entitled to receive within five (5) days any requested
material from Contractor. The State shall make the final and binding
determination of said amount.

The State may assess Liquidated Damages against the Contractor for any failure
to perform which ultimately results in a Partial Default with said Liquidated
Damages to cease when said Partial Default is effective. Upon Partial Default,
the Contractor shall have no right to recover from the State any actual, general,
special, incidental, consequential, or any other damages whatsoever of any
description or amount. Contractor agrees to cooperate fully with the State in the
event a Partial Default is taken. :

4) Contract Termination— In the event of a Breach, the State may terminate the
: Contract immediately or in stages. The Contractor shall be notified of the

termination in writing by the State. Said notice shall hereinafter be referred to as
Termination Notice. The Termination Notice may specify either that the
termination is to be effective immediately, on a date certain in the future, or that
the Contractor shall cease operations under this Contract in stages. In the event
of a termination, the State may withhold any amounts which may be due
Contractor without waiver of any other remedy or damages available to the State
at law or at equity. The Contractor shall be liable to the State for any and all
damages incurred by the State and any and all expenses incurred by the State
which exceed the amount the State would have paid Contractor under this
Contract. Contractor agrees to cooperate with the State in the event of a
Contract Termination or Partial Takeover.

State Breach— In the event of a Breach of Contract by the State, the Contractor shall
notify the State in writing within 30 days of any Breach of Contract by the State. Said
‘notice shall contain a description of the Breach. Failure by the Contractor to provide said
written notice shall operate as an absolute waiver by the Contractor of the State’s Breach.
In no event shall any Breach on the part of the State excuse the Contractor from full
performance under this Contract. In the event of Breach by the State, the Contractor may
avall itself of any remedy at law in the forum with appropriate jurisdiction; provided,
however, failure by the Contractor to give the State written notice and opportunity to cure
as described herein operates as a waiver of the State’s Breach. Failure by the Contractor
to file a claim before the appropriate forum in Tennessee with jurisdiction to hear such
claim within one (1) year of the written notice of Breach shall operate as a waiver of said
claim in its entirety. It is agreed by the parties this provision establishes a contractual
period of limitations for any claim brought by the Contractor.
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IN WITNESS WHEREOF,

QSOURCE CENTER FOR HEALTHCARE QUALITY:

CONTRACTOR SIGNATURE : DATE

" PRINTED NAME AND TITLE OF CONTRACTOR SIGNATORY (above)

DEPARTMENT OF FINANCE AND ADMINISTRATION:

M.D. GOETZ, JR., COMMISSIONER DATE
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ATTACHMENT A

ATTESTATION RE PERSONNEL USED IN CONTRACT PERFORMANCE

SUBJECT CONTRACT NUMBER:

CONTRACTOR LEGAL ENTITY NAME: QSource Center for Healthcare Quality

FEDERAL EMPLOYER IDENTIFICATION NUMBER:

(or Sacial Security Number) 620924699

The Contractor, identified above, does hereby attest, certify, warrant, and assure
that the Contractor shall not knowingly utilize the services of an illegal immigrant
in the performance of this Contract and shall not knowingly utilize the services of
any subcontractor who will utilize the services of an illegal immigrant in the
performance of this Contract.

CONTRACTOR SIGNATURE

NOTICE: This attestation MUST be signed by an individual empowered to contractually bind the Contractor. If said individual is
not the chief executive or president, this document shail attach evidence showing the individual’s authority to contractually bind the
Contractor.

PRINTED NAME AND TITLE OF SIGNATORY

DATE OF ATTESTATION
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ATTACHMENT B

It is acknowledged by CoverKids and the Contractor that in the event of failure to meet the requirements provided in
this Agreement and all documents incorporated herein, CoverKids will be harmed. The actual damages, which
CoverKids will sustain in the event of and by reason of such failure, are uncertain, since it is extremely difficult and
impractical to ascertain and determine. The parties, therefore, acknowledge that the Contractor shall be subject to
damages and/or sanctions as described below. It is further agreed that the Contractor shall pay CoverKids liquidated
damages as directed by CoverKids and not to exceed the fixed amount as stated below; provided however, that if it is
finally determined that the Contractor would have been able to meet the Agreement requirements listed below but for
CoverKids’ failure to perform as provided in this Agreement, the Contractor shall not be liable for damages resulting

directly therefrom.

A. Contractor shall provide and maintain an
administrative structure, including personnel of
sufficient background, training, size, scope,
and authority to perform its contractual
responsibilities to the satisfaction of the State.
(A.12.d)

Failure to notify the State of staffing
changes, including changes in key staff
as noted within the Contract.

$100.00 per
business day

B. Contractor shall annually submit the
proposed survey tool(s) for the Annual Quality
Survey of the HPA and DPA to the State.
(A.9.b.)

Due Date for annual submission of
proposed survey tool to State shall be
February 28th.

$200.00 per State
business day

C. Contractor shall annually present the
proposed schedule for the HPA and DPA
Annual quality Surveys to the State for
approval. (A.9.b.)

Schedule defining the dates established
(agreed to by the HPA and DPA) for the
onsite, Annual Quality Survey of HPA
and DPA shall be submitted to the State
annually by March 2",

$200.00 per day

D. Contractor shall perform an Annual Quality
Survey of the HPA and DPA to determine
contractual compliance, and compliance with
current industry, Federal, and State
requirements for CHIP managed care.
Contractor shall prepare a written report of
findings, which shall be delivered to the State.
(A.9)

Completion of Annual Quality Survey
and submission of draft and final reports
to the State 30 and 60 days respectively,
from the last day of the onsite review of
HPA and DPA.

The State will use the established review
schedule submitted for the HPA and
DPA unless additional information is
provided. ‘

$200.00 per State
business day for each
report, which is
delinquent.

E. Contractor shall perform an annual
assessment of network adequacy and submit
reports thereof to the appropriate State
agencies. Contractor shall establish a
procedure to verify that the HPA and DPA are
delivering the health benefits required by the
Contractor Risk Agreement within the required
time frames and that the HPA and DPA has an
adequate provider network to ensure the
effective and efficient delivery of healthcare
services to CoverKids enrollees and submit a
report thereof. (A.9.)

HPA and DPA specific reports shall be
submitted to the appropriate State
agencies annually by June 1% detailing
findings of network adequacy
assessment.

$200.00 per State
business day for each
report, which is
delinquent.

F. Contractor shall perform a quarterly
validation of the accuracy of the provider
information reported by the HPA and DPA and
submit a report thereof. (A.9. and A.8.)

Report the findings of the quarterly
telephonic survey shall be submitted to
the State by the last day of each
calendar quarter.

$200.00 per State
business day for each
report, which is
delinquent.

G. Annual Technical Report completed and
report submitted (A.9.)

Report includes all mandatory EQR
activities and any optional activities
selected bﬂ\: the State due annually by
August 157

$200.00 per State
business day for each
report, which is
delinquent.
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H. Annual Cost Allocation Plan (A.9.i.)

Report to support claim for Federal
Financial Participation. Contractor must
be able to provide documentation to
support wages, benefits, and other
expenditure items shall be submitted to
the State annually by August 15",

$200.00 per State
business day.

I. Ad hoc Reports as requested by the State

(A.9.)

The State and the Contractor shall
mutually agree upon the due date for
each ad hoc report requested.

$200.00 per State
business day for each
report, which is
delinquent.

J. Failure to comply with Conflict of Interest

requirements. (E.27)

As defined in this agreement.

110% of the total amount
of compensation paid by
Contractor to
inappropriate individuals
as described in this
agreement and possible
termination of this
agreement.

K. Failure to submit CoverKids Disclosure of
Lobbying Activities Form by Contractor (E.11)

As defined in this contract.

$400.00 per State
business day for which
the form is late.

L. Failure to comply with Offer of Gratuities

constraints. (E.28)

As defined in this contract.

100% of the total benefit
provided by the
Contractor to
inappropriate individuals
and possible termination
of the Agreement for
Breach as described in
this Agreement.
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Technology Architecture Framework

The State of Tennessee Information Systems Council (ISC) has assigned the responsibility for the
development of the State's Technology Architecture to the Office for Information Resources. The
Technology Architecture is an integral part of the Enterprise Architecture and is the official publication
documenting information technology products and standards.

Technology Architecture Standards are applicable to all state agencies (e.g., departments, boards,
commissions, offices, and institutions of the state) and extend to vendors contracted to work for state
agencies. Exceptions to Enterprise Architecture standards are governed by the Waiver/Exception )
process (see Appendix A). '

The Technology Architecture establishes technical requirements which govern the planning,
acquisition, use, and management of information technology resources. It organizes, classifies, and
categorizes them in an orderly framework of Domains, Disciplines and Technology Areas. The
concept of domains, disciplines and technology areas are aligned with the National Association of
State Chief Information Officers (NASCIO) Enterprise Architecture Toolkit.
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Technology Architecture Domains
The Technology Architecture Domains are listed below with a brief description.

Application
' The Application Domain documents the languages, tools and utilities to design, build,
deploy, operate and maintain the State's applications. ' '

Collaboration
The Collaboration Domain identifies standards and components that facilitate interaction of
the workforce and promote group productivity.

Data :
The Data Domain addresses technology requirements for the storage and management of
critical State data in electronic form.

Information
The Information Domain addresses technology requirements for development and
maintenance of areas requiring significant multi-agency coordination in the context of
enterprise data and

Network A
The Network Domain documents the technology required to support the movement of
electronic information and to support the voice, data and video infrastructures.

Platform
The Platform Domain identifies technology hardware platforms and the related operating
- systems to support the current and future business requirements, standardizes
configurations and defines host communications.

Security '
The Security Domain provides for integrating security services, mechanisms, objects and
management functions, across multiple hardware and software platforms and networks.

Systems Management
The Systems Management Domain defines the framework for efficient and effective
management of the State's information processing environment, including monitoring and
management of peripheral devices, processes for production systems, and the capability to
recover the production environment in-part or in whole. '
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Technology Architecture Product Phases

The Technology Architecture Products component facilitates planning by identifying a lifecycle
phase for each standard product. The phases are listed below with a brief description.

Emerging
Technologies that, while possibly accepted as well utilized thoughout the industry, are new
to the enterprise. It is generally understood that emerging technologies be considered
carefully before implementing in the enterprise-wide architecture. It is therefore
recommended that, for initial implementation, emerging technologies be limited to smaller,

non-mission-critical projects until it is proven that they can be integrated sucessfully into
the existing enterprise architecture.

Current

Technologies that are the current standard for use within the enterprise, and tested and

generally accepted as standard within the industry. These items comply with or support the

principles listed for the discipline.
Twilight '

‘Technologies being phased out by the enterprise but not yet having an established end

date. ’
Obsolete

Technologies that have been phased out and cannot be used within the organization past a
specific date.
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Waiver/Exception Process

The Waiver/Exception process shall be used to request a waiver or exception to a policy, standard
(compliance component), or standard product (product component).

1. Download the Waiver/Exception Request form from the State intranet or request a form from the RFP
Coordinator.

2. Complete the form electronically.

3. Email the completed form to the IT-ABC (IT/ABC@tn.gov) along with additional information needed to
“support the Waiver/Exception request. ’ '
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Technology Architecture Product Standards

Domain: Application

Discipline: Application Access

Technology Area: Application Server

Product Component Phase
IBM Websphere Application Server ' Current
Microsoft NET .~ S : A | L el \ - Current
Oracle Application Server 10g Current
Oracle Application Server 8i. L Twlight
Red Hat JBoss Current
Technology Area: Web Browser
Product Component Phase
Internet Explorer 5 Twilight
Internet Explorer6. . == . e L _ Twilight
internet Explorer 7 Current
fntérnet'EprorerS AT T FRECIR . Emerging
Netscape _ ) Obsolete
Technology Area: Web Server
Product Component Phase
IBM HTTP Server Current
Microsoft Internet Information Server AR T PR - Current
Netscape Twilight
Open Source Apaft:.h'e.'Wjeb Server 20 or hlgher R L S ._Cdfren‘;t
Oracle Apache (formerly Oracle HTTP Server) Current
Discipline: Application Configuration Management
Technology Area: Application Change Management
Product Component Phase
Serena PVCS Teamtrack 4 Current
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Technology Architecture Product Standards

Technology Area: Application Release Management

Product Component Phase -
Serena PVCS Builder Twilight
Technology Area: Application Version Control
Product Component Phase
Librarian Change Control Facility Current
Oracle Software Configuration Management ~ Emerging
Serena PVCS Version Manager \ Current
Subversion : Current
Visual SourceSafe Current
Discipline: Application Development
Technology Area: Languages
Product Component Phase
ADF Twilight
C#... iy " Current
COBOL for z/0OS and 0S/390 Current
FoxPro .~ . 3 . Twilight
Java 1.4.2 Current
PowerBu'iIdgr': o Twilight. i
VB .NET Current .
Visual Basic - Twilight
Technology Area: Tools & Utilities
Product Component Phase
Cool:Gen Twilight
Easytrieve Plus - Current
Finalist Current
Finalist (Cross Chéck) .Current
NDoc Current
Oraéle Designer 10g . ' S 3 _»C.uf'rent :
Oracle Designer 4.5 Obsolete
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Technology Architecture Product Standards

Oracle Designer 6i Obsolete
Oracle Designer 9 C o ST S Twilight
Oracle Discoverer 10g | | Current
Oracle Discoverer 4.1 R . T e ‘ - | Twilight
Oracle Discoverer 9i | ’ | Twilight
Oracle Forms Develbpér 10g ‘ S AR D " current
Oracle Forms Developer 4.5 4 ‘ Obsolete
Oracle Forms Developer 6i o o ' o _ ‘ ‘ Obsolete .
Oracle Forms Developer 9i 4 | | Twilight
Qfacle_Jdeveloper_log S : _ : . Current
Oréclejdeveloper 9i o | N Twilight
Oracle Reports Develop_éf 108 ' ' i -;;,,C:urrent‘ .
Oraclé Reports Developer 4.5 - | . | | .Obsolete
Gracls Reports Déyélgp_'e'r'ﬁi' T S e ;“Obso_let,e.
Oracle Reports Developer 9i | o “Twilight
SAS A - REE R . Current
TELON | Twilight
VBCommenter . S Gl e : L P e Twili'ght
Technology Area: Web Application Development Tools
Product Component Phase
Eclipse IDE for Java Developers \ Current
Oracl_e_Intémef'D‘evelopér_Suite'lvoAg : : "Current
OracIé Internet Developer Suite 9i ‘ o . Twilight.
RationalApplic_:atioﬁ vbveil‘éloper(RAD)fQ'r-'WébSphere__e Lo oo Current
Rational SoftWare Architect o o | Current
Visual Studio NET2005 L0 i el current
‘Technology Area: Web Graphical User Interface Development Tools
Product Component Phase
Jacada Interface Server : Current
Oracle Internet Devélqper Suite 10g ;.:‘ A AR . Aj - sCUrrent
Oracle Internet Developer Suite 9i | Twilight
We_pSphere Host Ac':‘cés;si_Tr’ansfo‘rmatiQn_Se‘ryi;;és’(HATS) : - U current
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Technology Architecture Product Standards

Discipline: Application Testing

Technology Area: Functional Testing

Product Component Phase
Compuware Hiperstation Plus Current
Compuware QACenter 3270 Hiperstation Current
Compuware QADirector Current
Compuware Reconcile Current
Compuware TestPartner Current
Cdmpuwafe Travck‘Re_con_'d'v_ ' "-iiC,_urr‘ent
Technology Area: Performance Testing
Product Component Phase
Compuware Application Vantage Current
Compuware QACenter Per'forrr'iance_Editioh » ' Current
Technology Area: Test Data Generation
Product Component Phase
Compuware File-AID/CS Current
Technology Area: Tuning/Development
Product Component Phase
Compuware DevPartner Current
Discipline: Output Management
Technology Area: Output Management
Product Component Phase
Advanced Function Printing Current
DataWare-CD - Luminex. ' (AR \ ~Current
Document Direct for the Internet + (formerly Document Direct) Current
InfoPrint Server - ' \ : Current
Microfiche Current
Monarch i -“Current
View Direct (formerly InfoPac) Current
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Technology Architecture Product Standards

Domain: Collaboration

Discipline: Collaboration Tools

Technology Area: Desktop Publishing

Product Component Phase
Adobe PageMaker . Current
Microsoft Publisher 2000 and 2002~ - T I A - Twilight
Microsoft Publisher 2003 and 2007 ‘ Current
Microsoft Visio 2002 . " PR - | c . Twilight
Microsoft Visio 2003 and 2007 Current
Technology Area: Office Automation
Product Component . . Phase
Microsoft Office 2003 and 2007 Current
Microsoft Office 97 L R o B0 ERT - . Obsolete
Microsoft Office XP . Twilight
Technology Area: Project Management
Product Component ‘ Phase
Microsoft Project 2000 _ Obsolete
Microsoft Project 2003and 2007 © .~~~ . ... " Current
Microsoft Project Server 2000 ' Obsolete
Microsoft Project'Se>rve[_2003 ahd-2007‘_:: R s ST o . Current
Project Workbench Obsolete
Technology Area: Spreadsheet
Product Component Phase
Lotus 1-2-3 | Obsolete
Microsoft Excel 2000 : »r o S ' N P ‘: i o 'Twili‘ght
Microsoft Excel 2003 ’ Current
MiCFOSth_EXCE' 2007 T e 5 ; : N - ; i : . ,E . L Current

Microsoft Excel XP i . Twilight
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Technology Architecture Product Standards

Technology Area: Team Collaboration

Product Component Phase
Microsoft Office SharePoint Server Current
Windows SharePoint Services 3.0 Current

Technology Area: Word Processing
Product Component Phase
Microsoft Word 2000 Twilight
Microsoft Word 2003 - ;'Cvurjrent
Microsoft Word 2007 Current
Microsoft Word _XP. : ~ Twilight
Word Perfect Twilight

Discipline: Directory Services

Technology Area: Directory Services |
Product Component Phase
Active Directory Current
eDirectory (formerly NDS Dlrectory) ““Current
eTrust ldentltyMlnder eProwsmn (former!y Netegrlty eProwsuon) Obsolete
RACF ' i L © . _Current

‘Discipline: Document Lifecycle Management

Technology Area: Automated Data Capture
Product Component Phase
IBM FileNET Capture Desktop 4.x Twilight
IBM FileNET Captur_é _I_)_e_’svkt'op 5X . " Current
IBM FileNET Capture Pro 4.x Twilight
IBM FileNET Capturé‘P_rb 5x ‘Current.
Lexmark Current
Verity (formerly CARDIFF TELEForm Information Ca:pture) Twilight

Technology Area: Document Imaging
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Technology Architecture Product Standards

Product Component Phase

’
IBM FileNET Content Services Twilight
IBM FileNET Image Services SR TR R . Twilight

Technology Area: Document Management

Product Component Phase
IBM FileNET Content Manager 3.x Current
IBM FileNET Content Manager ax . : . - ‘ o ~ Emerging
IBM FileNET Image Manager 2.x Twilight
1BM FileNET Image Manager 352 © * 7o oo e current

Technology Area: Workflow
Product Component Phase
eProcess Services Twilight
IBM FileNet Business P_rok:ess_ Manager Ix e T TP ' : - ;‘,Twiligh‘t
IBM FileNet Business Process Manager 3.5.2 ’ Current

Discipline: Electronic Mail

Technology Area: Electronic Mail
Product Component . Phase
Blackberry Enterprise Server 4 Twilight
Blackberry Enterprise Server 4.1 - LT L B 7 Current
FaxWare Current
Microsoft Exchange Sérv:er 2007. ‘: et s SR ©+ . Emerging
Novell GroupWise Client 6 ‘ Obsolete
Novell GroupWise Client 6.5.1 : P T '_Currenf
Novell GroupWise Server 6 Obsolete
Novell GroupWise Server 7 E F i S Current

Technology Area: Gateway
Product Component Phase
GroupWise Internet Agent (GWIA) Current
S,écure Mail (IronMail). - : . Sl e . v»-:Curr‘enf .
SendMail (SMTP) Current
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Technology Architecture Product Standards

SMTP Compliance Component Current
Symantec AntiVirus Current
Technology Area: List Management Software
Product Component Phase
LISTSERV Current
Discipline: Mobile Devices
Technology Area: Data Synchronization
Product Component Phase
Intellisync Current
Technology Area: Handheld Devices
Product Component Phase
Pocket PC 2002 Obsolete
RIM Blackberry (Data & Push-to-Talk) ' Current
RIM BlackBerry (Data Only) Current
RIM Blackberry (Dafa Télephqn\;) o T A ) Current -
Windows Mobile 2003 for Pocket PC Twilight
Discipline: Web Publishing
Technology Area: Web Publishing
Product Component Phase
Adobe Acrobat Current
Ade_é Contribute 3 : Current
Adobe Dreamweaver Current
AdObe FireWOrkS s . Current
Adobe Flash Current
'Fronthage Obsolete
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Technology Architecture Product Standards

Domain: Data

Discipline: Data Access

Technology Area: Database Middleware

Product Component Phase
DB2 Connect Client Current
bL/2. o . . Current
Open Text leeLlnk ECM (formerly Hummlngblrd BI/Query) Twilight
Discipline: Data Management

Technology Area: Data Backup/Recovery
Product Combonent Phase
Various DB utilities Current.

Technology Area: Data Movement
Product Component Phase
Connect: Direct Current
FTP. : Current
IMS CDC Current
M_ove forDB2 A Current
MVS/Expedite ‘Current
Oracle Enterprise Gr|d Control o Current
Oracle Enterpnse Manager Database ControI Current
QuestToad ~ ° P . _-Cu_frént
RC/M|gratorfor DBZ for z/OS 6.1.6 Current
RC/Update for DBZ for z/0S 6.1. 6 Current
Secure FTP ‘ Current
SQL Server Managé;fnenf Studio . Current
XCOM ‘ Current

- Technology Area: Data Quality
Technology Area: Data Translator
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Product Component Phase
EC Gateway Current
ECMap Current
- ECRTP Current
EDI Server Current
Technology Area: Extract, Transform, and Load
Product Component Phase
Talend Open Studio Current
Technology Area: Repository for Data Management
Discipline: Database Storage
Technology Area: Database Change Management
Product Component . Phase
RC/Migrator for DB2 for z/0S 6.1.6 Current
RC/Update for. DB2 for /0 6.1.6 | Current
Technology Area: Database Management System
Product Component Phase
Access Current
DB2 Universal Dataib'avse (UDB) forz/0S 7.1 : Qbsolete”
DB2 Universal Database (UDB) for z/0S 8.1 Current
DB2 Universal Database (UDB) forz/0S9 = = Emerging
DSIMS (IMS) 6.1.6 Current
IMS DB for 05/390 Twilight
Informix Twilight
Microsoft SQL Server 2000 < Twilight
Microsoft SQL Server 2005 Current
Microsoft SQL Server 2008 Emerging
Oracle (32-bit) 10g Current
Oracle (32-bit) 7.3.4 Obsolete
Oracle (32-bit) 8.0 Obsolete
Oracle (32-bit) 8i Twilight

Technology Architecture Standards Version 2.07 released 8/25/09
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Oracle (32-bit) 9i Twilight
Oracle (64-hit) 10g Current .
Oracle (64-bit) 7.3.4 ’ Obsolete
Oracle (64-bit) 8.0 Obsolete
Oracle (64-bit) 8i Twilight
Oracle (64-bit) 9i Twilight
Technology Area: Database Monitoring
Product Component Phase
Database Analyzer (DB2) 2.6.6 Current
Savant (for Oracle) o Current
The Monitor for DB2 Current
The Monitor for IMS (TMON/IMS) - " Current
Discipline: Database Structure
Technology Area: Data Modeling / Database Design
Product Component Phase
CA Erwin Modeling Suite 4.1.4 Current
Oracle Designer 10g B " Current
Oracle Designer 4.5 Obsolete
Oracle Designe:r Bi. N Twilight
Oracle Designer 9i Twilight
PowerDesigner (formerly Data Architect) - Current
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Domain: Information

Discipline: Business Intelligence

Product Components Phase

Microsoft SQL Server Analysis Services : Current

Technology Area: Data Analysis

Product Component Phase
MicroStrategy Desktop . Current
MicroStrategy\'De_s_ktépb7.}5‘.3 ’ S . L e Twilight
MicroStrategy Intelligence Server Current
MicroStrategy lnt_éiliggﬁcg Server7.5.3 i Ll Ly o Twilight
MicroStrategy Narrowcast Server ' Current
MicroStrategy Narrowcast Server 7.53 R - Twilight
MicroStrategy Web Server , i Current
MicroStrategy Web Server 7.5.3. . . = - v_ . i S R 'Twilight
Oracle Discoverer 10g Current
Or}acle}Di_S’covérer 4.1 . T g e - Twilight
Oracle Discoverer 9i Twilight

Technology Area: Data Mining

Technology Area: Information Delivery

Technology Area: Query/Reporting
Product Component ) Phase
Base SAS‘ Current

Business Objects Cr_yst_a’l Repofts Server 2008v11 (fovrmveﬂyj:(ifystaivthterbrise‘: ‘Servéi" 3/16/2 Current:

Crystal Reports Current
Datavantage . ‘ . o ; 0 NG ‘ - Current '
‘Easytrieve Plus | | Current
File-AID/IMS P | Current
Microsoft SQL Server Reporting Services 2005 | Current

,Mpnafch < Current
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Open Text LiveLink ECM (formerly Hummingbird Bl/Query) Twilight
Oracle Discoverer 10g . . _ IR : ‘ ‘ ‘Current
Oracle Discoverer 4.1 | _ Obsolete
Oracle Discoverer 9i ‘ S : B bv A , Twilight
Oracle Reports 4.5 A Obsolete
Oracle Reports 6i B ‘ : . Twilight
Oracle Reports 9i and 10g Current
QMF 6.1 : : Current
RC/Update 6.1.6 ' | Current
S.C.lR , : e R e e | . R obsolete
Discipline: Geographic Information Systems (GIS)

Technology Area: Data Server
Product Component Phase
ArcGIS Engine , Current
ArcGlSServer92 . . o S R :. © Current
ArclMS ' | | Current
ArcIMS 3x ' ) B R ' ” _ Obsolete
ArcIMS 8.x. . Twilight »
ArcIMS 9.2 . Twilight
MapObjects Twilight

Technology Area: Desktop Client
Product Component Phase
ArcGIS Explorer Current
VAI"'clnfo 3x ‘ Obsolete
Arcinfo 8.x Twilight
Arcinfo 9.2 -.Current
ArcView Current

Technology Area: PDA Client
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Phase

Product Component
ArcPad 5.x Obsolete
ArcPad 6.x Lol TR g _ ~ Twilight
ArcPad 7.1 | | Current

Discipline: Message Integration

Technology Area: Message Integration
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Domain: Network

Discipline: Cabling

Technology Area: LAN Cabling

Product Component Phase
Cat5 Obsolete
. Cat 6, Fiber Optic 62.5/125 Multimode - -~~~ . Twilight
Cat6a Emerging
Fiber Op_tic_SO/}lzs_bMulti'mode' e 2R ' Current
Single Mode Fiber Full Spectrum Current
Technology Area: SNA Cabling
Product Component : Phase
Cat 6, 25-pin EIA Twilight
Cat7 o Twilight
RG-62, Coaxial Cable Obsolete
Technology Area: Video Cabling
Product Component Phase
Catb Current
Cat7 L - Twilight
RG-6 Coax, RG-11 Coax - Current
Technology Area: Voice Cabling
Product Component Phase
Cat3 Obsolete
Cat5 S . Obsolete
Cat6 Current
Cat7 Twilight

Technology Area: WAN Cabling
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Product Component Phase
Cat 6, Fiber Optic 62.5/125 Multimode Twilight
Cat6a o , Emerging
Fiber 50/125 Multimode Laser Optimized Current
Fiber Optic Single Mode ‘ Current
Single Mode Fiber Full Spectrum Current
Discipline: LAN
Technology Area: Adaptors
Product Component Phase
Ethernet Current
TokenRing = - Obsolete
Technology Area: File Access and Transfer Service
Product Component Phase
g Attachmate Extra Enterprise 2000 {formerly Attachmate Extra) (formerly Attachmate) Current
FTP SR o = . Current
XCOM Current
Technology Area: Hubs/Switches
Product Component Phase
Cisco Current
Nortel - Current
Technology Area: LAN Protocol
Product Component Phase
TCP/IP Current
Technology Area: Monitoring
Product Component Phase
Network Associates Sniffer Suite Current
Technology Area: Secure File Transfer Protocol and Service
Technology Area: Wireless LAN
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Product Component Phase

Aruba ‘ Current

Discipline: SNA

Technology Area: SNA Backbone Transport

Product Compbnent Phase

DACS Switches Twilight
T1 , - : R R Twilight
T3 Channels Twilight

Technology Area: SNA Protocol

Product Component . Phase
DLSw : Twilight
SNA-SDLC et Twiilight

Discipline: Video

Technology Area: CSU/DSU

Product Component Phase

Adtran Obsolete

Paradyne . . ' e : e ‘ : .. Obsolete
Technology Area: Document Camera

Product Component ' Phase

Cannon : ‘ , Current

Elmo L current.
Technology Area: Modems

Product Component ' ‘ Phase

MultiTech Obsolete
Technology Area: Telemedicine Peripherals

Product Component Phase

AMD Current
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Technology Area: Video Bridge

~ Product Component Phase
Polycom Current
Video Accord - Twilight
Vtel Obsolete
Technology Area: Video Circuit/Carrier
Product Component Phase
ISDN/BRI Current
ISDN/PRI Current
T-1 Current
Technology Area: Video CODEC
Product Component Phase
Polycom Current
Tandberg Current
Technology Area: Video Protocol
Product Component Phase
H.320 Twilight
Technology Area: Video Switches
Product Component Phase
Cisco Current
Initia Obsolete
Nortel Current
Discipline: Voice
Technology Area: Business Lines
Product Corhponent ~ Phase
A Current

1FB

Technology Area: Commercial C/O Service

Technology Architecture Standards Version 2.07 released 8/25/09
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Product Component Phase
Centrex Current
Technology Area: IP Telephony
Product Component Phase
Cisco Unified Communications Solutions Current
Technology Area: PBX Trunks
Product Component Phase
ISDN/PRI Current
Technology Area: Voice Backbone Transport
Product Component Phase
Electronic Tandem Network (ETN) Twilight
Discipline: WAN
Technology Area: Network Monitoring/Management
Product Component Phase
Cisco Works 2000 Current
DDNS Current
DHCP Current
MRTG : Current
NAT Current
Remedy - Current
SNIPS Current
Technology Area: Router
Technology Area: WAN Carrier/Circuit
Product Component Phase
ATM Twilight
Ds1 Current
DS3, OC3 Current
DSL f_ * Current
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Frame Relay Twilight
ISDN ' ' o R - - Current
SMDS/CDS Obsolete

Technology Area: WAN Protocol

Product Component Phase
BGP Current
IPX | \ - Twilight
MPLS Current
OSPE o crrent
PPP . o | Current
TCP/IP FRRE R ) i . e S 3 Current

Technology Area: WAN URL Filtering

Discipline: Wireless Data Tele-Communications

Technology Area: Wireless Protocol

Product Component Phase
802.11A Current
BO2.11B . poweadi G e . Current
802.1.1.G.. ; e o e R : SEL corrent
802111 © Current
802.11N - Emerging
802.1X . : e e i : _ ' ; v e .. o Current
Technology Area: Wireless Transport

Product Component ' Phase
2.4 GHz Current
5GHz N . ' SRR S L " Current
5.8 GHz . Emerging
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Domain: Platform

Discipline: Environments

Technology Area: Environment

Discipline: Hardware

Technology Area: Hardware

Product Component Phase
IBM (zSeries compatible) Current
Intel/AMD (formerly X86) (formerly Ih‘t\él'), o L - L R i .’ Current
Solaris SPARK | | Curreﬁt
Solaris SPARK 2.7 Toed O Twiilight
Solaris SPARK 2.8 o | - “ Twilight

Discipline: Host Communications

Technology Area: Host Communications

Product Component Phase
ACF/NCP {Network Control Program) Obsolete
ACF/VTAM. (telecommumcatlons access) L - . - -’5;5 Gl : '_Current

Attachmate Extra Enterprise 2000 (formerly Attachmate Extra) (formerly Attachmate 5/18/2 Current

Host on Demand (HOD) + -~ . . 3 L SRS SRS Twilight
Personal Communications (formerly [BM Personal Communications/3270 - 6/26/1998) Obsolete
RIE PR 3 DR .: S e - R . 5 | AT ;Currenfc
TCP/IP | | | Current
TN-3270 (formerly PC3270) - oo current
XCOM | - ‘ - | Cﬁrrent

Discipline: Operating Systems

Technology Area: Application/Database Server Operating System
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Product Component ' Phase
CITRIX : Current
Netware 6 . o ' ‘ Obsolete
Netware 6.5 Current
Netware Client 4.91 SP2 ‘ S : _ Current
Red Hat Linux 4.5 ' Current
Red Hat Linux 5 o o Current
Solaris SPARC compatible 2.10 Current
Solaris SPARC compatible 2.6 Twilight
YS.olaris SPARC combatible 2.7 B . Twilight
Solaris SPARC compatible 2.8 : = S E A Twilight
Suse Linux Enterprise Serverv | - ” Twilight
Vmware3.02 .. . IR e i R L . Current
Vmware 3.5.1 . “ ’ v h Emerging
Windows 2000 Server .~ . S . Twilight
Windows 2000 Workstation | l 'fwilight
Windows 2003 Serv’e‘r'Ryz R S Ny o R Current
Windows 7 Emerging
Windows NT Server . : B . Obsolete
Windows NT Workstation Obsolete
Windows Server 2008- T e ; e - Emerging
Windows XP Professional SP2 ' Twilight
Windows XP Professional SP3 L e o = Current
2/0S 1.7 Current
2/0S 1.9 . E o SRR e S - .~ Emerging

Technology Area: File Services

Product Component Phase
Netware 6 Obsolete
Netware 65 . - R ’ | "~ Current
Windows File Services : Current

Technology Area: Handheld Devices Operating Systems
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Product Component Phase
Pocket PC 2002 : ' Obsolete
RIM Blackberry (Data & Push-to-Talk) ' Current
RIM BlackBerry (Data Only) Current
RIM Blackberry (Data Telephony) . v o Current
Windows Mobile 2003 for Pocket PC Obsolete

Discipline: Platform Configuration

Technology Area: Platform Configuration
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Domain: Security

Discipline: Access Control

Technology Area: Database "

Product Component Phase
Local User Database Current
Technology Area: System
Product Component Phase
Operating System Security Current
UNIX Opéra‘tin_g System Seé;ﬂurity’j’»‘_'; B ‘Current
Discipline: Authentication
Technology Area: Authentication Protocol
Product Component Phase
Kerberos Current
Technology Area: Certificates
Product Component Phase
Entrust Current
Microsoft Certificate Server Current
Technology Area: Mainframe
Product Component Phase .
RACF Security Current
Technology Area: Public Key Encryption
Product Component Phase
DSA - Current
RSA Current

Technology Area: Public Key Infrastructure

Technology Architecture Standards Version 2.07 released 8/25/09
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Product Component Phase
Entrust Current
Technology Area: Symmetric Key Encryption
Product Component Phase
AES Current
Triple DES (3DES) Current
Technology Area: VPN
Product Component ‘Phase
Checkpoint VPN-1 Current
Cisco Secure Remote Access Current
Microsoft PPTP Twilight
Discipline: Authorization
Technology Area: Directory
Product Component Phase
Active Directory Current
eDirectory (formerly NDS Directory 6/26/1998) Current
Oracle internet Directory Emerging
Discipline: Compliance Policies
Technology Area: Anti-Spam
Product Component Phase
Secure Computing CipherTrust IronMail Current
Technology Area: Firewall
Product Component Phase
Checkpoint Firewall-1 Current
Cisco PIX Current
Technology Area: Intrusion Detection
Page 30 of 36

Technology Architecture Standards Version 2.07 released 8/25/09




Technology Architecture Product Standards

Product Component Phase
Cisco SIMS Obsolete
RealSecure - o ‘ L Current

Technology Area: Log-in

Product Component Phase
Microsoft Windows Logon (formerly NT Logon) Current
Power-on Passwords . Current
RC/Secure (DB2) Current
streenFSaver,fwith baSS,v‘./.V.’?r‘d,‘._:t T S : T current
Technology Area: URL Filtering
Product Component Phase
Websense Current
Technology Area: Virus Protection
Product Component Phase
Symantec AntiVirus Current
- Discipline: Data Confidentiality and Integrity
Technology Area: Disk Eraser
Product Component Phase
KillDisk 4.1 Current
Technology Area: Encryption Controls
Product Component Phase
Entrust Entelligence Current
Microsoft EFS - S e EEE R R ':>Current o

Technology Area: Message Digest/Signing

Discipline: Encryption

Technology Area: Hash Functions
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Product Component Phase

SHA-1 Current
SHA-256 Current
SHA-384 Current
SHA-512 Current
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Domain: Systems Management

Discipline: Access Management

Technology Area: Internet Access

Product Component Phase
Host on Demand (HOD) + Twilight
Technology Area: TP Monitors
Product Component Phase
CICS Current
IMS/DC_ .~ Current
Roscoe Current
TSO Current
Discipline: Asset and Configuration Management
Technology Area: CMDB
Product Component Phase
BMC Configuration Management Current
Technology Area: Discovery and Inventory
Product Component Phase
EMC Smarts Application Discovery Manager Current
Novell ZENWorks ' Current
Novell ZENWorks v10 Emerging
Technology Area: Repository for Asset Management
Product Component Phase
BMC Remedy Asset Management Application Current
Emerging

BMC Remedy Asset Management Ap'plicatioh 7.1

Discipline: Change Management

Technology Area: Change Management
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Product Component Phase
" BMC Remedy Change Management Current
Discipline: Continuous Service Improvement
Technology Area: Service Improvement
Technology Area: Service Measurement
Technology Area: Service Reporting
Discipline: Data Storage
Technology Area: Network Attached Storage (NAS)
Technology Area: Storage Area Network (SAN)
Technology Area: Storage Management
Product Component Phase
CA-1 Current
SAMS/Allocate ...+ _Current
SAMS/Vantage Current
SMSH L R " Current
Discipline: Event Management
Technology Area: Job Management
Product Component Phase
CA AutoSys Current
CAl1l Mainframe Current
CA7 Mainframe Current
Technology Area: Performance Tuning
Product Component Phase
HP OpenView Current
IBM Netview Current
Insite Manager Current
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Optivity Current
The Monitor for IMS (formerly TMON/IMS until 1/15/2004) Current
TMON/CICS Current
TMON/DB2 3.3 Current
TMON/MVS Current
Discipline: Help Desk and Problem Management
Technology Area: Help Desk/Problem Management
Product Component Phase
BMC Remedy Action System 6 Current
Discipline: Incident Management N
Technology Area: Incident Management
Discipline: Middleware Management )
Technology Area: Middleware Management
Product Component Phase
Jboss Operations Network (JON) Current
Discipline: Operations Management
Technology Area: Backup/Retrieval
Product Component Phase
ArcServe Current
FDR . Current
HSM . Current
Vefitas NetBackup 5.1 Twilight
Veritas NetBackup 6.1 Current
v Emerging

Veritas NetBackup 6.5

Discipline: Release and Deployment Management

Technology Area: Release and Deployment Management
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Technology Area: Software Distribution

Product Component Phase
Novell ZENWorks Current
Novell ZENWorks v10 Emerging
Discipline: Request Fulfillment
Technology Area: Request Fulfillment
Discipline: Service/Business Continuity
Technology Area: Business Resumption
Technology Area: Disaster Recovery
Discipline: Training
Technology Area: Computer Based Training
Product Component Phase
Phoenix Twilight
Technology Area: Web Based Training
Product Component Phase
Adobe Authorware Current
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